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Abstract: Because previous academic research does not comment sufficiently on how the relevant content of the European
Union (EU) General Data Protection Regulation (GDPR has been properly communicated to the organisations, or how the
situational awareness (SA) of GDPR has been built in the organisations, this qualitative empirical research was regarded as a
valuable approach for gathering authentic research material on the practical bases of this phenomena. The aim of this
empirical case study (CS) is to develop a picture of what processes organisations use to build SA of the GDPR requirements.
To guide the CS, we asked how the SA for decision-making was constructed and how it was perceived in organisations. The
experiences of eight Finnish organisations showed that the organisations’ practices of building SA and their experiences with
the quality and adequacy of SA differed. However, building SA proved to be a critical step for organisations in the overall
process of meeting GDPR requirements. Especially the data coming from inside the organisation became very relevant in the
SA process, because it supported decision makers to determine how the GDPR requirements should be implemented in the
organisation. As a main contribution of this article, based on best practices shared by organisations a model of building SA
was built. The proposed model is threefold and was constructed by combining the findings of an empirical CS analysis, the
steps of the intelligence process, and the essential elements of the model of creating information security SA. The result is
potentially beneficial for building situational understanding of any complex or ambiguous issue, especially in complex and
digitalised technological areas, where combining information management with accurate and efficient decision-making is a
common challenge. The results can be used by any party who is looking to build SA of an abstract issue in a complex
environment.

Keywords: GDPR requirements, Interpreting privacy regulation, Understanding GDPR requirements, Organisational
situational awareness, Privacy practices, Information security development

1. Introduction

Previous research does not comment sufficiently on how the relevant content of the European Union (EU)
General Data Protection Regulation (GDPR) has been properly communicated to the organisations, or how the
situational awareness (SA) of GDPR has been built in the organisations. As, for example, Ahmad et al. (2021)
stated, most research has focused more on technological than practical perspectives. The development history
of the research topic has been significantly influenced by the need to produce practical research information on
GDPR issues in academic research, which can support the environment, for example service providers or
legislators to develop usable solutions for organisations that facilitate the implementation of privacy, for
example GDPR issues. GDPR was perceived by organisations as impractical and challenging from the start (see
e.g. Tankard, 2016; Sirur et al, 2018; Hirvonen, 2022a and 2022b), so clarifying solutions and a model are needed
to improve developing GDPR SA. The research data for this case study was already collected in 2021, so more
scientific research on the topic has naturally been published after that. However, it can be stated that even after
2021, research progress does not concentrate only on the privacy side, but more broadly on e.g. cyber security,
although even these solutions can be seen to benefit the privacy side as well.

The aim of this case study (CS) is to develop an overall picture of how organisations build SA of GDPR
requirements. The objectives are 1) to collect practices found to be working by organisations, and 2) based on
these to provide a model with which other organisations can facilitate when creating the SA. The research
question is: How was the SA for decision-making constructed and how was it perceived within the organisation?

The concept of SA has several definitions. According to Tikanmaki and Ruoslahti (2019), all SA definitions share
the idea of knowing and understanding what is occurring, prediction of the future situation, and the decision-
making based on these factors. In this study, SA means the organisational awareness of all the actions, decisions,
expenditures, resources, investments and mindsets required to demonstrate GDPR compliance in practice. SA
also essentially involves an understanding of the changes in future needs of the organisation, the environment
and GDPR. Organisations use their SA as the basis for decisions about the activities and resources related to
GDPR.

The results here indicate that organisations’ practices for building SA and their experiences of its quality and
adequacy differed. However, building SA proved to be a critical step for organisations in the overall process of

575
Proceedings of the 22nd European Conference on Cyber Warfare and Security, ECCWS 2023


mailto:martti.j.kari@jyu.fi

Pauliina Hirvonen and Martti J. Kari

meeting GDPR requirements, because decisions on the necessary actions and investments are made based on
SA. Using these results, necessary parts for building a model of building optimal SA for organisational decision-
making is gathered. This research of building SA of GDPR has the following structure: the highlights of existing
literature are introduced in Section 2, the methodological choices are shortly described in Section 3. The results
and analysis are presented in Section 4. The discussion is in Section 5. Finally, the conclusions are located in
Section 6.

2. Early Work

Quite a limited amount of research of what is already known about building the SA, concentrating specifically
on the GDPR or data protection (DP) requirements approach, was found. For example, Teixeira et al. (2019)
acknowledged the importance of regulation awareness in organisations, including requirements and obligations.
Their review, which examined the success factors of GDPR implementation, was the most complete research of
the ones discussed here, because it highlighted research issues comprehensively, contributing the identification
of enablers, benefits, challenges and the barriers affecting the compliance process. Aberkane et al. (2021)
investigated the consideration of the GDPR regulation when developing service solutions in organisations.
Organisations’ challenges with interpreting GDPR have been reported by Tankard (2016) and Sirur et al. (2018).
As also the empirical evidence demonstrated that in 2018 more than 50% of all websites failed to present privacy
policies for consumers in an adequate manner (Dellinger, 2019). Seo et al. (2017) warned of forthcoming
challenges due to the GDPR for organisations that process large amounts of personal data. Capgemini’s survey
(2018) also showed, in practice, that most of the companies in Europe and the United States were not ready in
time for GDPR. Surveys by Dell (2016), KPMG (2017), Addis and Kutar (2018), and Presthus et al. (2018) noted
the lack of SA of GDPR to be common in many organisations.

SA was examined widely from other aspects than GDPR. For example, cyber SA was reviewed by Franke and
Brynielsson (2014) and Al Sagri and Al Aboodi (2015). E-health privacy risk awareness was surveyed by Bellekens
et al. (2016). Péyhonen et al. (2019) examined cyber SA in critical infrastructure organisations. Argaw et al.
(2020) addressed the cybersecurity of hospitals, noting that information sharing simplifies SA and a clear
perception of threats and details related to threat actors. Rajaméaki and Katos (2020) examined information-
sharing models related to cybersecurity early warning arrangements, highlighting the observation that operating
protection services as well as for emergency and crisis management were dependent on common cyber SA. They
(Rajamaki & Katos, 2019) also observed data analytics techniques (e.g., clustering and classification) promoting
SA, when integrated as a part of the information sharing system. Rendall et al. (2021) used a survey to examine
cyber threat detection SA. Panagiotis et al. (2019) noticed that Internet of Things (loT) applications creation
requires advanced knowledge extraction and real time situations. Endsley (2000) presented the Situation
Awareness Global Assessment Technique (SAGAT) based on the SA requirements of the operator. Sanneman
and Shah (2020), in turn, examined the application of SAGAT in measuring the situation awareness of end-users
that use autonomous intelligent agents. SA has also been studied from the following perspectives: geo-
distributed situation awareness applications in the fog by Saurez et al. (2016), SA related to port security by
Adams et al. (2020) in the European Commission’s project Scalable multidimensionAl sitUational awaReness
sOlution for protectiNg european ports (SAURON), and an intrusion detection system for network security SA by
Mahendiran and Appusamy (2018). Vieweg et al. (2014) highlighted that information broadcast through social
media may clarify SA during a crisis.

Most recent cyber SA research has been conducted after the research data for this case study was collected in
2021. For example Rowan et al. (2021) leveraged SA approach to examine decision autonomy when individuals
concerned the permission for eConsent and Renaud and Ophoff (2021) conducted a SA model to improve the
implementation of Cyber security controls and precautions. Ahmad et al. (2021) conducted a model that guides
organisations to build a SA of cyber threats and business context emphasising the incident response approach.
Insident response side was examined also by Husak et al. (2022). Toxirjonovich and Tulanovna (2022) brought
forth the gaps and opportunities related to cyber SA. Technological side approach was represented by
Apostolakis et al. (2022) proposed a solution for SA based on Augmented reality (AR) and artificial intelligence
(Al), and Chung et al. (2023), Jiang et al. (2002) and DeValk (2022), that examined the visualisation opportunities
related to Cyber SA. Schaberreiter et al. (2022) proposed a cybersecurity SA solution for local public
administrations referred to developing European legislator cybersecurity framework. They (Schaberreiter et al.,
2022) performed the soft systems methodology to support collection, analysis and visualisation processes
related to SA process. The comprehensive research (Schaberreiter et al., 2022) is funded by European
commission and the research is a part of a project that aimed to create a set of software tools to support the
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fight against the use of social media by terrorist organizations and describes for example the layered application
architecture for the solution. So after these examples it can be concluded that the mount and types of research
of cyber SA has increased in the past few years.

The review produced examples of perspectives on SA from the literature during the last decade. It can be
concluded that SA research is diverse and includes both empirical and theoretical research from different fields.
However, the previous research does not detail how precisely the SA of GDPR or data DP requirements has been
built by the organisations.

3. Methodology

The CS method is used in this article. Bennett (2004) recognised the following aspects as the main advantages
of using CS compared to other methods: 1) the notice of new variables and hypotheses and the variables that
impact on causal mechanisms, 2) the discovery of history-based explanations for the cases, 3) the increase of
the construct validity, and 4) the possibility to use generalisations to model complex relationships. The CS
approach was chosen for this study precisely to enable the identification of factors influencing the cause-and-
effect relationship related to SA process.

The representatives in charge of GDPR matters in eight either large or medium-sized Finnish organisations with
varying industry were interviewed. Interviews were semi-structured thematic interviews and the following 14
open-ended questions presented in table 1 were discussed:

Table 1. The Interview Questions.

1. What kind of process was used to build SA of GDPR requirements in the organisation?

2. Who in the organisation builds or utilises SA of GDPR requirements?

3. From which sources outside your organisation have you received useful support for the interpretation or implementation
of GDPR?

4. What procedures were used to interpret the theoretical GDPR requirements into practical actions and measures for the
organisation?

5. On what basis can the reliability and accuracy of information and data sources related to GDPR requirements be
assessed? What kind of information has been relevant and useful?

6. Describe the organisation’s experience with GDPR guidance provided by official governing bodies during the process.
7. What kinds of deviations have occurred from the official guidelines during the process?

8. Describe the importance of organisational initiative and activism in the process of building SA of GDPR requirements.
9. How was GDPR-related data management handled in the organisation? What effects has GDPR had on organisational
data management?

10. In your opinion, what are the possible causes of occasional inaccuracies or deficiencies in the organisation’s SA of
GDPR?

11. What has been the most challenging step in building or maintaining SA of GDPR?

12. Are there any differences between building SA of GDPR and other processes in the organisation?

13. What are the most important factors for an organisation to be able to build a correct, comprehensive and reliable SA of
GDPR requirements?

14. Describe a successful GDPR-related organisational leadership culture.

4. Results and Analysis

Data was analysed using explanation-building mechanisms, cross-case comparisons, and themes. The kind of set
was chosen based on the type of the research question and case types. The results showed that the SA processes
for organisations’ GDPR requirements varied. Eight types of processes were identified. Typically, the SA process
involved becoming familiar with training GDPR content, gathering information within organisations, creating
processes, preparing guidelines, training, evaluating, and developing processes and personnel. The processes
shared a central focus on the continuous interpretation and integration of data from within the organisation
with data from inside and outside of it. Surprisingly, the data coming from inside the organisation became very
relevant in the SA process, determining how the requirement was implemented in the organisation. The external
data, in turn, formed the frames of what to do. The core of organisations’ efforts during the SA process targeted
the organisation internally in implementation awareness and compliance in practice.

According to the responses, the GDPR SA content is typically produced within the organisation at four levels: 1)
all staff (day-to-day consideration of GDPR in one’s own activities), 2) line organisation level/supervisors (project
ownership), 3) DP organisation (GDPR coordination) and 4) executive management (ultimate responsibility,
permission and resources for larger projects). The study identified third parties from whom organisations had
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received assistance during the GDPR process. It turned out that the understanding of GDPR requirements was
influenced by the organisation’s own understanding, consultant support, and clarity of authority. It was found
that the procedures of organisations to interpret GDPR requirements as concrete actions varied. Assessing the
reliability of GDPR requirement information is seen as important, especially for information coming from outside
the organisation, as there exists misinformation, misinterpretations, and different levels of service providers
(e.g., experienced experts). The information that was the most reliable, but which required interpretation, was
considered to be the instructions of the official governing bodies. The attributes of usable control information
were defined as follows: unambiguous, filtered, clear, and pragmatic listing that meets customer needs. SA
building was also hampered by the following reasons: official guidance information required analysis and was
challenging to interpret, not all requests of information are answered, and there are known delays and
precedents. Trusted partners were perceived by three interviewees as relevant in the successful interpretation
of the requirements. One interviewee also mentioned that more official and more practical control information
only became available about 18 months after the end of the transition period (2019—-2020), but there was still
ambiguity in the guidelines at the end of 2021.

The understanding of what information is in different systems and how it moves was emphasised. The following
attributes were referred to as good information management: centralised, in one place, formal, readiness for
change, clear communication through different channels, understanding of needs, emphasis on access control,
and a system for highlighting important issues (e.g., a ticketing system). The intermittent inaccuracies in SA were
mainly due to a lack of understanding of the cross-section of the GDPR in the organisation, shortcomings in
formal management communication, lack or inaccuracy in the interpretation of the information collected, and
changes and new needs in one’s own organisation. Several respondents saw interpreting and coordinating the
organisational needs and requirements and business impact assessment (especially new functions) as the most
challenging aspects of the SA process.

In the SA process, compared to other processes, the continuous activity and initiative of the organisation was
emphasised, as was the fact that it is not a separate but a day-to-day and closely embedded issue for the whole
organisation, which requires all staff to understand what is being done. The need for interpretation, ownership,
cooperation, support and close business involvement were emphasised. The process of building SA cannot be
totally outsourced because outside parties do not know enough about the organisation. The most significant
enablers for the success of the SA-building process were identified as the mandate and practical resources
provided by executive management (time, people, money), organisational knowledge, careful interpretation of
“control data”, accountability, commitment, professionalism in GDPR content, training and auditing. Successful
leadership required process orientation, clarity (communication, roles, responsibilities, rights), the ability to link
requirements to organisational operations and the identification of key personnel, contract management skills,
activity, responsibility and overall commitment, as well as strong training for the executive team.

5. Discussion

The model of building optimal situational awareness is proposed here. This threefold model is constructed by
combining the findings of an empirical CS analysis, the steps of the intelligence process, and the essential
elements of the model of creating information security SA presented by Puhakainen (2016). Generally, the term
“intelligence” is used mostly in military science, psychology and technology development and has several
definitions. Here the term refers to a process that produces information about an object and circumstances that
can then be used to build SA and support decision-making. Puhakainen (2016) examined more than 50
approaches to building information security awareness and, on the basis of his analysis, formulated theory-
based IS security awareness (Isec SA strategy). The main elements of the strategy, namely the cognitive and
behavioural approaches (Puhakainen, 2016) are used in this model to ensure efficient information security
development while building SA of the GDPR requirements. The model is presented in Figure 1 containing the
following phases:

1) Data Collection

2) 2-Step Analysis

3) Guidance and Control
4) Distribution

5) Evaluation and Quality
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4 = Dataflows
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management, reliability assessment,

interpretation, data integration)
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consequences, business impact
assessments, risk analyses, concrete
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Implementation (communications, training
& instructions, campaigns, tests,
responsibilities, projects, time, money,
persannel, agreements, incl. Isec output)

Informing ET (risk analysis, required changes,
investments and resources, business benefits,
commitment, agreement)

Figure 1. The Model for Building SA of GDPR Requirements.

At the heart of the SA model is the body responsible for building and maintaining SA (DP “Melting Pot”), which
actively and continuously collects, processes and shares understanding, gives responsibilities and engages actors
in two-way communication. In addition, executive management is kept informed and involved in supporting and
enabling the process at all times. Information security demands are involved throughout the process. The
following is a step-by-step overview of the model.

Table 2. Description of the Phases of Building SA.

1) Data Collection

Information flows contain information and data from various channels, with differing formats and content. These flows can
be actively collected, where the organisation obtains the data through its own activities or, for example, by requesting them
from others as a result of collection. These other parties can include industry umbrella organisations, legal partners and so
on. Information flows come from outside the organisation (what to do) as well as from within (how things are done) and
identifying the reliability of these flows and their sources is particularly important. External information flows include first-
hand sources (EU and national DP authorities), law companies and experts, interbranch organisations, external auditors,
ICT service providers, contractors, various training providers, media specialists in DP, external consultants, the partner
network, advocacy organisations and peer-to-peer networks. The information flow from within an organisation should be two
way: information comes in and enters a process in a fast cycle (e.g., needs, guidance, feedback, questions, requirements,
risks). It is important to differentiate, on the one hand, between the layers within the organisation from which different
information comes and, on the other hand, those who also need different levels and types of information for their use. Within
the organisation, there are five levels, between which the information flows are key: 1) executive management, 2) DP
organisation, 3) line management (process and function owners) and 4) all personnel, and the 5) organisation’s Isec and
Csec functions. If the information flow is not directed from the DP organisation to the organisation at the data collection
phase, an information cycle conflict arises, the result of which is that the information flows within the organisation will be
incomplete.

2) 2-Step Analysis

Preparatory analysis. At the beginning of the preparatory phase, the key is to ensure the reliability and usability of the data,
which means assessing the reliability of the data content and structuring the different forms of data into a specific format to
make them usable from both an analytical and a data management perspective. Errors can occur when integrating internal
and external data. The data may be corrupt, dirty, old, or misdirected. A properly designed and frequently updated collection
plan will partially address these challenges. Errors may also occur in the analysis. The individuals involved in data
interpretation and integration are prone to cognitive skew and heuristic distortions. Cognitive skew is a psychological concept,
which means that a person tends to perceive and emphasise perceptions, interpretations, and information in certain ways
that lead to the wrong result. At worst, cognitive biases can prevent an analyst from perceiving the situation correctly even if
all the data and information are in use. Cognitive biases include reinforcement bias, mirror image bias, and vitality bias. In
confirmation bias, an individual advocates for information that supports their own preconceptions, gathers evidence, and
remembers things selectively. In mirror image illusion, the individual estimates that everyone is acting in the same way as
they are. When a situation is hectic, attention is drawn too early and too closely to the “busy” scenario. Heuristics are
simplified choice models and shortcuts to thinking requiring as little cognitive effort as possible and are a quick and effortless
way to make decisions. A good heuristic is a quick and near-optimal answer, but a bad heuristic, or heuristic distortion,
violates logical principles and can lead to wrong conclusions. Heuristic distortions include anchor bias, association bias, and
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availability bias. In anchor bias, the wrong initial situation or initial value is taken as the basis for further analysis. In
association bias, the transaction is unjustifiably linked to weak or first-come, first-served evidence. In access bias and
availability bias, the most readily available data and information are used. Cognitive skew and heuristic distortions in the SA
process of GDPR requirements can be prevented and reduced by using the right analytical tools suitable for that analysis.
The aim is to remedy these problems by requiring the analyst to be objective in all cases and by training the client to accept
or not draw conclusions based on the data generated by the integration. Information must be interpreted in such a way that
it is an unambiguous, filtered, clear and pragmatic listing that meets the needs of the user. This includes coordination and
impact assessment of the organisation’s needs and requirements for the business. It also encompasses Isec requirements
as part of other activities, with the assistance of an Isec representative in practical issues (processes, system procurement,
upgrades and modifications, training, development, policy, tools, etc.). At the end of the preparation phase, structurally
uniform data streams from different sources will be integrated together, including Isec needs.

In-depth analysis. In-depth analysis involves the analysis of combined data, which means interpreting and processing the
data into a holistic understanding and evaluating its meanings and impacts. At this stage of the analysis, the interpretation
is also based on the assistance of experts. In-depth analysis includes, for example, assessments of the impact and
significance of information, risk analyses, selection of priorities, preparation of justifications for development proposals and
preparation of these findings for presentation to executive management. Concretised representations of Isec needs will be
integrated into the package at this stage.

3) Guidance and control

The findings of the analysis are reported to executive management to make their commitment, support, authorisation and
agreement, necessary refinements and practical resources (if needed) available for practical implementation. Also, a plan
for integrating the GDPR systematically into business will be made. The necessary changes and additions will be made
before final approval and implementation. The commitment of executive management is obtained through training and
briefings. Errors related to the distribution of information may include, for example, the analyst modifying the result of the
analysis to the liking of a supervisor or other client. Another challenge in distribution is that the customer does not understand
or does not want to understand the results of data integration.

4) Distribution

This distribution occurs through communication, creation of guidelines, training, contracts with Isec service providers and
other contractors, processes and necessary actions. It is necessary to determine what actions, needs, and responsibilities
the implementation includes in practice, what each level of the organisation needs, and what is produced outside the
organisation. Staff engagement is implemented through training, division of responsibilities, clear goals, and active two-way
communication throughout the process.

5) Evaluation and Quality

Quality management includes, for example, evaluation, development, data management and quality management itself as
integral parts of the whole SA process. Emphasis is placed on two-way and active information flows, and in particular on
communication within the organisation, observation, feedback and questions, as well as on training and evaluation with the
different practices and tools.

Compared to the traditional intelligence process, this model emphasises more open two-way communication as
well as commitment and division of responsibilities between different actors, alongside step-by-step analysis
before decision-making and guidance. In the case of an organisation’s embedded function, the model also
emphasises interpretation, ownership, support for collaboration, and the close involvement of the business. The
focus of the model is on interpreting and coordinating requirements from within the organisation with respect
to external GDPR requirements before making and guiding decisions. During the SA process, the focus inside of
the organisation is on implementing practical awareness and compliance while collecting, analysing and
reporting information and developing the process. and it is proposed to be leveraged in any abstract issue in a
complex environment.

5.1 Implications for Practice

Puhakainen (2016) defined a concept for design theorising regarding Isec SA, which included the appropriate
kernel theories, offering instructions for behavioural change, and establishing a testable research approach for
scholars. This kind of approach is presented here regarding SA of GDPR requirements. Our article contributes a
mixed epistemic—pragmatic model for building SA of any abstract matter in a complex environment. This model
enhances the initiation of the necessary actions, reduces the delay in decision-making and embeds the
awareness-raising in the organisation’s operations holistically. This is realised by, for example, emphasising a
more active and integrated relationship between the interpretation and operationalisation of information than
what exists in the traditional organisational process. Step-by-step implementation instructions are also
described for any organisations that need to build SA of any abstract issue. The model is also a suggested tool
for DP, Isec - and Cyber security (Csec) managers that are integrating these security aspects into a single entity.
The model is also testable for researchers in future studies. The result is potentially beneficial for building
situational understanding of any ambiguous issue, especially in complex and digitalised technological areas,
where combining information management with accurate and efficient decision-making is a common challenge.
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5.2 Restrictions and Future Study

In this study, data was analysed by using comprising and theming. However, in the comparative study like this,
the simultaneous use of the other methods to observe the research problem would have supported more easily
to assess the accuracy of the chosen method. Rihoux (2006) analysed the development of the qualitative
comparative analysis (QCA), noting that QCA and other related techniques are compatible especially with
comparative historical analysis and theory-led case-oriented research. In the future, to support the evaluation
of the accuracy of the method could for example these kinds of approaches be considered. One typical limitation
of the CS approach relates to a lack of generalisability of the results. The research included experiences from
only eight Finnish organisations and there may be differences in experiences in, for example, other EU countries.
The larger the samples that are examined and analysed, the more valuable the approaches will be, and overall
understanding of the issue will increase. In the future, to fill in the gaps left by limited amounts of empirical
research, more empirical evidence of the factors that impact building SA of GDPR requirements is needed.
Moreover, more experiences of different SA process building approaches are needed to develop an
understanding of the best practices concerning the issue. The model presented here needs to be empirically
tested and further experiences are needed to develop it.

6. Conclusions

Previous research has not fully addressed whether organisations have had sufficient SA of GDPR requirements.
The aim of this CS was to clarify the landscape of how SA of GDPR requirements is built from an organisational
perspective. To guide the CS, we asked how the SA for decision-making was constructed and how it was
perceived in eight organisations. The experiences of eight Finnish organisations showed that the organisations’
practices of building SA and their experiences with the quality and adequacy of SA differed. Overall, as many
different processes were identified as there were respondent organisations. The essential part of the processes
included the continuous interpretation and integration of data from within the organisation with data from
inside and outside of it. The internal organisational data determined how the requirement was implemented in
the organisation and the external data impacted of what to do. The SA process emphasised focusing on the
developing organisational implementation awareness and compliance in practice. However, building SA proved
to be a critical step for organisations in the overall process of meeting GDPR requirements. Therefore, the main
contribution of this research was a mixed epistemic—pragmatic model of building SA. This model, with its
detailed implementation instructions, could possibly be of benefit to those building SA of any abstract issue in a
complex environment.
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