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Abstract: Industrial Control Systems (ICS) comprise software, hardware, network systems, and people that manage and 
operate industrial processes. Supervisory Control and Data Acquisition Systems (SCADA) and Distributed Control Systems 
(DCS) are two of the most prevalent ICS. An ICS facilitates the effective and efficient management and operation of industrial 
sectors, including critical infrastructure sectors like utilities, manufacturing, and water treatment facilities. An ICS collects 
and integrates data from various field controllers deployed in industrial contexts, enabling operators to make data-driven 
decisions in managing industrial operations. Historically, ICS were isolated from the internet, functioning as part of air-
gapped networks. However, the efficiency improvements brought about by the emergence of Information Technology 
necessitated a shift towards a more connected industrial environment. The convergence of Information and Operational 
Technology (IT/OT) has made ICS vulnerable to cyberattacks. Due to the crucial nature of the infrastructure that ICS manage, 
cyberattacks against ICS may cause critical infrastructure sectors to experience downtime. This may have a crippling impact 
on a country's well-being and essential economic activities. Given the proliferation of cyber warfare, cyberattacks against ICS 
are increasingly significant at present, as was the case during the 2015 attack on Ukraine's power infrastructure, which was 
successful in causing a blackout that affected over 200 000 persons. The threat actors used malicious software known as 
"BlackEnergy3", which was created to interfere with the regular operation of the ICS in charge of controlling electrical 
substations. This was the first known instance of malicious software causing blackouts.  In response to increasing 
cyberattacks against ICS, the SANS Institute, in a whitepaper titled “The Five ICS Cybersecurity Critical Controls”, present five 
critical controls for an ICS cybersecurity strategy. This paper discusses ICS and the increased convergence of IT and OT. The 
paper also outlines significant cyberattacks directed at ICS. The paper then follows an exploratory research methodology 
done in response to the Five ICS Cybersecurity Critical Controls to determine the state of ICS literature that can help ICS 
operators secure their environments in accordance with the framework. Additionally, the ICS Cybersecurity Critical Controls 
are mapped to the NERC CIP standards, which provide guidance on the security of the Bulk Electric System (BES) and 
associated critical assets in North America.    
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1. Introduction
Industrial Control Systems (ICS) play an important role in managing complex industrial processes, including those 
in critical infrastructure sectors like utilities, manufacturing, and water treatment facilities. ICS comprise 
networked software and hardware systems that facilitate the management of complex industrial processes by 
enabling process automation, monitoring, and safety in industrial environments (Asghar and Zeadally, 2019). In 
the past, ICS were separated from traditional IT networks (Thomas and Chothia, 2020). However, the increased 
adoption of technologies brought about by the emergence of Information Technology has seen a shift towards 
a more connected ICS environment. As a result of the convergence of Information and Operational Technology 
(IT/OT), new cybersecurity issues have emerged (Miller et al., 2021). Remote access to ICS, for example, enables 
remote management of industrial processes and remote maintenance of industrial equipment. This, however, 
leaves the ICS environment vulnerable to cyberattacks. The successful breach of ICS can result in the interruption 
of industrial processes, physical equipment damage, human casualties, and devastating physical repercussions 
(Alladi, Chamola and Zeadally, 2020). This is demonstrated – for example – by the many attacks on Ukraine's 
electricity infrastructure, which have resulted in outages (Hemsley and Fisher, 2018). In response to attacks on 
ICS environments, the SANS Institute published a whitepaper presenting cybersecurity controls most critical for 
ICS environments. The controls are 1) an implementation of ICS-specific incident response plan(s), 2) the use of 
a defensible architecture, 3) ICS network visibility and monitoring, 4) secure remote access, and 5) risk-based 
vulnerability management. The objective of the proposed controls is to guide industrial organisations in creating 
or enhancing their ICS security program, better protecting ICS environments from cyberattacks. The main 
objectives and contributions of this paper are as follows: To recommend security controls that conform to the 
SANS Five ICS Cybersecurity Critical Controls after having conducted an exploratory examination of the present 
state-of-the-art literature in ICS security. To map the SANS Five ICS Cybersecurity Critical Controls to the NERC 
CIP standards used in the protection of the Bulk Electric System (BES) and associated infrastructure.  
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To accomplish the stated objectives, the paper is structured as follows: Section 2 discusses the ICS architecture 
and the most common types of ICS. Section 3 discusses the convergence of IT and OT and the cybersecurity 
concerns brought by this convergence. Section 4 discusses major cyberattacks affecting ICS infrastructure. The 
contribution of this work is Section 5, which examines and aligns the SANS Five ICS Cybersecurity Critical Controls 
with existing ICS security literature. Section 6 provides a mapping of the ICS Cybersecurity Critical Controls to 
the NERC CIP standards. Section 7 concludes the paper. 

2. Industrial Control Systems 
Industrial Control Systems (ICS) comprise networked software and hardware systems that allow for the control 
and supervision of complex industrial processes (Drias, Serhrouchni and Vogel, 2015). Two of the most common 
ICS are Distributed Control Systems (DCS) and Supervisory Control and Data Acquisition (SCADA) systems. A DCS 
enables distributed control within a defined geographic area, whereas SCADA systems are used for centralised 
control and monitoring of geographically scattered assets (Yadav and Paul, 2021). Building automation systems 
(BAS), physical access control systems (PACS), and safety systems are additional ICS (Stouffer et al., 2022). 
Common ICS and their components are covered in this section, including the sectors in which they are typically 
used. 

2.1 SCADA Systems  
SCADA systems centralise data acquisition and control of geographically scattered assets and are utilised in 
distribution systems such as water distribution, oil and gas pipelines, transportation systems, and electrical 
utility transmission (Stouffer et al., 2022). SCADA systems are made up of software, hardware, and network 
components that can be classified as 1) field devices, 2) communication systems, and 3) supervisory systems. 
Field devices comprise sensors and actuators for data collection and physical control, as well as Programmable 
Logic Controllers (PLCs) or Remote Terminal Units (RTUs) responsible for control logic and communication with 
the control server (Pliatsios et al., 2020). The use of radio, satellite, or power line-based communication 
mediums, among others, by communication systems allows for communication between field equipment and 
supervisory systems (Stouffer et al., 2022). Also included in the communication systems are ICS-specific 
communication protocols like Modbus and DNP3 (Asghar, Hu and Zeadally, 2019). Supervisory systems include 
the Master Terminal Unit (MTU), which transmits control data to field equipment and collects and stores data 
in the Data Historian (Drias, Serhrouchni and Vogel, 2015). Operator interaction with data from the MTU is made 
possible through the Human Machine Interface (Asghar, Hu and Zeadally, 2019). The design of a SCADA system 
is shown in Figure 1. 

 

 
Figure 1: SCADA System General Layout (Stouffer, Falco and Scarfone, 2011) 

2.2 Distributed Control Systems  
Distributed Control Systems (DCS) are used in the management and control of industrial processes within the 
same geographic area (Asghar, Hu and Zeadally, 2019). A DCS has a supervisory level of control overseeing 
multiple controllers distributed across the industrial environment (Bolton, 2021). DCS are typically used in power 
generation plants, oil refineries and manufacturing (Stouffer et al., 2022). DCS employ most of the components 
discussed under SCADA systems, with PLCs acting as local controllers. Both SCADA and DCS fall under the 
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umbrella of Operational Technology. The next section discusses the convergence of Information and Operational 
Technology. 

3. IT and OT Convergence  
The Industrial Control Systems used to manage and operate industrial processes fall under Operational 
Technology (OT). Historically, ICS operated in an environment isolated from enterprise Information Technology 
(IT) networks and the public internet (Murray, Johnstone, and Valli, 2017). This provided a level of security 
because, to carry out a successful attack, an adversary had to have physical access to the ICS. While a deterrent, 
it should be noted that a motivated adversary, such as the threat actors behind Stuxnet, which targeted Iran’s 
Natanz uranium enrichment facility, could still infiltrate such an environment isolated from the internet through 
infected USB sticks (Miller et al., 2021). Nonetheless, ICS, which traditionally operated in a relatively secure 
environment, are now connected to enterprise IT and the internet at large. This presents challenges as ICS are 
not equipped to deal with cybersecurity challenges associated with IT systems. It is in this context that this 
section discusses the convergence of IT and OT and the resultant cybersecurity challenges. 

Operational Technology (OT) systems include SCADA, DCS and associated industrial communication networks. 
OT is primarily concerned with the safety and consistency of industrial processes, whereas Information 
Technology (IT) is concerned more with the management of data (Hahn, 2016). The ability to tolerate delays is 
the first of several distinctions between OT and IT environments that are described in (Stouffer et al., 2022). 
Because OT powers critical infrastructure sectors, it is less tolerant of delays than IT. In an industrial facility, a 
delay in the reaction of safety systems might have devastating implications. OT has stricter availability 
requirements than IT since downtime can have a cascading effect due to the interdependence of critical 
infrastructure driven by OT systems. Downtime in telecommunications infrastructure, for example, has a 
negative impact on businesses because the internet is at the heart of many corporate activities. 

Another key distinction is that OT prioritises safety above security; as a result, security measures that may 
jeopardise the safety of OT systems are not put in place. OT operators place a higher priority on the reliability of 
the industrial process, whereas IT suggests that security controls and upgrades be implemented as soon as they 
are available. This creates difficulties since OT systems' vulnerabilities may not be fixed for a long time. Systems 
in OT contexts have fewer resources than their IT counterparts, making it challenging to implement security 
controls like encryption. The issue is made worse by the usage of proprietary protocols in OT systems, which 
differ from those used in IT. Applying security rules that are ubiquitous in IT systems becomes challenging or 
nearly impossible as a result. According to Stouffer et al. (2022), another problem impeding OT system security 
is reliance on a single OT provider. Third-party security services can invalidate vendor agreements, leaving 
enterprises operating OT systems with few alternatives for safeguarding their systems. This is especially 
problematic given that the lifespan of OT components might range from 10 to 15 years (Hahn, 2016). 

Cyberattacks on OT environments have escalated, which is a major problem caused by the convergence of IT 
and OT systems. OT settings are now susceptible to attacks that are widespread in IT systems. This is particularly 
troubling because OT runs critical infrastructure, whose interruption might have a severe impact on a nation's 
economy, hinder its capacity to run or even put people's lives in peril. A subset of major cyberattacks targeted 
at OT systems is discussed in the following section. 

4. Industrial Cybersecurity Events 
Cyberattacks on Industrial Control Systems may interrupt the operation of critical infrastructure. This is 
demonstrated by the incidents mentioned in this section. Cyberattacks mentioned in this section are the most 
significant in terms of their ability to have physical repercussions, disrupt industrial activities, and cause human 
casualties. This section covers a selection of major ICS attacks. 

4.1 Stuxnet 
At the time, Stuxnet was the most sophisticated attack on critical infrastructure, and it was used to thwart Iran's 
nuclear program. In 2010, researchers discovered the Stuxnet malware, which was aimed at Iran's Natanz 
uranium enrichment complex. Because these facilities were not connected to the public internet, initial access 
is believed to have been gained through an infected USB stick (Miller et al., 2021). After obtaining access to the 
network, Stuxnet exploited vulnerabilities in conventional IT systems to infect the PLCs in charge of managing 
the facility's centrifuges. This allowed Stuxnet to alter the centrifuge speeds there, leading them to malfunction 
(Firoozjaei et al., 2022).  
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4.2 BlackEnergy3 
In 2015, Ukraine's electricity infrastructure was attacked, resulting in power disruptions for about 200 000 
persons (Alladi, Chamola and Zeadally, 2020). BackEnery3 malware was employed in the attack, which was 
suspected to have been sent using spear-phishing emails (Firoozjaei et al., 2022). The assault used the third 
version of the BlackEnergy malware, originally detected in 2007, and the KillDisk trojan to wipe out any evidence 
on targeted systems (Miller et al., 2021). This was the first recorded case of malicious software causing blackouts, 
and it served as a warning of how devastating an attack on the ICS running critical infrastructure can be. 

4.3 Industroyer 
In 2016, Industroyer malware, also known as the Crash Override malware, was utilized in another attack on 
Ukraine's power infrastructure. The initial access is said to have been obtained using spear phishing emails, 
which are proving effective (Hemsley and Fisher, 2018). This attack was successful in knocking off electricity to 
20% of Ukraine's capital, Kyiv (Alladi, Chamola and Zeadally, 2020). 

4.4 Triton 
Triton is an attack framework that was used in an attack on an ICS at a Saudi Arabian petrochemical company. 
Triton was used to target a Safety Instrumented System (SIS) in charge of monitoring SIS safety controllers, which 
are the plant's final line of defence against disasters (Miller et al., 2021). SIS controllers are in charge of avoiding 
plant failures, and their disruption might have severe consequences for both personnel safety and the 
surrounding environment. The attack was successful in interrupting facility operations since industrial systems 
had to be shut down (Hemsley and Fisher, 2018). 

Attacks on ICS can result in catastrophic outcomes, as the incidents covered in this section demonstrate. The 
next section discusses the SANS Five ICS Cybersecurity Critical Controls and looks at recent research to find 
security measures that can help ICS operators secure their environments in accordance with the framework. 

5. SANS Five ICS Cybersecurity Critical Controls 
In response to recent cyberattacks on Industrial Control Systems (ICS) around the world, ICS Cybersecurity 
experts Robert M. Lee and Time Conway from the SANS Institute introduced Five ICS Cybersecurity Critical 
Controls in their whitepaper titled “The Five ICS Cybersecurity Critical Controls”. The objective of the proposed 
controls is to guide industrial organisations in creating or enhancing their ICS security program (Lee and Conway, 
2022). The proposed cybersecurity controls most critical to ICS systems are 1) an ICS incident response, 2) a 
defensible architecture, 3) ICS network visibility monitoring, 4) secure remote access, and 5) risk-based 
vulnerability management (Lee and Conway, 2022). This section discusses the proposed controls and explores 
the current ICS cybersecurity literature to identify, discuss and map methods that can guide ICS operators to 
secure their environments in accordance with the proposed framework.  

5.1 ICS Incident Response 
An incident response plan details the steps taken to respond to a cyber incident, which includes (but is not 
limited to) preparation, detection, containment, eradication, recovery, and post-incident activity (Staves et al., 
2020). (Lee and Conway, 2022) advise that industrial organisations should have an ICS-specific incident response 
plan. Organisations are advised to begin by identifying scenarios that pose the most risk to their organisation. 
This process should be intelligence-driven, studying past successful attacks on organisations in the same sector. 
Secondly, organisations should identify high-consequence scenarios regardless of whether an attack has 
affected their sector in the past (e.g., ransomware attacks) and determine the steps an attacker would need to 
take to successfully compromise the organisation’s infrastructure. Lastly, organisations ought to perform 
tabletop exercises to test the maturity of their incident response plan.  

The work of (Miller et al., 2021) provides a comprehensive list of publicly reported cyberattacks aimed at ICS. 
The study covers attacks which occurred as early as 1988 and as late as 2020. For each cyberattack, the authors 
discuss the method used by threat actors to gain initial access to the OT environment, the threat actors 
responsible for the attack, the sector of the targeted organisation and the impact of the attack. This study can 
assist ICS operators in identifying scenarios that pose the most risk to their organisation. Organisations can study 
cyberattacks that have in the past targeted their sector. Figure 2 presents a summary of cyberattacks aimed at 
ICS. 
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Figure 2: Summary of ICS cyberattacks (Miller et al., 2021)  

The work of (Firoozjaei et al., 2022) takes it a step further by analysing the most significant of these attacks and 
mapping the adversarial tactics and techniques against the MITRE ATT&CK framework. This is crucial, as it 
provides a mapping of the actions a threat actor would need to perform to successfully compromise an 
organisation’s infrastructure. This enables the organisation to develop incident response plans specific to their 
ICS environments. Once scenarios posing the most risk to the organisation are identified, and appropriate 
incident response plans are in place, organisations should implement an architecture that allows them to detect 
and respond to the identified scenarios. The next subsection discusses the implementation of a defensible 
architecture.   

5.2 Defensible Architecture  
This control is concerned with establishing an architecture that satisfies the organisation’s operational demands, 
is adaptive and robust, and supports the data gathering required for security operators to protect against the 
scenarios outlined in the first control (Lee and Conway, 2022).  

Given the growing convergence of OT and IT, a common theme among network architectures is to provide 
segmentation between the IT and OT network. This is to ensure that attacks on IT do not propagate to the OT 
environment, affecting ICS. A unified architecture for ICS protection, proposed by (Zhou et al., 2020), offers 
integrated protection for networks, control systems, and physical processes. The design provides a secure 
network, secure ICS protocols, and secure end-to-end communications to guarantee the protection of sensitive 
process data. Securing control systems is done using a risk-based strategy that includes defences based on 
tolerance and prevention. Additionally, the design offers a defence against process-aware attacks. The next step 
after establishing a defendable architecture is to guarantee network visibility, which is covered in the next 
subsection.  

5.3 ICS Network Visibility and Monitoring 
One of the primary distinctions between Information and Operational Technology (IT/OT) is that IT prioritises 
data while OT prioritises processes. It is within this context that the visibility of the process in OT environments 
becomes crucial. Visibility in OT extends beyond individual systems to include the monitoring of ICS-specific 
protocols (Lee and Conway, 2022). This level of visibility is made possible by the implementation of a defensible 
architecture, as proposed in the second control, and allows for the collection of data that supports the detection 
of scenarios identified in incident response planning (Lee and Conway, 2022). 
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(Hu et al., 2018) conducted research on several approaches to intrusion detection in ICS settings. Protocol 
analysis-based intrusion detection, traffic mining-based intrusion detection, and control process analysis-based 
intrusion detection are all explored. ICS protocol analysis identifies malicious behaviour by creating a baseline 
of an ICS protocol's usual behaviour in a particular environment and reporting any deviations from the baseline. 
Traffic mining-based intrusion detection takes traffic data from the ICS environment and detects abnormalities 
using data mining and analysis methodologies. Control process-based intrusion detection detects abnormalities 
by collecting data from an industrial process, including all its components. The suggested techniques enable 
network monitoring between ICS systems or sites as well as between the OT and IT networks. The "Shadow 
Security Unit (SSU)" is a security monitoring system proposed by (Cruz et al., 2015) that can intercept 
communications from a PLC or RTU to continually monitor and identify irregularities. The proposed device keeps 
track of any correspondence between a PLC/RTU and the master station. Figure 3 depicts the SSU's deployment.  

 

 
Figure 3:  Deployment of the “Shadow Security Unit” (Cruz et al., 2015) 

The SSU is installed in tandem with the PLC/RTU, allowing monitoring of both the communication flow to the 
master station and the physical I/O channels to field devices. The SSU's simultaneous deployment ensures that 
it does not disrupt the normal operation of the PLC or the overall system. The SSU monitors and detects threats 
from physical devices to the PLC and, ultimately, the master station. 

5.4 Secure Remote Access 
The convergence of IT and OT has resulted in ICS systems being exposed over the internet. The efficiencies 
brought about include the remote management and operation of ICS systems. The same channels utilised to 
remotely access OT environments can, however, be maliciously used by threat actors to compromise the 
systems in these OT settings. Secure remote access should be essential not just for ICS operators but also for 
vendors and third-party operators (Lee and Conway, 2022). 

Bruzgiene and Jurgilas (2021) present a Multi-Factor Authentication technique for remote access to ICS systems 
worth exploring. The procedure begins with a user submitting their credentials. If correct, an authentication 
request will be issued to their mobile device. When the user confirms the authentication request, a permission 
request is issued to the user's supervisor. The supervisor must assess whether the individual user is permitted 
to connect remotely and whether they have the required rights to access the system in question. Only if a 
supervisor approves the permission request will the user be granted access to the ICS system. Figure 4 depicts 
this procedure.  
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Figure 4: Proposed MFA Method (Bruzgiene and Jurgilas, 2021) 

Although such an elaborate access control approach would be hard to compromise, scalability concerns are 
raised. What is the suggested supervisor-to-user ratio for such a system? Will the absence of supervisors affect 
the functionality of critical infrastructure? Secure access control is crucial in restricting access to the ICS by threat 
actors.   

5.5 Risk-Based Vulnerability Management  
Vulnerability management involves the identification, analysis, prioritisation, and remediation of vulnerabilities 
(Ndichu et al., 2020). In contrast to IT, where security updates are prioritised to safeguard sensitive data, OT 
settings have quite different approaches to managing vulnerabilities. OT gives the consistent performance of 
industrial processes a higher priority than security updates that could impair such operations. Because just 4% 
of identified ICS vulnerabilities require immediate action (Lee and Conway, 2022), OT systems can spend several 
years without receiving security updates. OT vulnerability management should be centred around avoiding 
process disruptions and prioritising vulnerabilities that grant threat actors access to the ICS, addressing 
vulnerabilities being actively exploited and those that introduce functionality that can be abused, especially to 
achieve scenarios identified in incident response planning (Lee and Conway, 2022). 

To determine the significance and criticality of ICS vulnerabilities, (Ani, He, and Tiwari, 2020) offer a probabilistic 
approach. The "Multi-Attribute Vulnerability Criticality Analysis (MAVCA) model" takes three things into 
account: 1) the severity of the vulnerability, 2) the probability of the vulnerability being exploited, and 3) the 
functional dependencies of a vulnerable host. This allows for environment-specific prioritisation of 
vulnerabilities. An expansion of the Common Vulnerability Scoring System (CVSS), which is used to assess the 
criticality of vulnerabilities, is proposed by (Ur-Rehman et al., 2020). The "CVSSIoT-ICS Framework" expands CVSS 
to take into account variables specific to ICS settings, as depicted in Figure 5. 
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Figure 5: The CVSSIoT-ICS Framework (Ani, He, and Tiwari, 2020) 

6. Mapping ICS Critical Controls to NERC CIP Standards  
The North American Electric Reliability Corporation (NERC) developed a set of standards for the protection of 
critical infrastructure, also known as NERC CIP Standards. The standards provide a framework to manage the 
security of the Bulk Electric System (BES) and associated critical assets in North America (Francia and El-Sheikh, 
2022). This section maps the NERC CIP Standards and their associated requirements to the SANS ICS Critical 
Controls.   

The NERC CIP-008 and CIP-009 standards cover incident response and disaster recovery, which map to the first 
control of the SANS ICS Critical Controls - ICS specific indent response. The NERC CIP-008 provides guidelines on 
establishing a cybersecurity incident response plan, including documenting incident handling procedures and 
personnel responsible for carrying out the incident response plan. The NERC CIP-008 standard advises that 
incident response plans must be tested at least once every 15 calendar months. This is to ensure that the incident 
response plan is sufficient for responding to the said incident and provides an opportunity for the personnel 
responsible for incident response to improve their processes. NERC CIP-008 emphasizes the importance of 
documenting lessons learned from each incident, or tabletop exercises. Members of the incident response team 
are to be notified no later than 90 calendar days of any changes to the incident response plan.  The NERC CIP-
008 ensures coordination and consistency in responding to cyber incidents. Also mapped to ICS incident 
response is NERC CIP-009, which provides guidelines on establishing disaster recovery plans. This is crucial as 
some incidents, such as ransomware, may necessitate recovery from backups, making disaster recovery 
important.  

Mapped to defensible architecture is the first requirement of NERC CIP-005, which provides guidelines on 
establishing electronic security perimeters. NERC CIP-005 requires that assets reside within defined electronic 
security perimeters and the establishment of methods for the detection of malicious communications. ICS 
network visibility and monitoring are mapped to NERC CIP-005, NERC CIP-007, and NERC CIP-012. These 
standards are centred around providing network visibility, including monitoring communications and security 
events. Requirements 2 and 3 of NERC CIP-005 provide guidelines for implementing remote access to ICS. 
Requirement 2 focuses on interactive remote access, mandating the use of multi-factor authentication. Also 
recommended is the use of an intermediate system, such that the initiating system does not directly access the 
ICS. Requirement 3 provides guidelines on managing vendor remote access, including having controls in place 
to determine if a vendor has initiated a remote access session into an environment and methods to terminate 
the session when necessary. Table 1 presents the mapping of ICS Critical Controls to NERC CIP standards and 
associated requirements.    

Table 1: A mapping of ICS critical controls to NERC CIP Standards   

ICS Critical Controls NERC CIP 
ICS Incident Response CIP-008-6: Incident Reporting and Response Planning 

R1: Cybersecurity Incident Response Plan 
R2: Cybersecurity Incident Response Plan Implementation and Testing  
R3: Cyber Security Incident Response Plan Review, Update, and 
Communication 
R4: Notifications and Reporting for Cyber Security Incidents 
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ICS Critical Controls NERC CIP 
 
CIP-009-6: Recovery Plans for BES Cyber Systems 
R1: Recovery Plan Specifications 
R2: Recovery Plan Implementation and Testing 
R3: Recovery Plan Review, Update and Communication 

Defensible Architecture  CIP-005-7: Electronic Security Perimeter(s) 
R1: Electronic Security Perimeter 

ICS Network Visibility and 
Monitoring  

CIP-005-7: Electronic Security Perimeter(s) 
R1: Electronic Security Perimeter 
 
CIP-007-6: Systems Security Management 
R1:  Ports and Services 
R3: Malicious Code Prevention 
R4: Security Event Monitoring 
 
CIP-012-1: Communications between Control Centers 
R1: Securing and Monitoring Communications  

Secure Remote Access CIP-005-7: Electronic Security Perimeter(s) 
R2: Remote Access Management 
R3: Vendor Remote Access Management for EACMS and PACS 

Risk-Based Vulnerability 
Management  

CIP-007-6: Systems Security Management 
R2: Security Patch Management 
 
CIP-010-4: Configuration Change Management and Vulnerability 
Assessments 
R1: Configuration Change Management 
R2: Configuration Monitoring 
R3: Vulnerability Assessments 

 

Vulnerability management is mapped to NERC CIP-007 and NERC CIP-010. NERC CIP-007 provides guidelines on 
managing security updates, including evaluating every 35 calendar days security updates applicable to assets in 
the OT environment. NERC CIP-010 provides guidelines on securely handling system configurations, avoiding 
exposing systems to attacks. The standard also provides guidelines on managing vulnerabilities, including 
conducting vulnerability assessments every 15 calendar months, both in test and production environments. This 
section maps the ICS Critical Controls to a set of standards defined by NERC. The next section concludes the 
paper.       

7. Conclusion 
The objective of this paper was to examine the current literature on ICS security, with a particular focus on 
identifying security controls that assists ICS operators in protecting their systems in compliance with the SANS 
Five ICS Cybersecurity Critical Controls. Industrial organizations are to establish ICS-specific incident response 
procedures, taking into consideration common attacks in their sector. This leads to the implementation of a 
network architecture that facilitates the collection of data to support the incident response process whilst 
satisfying operational requirements. Such a network should allow for visibility into communications between 
systems, including OT and IT environments and devices-to-device communications. Organizations should 
implement multi-factor authentication mechanisms to ensure secure remote access for both operators and 
vendors. Finally, there should be a prioritization of vulnerabilities, with those that introduce functionality to the 
ICS being remediated. The paper also mapped the ICS critical controls against the NERC CIP standards. Future 
work should expand on this effort by mapping the controls to other security standards in ICS.  

References 
Alladi, T., Chamola, V. and Zeadally, S., 2020. Industrial control systems: Cyberattack trends and countermeasures. 

Computer Communications, 155, pp.1-8. 
Ani, U.D., He, H. and Tiwari, A., 2020, June. Vulnerability-based impact criticality estimation for industrial control systems. 

In 2020 International Conference on Cyber Security and Protection of Digital Services (Cyber Security) (pp. 1-8). IEEE. 
Asghar, M.R., Hu, Q. and Zeadally, S., 2019. Cybersecurity in industrial control systems: Issues, technologies, and 

challenges. Computer Networks, 165, p.106946. 
Bolton, W., 2021. Instrumentation and control systems. Newnes. 
Bruzgiene, R. and Jurgilas, K., 2021. Securing remote access to information systems of critical infrastructure using two-

factor authentication. Electronics, 10(15), p.1819. 

418 
Proceedings of the 22nd European Conference on Cyber Warfare and Security, ECCWS 2023



Nkata Sekonya and Siphesihle Sithungu 

Cruz, T., Barrigas, J., Proença, J., Graziano, A., Panzieri, S., Lev, L. and Simões, P., 2015, May. Improving network security 
monitoring for industrial control systems. In 2015 IFIP/IEEE International Symposium on Integrated Network 
Management (IM) (pp. 878-881). IEEE. 

Drias, Z., Serhrouchni, A. and Vogel, O., 2015, August. Analysis of cyber security for industrial control systems. In 2015 
international conference on cyber security of smart cities, industrial control system and communications (ssic) (pp. 1-
8). IEEE. 

Drias, Z., Serhrouchni, A. and Vogel, O., 2015, August. Analysis of cyber security for industrial control systems. In 2015 
international conference on cyber security of smart cities, industrial control system and communications (ssic) (pp. 1-
8). IEEE. 

Firoozjaei, M.D., Mahmoudyar, N., Baseri, Y. and Ghorbani, A.A., 2022. An evaluation framework for industrial control 
system cyber incidents. International Journal of Critical Infrastructure Protection, 36, p.100487. 

Francia III, G.A. and El-Sheikh, E., 2022. NERC CIP Standards: Review, Compliance, and Training. Global Perspectives on 
Information Security Regulations: Compliance, Controls, and Assurance, pp.48-71.  

Hahn, A., 2016. Operational technology and information technology in industrial control systems. In Cyber-security of 
SCADA and other industrial control systems (pp. 51-68). Springer, Cham. 

Hemsley, K. and Fisher, R., 2018, March. A history of cyber incidents and threats involving industrial control systems. In 
International Conference on Critical Infrastructure Protection (pp. 215-242). Springer, Cham. 

Hu, Y., Yang, A., Li, H., Sun, Y. and Sun, L., 2018. A survey of intrusion detection on industrial control systems. International 
Journal of Distributed Sensor Networks, 14(8), p.1550147718794615. 

Lee, R.M., and Conway, T., 2022. The Five ICS Cybersecurity Critical Controls. Available from: https://www.sans.org/white-
papers/five-ics-cybersecurity-critical-controls/ (Accessed 5 January 2023) 

Miller, T., Staves, A., Maesschalck, S., Sturdee, M. and Green, B., 2021. Looking back to look forward: Lessons learnt from 
cyber-attacks on Industrial Control Systems. International Journal of Critical Infrastructure Protection, 35, p.100464. 

Murray, G., Johnstone, M.N. and Valli, C., 2017. The convergence of IT and OT in critical infrastructure. 
Ndichu, S., McOyowo, S., Okoyo, H. and Wekesa, C., 2020. A Remote Access Security Model based on Vulnerability 

Management. Int. J. Inf. Technol. Comput. Sci, 12(5), pp.38-51. 
Piggin, R., 2014. Industrial systems: cyber-security's new battlefront [Information Technology Operational Technology]. 

Engineering & Technology, 9(8), pp.70-74. 
Pliatsios, D., Sarigiannidis, P., Lagkas, T. and Sarigiannidis, A.G., 2020. A survey on SCADA systems: secure protocols, 

incidents, threats and tactics. IEEE Communications Surveys & Tutorials, 22(3), pp.1942-1976. 
Staves, A., Balderstone, H., Green, B., Gouglidis, A. and Hutchison, D., 2020, May. A framework to support ICS cyber 

incident response and recovery. In the 17th International Conference on Information Systems for Crisis Response and 
Management. 

Stouffer, K., Falco, J. and Scarfone, K., 2011. Guide to industrial control systems (ICS) security. NIST special publication, 
800(82), pp.16-16. 

Stouffer, K., Pease, M., Tang, C., Zimmerman, T., Pillitteri, V. and Lightman, S., 2022. Guide to Operational Technology (OT) 
Security (No. NIST Special Publication (SP) 800-82 Rev. 3 (Draft)). National Institute of Standards and Technology. 

Thomas, R.J. and Chothia, T., 2020. Learning from Vulnerabilities-Categorising, Understanding and Detecting Weaknesses in 
Industrial Control Systems. In Computer Security (pp. 100-116). Springer, Cham. 

Ur-Rehman, A., Gondal, I., Kamruzzaman, J. and Jolfaei, A., 2020. Vulnerability modelling for hybrid industrial control 
system networks. Journal of Grid Computing, 18(4), pp.863-878. 

Yadav, G. and Paul, K., 2021. Architecture and security of SCADA systems: A review. International Journal of Critical 
Infrastructure Protection, 34, p.100433. 

Zhou, C., Hu, B., Shi, Y., Tian, Y.C., Li, X. and Zhao, Y., 2020. A unified architectural approach for cyberattack-resilient 
industrial control systems. Proceedings of the IEEE, 109(4), pp.517-541. 

419 
Proceedings of the 22nd European Conference on Cyber Warfare and Security, ECCWS 2023

https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls/
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls/



