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Abstract: Acts of cyber warfare and cyber terrorism (CWCT) that target a nation's critical infrastructure (CI) are quickly 
becoming a larger threat to national security than conventional kinetic warfare strategies. Adversaries or potential 
adversaries can target a nation's electrical grids, telecommunications, financial services, transportation, healthcare systems, 
and other forms of CI. These acts pose a major threat to a nation's CI and consequently exposes citizens to public health, 
safety, security, and economic development risks. Identifying cyber vulnerabilities and threats can help nations to improve 
their CI defence strategies. There is a crucial need for research that can aid in understanding the major types of CI threats 
and by what method they might occur. This paper conducts a systematic literature review to develop an initial threat 
intelligence framework of CWCT attacks on CI. Drawing from a Human–Cyber–Physical Systems (HCPS) lens, the threat 
intelligence framework classifies CWCT attacks according to the methods, weapons, vulnerabilities, targets and impact of 
the CWCT attack. The cyber warfare community can extend the proposed HCPS-based threat intelligence framework to 
develop more advanced cyber security mitigation strategies, training scenarios and simulations. Large-scale monitoring of CI 
threats requires in-depth threat intelligence analysis and a collaborative defence strategy. This calls for a higher degree of 
coordination and orchestration between the military, intelligence agencies, government departments, multinational allies, 
regulators, and commercial entities. Future research can customize the proposed HCPS-based threat intelligence framework 
to cater for the unique threats facing specific CI domains. 

Keywords: Cyberwar; Cyber Terrorism; Human–Cyber–Physical Systems; Threat Modelling; Critical Infrastructure; Systematic 
Literature Review 

1. Introduction 
Cyberwarfare has become a major concern for many nations and is considered a significantly higher threat to 
national security than conventional kinetic warfare strategies (Kaiser, 2014). A recent global survey found that 
cyberattacks targeting critical infrastructure made up 40% of all nation-state attacks (Microsoft's Digital Defense 
Report, 2022). While a substantial portion of this share was made up of Russian state-sponsored cyberattacks 
targeting Ukrainian infrastructure in the ongoing Russian-Ukrainian war, some scholars argue that any 
cyberattack aimed at destroying CI systems is tantamount to a declaration of war (Indrajit et al, 2021). 
Cyberattacks poses a major threat to a country’s electrical grid, telecommunications, financial services, 
transportation and healthcare systems. The impact of these attacks often extend beyond the targeted CI with 
the potential of causing significant collateral damage  (Abouzakhar et al, 2018).  

Many nations are now identifying threats and mitigation strategies that will enable them to better protect their 
CI from the attacks of adversaries or potential adversaries in cyberspace. Recently, President Biden enacted the 
Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA, 2022) which reinforces the need to improve the 
threat modelling and intelligence capability of US-based organizations and EU allies. Given the increasing volume 
and diversity of threats targeting CI, spotting trends and quickly sharing intelligence is crucial for hardening and 
defending CI. A nation’s threat modelling and intelligence capability can improve the safeguarding of CI by 
developing and strengthening their cyber capabilities and tactics.  

According to Shi et al (2021), threat modelling is a systematic process for identifying, evaluating and developing 
countermeasures to protect critical assets from threats and threat actors. A crucial extension of threat modelling 
is cyber threat intelligence (Kotsias et al, 2022; Tounsi and Rais, 2018; Shackleford, 2017). Cyber threat 
intelligence refers to the process of “acquiring, processing, analysing, and disseminating information that 
identifies, tracks, and predicts threats, risks, and opportunities inside the cyber domain to offer courses of action 
that enhance decision making” (Ettinger, 2019). A number of threat models exist, such as STRIDE, DREAD, 
P.A.S.T.A, Trike, VAST, Attack Tree, Common Vulnerability Scoring System (CVSS), T-MAP and OCTAVE, to assist 
in identifying vulnerabilities and mitigating potential threats facing networks, computers, software products, 
and data (Shostack, 2014, Kotsias et al, 2022; Shi et al, 2021). However, these models for the most part focus at 
an organizational level. More recently, the Cyber-Physical Systems (CPSs) approach has been proposed for threat 
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modelling and analysis of specific CI domains (Ding et al, 2017; Lee 2015). However, these approaches tend to 
emphasise computational and the physical components without explicitly integrating the human component 
into their models which may be too narrow for the holistic analysis of CWCT attacks targeting national CI 
domains (Xiong and Lagerström, 2019). 

This research paper draws from recent research on Human–Cyber–Physical Systems (HCPSs) to provide an initial 
threat intelligence framework that identifies the different types of cyber warfare and cyber terrorism (CWCT) 
attacks on CI across the globe (Zhou et al, 2019). The research surveys recent literature to analyse the different 
types of attacks that have been observed in recent years with the aim of classifying them according to distinct 
factors such as method, weapons, vulnerabilities, and targets of the CWCT attack. The study also briefly discusses 
some of the methods and tactics that can be adopted by cybersecurity practitioners to harden CI.  

The rest of the paper is organized as follows: first, we outline the HCPS-based framework as a basis for our 
analysis. Second, we present our systematic literature approach to review the selected CI literature in more 
detail. We then present and discuss the results and finally conclude the paper. 

2. Conceptual Foundations 

 

Figure 1: HCPS-based threat intelligence modelling framework 

A popular way to think about CI cybersecurity is to view it as a cyber-physical system (CPS). While CPS is 
sometimes conflated with the term cybersecurity, CPS is more encompassing as it entails all interactions 
between the cyber and physical environment. The architecture of a cyber-physical systems (CPS) includes digital, 
analogue and physical components (Lee 2015). From an intellectual standpoint, the dominant approaches to 
study CPS is multidisciplinary but tends to be limited to the computer science and the engineering disciplines. 
CPS has been valuable to the study of the cybersecurity of CIs as it considers the dynamic interaction among 
computers, networking, and physical systems domains (Ding et al, 2017). However our study is aligned to more 
recent advances in CPS studies that are now explicitly featuring humans and human systems in the so-called 
Human–Cyber–Physical Systems (HCPSs) (Zhou et al, 2019). We propose a HCPS-based approach to frame threat 
modelling and intelligence of CWCT that target a nation's CI. To cater for the CI environment, we employ the 
term threat intelligence more broadly as the use of sensitising concepts to aid in thinking, learning and 
disseminating information about cybersecurity threats in HCPSs. Given the inherent complexity of HCPS 
landscape, we limit our scope to an asset and attacker centric approach to threat intelligence modelling (Tounsi 
and Rais, 2018; Shostack, 2014). Specifically, we pay attention to the attack target, cyber weapon or method 
used in the attack, vulnerabilities, and impact of the attack in a HCPS. 

3. Research Method 
This study has been conducted using a systematic literature review research method. Articles that focused on 
cyberwar or cyber-attacks on CI were included. The following search string (Cyberwar OR "Cyber War") AND 
(Attack OR Threat) AND "Critical Infrastructure") OR (Cybersecurity OR “Cyber Security” OR “Cyber-Attack”) AND 
“Critical Infrastructure”). The following databases were searched using the defined search string: IEEE Xplore® 
Digital Library, JSTOR and Scopus. A filtering process was used to ensure that the academic journal articles 
included in the systematic literature review are of high quality and relevant to the research question. Articles 
were first identified by using the search string. Thereafter, the duplicate articles were removed, and the 
abstracts of the remaining articles were screened. After the abstract screening step, the full text for each article 
was then assessed for eligibility. The following table displays the results after each of the filtration steps as 
described.  
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Table 1: Results of the Filtering Process  

Filter process steps Results 

Identify articles 405 

Remove duplicates 391 

Screen abstract 391 

Screen full text 72 

Studies included 44 

During the data extraction process, the following dimensions have been extracted from each of the data sources: 
CWCT attack target, cyber weapon or method used in the attack, vulnerabilities, and impact of the attack. The 
purpose of extracting each of the abovementioned dimensions from each of the included research papers was 
to analyse and categorise the findings. The research papers included in the study were analysed according to 
which CI component was targeted by a cyber-attack, the vulnerabilities of a cyber-attack and the potential 
impact on humans, the environment, and the economy. The texts for each of the data sources included in the 
literature review were analysed to extract meaningful relationships that would aid in answering the research 
question. Certain limiting factors, such as secrecy and the ever-evolving nature of cyber risks, may affect the 
accuracy of the research findings.  

4. Results 

 

Figure 2: Cybersecurity Research Trends 

Figure 2 depicts the upward trend in cybersecurity research focusing on CI components completed in the past 
twelve years. Although the graph is limited to the research articles included in this study, there was notable 
growth in cyberwar research from the year 2014 to the year 2018. To identify the components in CI that are 
most vulnerable to CWCT attacks, the following bar graph visually depicts in how many of the research papers 
each type of identified cyber-attack target was mentioned. It is important to note that some attack targets are 
components or systems within CIs, such as Supervisory Control and Data Acquisition (SCADA) systems, which 
monitors and controls Smart Grids.  

 

Figure 3: Critical Infrastructure CWCT Attack Targets 

This literature review is directed towards identifying which types of CWCT attacks pose the biggest threat to CI. 
Therefore, the subsequent analysis of this research paper was completed using only the cyber-attack targets 
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that were mentioned in most research articles. Based on the findings depicted in the above graph, the CI systems 
and components of CI systems that are most vulnerable to cyber-attacks are the following: Banking and Financial 
Services, Cyber Physical Systems, Transportation Systems, Water Treatment and Distribution Systems, Nuclear 
Power Plants, Industrial Control Systems, Smart Power Grids, Supervisory Control and Data Acquisition (SCADA) 
Systems, Electrical Power Supply, and Hospitals and Healthcare. The identified cyber-attack weapons or methods 
that are used in most cyberwar attacks against the identified major targets are depicted in Figure 4. 

 

Figure 4: Cyber Weapons Mentions 

The major types of cyberwar attack weapons or methods of attack are Malware, Denial of Service (DoS) and 
Distributed Denial of Service (DDoS) attacks, Man-in-the-Middle (MITM) attacks, False Data Injections (FDI) and 
Advanced Persistent Threats (APTs).  

Figure 5 shows the identified cyber weapons used in CWCT attacks. Each attack target also highlights the impact 
that a potential CWCT attack could have on the normal operation of that CI component and the identified 
vulnerabilities which must be protected to safeguard CIs.  

 

Figure 5: Impact of CWCT Cyber Threats on Critical Infrastructure  
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The following table contains tactics that can prevent CWCT attacks on CI from occurring or which can help to 
limit the amount of damage that might be caused from such an attack.  

Table 2: Tactics to Address CWCT Attacks  

Attack Prevention and Damage Control Tactics 
References 

Sensor Data Protection; Attack Detection Mechanisms; Intrusion Detection; 
Cryptographic Keys; Combining Cryptography and Steganography; Context-Aware 
Security Frameworks 

(Ashibani & Mahmoud, 2017) 

Remote Access Control Mechanisms; Data Encryption (Abouzakhar et al, 2018) 

Virtual Testbeds (Alves et al, 2016) 

Machine Learning; Artificial Intelligence (Nguyen et al, 2020) 

Anomaly Detection; Extended Firewall Usage; Data Leakage Protection (Domínguez et al, 2017) 

The main attack prevention and damage control tactics that were identified from the literature includes attack 
detection mechanisms, anomaly detection, data encryption, and use of cryptographic keys. Nguyen et al (2020) 
mentions that machine learning and artificial intelligence techniques can also be used to identify potential cyber-
attacks. Multiple stakeholders including the military, intelligence agencies, government departments, 
multinational allies, regulators, and commercial entities will need to establish close partnerships develop the 
threat intelligence capability required to secure CI. 

5. Discussion 
The focus of this study has been on identifying the major types of cyberwar threats facing CI. Certain CI 
components and systems within them more important to national security than others, and greater attention 
must be given to ensuring the protection and functioning of these. CI such as the electrical power supply and 
smart power grids are the backbone of many other national CIs such as transportation systems, healthcare, and 
water distribution (Adepu et al, 2020). In the research findings, electrical power supply was identified as the 
most vulnerable CWCT attack target. This is a major challenge given that this CI is also the backbone on which 
many other CIs such as healthcare and banking services are entirely reliant.  

The protection of cybersecurity systems in the healthcare and water distribution sector is crucial because attacks 
on these have serious public health consequences. Based on the findings in literature, humans can experience 
severe health risks or even loss of life when a country’s healthcare infrastructure becomes the target of a major 
cyberwar attack. According to Kendzierskyj and Jahankhani (2019), there has been a significant increase in data 
breaches and ransomware attacks in the healthcare sector since 2016, the primary reason being that the systems 
are in critical need of cybersecurity enhancements. Delays or interruptions in these systems would have a major 
impact on healthcare operations. The major types of CWCT attacks against healthcare infrastructure that were 
identified from the data analysis were Denial of Service (DoS) attacks, Malware, Private Data Leakage and Data 
Theft. The consequences of these attacks are patients suffering physical harm and financial loss to the patients 
and hospitals. In some cases, attacks on hospital infrastructure were even classified as life-threatening 
(Abouzakhar et al, 2018). Some of the attack prevention tactics identified by Abouzakhar et al (2018) to impede 
Denial of Service attacks on hospitals were the implementation of effective remote access control mechanisms, 
proper security configuration and intrusion detection. 

As identified in the findings, traditional electrical power grids and modern smart power grids are a major CI 
cybersecurity concern. Unlike traditional electrical power grids, communication networks play a crucial role in 
the smart grid environment where components such as sensors and controllers are continually communicating 
with and exchanging data between each other (Gupta & Akhtar, 2017). Due to the heavy interconnectivity of 
the components in smart power grids, they are more susceptible to cyber-attacks than the traditional manual 
power grids. Although their connectivity and intelligence make them an appealing target for potential CWCT 
attacks, it also minimises the impacts that an attack may have, because they can be reconfigured without human 
intervention due to their interconnected nature. This capability of the smart grid can play an important role in 
the prevention of negative cyber-attack outcomes, such as mass electrical outages (Gupta & Akhtar, 2017). Some 
extended security measures identified by Domínguez et al (2017) for the protection of smart grids and other CIs 
include anomaly detection, extended firewall usage, and data leakage protection. 
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Industrial control systems have also been identified as a major cyberwar attack target. To elaborate on one of 
the identified vulnerabilities in industrial control systems, Domínguez et al (2017) identified a mismatch between 
industrial control experts’ knowledge in the field of computer and cyber security, and cybersecurity experts’ 
knowledge of industrial control system operations. According to Domínguez et al (2017), industrial control 
experts generally lack computer security training and cybersecurity experts tend to disregard industrial control 
system operations, which leaves a concerning knowledge and skills gap that must be addressed by appropriate 
training environments (Domínguez et al, 2017). Another serious vulnerability can be seen for industrial control 
systems (ICS), which were originally designed for secluded operations. Because they were designed as isolated 
systems, their immersion into the world of interconnectivity exposes these systems to several alarming external 
cybersecurity threats that were not anticipated previously (Domínguez et al, 2017). 

Supervisory Control and Data Acquisition (SCADA) systems were identified as a key component in CIs. According 
to Huang et al (2017), the protection of SCADA systems are a major national cybersecurity concern, as they are 
a crucial component of industrial applications like smart grids. SCADA systems are used in the monitoring and 
controlling of critical processes, and attacks against these could have numerous consequences on a country, 
such as power outages and information leakages. Samanti et al (2016) argues that SCADA Systems are primarily 
under security threats from insiders because SCADA systems and networks have largely remained isolated from 
the internet for most of their existence. A method to address the CWCT attacks on SCADA systems was identified 
by Nguyen et al (2020), which involves using machine learning and artificial intelligence techniques to identify 
potential cyber-attacks.  

6. Conclusion 
This study surveyed the major types of cyber warfare and cyber terrorism (CWCT) threats to CI by examining 
recent types of cyber threats that were aimed at the different types and components of national CI. This 
literature review built on previous research by developing an initial threat intelligence framework drawing from 
key features of a Human-Cyber–Physical-Systems (HCPS). This particular study identifies the different types of 
CWCT attacks on CI observed in recent years and classifies each of these attacks according to factors including 
method, weapons used, vulnerabilities, and targets of each of the CWCT attacks.  Two of the CI components that 
were identified as having the highest risk of being targeted by CWCT attacks were the electrical power supply 
infrastructure and related SCADA system components. Tactics to address the threats facing CI include creating 
training environments to address cybersecurity knowledge gaps, implementing proper security configuration 
and intrusion detection methods, and using machine learning and artificial intelligence techniques to identify 
potential cyber-attacks. Threat mitigation also requires a high degree of coordination and orchestration between 
the military, intelligence agencies, government departments, multinational allies, regulators, and commercial 
entities. Researchers in the field of cyberwar research can expand on and customize the proposed CI CWCT 
threat intelligence framework to cater for the unique threats facing specific CI components. Our future work will 
extend the CWCT threat intelligence framework to cater for other critical elements of a HCPS. 
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