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Preface

These proceedings represent the work of contributors to the 22"¢ European Conference on
Cyber Warfare and Security (ECCWS 2023), which is held in Athens, Greece on 22 and 23 June
2023. ECCWS 2023 has been supported by the Hellenic Air Force Academy and the University
of Piraeus. The Conference Chair is Professor Antonios Andreatos from the Hellenic Air Force
Academy, Greece and the Programme Chair is Professor Christos Douligeris from the
University of Piraeus, Greece.

ECCWS is a well-established event on the academic research calendar and now in its 22" year
its key aim remains the opportunity for participants to network and share ideas. The scope of
the papers ensure an interesting conference. The subjects covered illustrate the wide range
of topics that fall into this important and ever-growing area of research.

The opening keynote presentation is given by Prof. Dr. Kai Rannenberg, from Goethe
University Frankfurt, Germany on the topic of Multilateral Security: Defending one's assets
without destroying one's values. The second day of the conference will open with an address
by Prof. Nineta Polemi, University of Piraeus, Greece speaking on CyberSecPro: An agile and
collaborative approach to cybersecurity practical trainings.

With an initial submission of 132 abstracts, after the double blind peer review process 64
academic research papers, 12 PhD research papers, 2 Masters research papers 2 Non-
Acdemic research papers and 5 work-in-progress papers are published in the Conference
Proceedings. These papers represent research from Australia, Austria, Czech Republic,
Estonia, Finland, France, Germany, Greece, ltaly, Lithuania, Malaysia, Mozambique,
Netherlands, Nigeria, Norway, Portugal, Republic of Korea, Romania, Slovenia, South Africa,
Sweden , Switzerland, Taiwan, UK, United Arab Emirates and the USA.

We hope that you will enjoy the conference and that you will find the opportunity to renew
past collaborations and friendships and to engage in fruitful discussions leading to new
advancements in research and development.

Professor Antonios Andreatos
Hellenic Air Force Academy
Professor Christos Douligeris
University of Piraeus

Greece

June 2023
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Dr Keith Scott Is Programme Leader for English Language at De Montfort University in
Leicester. His research operates at the intersection of communication, culture and
cyber, with particular interests in influence, information warfare, and simulations and
. serious gaming as a training. teaching, and research tool. He is a member of the

Prometheus Research group, supported by the UK Development, Concepts and
Doctrine Centre, which investigates the application of cybernetics and systems thinking within the
context of warfare, as well as more general considerations of Al and pervasive technology.

Paulo Simoes received his Ph.D. degree in informatics engineering from the University
of Coimbra (Coimbra, Portugal), in 2002. He is an Associate Professor in the Department
of Informatics Engineering, University of Coimbra. His research interests include
network and infrastructure management, security, critical infrastructure protection.

Workshop Facilitators

Dr Edwin “Leigh” Armistead is the Principal of ArmisteadTec LLC, a Veteran-Owned
4 Small Business (VOSB) that is certified by the Small Business Administration (SBA) as a
v Historically Underutilized Business Zone (HBZ), https://www.armisteadtec.com/. This
‘VI company primarily focuses on the academic functions of Information Warfare (IW), to
) include curriculum development, teaching as well as other related tasks to include
lecturing and writing. A retired United States Naval Officer, Dr Armistead has significant Information
Operations academic credentials having written his PhD on the conduct of Cyber Warfare by the
federal government and has published three books, in an unclassified format in 2004, 2007 and 2010,
all focusing on full Information Warfare. He is also the Chief Editor of the Journal of Information
Warfare (JIW) https://www.jinfowar.com/; the Program Director of the International Conference of
Cyber Warfare and Security and the Vice-Chair Working Group 9.10, ICT Uses in Peace and War.
Shown below are the books on full spectrum cyber warfare and the JIW:
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Konstantinos Adamos (B.Sc., M.Sc.) Cybersecurity Researcher with the Information Security
and Critical Infrastructure Protection Research Group (Athens University and Economics &
Business, Greece). Also a Ph.D. candidate with the Dept. of Information and Communication
Systems Engineering (University of the Aegean, Greece). His current research interests focus
on cybersecurity, critical infrastructure protection, data protection, and risk assessment.

Tayba Al Ali is a graduate of Information technology with specialization in cyber security and
networking at Zayed University. She’s certified in Introduction to Networks and Switching,
Routing, and Wireless Essentials, Tayba's constant appearance on the dean's list during her
studies at the University is a testament to her academic prowess. Her passion for technology
guarantees a successful careerin IT.

Nora AlKaabi is an Information Technology graduate from Zayed University, specializing in
Security and Network Technology. Her fascination with technology and cybersecurity fuels
her drive to create innovative solutions for businesses to overcome security challenges. Nora
is passionate about contributing to a secure and digitally-driven society, utilizing her skills and
knowledge to make a positive impact on the world.

Ban AlOmar is currently pursuing her Ph.D. degree with the College of Information
Technology, United Arab Emirates University. Her main research areas are Artificial
Intelligence, machine learning, network security and intrusion detection and prevention.

Antonios S. Andreatos is Professor at the Hellenic Air Force Academy, Greece. He has
published his research in international journals, conference proceedings and book chapters.
He is involved in scientific committees of several conferences and reviewer in several journals.
His current research interests focus on Cryptography, Image processing, CyberSecurity, loT,
Engineering Education, e-Assessment, CyberSecurity Education.

Stacey Omeleze Baror obtained her B.sc Hon and Master in Computer Sci., From the
Computer Science Department, University of Pretoria. She is currently studying towards a PhD
in Computer Science, at the University of Pretoria in research areas focusing on digital
forensic, Software engineering, intelligent systems, Digital Forensics Application, Digital
Forensic Readiness, and Information Security.

Igor Bernik is Professor of Information Sciences and vice dean for Quality and Development
at the Faculty of Criminal Justice and Security, University of Maribor, Slovenia. His research
fields are information systems, cybersecurity, and the growing requirement for cybersecurity
awareness. He is an (co)author of several scientific books and articles published in recognized
international journals.

Micki Boland is a global cybersecurity warrior and evangelist with Check Point Software
Technologies Office of the CTO. A practitioner with 20 years in IT, cybersecurity, emerging
technology innovation, Micki holds 1SC2 CISSP, Master of Science in Technology
Commercialization University of Texas at Austin and MBA Global Security Concentration from
East Carolina University.



Johnny Botha enrolled for a PhD in Computer Science at the University of Western Cape.
Topic: “A process for Blockchain Crime Investigations Based on Open-source Intelligence”.
Project Manager & Researcher (CSIR). Masters degree in Information Technology, at
University of South Africa (UNISA). NDip and BTech degree in Computer Systems Engineering
at the Tshwane University of Technology (TUT).

Ladislav Burita, University of Defence, Brno, Czech Republic. PhD. from 1985 and professor
from 2003. He worked in NATO/MIP team; was head of the faculty research program and
defense project MENTAL. His area of interest is information and knowledge systems. He
published a hundred papers at conferences and in journals.

Jami M. Carroll retired from the Navy after 20 years. He later founded Prisidian Security
Solutions in 2008. His research areas include offensive cyber operations, threat intelligence,
denial/deception, and geopolitical instability. His degrees include: BBA, National University;
MBA, Southern New Hampshire University; MS/DSc in in Cybersecurity, Capitol Technology
University.

Chih-Hsiang (‘Sharon’) Chang is a Master student of Interdisciplinary Legal Studies at National
Taiwan University. She is the co-author of The Best Memorial-Defendant of Red Cross
International Humanitarian Law Moot 2021 Hong Kong. The main focus of her research is
international law, law of armed conflict and cyber warfare.

Jim Q. Chen, Ph.D. is Professor and Associate Dean at the U.S. National Defense University
College of Information and Cyberspace. His expertise is in cyber strategy, cyber deterrence,
cyber warfare, cybersecurity technology, artificial intelligence, and machine learning. He has
authored and published more than 90 peer-reviewed papers, articles, and book chapters on
these topics. He has also been teaching graduate courses on these topics. He is a recognized
expert in cyber studies and artificial intelligence.

Sabarathinam Chockalingam is a Research Scientist | at the Institute for Energy Technology
in Halden, Norway. Saba has a PhD in Cyber Security from the Delft University of Technology
and MSc in Cyber Security and Management from the University of Warwick. His research
interests include cyber security, risk management, serious games.

Nikolaos Chrysikos is an electrical engineer in the Hellenic Air Force. He graduated from
Hellenic Air Force Academy in 2022 . His diploma thesis was on malicious android applications
analysis and classification. He is interested in data analysis and Cyber Security.

Henry Collier is an associate professor and the Director for the Technology Programs at
Norwich University’s college of Graduate and Continuing Studies. He received his Ph.D. in
engineering security from the University of Colorado Colorado Springs. His main research
areas are human factors in cybersecurity and networking.

Tiago Cruz is an Associate Professor with the Department of Informatics Engineering of the
University of Coimbra. His research interests cover areas such as management systems for
communications infrastructures and services, critical infrastructure security, broadband
access network device and service management, Internet of Things, software defined
networking, and network function virtualization.



Didier Danet is a senior lecturer of Defense management at Saint-Cyr Military Academy,
France. He holds a PhD in Management Sciences from Rennes 1 University. He is the Director
of the Post-Master Training Program “Cyberdefense and Intangible Fields”. His main research
areas are Cyber Crisis Management, Military Organisations and Irregular Warfare.

Martina Jennifer Zucule de Barros is a PhD student in cybersecurity. Her research explores
cybersecurity education. She has a master degree in Distributed Systems Engineering from
the Technical University of Dresden. She is currently working as a university teacher in
Computer Science at Universidade Pedagogica de Maputo (UPM).

Thomas Dempsey is a second-year Doctoral student in Strategic Intelligence. Thomas has a
Masters degree in Cybersecurity and multiple industry certifications. In addition to academics,
Thomas is a Cybersecurity professional who has worked in cyber for over 14 years, including
time on active duty in the United States Marine Corps conducting defensive cyber operations.

Charlie Donnelly is studying Computer Science and Economics at the University of Chicago.
She has worked with the Securities and Exchange Commission and Morgan Stanley’s
Technology Investment Banking Group. She is interested in studying military applications of
cybersecurity.

Petrus ('Beer') Duvenhage has extensive experience in the field of information security. He
holds a PhD from the University of Pretoria and a PhD from the University of Johannesburg.

Bastian Fraune is a computer-scientist and works as a researcher in industrial cyber security
projects. His research interests include secure architectures for critical infrastructures, cyber-
physical systems and digitization of systems. He holds a master&apos;s degree in computer
science and is working on secure power grid architectures in his PhD-project.

Dimitra Georgiou: Lecturer at the Computer Engineering Division of the Hellenic Air Force
Academy and an Adjunct Lecturer (Department of Digital Systems, University of Piraeus). She
received her PhD in Security Policies of Cloud Computing from the University of Piraeus in
2018. Research interests lie in the areas of information and communication Systems Security
and Privacy.

Farid Gharehmohammadi is a Mayo Clinic postdoctoral researcher investigating deep
learning in medical imaging. He earned his Ph.D. in computer science from University of
Georgia. He has a decade of industrial and research experience. He published over 20 journal,
conference papers and book chapters. He received the Outstanding Achievement Award for
deep learning at CSCI’19.

Alexander Grandin has a Master’s degree in Science (2022) and Military science (2018) and
works as a research officer at the Finnish National Defense University (FNDU). He has served
in the Finnish Defense Forces from 2012.

Tim Grant is retired but an active researcher (Professor emeritus, Netherlands Defence
Academy). Tim has a BSc in Aeronautical Engineering (Bristol University), a Masters-level
Defence Fellowship (Brunel University), and a PhD in Artificial Intelligence (Maastricht
University). Tim's research focuses on Offensive Cyber Operations, Command & Control, and
Emergency Management. More details are at https://www.linkedin.com/in/tim-grant-r-bar/.
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Virginia A. Greiman. Assistant Professor (Global Cyber Law, Governance, Megaprojects and
Infrastructure Planning, Boston University). Was a diplomatic head of delegation (U.S.
Department of State in Eastern and Central Europe, Asia and ). Held several high-level
appointments with the U.S. Department of Justice. Conducts research and publishes in cyber
resilience, cyber law and regulation, nuclear cyber security, and global infrastructure
megaprojects.

Samuli Haataja is a Senior Lecturer at Griffith Law School, Griffith University. He researches
state-sponsored cyber-operations under public international law. He published his book
‘Cyber Attacks and International Law on the Use of Force: The Turn to Information Ethics’ with
Routledge in 2019, and he has published in various international law and technology journals.

Thomas Heverin is the lead of Girls Learn Cyber, Inc., a training company for K-12 girls in
cybersecurity. He holds a Ph.D. focused on cybersecurity, the CISSP, and years of
cybersecurity experience. He led research and development projects for the U.S. Navy after
serving as a Surface Warfare Officer."

Pauliina Hirvonen is a PhD student in the Information Technology Department of the
University of Jyvaskyld, in Finland. Her on-going dissertation of GDPR relates to Information
Systems and especially on information and/or cyber security field. The research considers the
overall impacts of privacy regulation and developing situational awareness from the
organisational perspectives.

Michael Bennett Hotchkiss is an independent researcher with interests in the psychology of
influence, criminology, and nation-state disinformation; especially in the context of Russian
active measures. Michael earned a Master of Organization Development from Bowling Green
State University; and a Bachelor of Arts in Psychology from the University of Connecticut,
graduating Phi Beta Kappa.

Aki-Mauri Huhtinen (LTC (GS)) is a military professor at the Finnish National Defence
University's Department of Leadership and Military Pedagogy. His areas of expertise are
military leadership, command and control, information warfare, the philosophy of science in
military organizational research.

Aarne Hummelholm, PhD in Information Technology (University of Jyvaskyla, 2019). He has
over 30 years’ experience in the design, development of architectures’ of authorities
telecommunications networks and information systems. Key themes in his work have been
critical service availability, usability, cyber security and preparedness issues.

Gazmend Huskaj: Head of Cyber Security at GCSP. Was a doctoral student (Cyberspace
Operations, Swedish Defence University.) Was Director of Intelligence on Cyber-related issues
in the Swedish Armed Forces. A veteran with over five years of duty in conflict / post-conflict
areas including two tours to the Balkans and one in Central Asia. Current work focuses on
capacity-building, dialogue, and policy analysis.

Anastasiia lufereva Ph.D. Student (IULM University, Milan, Italy). She has been awarded
academic degrees: a bachelor's degree in journalism (2012), and a master’s degree in
management(2014). Her research interests oscillate between mass media and social



practices. In particular, she studies how journalists’ professional cultures are shaped in the
light of online platforms and media convergence.

Panagiotis Karampelas is an assistant professor at the Hellenic Air Force Academy, Greece.
He received his PhD in electronic engineering from University of Kent in 2005. He participates
in the advisory board of several scientific journals and conferences. His main research areas
are Software Engineering, Data Mining, Cyber Security, Digital Forensics, Social Network
Analysis

Major Maria Keinonen is a senior research officer and a PhD student for Military Sciences in
the National Defence University in Finland. In her doctoral research, she focuses on the study
of cyber deterrence from the perspective of a small state.

Stylianos Koumoutzelis is a graduate of the Electrical and Computer Engineering School of
the National Technical University of Athens. With a focus on hardware design and
development, he possesses expertise in the design and implementation of complex systems.
He has also worked extensively in the fields of Al/ML, Telecommunications, and European
research projects.

Eugene Lim is currently a master's student at Korea University's Graduate School of Cyber
Security. Lim’s bachelors degree is in International Studies and is currently interested in
international cybersecurity and cyber policy. Her global research publications include 'Review
of the Validity and Rationality of Artificial Intelligence Regulation' in the Florida Artificial
Intelligence Research Society.

Georgiana-Daniela Lupulescu works at a public institution that offers
specialization/improvement courses for military personnel. She is currently a PhD student at
the National Defence University, conducting a research on the influence of hybrid threats in
the realization of resilience policies in the national security field.

Clara Maathuis is Assistant Professor in Al and Cyber Security at Open University in the
Netherlands. With a PhD in Al and Military Cyber Operations from Delft University of
Technology, she is involved in teaching different Al and cyber security courses and conducts
research in Al, cyber/information operations, military technologies, and social manipulation.

Bill Mahoney is the Charles and Margre Durham Distinguished Professor in Cybersecurity at
the University of Nebraska at Omaha, where he teaches both undergraduate and graduate
cybersecurity classes. His research areas include code obfuscation, reverse engineering and
anti-reverse engineering techniques, and vulnerability analysis. An additional interest is in
vulnerabilities with critical infrastructure equipment.

Aleksandras Melnikovas, Senior instructor at the Leadership and Methodology Development
Centre, Military Academy of Lithuania. Obtained Masters degree in Education sciences in
2017, currently PhD student in Political sciences. Since 2021 works as a junior scientist within
the project ,Advancing Human Performance in Cybersecurity”.

Jabu Mtsweni is the Head of Information and Cyber Security Centre and Chief Researcher at
the Council for Scientific and Industrial Research (CSIR), NRF-Rated Researcher (C2), and a
Certified Cybersecurity Manager, Research Fellow at the Stellenbosch University. He has



published over 80 peer-reviewed conference and journal articles over the years in different
forums.

Edmore Muyambo is a Master’s Research Student at the University of Pretoria, South Africa.
He received his Honours Degree in Computing from the University of South Africa in 2022.
Edmore is a Data Engineer at the Standard Bank of South Africa. His main areas of focus are
Data Integration, Data Transformation and partly Data Visualisation.

Rennie Naidoo is an Associate Professor of Informatics at the University of Pretoria, South
Africa. His research focuses on the interplay between information systems, people and
organizations. His papers have appeared in the Journal of Strategic Information Systems, the
European Journal of Information Systems, Information Technology & People, and The
Information Society Journal.

Mehwish Nasim is a Computer Science Lecturer at the University of Western Australia. She
works in the emerging field of social cybersecurity. Informed by sociological theories on
human interaction, she develops mathematical models of social influence to combat the
dissemination of misinformation across social media platforms. She also models operations
in information environment in wargames.

Tabisa Ncubukezi is an academic at the Cape Peninsula University of Technology. She has
done her Ph.D. in the same institution. Her primary research areas are communication
networks, cloud computing, cyber security, and e-Learning.

Tatu Niskanen is a researcher with a background in cybersecurity and information systems
science. In addition to research work, he has experience in software development. He is
working for the Applied cybersecurity team at VTT Technical Research Centre of Finland and
finishing up his master’s degree at the university of Jyvaskyla.

Daniel Nistor is a Public Affairs specialist with more than a decade of experience in media
operations for the Romanian Armed Forces and Ministry of Defence. He is currently a PhD
student at the National Defence University, conducting a research on consolidating a society’s
security culture through better institutional strategic communication.

Nombeko Ntingi holds a BSc (Computer Science) from the University of Transkei, Master’s
degree in IT from Carnegie Mellon University, and a BCom (Financial Management) from the
University of South Africa. She holds certificates in SAP ABAP, Cyber Security from UJ, CPUT
and F'SAT; Managing Risk Harvard Online. She is currently pursuing PhD studies at the
University of Johannesburg.

Victor Kwarteng Owusu is a Ph.D. candidate at the Faculty of Management and Economics,
Tomas Bata University in Zlin, Czech Republic. He has two publications to his credit. He has
also attended conferences across Europe and the United Kingdom including British Academy
of management (BAM), hosted by Manchester business school. His main research area is
organizational performance.

Jani Pdijanen works as a Project Manager at the Institute of Information Technology of JAMK
University of Applied Sciences. His has industry background in delivering consultancy for
clients in Project Management, Information Technology, and Software Development.



Tehi Palletvuori is Security Management master’s degree student at Laurea University of
Applied Sciences. Palletvuori BBA (Finance), MBA (Entrepreneurship and Business
Competence) has over 20 years of working experience in Banking, Corporate Treasury and IT.
Since March 2020 she has worked at Finnish National Emergency Supply Agency and is
responsible for financial sector preparedness.

Nikolaos Papakonstantinou, D.Sc.(Tech.), Docent, is an Electrical and Computer Engineer
interested in system resilience and cybersecurity. He is the Research Team Leader of the
Applied cybersecurity team at the VTT Technical Research Centre of Finland.

Konstantina Papachristopoulou is a senior Research ICT Project Manager for EU-funded
projects in Eight Bells Ltd. She has a diverse background and R&D experience obtained from
various initiatives across European and national programs. She has successfully delivered
more than 25 multidisciplinary research projects, focusing on areas such as cybersecurity, loT
& CPSoS, health, and sustainable manufacturing.

Ada Peter is a Professor, Digital Infrastructure, and International Security. She produces
comprehensive, policy-focused, nontechnical cybersecurity documents that emphasize and
teach senior principal state officials how to make informed cyber policy planning decisions.
Her current research focuses on how U.S. national cyber strategies undermine critical
infrastructures' protection against previous and potential cyber weapons.

Lucas Potter earned his B.S. in Biomedical Engineering in 2015 from VCU and a PhD in
Biomedical Engineering ODU. He has researched human factors for three federal
organizations, biomedical engineering for three private companies and is an active
contributor to the field of Biocybersecurity.

Dr. Jouni Poyhonen, Col (ret.) is a postdoctoral researcher of cyber security programs in
University of Jyvaskyld. He received a Ph.D. in Information Technology from University of
Jyvaskyla. He has over 30 years’ experience as developer and leader of C4ISR Systems in
Finnish Air Forces. He has more than twenty cyber security research papers or articles.

Jyri Rajamaki, Principal Lecturer in Information Technology at Laurea University of Applied
Sciences and Adjunct Professor of Critical Infrastructure Protection and Cyber Security at the
University of Jyvaskyld, Finland, holds D.Sc. degrees in electrical and communications
engineering from the Helsinki University of Technology, and a PhD in mathematical
information technology from the University of Jyvaskyla.

Trishana Ramluckan is the research manager at Educor Holdings, an honorary research fellow
for Law at the University of KwaZulu-Natal, a curator of the EU:CD’s Cyber Diplomacy Atlas, a
member of the IFIP working group on ICT Uses in Peace and War, and was listed in the Top 50
Women in Cybersecurity in Africa (2020).

Huw O.L. Read is Charles A. Dana Professor of Digital Forensics and the Director of the Centre
of Cybersecurity and Forensics Education and Research (CyFER) at Norwich University,
Vermont, USA. For over 15 years, he has taught in several countries, authored over 20 peer-
reviewed publications in the field and has been awarded numerous competitive grants.



Aunshul Rege is an Associate Professor and Director of the Cybersecurity in Application,
Research, and Education (CARE) Lab at Temple University. Her research focuses on the human
and behavioral aspects of cyberattacks, surveillance, privacy, social engineering, and
cybersecurity education, and has been funded by various National Science Foundation grants.

Mari Ristolainen is a Researcher at the Finnish Defence Research Agency. She has studied
psychology at the Moscow State University and she earned a doctorate in Russian Language
and Cultural Studies from the University of Joensuu in 2008. She has been conducting
postdoctoral research in the field of Russian and Border Studies in several Academy of
Finland- and EU-funded projects at the University of Eastern Finland and at the University of
Tromso, Norway. Her current research interests include cyber warfare as a phenomenon,
Russian digital sovereignty, and the governance of cyber/information space.

Harri Ruoslahti, PhD, works as a Principal lecturer at the Resilience Lab of Laurea University
of Applied Sciences.

Helvi Salminen has worked in information security since June 1990 in a high security industrial
environment. Before her security career she has 12 years of experience in systems
development. She has 30+ years experience in cryptographic systems management and
various security frameworks. She was awarded as CISO of the year in Finland 2014.

Nkata Sekonya is a postgraduate student in computer science at the University of
Johannesburg, SA. He received his BSc in Information Technology from the University of
Johannesburg in 2021. His main research interests are digital forensics, critical infrastructure
protection, and the internet of things.

Radu Serrano is PhD student at the Ragnar Nurkse Department of Innovation and Governance
of TalTech, Estonia. He also develops and manages cybersecurity, smart governance, e-
democracy and technology projects at the e-Governance Academy. His main research areas
include cybersecurity, internet voting and business administration.

Jussi Simola: post-doctoral researcher and has a PhD degree in cyber security from the
University of Jyvaskyla. Expertise includes decision-support technologies, situational
awareness systems, information security, and continuity management. His current research
work is focused on the development of maritime cyber security. Has been involved in
developing a common early warning system for the EC.

Ms Thenjiwe Sithole is a PhD student at the University of Johannesburg. She holds a Masters
in Information Technology (Information Systems) from the University of Pretoria and a Master
of Engineering Sciences in Electronics (Telecommunications) from the University of
Stellenbosch. She also has Certificate in Cyber Security from the University of Johannesburg.

Siphesihle Sithungu is from Johannesburg, South Africa and holds an MSc in Computer
Science (University of Johannesburg). He is a lecturer at the University of Johannesburg, and
his research interests are artificial intelligence and critical information infrastructure
protection. Mr Sithungu is a technical committee member for the International Conference
on Computational Intelligence and Intelligent Systems.



Adam Spanier is currently pursuing a PhD in IT Computing Systems from the University of
Nebraska at Omaha. He has a BS in Computer Science and is pursuing his MS in Cybersecurity
concurrently with his PhD. His research interests include intermediate representation analysis
in cybersecurity, computational trust, and cybersecurity gamification.

lain Sutherland is Professor of Digital Forensics and Head of Research at Noroff University
College in Kristiansand, Norway, a university he helped to establish in 2012. A recognised
expert in computer forensics, he has supervised several PhD students and provided evidence
as an expert witness. He has authored articles ranging from forensics practice and procedure
to network security.

Pardis Moslemzadeh Tehrani is the Associate Head of the Law School, at the Faculty of
Business, Law and Tourism, University of Sunderland. Before joining the Sunderland
University, she was a Senior Lecturer and Visiting Associate Professor at the Faculty of Law,
University of Malaya. Her research spans the area of information technology law,
international law and legal research methodology. She is the author and co-author of more
than 70 research papers, books, book chapters and conference papers. She has served on
many conferences, seminars, forums and workshop programme committees and delivered
talks at various panels, NGOs, research centres and international bodies such as ICRC and
other Human Rights organisations.

Ranko Trisi¢. | started my Master's degree, in Games Studies and Engineering, in 2020, in
Klagenfurt, Austria. My research and thesis are about hacking and cheating in game
industries. As a part of my thesis, | had to create game according to topic. So, | created board
game under the name “HACKER’S CYBER ATTACK”.

Uakomba Uhongora is a PhD candidate at the University of South Australia. Her PhD is on
space systems cyber security with a focus on the integration of SDN and space systems. She
is a lecturer at the Namibia University of Science and Technology. Her research interests are
cyber security, deep learning, space systems and SDN.

Brett van Niekerk is a senior lecturer at the Durban University of Technology, chairs the
International Federation of Information Processing Working Group on ICT in Peace and War,
and is co-Editor-in-Chief of the International Journal of Cyber Warfare and Terrorism. He is
CISM certified, with over 50 publications and 20 presentations.

Basie von Solms is a Research Professor in the Academy for Computer Science and Software
Engineering at the University of Johannesburg. He specialises in Cyber Security. He is a Past
President of the International Federation for Information Processing (IFIP). Professor
Rossouw von Solms is an emeritus professor from the Nelson Mandela University. Rossouw
has supervised 65 students successfully to a Master’s and Doctoral degrees in the fields of
information security and IT governance. He has published and presented in excess of 200
peer-reviewed research papers.

Richard L. Wilson is a Professor in Philosophy at Towson University in Towson, MD. Professor
Wilson Teaches Applied Ethics in the Philosophy and Computer and Information Sciences
departments at Towson while also serving as Senior Research Scholar in the Hoffberger
Center for Professional Ethics at the University of Baltimore. Professor Wilson’s interest’s are



directed towards applying phenomenology to issues with emerging and innovative
technologies.

Allison Wylde holds posts with Glasgow Caledonian University (London) as a Senior
Lecturer, and with the Cardiff University Centre for Cyber Security Research: research
includes- artificial intelligence (Al) intelligent virtual assistants (IVAs); trust and zero trust;
and, work on cyber security norms and the Global Digital Compact with the United Nations
Internet Governance Forum.

Saliha Yilmaz is currently pursuing a PhD in Cybersecurity at Kingston University London. Her
research focuses on detecting privacy risk-prone mobile applications. Her previous research
and studies focused on predictive policing and personal data legislation in government
institutions. Cybersecurity, data privacy, threat intelligence, crime science, and data-driven
policing are among her research interests.



