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Abstract: The phenomenon of fake news and media manipulation has always existed in human history, long before the 
invention of digital technology. However, never before in the history of mankind has it been possible to spread fake news so 
quickly, in such large quantities and to such large masses, as now, in the age of the internet and social media. In this paper 
we identified 31 recurring signs of fake news and phishing scams spreading on social media in Hungary, Romania and 
Slovakia, based on the content analysis of 866 screenshots of social media posts, internet articles, phishing emails and SMS 
messages from these 3 countries. The most common group of signs are signs of provoking emotions. The second largest 
group of indicators include the characteristics of the media publishing the news. The third major category is the visual 
appearance and wording of the news. The fourth group of recurring signs refers to the original source of the news. The fifth 
group of indicators is the lack of reliable and/or official media coverage of the story. The elements of the sixth group of signs 
are the photoshopped and re-framed 'proof' images and videos that appear in the news. The seventh, and final group, of 
indicators refers to the prior beliefs and biases of the target audience. Provoking emotions, and thereby turning off the 
recipient's critical thinking, is the most common sign of fake news, scams and other hoaxes. Consequently, there is a great 
need for a high level of critical thinking and information literacy regarding social media contents on the part of the recipient. 
Our research was based on a fake news database collected in the framework of an international Erasmus+ project called 
"Media Detective". The aim of the project is to develop media literacy training modules for teachers and youth workers that 
could be used in school settings. 
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1. Definition of fake news
The phenomenon of manipulation and fake news existed in media long before the invention of digital 
technology. There are numerous examples in print media. For example, Tengely (2001) analyzed the content of 
contemporary press reports on the 1913 sword duel between two Hungarian prime ministers (István Tisza and 
Mihály Károlyi). The researcher analyzed the extent to which newspapers of different political parties distorted 
reality. Thus, we are really dealing with a historical phenomenon when we discuss fake news and media 
manipulation. Yet, there is an almost endless debate in contemporary international literature on the definition 
of what we call      nowadays "fake news". The controversy is not unfounded, as the term itself is difficult to 
grasp and interpret with a single clear definition. Allcott and Gentzkow define fake news as “news articles that 
are intentionally and verifiably false, and could mislead readers” (Allcott and Gentzkow, 2017:213). Veszelszki 
(2017) adopts this definition for a broader understanding of fake news, but narrows the definition to emphasize 
the pursuit of financial gain and create the appearance of credible journalism. She includes various internet 
scams (spamming, phishing, hoax, clickbait), news parody, and propaganda among the concepts related to fake 
news. She also discusses urban legends as a subtype of fake news. Royster then defines fake news as "inaccurate 
articles published online in the guise of a genuine news story that are created without any concern as to their 
truth or falsity." (Royster, 2017:276). Klein and Wueller also define fake news as "the online publication of 
intentionally or knowingly false statements of fact." (Klein and Wueller, 2017:6). They do not limit it to articles– 
fake news can also be video or graphics. Additionally, Pennycook and Rand consider the online publishing 
platform as one of the most important aspects. They define fake news as "news content published on the internet 
that aesthetically resembles actual legitimate mainstream news content, but that is fabricated or extremely 
inaccurate. Also referred to as false, junk, or fabricated news.” (Pennycook and Rand, 2021:389). Disinformation, 
misinformation, hyper-aggrandized news and "yellow journalism" are also mentioned as related categories. 
Researchers Baptista and Gradim wanted to find a clear definition of fake news, so they conducted a content 
analysis of academic articles published on the topic between 2016 and 2020. They found 41 scientific articles in 
the Web of Science database and 22 in the Scopus database that attempted to provide a precise definition of 
fake news. Based on their analysis, fake news is: “a type of online disinformation (1), with (2) misleading and/or 
false statements that may or may not be associated with real events, (3) intentionally created to mislead and/or 
manipulate a public (4) specific or imagined, (5) through the appearance of a news format with an opportunistic 
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structure (title, image, content) to attract the reader’s attention, in order to obtain more clicks and shares and, 
therefore, greater advertising revenue and/or ideological gain”. (Baptista and Gradim, 2022:640).  

Thus, based on our literature review above, we can summarize the concept of current digital "fake news" as 
follows: 1. fake information that is created on a digital device and published on an online platform; 2. in the form 
of a news article and/or image and/or video; 3. usually related to well-known people, public figures or 
controversial current events that are of high interest; 4. the news presents itself as reliable though in actuality 
it is fake; 5. it appears on dubious websites/social media sites with unverified backgrounds, without a classical 
editorial team behind it that adheres to ethical journalism rules and without a detailed imprint; 6. the author is 
intentional, i.e. he/she does not spread the lie by accident or out of ignorance/negligence, but knowingly, most 
often for political/ideological or commercial gain; 7. the main distribution platform is social media, where users 
who spread the fake news are not necessarily aware that they are spreading fake news. 

2. Phishing and scams
Phishing, in its simplest definition, is data fishing, where fraudsters trick users into providing various personal 
details in order to abuse them– most often to steal their money. Liu et al. (2011) describe phishing as an ongoing 
"semantic attack" that tricks victims into sharing sensitive information unintentionally. Saberi et al. (2007) 
distinguish between “phishing” and “scam”. “Phishing” is the process of data theft itself, the tool of which is 
“scam”.  They describe phishing as a form of "identity theft", in which fraudsters try to trick the victim into 
providing confidential information such as online bank account details. A typical process is when the attacker 
deceives the victim with a spoofed email, which is the “scam”. According to Chaudhry et al. phishing “is a form 
of cybercrime that aims to deceive users into providing personal and/or financial information, or to send money 
directly to the attacker. A phishing attack is generally initiated via some form of message, which includes a link 
to a deceptive domain name which appears to be a legitimate site but is actually controlled by the attacker.” 
(Chaudhry et al, 2016:247). Wash provides a more general definition of email phishing when he writes: “a 
phishing email is an email that pretends to be something that it is not, in order to get its recipient to take an 
action that they otherwise wouldn’t do” (Wash, 2020:1). Baykara and Gürel also consider phishing to be a form 
of cyber-crime, where the attacker poses as a real person or institution who “sends malicious links or 
attachments through phishing e-mails that can perform various functions, including capturing the login 
credentials or account information of the victim. These e-mails harm victims because of money loss and identity 
theft.” (Baykara and Gürel, 2018:1). However, according to Hong (2012) phishing can happen not only via email, 
but also via SMS, chat, voice messages, multiplayer online games, and various social media platforms. To 
summarize, in a phishing attack, the attacker(s) collect sensitive customer data (e.g. user account login 
credentials, credit/debit card numbers, etc.) via spoofed emails or fake websites (Basit et al, 2021). 

3. About this research
In our modern digital environment, there is an increasing need to develop critical thinking skills towards media 
content in order to recognize fake news and other scams. Schools and teachers have a major role to play in 
developing these skills among students. Nowadays, as Molnár et al (2017) mention, almost all students have 
smart devices, which can also be used in education for pedagogical purposes, depending on the individual 
creativity of teachers. Smart devices and other digital equipment can be important tools for developing critical 
skills for assessing media content and supporting visual learning (Molnár and Szűts, 2015), as scams and fake 
news often carry visual signs. Digital pedagogy can be an excellent tool to develop a critical attitude towards 
fake news and phishing scams, since on the one hand, scams are also spread in such digital environments, and 
on the other hand, as Szűts (2020) writes, digital pedagogy can help students to develop their knowledge in a 
wide range of ways, building on their creativity, by using digital tools they use in their everyday lives (Szűts, 
2020). Digital education is also possible and applicable for adults. Learning circles organized through online tools 
allow the development of a wide range of skills (Simándi, 2020), including a critical attitude towards media 
content. There are also opportunities for multi-disciplinary skills development even among the elderly through 
learning circles (Simándi and Oszlánczi, 2018). Improving media literacy among youth communities is the aim of 
the "Media Detective" project, which produced a fake news database as the basis for this research. In this paper, 
we summarize the recurring signs of fake news and other scams spreading on social media by analyzing 866 
screenshots of social media posts, internet articles, phishing emails. and SMS messages from Hungary, Romania 
and Slovakia. This content analysis is based on an international media-literacy project called “Media Detective 
for Young People: Recognizing and Handling Fake News and Media Manipulation” carried out      in Hungary, 
Romania and Slovakia, funded by the Erasmus+ program in 2022 and 2023. One of the main goals of this project 
is to develop teaching materials that will enable teachers to show Hungarian, Romanian, and Slovakian students 
how to recognize fake news and phishing scams. 
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4. The recurring signs of fake news and phishing
In our content analysis, we were able to classify the signs of fake news and phishing scams into seven main 
categories, as follows:      

4.1 Emotional manipulation: stimulating emotions 
Perhaps the most common sign of fake news and phishing scams is that they evoke strong      emotions. This is 
a way of "turning off" users' critical thinking. Montesi (2021) also points to this when he writes that in situations 
of uncertainty and high emotions, the spread of fake news increases dramatically (Montesi, 2021). According to 
Albrecht et al. (2010) when news is about us, it affects us on an especially high level, such that we will likely react 
emotionally. But when it is about "other" [non-personal] things, more physically and/or psychologically distant, 
we tend to think analytically. The signs of emotion-based manipulation are summarized in the table below: 

Table 1: Recurring signs of fake news and phishing scams based on emotional manipulation 

If something is too outrageous and/or scares us For example, an SMS that your credit card has been blocked. Or 
an outrageous statement a politician never said. Or an alarm 
about a non-existent threat. Or a phishing email in the name of the 
national tax office scaring us into opening an attached file (which 
actually contains a virus or spyware). 

When the message sets a deadline and urges us to 
do something 

For example, a phishing SMS sent on behalf of Netflix telling you 
that you must provide your details within 24 hours to a suspicious 
link or your account will be suspended. 

When the news is "too good to be true" The fake news that all the members of the Croatian national 
football team donated the proceeds from the World Cup to charity 
for children in need has been all over the Hungarian and 
Romanian press. 

If the news is extremely tear-jerking, touching or 
pleading for help 

Social media posts of seriously ill children (mainly cancer patients) 
pleading for help. You can help sick children by liking and sharing. 
Such posts are also appearing on social media sites in Hungary, 
Romania, and Slovakia. 

If a prize is too tempting and too easy to get Offering unrealistically high value prizes (e.g. expensive cars, 
caravans, furniture, high-value shopping vouchers, iPhones etc.) 
that can be won for a like and share. In reality, there is never a 
draw, the aim is to increase the number of followers extremely 
quickly.   

(Source: our own research results) 

4.2 The medium that reports the news 
The other large group of indicators of fake news and phishing scams includes the characteristics of the media 
publishing the news. These are the signs of suspicious media outlets: 

Table 2: Recurring signs of fake news and phishing scams based on the medium that reports the news 

If the link or the social media profile has an 
unknown and/or frivolous name 

We don't often hear about the “NewsHat” website or the 
“Moneybasket” Hungarian Facebook page. Not by accident, as 
these are fake news sites. Always be suspicious if the news is not 
from a well-known, reliable, long-established news outlet. 

If the URL does not have a country-specific ending If the link does not end in ".ro" in Romania, ".hu" in Hungary or “.sk” 
in Slovakia, it is always suspicious. In the case of websites in 
Hungary, most of the fake news sites are not ".hu", but ".net", ".eu", 
".com", ".me" etc. The reason is that the rules for creating ".hu" sites 
are stricter, more data must be provided, they are run from 
Hungarian servers, so they are easier for the Hungarian authorities 
to check and track down. For sites with other extensions, the rules 
are less strict, which is why they are so popular with fraudsters. 

If the URL reminds you of a familiar/trustful 
company name, but the ending is unusual 

For example: the official website of the supermarket chain Tesco in 
Hungary is "tesco.hu". The website "tesco-hu.com" is created by 
fraudsters. The official website of RTL television in Hungary is 
"rtl.hu", and fraudsters have created a website at "rtl-klub.me". 

Copied websites - but with a different URL A common form of fraud in all three countries is for phishing 
scammers to copy the official website of a bank or a trusted news 
site. At a glance, it looks just like the original, official site. However, 
the URL debunks the scam, because it immediately shows that you 
are not on the official site. 

If there is no “about us” or “contact us” section of 
the website or it is incomplete 

The “about us” section on the websites of reliable news sources 
contains details of the editorial office: its physical address, telephone 
number, online contact details, staff names, titles, personal contact 
details– in many cases even their photo. If there is no "contact us" or 
"about us" menu item with detailed information, it is a sign of 
unreliable sources. 
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Features of the social media profile For example: If the followers of the social media profile also consist 
of suspicious/famous sites. Or if the social media profile has only 
just been created and is already giving away big prizes. 

(Source: our own research results) 

4.3 The visual appearance and wording of the news 
The next major category is the visual appearance and wording of the news. That is, how it is written, what 
grammatical errors it contains, what design it has. The following table summarizes the external signs of fake 
news and phishing scams: 

Table 3: Recurring signs of fake news and phishing scams based on the visual appearance and wording of the 
news 

Unusual formatting: misuse of small and capital letters, 
unusual punctuation, too long of a title 

In almost all cases, the unusual formatting marks are 
indicative of fake news. Examples include titles consisting of 
3-4-5 lines. A professional journalist would never give a title 
without a headline. However, these signs are increasingly 
disappearing. 

Spelling mistakes, punctuation errors, incorrect wording Some of these errors are due to the fact that international 
scams do not use professional translation software to 
produce country-specific translations. These signs are also 
on the decline. 

Mocking/sarcastic tone In the case of heavily partisan, biased news, and fake news, 
a sarcastic and mocking style is often used. 

Words and adjectives referring to spirituality, miracles For example, the Hungarian Facebook page "Wonderful 
World", which posted a fake news story about rain in Brazil, 
which put out forest fires that were raging at the time. Or the 
Facebook post about the miraculous spiritual journey of 
bees, which is actually based on a photo stolen from a case 
in England. 

"Amen" or “Done” comments lining up "Amen" comments are often found under fake posts and 
fictional touching stories that collect likes, while "Done" 
comments are often found under fake sweepstakes. 

Ask to share/agree/like A recurring sign of fake news is that it asks to be shared. 
Professional journalists never ask to be shared, even in 
cases of missing persons. Be immediately suspicious if you 
come across a post requesting a share. 

Two pictures side by side (in Hungarian cases) In the case of Hungarian fake news, a recurring feature was 
the appearance of two (or sometimes three) pictures side by 
side in the post. This was very rarely seen in Romania and 
Slovakia. 

(Source: our own research results) 

4.4 The origin of the information itself 
The next group of recurring signs of fake news and phishing scams refers to the original source of the news. 
Here, we are not referring to the medium or social media profile that shared the news, but to the original source 
of the information. The following table summarizes suspicious signs about the original source of the news that 
point to fake news or phishing scams: 

Table 4: Recurring signs of fake news and phishing scams based on the origin of the information itself 

If the origin is incorrect or missing, or if it just 
"came from somewhere" 

For example: when a friend forwards you an SMS warning you about a 
rise in petrol prices, but it is unknown where this information 
originated. Or you receive a Messenger text warning of a weather 
threat, but you don't know who is the source of this information and the 
weather service it refers to doesn't actually exist. 

If you were selected out of the blue and won 
something (Instagram, email, SMS) 

A common trick used by phishing scammers is to inform you that you 
have suddenly won something. Often on Instagram, we receive 
tagging in fake posts announcing a win. 

Unusual activities, messages and posts from 
your friends’ social media profiles 

Suddenly, from a friend who never writes, send us a link out of the 
blue and asking if we are in this video. It's suspicious when one of our 
friends starts suggesting dream-like bitcoin investment, who has never 
done anything like this before. Or shares a post with many other 
friends tagged. It's also possible that our friend's social media page 
has been hacked and the message is coming from scammers. 

Vague reference to authorities without verifiable 
specifics 

A common trick among fake news authors is to refer to well-known 
organizations, authorities, official bodies, governments (e.g. NASA). 
However, there is no evidence of it on the official pages of these 
organizations. If there is a link in the fake post, it is broken or points to 
an unofficial/fake site. 

(Source: our own research results) 
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4.5 Lack of reliable and/or official media coverage 
The next group of recurring signs that indicate fake news are those that indicate sensational and/or shocking 
news and revealed secrets that appear exclusively on social media and/or unreliable websites. Different media 
outlets may be reliable for everyone, but generally speaking, if a sensational news story is not reported by a 
major, well-known, long-established news outlet with professional journalists or official sources, we should be 
suspicious. The following signs may indicate this phenomenon: 

Table 5: Recurring signs of fake news and phishing scams based on the lack of reliable/mainstream and/or 
official media coverage 

Although the news is super-sensational and/or it 
affects many people, it is not reported by reliable 
international news sources, and/or official 
authorities 

For example, when a private Facebook profile announces that after 
112 years it has snowed again in Cairo and the pyramids are covered 
in white. If it had, it would have been reported by the entire 
international mainstream media. Or a fake news story that people born 
between 1951 and 1989 are receiving substantial discounts from a 
Romanian bank– but there is nothing about it on the bank's official 
website. Or a Facebook post about kidnappers in a village, while the 
police know nothing about it. 

If the news promises to reveal secrets, 
confidential or inside information 

When a post or article or message promises to reveal insider, 
confidential, secret information, you should always suspect that you 
are being scammed. 

If a layman shows you some really 
sensational/amazing "lifehack" – especially 
prevalent in videos and on TikTok 

One has to be very careful with videos and challenges on TikTok, as 
they can often cause damage, injury and accidents. Before anyone 
tries any dangerous chemical or physical processes at home, they 
should ask a professional. There are also lots of useful videos, many 
of them harmless, but some of them can be dangerous. Only trust 
serious, professional, official sources and verifiably credible 
professionals, or if the layman in the video is referring to serious 
sources that actually exist. 

(Source: our own research results) 

4.6 The photos and videos used in the posts: stolen, photoshopped and/or re-framed images 
The next group of signs of fake news and hoaxes are 'proof' images and videos that appear in the news. In most 
cases, these are images and videos stolen from elsewhere, photos and videos that have been edited, or photos 
and videos that have been re-framed. These signals are summarized in the table below: 

Table 6: Recurring signs of fake news and phishing scams based on the photos used 

Photoshopped pictures For example, a photoshopped photo was circulated on international social 
media showing Hungarian police officers using herds of swine to keep Muslim 
migrants away from the border. Among Muslims, pigs are considered unclean 
animals and are therefore shunned. However, the original photo was taken in 
the Philippines after a typhoon passed. 

Re-framed images Real photos, originally published in a different context. For example, "photo 
evidence" circulated on Hungarian and Romanian social network sites 
showing a lot of useless electric cars in Paris because the batteries are too 
expensive to replace. But the original photo was taken in China, which had      
nothing to do with expensive batteries. 

Stolen photos used for emotional click-bait Usually emotionally triggering photos of unfortunate and/or elderly people 
and/or sick or missing children, natural disasters, extraordinary phenomena 
(e.g.:           stolen photos of special works of art). Their publishers call for 
sympathy, help, sharing and likes. Google Lens shows what other sites have 
used the image. 

Re-framed videos Videos that were originally made in a completely different place, at a different 
time, in a different context, possibly from video games. For example, a video 
allegedly showing Ukrainians pretending to be dead under body bags, as one 
of the "dead" emerges       out from under the bag. The video was originally 
taken years earlier in Vienna during a demonstration against climate policy. 

(Source: our own research results) 

4.7 Building on the prior beliefs and biases of the target audience 
When a news item tells us exactly what we want to hear, we should immediately become suspicious. This can 
also be a sign that we are dealing with fake news. Creators of fake news know well what their target audience 
wants to hear, and they say exactly that. They are exploiting our own preconceived beliefs, political, scientific 
and other views. 
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Table 7: Recurring signs of fake news and phishing scams based on the prior beliefs and biases of the target 
audience 

When something suspiciously matches our prior 
expectations and stereotypes 

Even the mainstream media reported the fake news that a Russian 
tank had been stolen by Ukrainian Roma. Many people have the 
stereotype that Roma are tricky people. This led many to believe that 
they had actually stolen a Russian tank. In reality, all we have seen 
is a re-framed video, originally showing Ukrainians towing a stalled 
combat vehicle with a tractor. Another fake news story is that Elon 
Musk spent Halloween in Dracula's castle in Transylvania. The 
super-rich and eclectic Elon Musk can be imagined deciding to 
spend Halloween in one of "Count Dracula's" castles. It fits in with 
the image of him. 

When something fits perfectly with our political 
and other views/biases 

For example, a fake Facebook post showing the results of an 
unspecified "scientific experiment" on how harmful microwaves are. 
Those who already think microwaves are harmful will believe the 
news even if every detail of the post tells them that it is about an 
experiment that never happened. 

(Source: our own research results) 

5. Summary 
We found few differences between the fake news posts and internet scams we analyzed in Hungary, Romania, 
and Slovakia. Accordingly, it is worth watching for these aforementioned signs of fake news, as they were 
observed in all three countries. This is no small task. As well, we must be able to step back from our own 
preconceptions, our own worldview. In relying on them, we can easily fall victim to scams. In total, we were able 
to identify seven signs that rely on evoking emotions and prior convictions of the receiver. In addition to these, 
it may be easier to recognize other signs that come either from the source of the news, the medium that 
published the news, or from the images/videos presented. In this study, we identified a total of 31 signs of fake 
news and other scams in 7 categories. It is important that a fake news post or phishing scam usually involves 
several contemporaneous signs. Sometimes, it is not always possible to determine for sure whether news is fake 
or real based on a single sign. Several factors must always be carefully weighed. A “healthy” level of suspicion is 
needed, because it is also dangerous not believing in any media. For this reason, it is also very important to know 
what details to look out for to determine whether the news or the SMS or e-mail you receive is real. Some of 
these signs are disappearing (e.g. spelling mistakes, bad wording) because, as artificial intelligence develops, 
scams are becoming more sophisticated and harder to detect. Deepfake videos also fall into this category. This 
makes it essential to develop media awareness and heighten the critical faculties of the public. 
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