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Abstract: Digital transformation and the utilization of Industrial 10T (IloT) introduces numerous interconnected devices to
factories increasing among others the challenge of managing their software versions and giving attackers new possibilities
to exploit various software vulnerabilities. Factory networks were earlier isolated from the Internet. However, this separation
is no longer valid and there can be connections that allow intruders to penetrate into information systems of factories.
Another issue is that although factories typically are physically isolated, it is not necessarily safe to assume that physical
security is in good shape as the novel supply networks comprise subcontracted activities and temporary work force. Another
threat can also arise from unauthorized monitoring of devices and the unauthorized replacement of existing ones. Based on
the previous, it is crucial that lloT security should be built into factories of the future (FoF) right from the design phase and
even low-end devices need to be supported. Trusted computing concept called remote attestation should be used. Remote
attestation allows remote parties to verify the integrity of each system component. System components should include
trusted hardware components that can be used to measure executable software. The term measurement means calculating
the cryptographic hash of the binary component before passing control to it. Trusted hardware components should also have
a mechanism to protect the integrity of the measurement list and cryptographic keys that can be used to sign integrity
assertions. The verifier part should have a storage of reference integrity metrics identifying the expected values of these
measurements. Deploying trusted computing and remote attestation concepts to industrial automation is not
straightforward. Even if it is possible to use remote attestation with suitable hardware components, it is not clear how
remote attestation should be integrated with various operational technology (OT) industrial automation protocols.
Approaches to use remote attestation with existing industrial automation protocols (e.g., OPC UA) is discussed. Advanced
identity and access management (e.g., OAuth2, OpenID Connect) can be used to combine integrity measurements with
device identity information so that the remote attestation process is triggered by authentication during the first transaction.
The focus is on machine-to-machine (M2M) communications with immutable device identities and integrity evidence
transfer.
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1. Introduction

Typically, lloT protocols are focused on network security without support for end-point integrity assessment.
However, as the complexity of factory installations is growing, it becomes clear that there is a need to have
software inventory of all installed software and mechanisms that can be used to verify the installation status
and integrity of system components. Factory networks are no longer fully isolated as there are many connectivity
requirements. As this separation is no longer valid, there can be connections that allow intruders to penetrate
into factory information systems. If IloT devices are left unpatched, there is a threat that these vulnerabilities
can be utilized by attackers. There is a need to update software versions and quickly apply security patches.
Physical security also needs rethinking. Typically, the FoF supply networks comprise subcontracted activities and
temporary work force. Unauthorized monitoring of devices and the unauthorized replacement of existing
devices can be a threat. Attackers may, e.g., seriously harm factory operations, join factory devices to a botnet,
use factory devices for cryptocurrency mining, and install ransomware to them, just to name a few potential
threats. In order to mitigate these threat scenarios, lloT security needs more focus when developing factories of
the future. The integrity of system components is a foundation for all security mechanisms and should be
implemented already at design phase. Integrity protection should also include low-end devices that are often
omitted when designing security mechanisms.

Remote attestation is a trusted computing concept that allows remote parties to verify the integrity of system
components. Integrating trusted computing and remote attestation concepts to industrial automation is a
challenging task as systems have a long lifespan and typically utilize legacy protocols. Itis not realistic to assume
that all components will quickly support recently added standardized features. The lack of trusted hardware,
especially in low-end lloT components, has been a challenge but the situation is gradually improving. However,
even if it is possible to use remote attestation with suitable hardware components, it is not clear how remote
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attestation should be integrated with various OT industrial automation protocols since legacy protocol
specifications do not include mechanisms for end-node integrity verification.

The convergence of IT and OT protocols with wider adaption of Internet-originated IT protocols in industrial
automation is another lloT trend. This will introduce more choices to combine integrity verification with
advanced Identity and Access Management (IAM) approaches. Advanced IAM approaches for the factory of the
future can be one approach to combine integrity measurements with device identity information so that the
remote attestation process is triggered by authentication during the first transaction. Advances in confidential
computing to build trust on remote systems can be considered as an analogue problem.

Basically, there are two approaches to endpoint integrity verification in IloT systems. Either extend the existing
legacy protocols or use IT originated IAM approaches to contain integrity verification of the endpoints. In this
paper, these two approaches are discussed with examples from research literature. The purpose of this article
is to collect information and clarify how this could be done by studying existing industrial automation protocols
and figuring out what kind of approaches could be feasible. The focus is on M2M communications with
immutable device identities and integrity evidence transfer. The rest of the paper is structured as follows. First,
section 2 covers main remote attestation technology alternatives for IloT devices. Section 3 describes IAM
alternatives for lloT devices including discussion and example use cases of remote attestation. Section 4
comprises some examples of extending legacy lloT protocols to support remote attestation and section 5
contains the concluding remarks.

2. Remote attestation alternatives for lloT devices

2.1 Background

The concept of remote attestation originates from the secure and measured boot research, where early
prototypes, e.g., Tygar and Yee (1991), were using physically secure coprocessors as security hardware. Arbaugh
et al. (1997) introduced the chained layered integrity checks model. These concepts inspired the Trusted
Computing Group (TCG) industrial consortium to start the development of Trusted Platform Module (TPM) that
is nowadays included in almost all PC hardware. TPM provides a root of trust that can be used to implement
secure boot-time integrity measurements that can be extended to the operating system level. Attestation of
network endpoints was one of the original goals of TCG (Berger 2005).

TCG defines attestation as the process by which an independent verifier can obtain cryptographic proof as to
the identity of the device in question, evidence of the integrity of software loaded on that device when it started
up, and then verify that what'’s there is what’s supposed to be there (TCG 2019a). Coker et al. (2011) state that
remote attestation is the activity of making a claim about properties of a target by supplying evidence to an
appraiser over a network. They also identify some principles to guide the development of attestation systems
(Coker et al. 2011). The first principle is that attestation must be able to deliver temporally fresh evidence, which
is needed to prevent replay attacks. The second principle is that comprehensive information about the target
should be accessible which requires that the attestation measurement mechanism should cover essential parts
of the system. The third principle is that the target, or its owner, should be able to constrain disclosure of
information about the target. This is sometimes hard to achieve if there are strict privacy requirements but that
is not a case in lloT systems. The fourth principle is that attestation claims should have explicit semantics to
allow decisions to be derived from several claims. The verification process should be able to replay the
measurement process and be aware of expected measurement values. The fifth principle is that the underlying
attestation mechanism must be trustworthy. Typically, this requires that there is an isolated execution
environment that can be used to protect the integrity of attestation measurements and to sign attestation
evidence reports. (Coker et al. 2011)

In practice, remote attestation requires hardware support, as there must be trustworthy measurement
mechanisms. The lack of hardware support has been an obstacle to the deployment of remote attestation in the
lloT environment. This is now changing as there are alternatives to implement isolated execution environments
also to microcontroller class devices. There are multiple ways of implementing remote attestation and some
examples are described in this section.
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2.2 Standardization efforts

Nowadays, multiple organizations are standardizing trusted computing related security hardware and remote
attestation. TCG was established already in 2003. Their main effort has been to specify the functionality of the
TPM hardware component (TCG 2019b) focusing on Personal Computer (PC) platform but later they have
expanded their scope. IETF has standardization efforts related to remote attestation. TCG has also developed a
recommendation for the use of TCG technology in lloT context (TCG 2022).

Additionally, IEEE, ENISA, and NIST have published many recommendations and specifications for loT-related
secure device identity and firmware update issues.

Classic remote attestation, described in Figure 1, is utilizing TCG TPM as a secure hardware. Measurement is a
calculation of a cryptographic hash from a software component. One measurement mechanism example is Linux
kernel Integrity Measurement Architecture (IMA) component, originally proposed by Sailer et al. (2004), which
measures all loaded executables before execution. Measurements are stored as a measurement log that
includes integrity protection using TPM Platform Configuration Register (PCR) values.

2. Random nonce

R
Reference

3. Sign{Nonce, PCR};,,,, Measurement log

Measurement log 1. Create unpredictable nonce hash DB
Boot_aggregate i 4. Check TPM signature and nonce
Hash(init) 5. Validate measurement list against PCR integrity value

6. Valiate individual measurement using reference hash DB

Figure 1: Classic remote attestation request/reply scenario utilizing TPM

TPM is not the only security hardware alternative. TCG Device Identifier Composition Engine (DICE) remote
attestation (TCG 2020) expects that there is a statistically unique, device-specific, secret value called Unique
Device Secret (UDS). The UDS must be stored in the non-volatile memory so that it is only accessible by the DICE
layer. The DICE layer is using the UDS value to compute another secret called Compound Device Identifier (CDI)
that is passed to the next layer.

IETF has a working group called Remote ATtestation procedureS (RATS) that covers remote attestation
technologies. Their focus is networking infrastructure (e.g., routers) and not lloT, but common topics and issues
can still be found. The charter of the working group states that the entity (relying party) may require attestation
evidence from a remote peer containing information about device identity, system component integrity, and
device state.

The charter text also mentions that there are already domain-specific attestation mechanisms for TPM, FIDO
Alliance attestation, and Android Keystore attestation. The goal of the working group is to standardize formats
for describing assertions/claims about system components and their associated evidence. Another goal is to
standardize procedures and protocols to convey these assertions/claims to relying parties. The working group
has specified an Entity Attestation Token (EAT) that is used to transfer claims about device identity and state
(Lundblade et al. 2021).

2.3 Industry initiatives

Platform Security Architecture (PSA) is an initiative of ARM that provides a security framework for loT ecosystem.
The framework is built to utilize ARM TrustZone for Cortex-M technology, also known as TrustZone-M, which
provides isolated execution environment for microcontroller class devices (Pasham 2020). PSA also includes
remote attestation.
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Although attestation of cloud services is a different problem than the integrity verification of lloT devices, both
use quite similar technologies. There is a growing interest for confidential computing that requires remote
attestation (Mulligan et al. 2021). Microsoft Azure Attestation (Baldwin et al. 2021) provides remote verification
of the trustworthiness of a cloud platform and integrity of the binaries running in the cloud platform. Other
cloud providers have similar offerings. For example, Amazon provides attestation support for their Nitro
Enclaves (AWS 2022).

2.4 System level attestation

System level remote attestation has scalability problems when there are lots of nodes whose integrity status
needs to be verified. The classic model describes only two-party communications. If the client needs to request
attestation from all nodes this will easily become a bottleneck in the system. Attestation information is typically
bound to low-level details, e.g., a cryptographic hash of firmware image or cryptographic hashes of certain
application executable and library versions. The obvious idea is to split the system into subsystems with a
gateway node that takes care of attestation of the subsystem nodes. Gateway nodes could hide low-level details
from other system nodes and make higher level integrity claims of the system state. Property-based attestation
is trying to define higher level properties that can be used outside of the subsystem.

Asokan et al. (2015) define a swarm-based attestation called Scalable Embedded Device Attestation (SEDA). The
protocol includes two phases, offline and online. The offline phase includes device registration to a swarm. The
online phase is the remote attestation operation. The verifier sends an attestation request to one swarm node.
The node is then sending attestation requests to its neighbours. The operation is then repeated until all nodes
have received the attestation request.

Remote attestation protocol is typically assumed to be a synchronous request-reply type of protocol. This is
natural in simple cases as the process cannot proceed until the integrity status of the remote peer is verified.
This can be a problem if there are lots of nodes as it requires that attestation operations must be done in a serial
manner. Individual attestation operations to remote peers could be done in parallel. When replies from all
remote peers have been received the process can continue. Dushku et al. (2020) describe asynchronous remote
attestation.

3. IAM alternatives for lloT devices

Modern authentication is an umbrella of mechanisms that can be used to replace traditional
username/password-based mechanisms.

= Authentication methods: multi-factor authentication, smart cards, client certificates
= Authorization methods: OAuth2.0, OpenID
=  Conditional access policies

Nowadays these are widely used in the office environment, e.g., Microsoft. Something similar can be used in
factories also including M2M communications.

OAuth 2.0 developed by IETF Web Authorization (OAuth) WG is an industry-standard protocol for authorization.
It is typically used in web-based services, but it is also increasingly used in |oT services (Hovsmith 2017, Sandoval
2017). IETF has a working group called Authentication and Authorization for Constrained Environments (ACE)
that specifies a framework for authentication and authorization in loT environments called ACE-OAuth (Seitz et
al. 2021). The framework is based on a set of building blocks including OAuth 2.0 and the Constrained
Application Protocol (CoAP).

OpenlD is an open standard for authentication, promoted by the non-profit OpenlID foundation. OpenID Connect
is built on OAuth 2.0 protocol and is standardizing areas that OAuth 2.0 is not specifying, such as scopes and
endpoint discovery. It is specifically focused on user authentication and is widely used to enable user logins on
consumer websites and mobile apps.

Leicher et al. (2010) have described how remote attestation information can be merged into OpenlID Connect
transactions. They have added TPM-based integrity verification to OpenlID Connect. The client is assumed to
include a TPM and TPM PCRs are used to secure integrity measurements. The scenario begins in the same way
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as a normal OpenID Connect scenario when a client is accessing a service and the service provider is delegating
authentication to the OpenlD provider. The difference is that now the OpenID provider initiates the remote
attestation challenge/response messaging with the client. OpenlID provider then verifies the attestation
response message and grants access to the service after the authentication and integrity is successfully verified.
The scenario is presented in Figure 2.

Client Server OpenlD Provider
Access request

" OpenlD identity request
......OpeniD identity reply »

Association request

______________________________________ _F_ie_c;i_l_r_ec_t__r_agly____________________________________,

» Challenqe.Attelstatiun request

_______________________________ BQEW_-_BII?}J»FQHQH_@PJ){____________________________*
Redlrect_I request

_____________ Redirect reply. .

PR Accessreply .

Figure 2: Integrate remote attestation with OpenlD Connect transaction

Suomalainen et al. (2021) have extended OpenID Connect and OAuth 2.0-based authentication and
authorization framework with DICE-based device integrity verification and remote attestation to verify the
integrity of loT devices.

SAML is an XML-oriented framework for transmitting user authentication, entitlement, and other attributes. The
framework allows two federation partners to select and share identity attributes using a SAML
assertion/message payload. SAML is using an XML-based syntax. SAML assumes three key roles in any
transaction (Naik and Jenkins 2017). There is a trusted organization called Identity Provider. The Service Provider
provides access-controlled services and User accesses these services. The SAML 2.0 specification describes
assertions, protocols, bindings, and profiles (OASIS 2005). Ali et al. (2010) provide an example of the use of
SAML-based federated identity management system with remote attestation.

4. Combining remote attestation with legacy loT protocols

In this section we study a couple of widely used loT protocols and discuss about possible ways to include remote
attestation information. The goal is to extend existing protocols to carry remote attestation information. The
convergence of IT and OT technology can introduce widely used Internet messaging protocols to industrial
automation. Older protocols typically have fixed message structures and optimized wire protocols making it
difficult to extend these protocols to support remote attestation.

4.1 OPCUA

OPC UA is a platform independent service-oriented M2M communications architecture targeting industrial
automation. The specification is very large and complex consisting of more than 15 documents and over 3000
pages. The specification consists of multiple profiles (OPC 2017). Each profile includes a functionality set called
a conformance unit. Despite the large size of the specification, the OPC UA security model (OPC 2018) does not
yet include concepts that could be used to validate the integrity of connected devices. Recent study shows that
there are large number of publicly accessible insecure OPC UA deployments (Dahlmanns et al. 2020).

Birnstill et al. (2017) have studied how OPC UA protocol can be integrated with remote attestation. Their
approach is to include Trusted Platform Module (TPM) and use it as a hardware-based root of trust. Remote
attestation is added as a separate conformance unit. Bienhaus et al. (2021) are also using TPM with OPC UA.
Their focus is on securing a gateway node, but they also discuss about ideas of using sealed keys bound to certain
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TPM PCR values. Another example of using OPC UA with remote attestation is by Matischek and Bara (2019).
Instead of TPM they propose the use of a Secure Element (SE).

IETF draft by Birkholz et al. (2021a) proposes passing attestation information as part of existing security
information exchange mechanism (e.g., X.509 certificates) that are already used in each protocol. OPC UA is
using X.509 certificates and remote attestation evidence information is proposed to be embedded into an X.509
certificate as a certificate extension. Thus, remote attestation related information could be natively encoded in
X.509 certificate extensions or could be encoded in some other format, which in turn is then encoded in an X.509
certificate extension. Certificates are normally considered to have relatively long lifetime, but remote attestation
information is queried frequently. The approach may require the use of certificate chains, device acting as a
certificate authority, and short-lived certificates.

Other possible approaches are to extend node endpoint information that is normally queried before a
communications channel is created to contain attestation evidence information or use specific resource names
that can be used to access attestation information.

4.2 DNP3

Distributed Network Protocol 3 (DNP3) is a protocol that is used, e.g., in SCADA industrial automation systems
and electric power systems. DNP3 is also standardized as IEEE1815 (2012). DNP3 has had many protocol level
vulnerabilities. Some of these are discussed by Lu and Feng (2018). Although the authors do not use remote
attestation terminology, the measurement mechanism is described and remote attestation related
modifications to DNP3 are discussed. DNP3 security framework has evolved to fix vulnerabilities, removing
complex features, and adding new functionalities (e.g., features adapted from TLS) (Self 2020). TLS is often
mentioned as a mechanism to secure DNP3 communications when communicating using Internet connections
(PJM 2020). DNP3 seems to have many shortcomings and recent survey article by Pliatsios et al. (2020), covering
proposed enhancements to SCADA with DNP3, does not refer to remote attestation at all.

4.3 OMG DDS

An article by Pardo-Castello and Lang (2013) discusses adding TPM and remote attestation to protect embedded
systems. Their approach is to add a trusted hypervisor that can be used to run guest operating systems whose
integrity can be measured by the hypervisor. The OMG DDS protocol is used to transfer integrity measurements
to the attestation verifier using OMG DDS-based publish-subscribe protocol (OMG 2010).

There is another OMG DDS-based remote attestation example that describes hardening of nodes that are using
OMG DDS based communications with Intel SGX Enclave based Trusted Execution Environment (TEE). The
approach is described in three blog articles by Upchurch (2019). Intel SGX Enclaves use SCONE that can also be
used to attest applications running in SGX Enclaves (Arnautov et al. 2016). The blog articles are more focused on
providing confidentiality than discussing the integrity aspects and remote attestation.

Both examples are used in the Intel x86-based server room environment and not directly in the factory. OMG
DDS is used just as a publish-subscribe protocol to carry integrity evidence information and not as an application
protocol that will also include attestation information.

4.4 CoAP

The Constrained Application Protocol (CoAP) (Shelby et al. 2014) is a lightweight protocol that can be used as a
replacement for HTTP in resource constrained environments. CoAP is typically used as a transport for higher-
level protocols and not as an application protocol itself.

CHARRA is a proof-of-concept implementation of the "Challenge/Response Remote Attestation" interaction
model of the IETF RATS Reference Interaction Models for Remote Attestation Procedures using TPM 2.0 (Eckel
2021). The mechanism has been applied to CoAP protocol.

IETF RATS WG work in progress draft “Reference Interaction Models for Remote Attestation Procedures”
contains Appendix A with a title “CDDL Specification for a simple CoAP Challenge/Response Interaction”
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(Birkholz et al. 2021b). The example describes the embedding of attestation information to CoAP FETCH request
and response messages. Some of the authors of the draft are also working on CHARRA.

IETF RATS WG provides interaction models for remote attestation, but one must note that these are not
transparent. If there are protocols on top of CoAP, changes are needed to include remote attestation support.

4.5 HTTPS

The original HTTP protocol was a simple request-reply protocol without transport layer confidentiality and
integrity. Soon there was a need to utilize HTTP transport also for transactions that contain sensitive information.
Secure Socket Layer (SSL) implementation by Netscape solved the problem by adding encryption and signing to
provide confidentiality and integrity to communications. The approach was later standardized as Transport Layer
Security (TLS). TLS is nowadays widely used in Internet traffic (all URLs starting with the prefix https). TLS also
supports client certificates for (mutual) authentication.

Although TLS solves the security issues of communications, it does not provide integrity evidence of connected
nodes. In a generic setup this is out of scope, as there is no way to get reference integrity metrics for
heterogeneous end nodes. It is also a privacy issue as attestation evidence can reveal unwanted details. Factory
environment is a more restricted environment. We can assume that the network node configuration is known
and as there is no personal data in factory floor M2M communications, there are no privacy issues either. This
means that it is feasible to add remote attestation to TLS.

Trusted Computing Group has a protocol called Trusted Network Connect (TNC) which includes remote
attestation support using TPM as a security hardware. TNC never gained wide popularity but inspired developers
to add remote attestation functionality to TLS. For example, Yu et al. (2013) are using TPM and the handshake
protocol extensions of TLS to implement remote attestation functionality.

There are multiple examples of adding remote attestation to TLS with Intel SGX used as security hardware.
Knauth et al. (2019) describe how they seamlessly combine Intel SGX remote attestation with the establishment
of a standard TLS connection. Remote attestation is performed during the connection setup. There are no
changes to the TLS protocol and not even modifications to existing protocol implementations. Intel has also SGX
examples that include remote attestation support (Mechalas 2018).

TLS is often proposed as a mechanism to secure any legacy protocol by running it on top of TLS connection. As
it is also possible to extend TLS to include remote attestation, this provides a mechanism to deploy remote
attestation as well. However, there are still requirements for a measurement mechanism using isolated
execution environments and reference integrity metrics. Error reporting also requires attention if remote
attestation should take place transparently without the legacy protocol being aware of any integrity verification
issues.

5. Conclusions

The factories of the future will interconnect and bring together OT and IT environments. The existing literature
states that increased connectivity will also expose earlier isolated subsystems to attackers, which our research
also supports. Network security provides confidentiality and integrity protection to communications preventing
message eavesdropping, tampering, and replay attacks. However, according to our research, network security
alone is not enough to protect lloT systems. There is a need to have immutable device identities that are secured
by security hardware and remote attestation mechanisms that can be used to verify the integrity of the
connected device to detect that the device is in expected state. Our research shows that this is especially
important in critical infrastructure systems but is also expected to be more widespread as hardware support for
isolated execution environments in loT devices becomes more common.

This paper first briefly described remote attestation mechanism alternatives for [oT. Based on our research work,
remote attestation could be used in lloT systems either as part of the shift towards IT protocols or there can be
extensions to legacy protocols that are used in industrial automation. The literature shows that remote
attestation is typically not used in identity and access management systems because of lacking security hardware
and deployment complexity. However, we have noticed that cloud service providers have started to use remote
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attestation as part of confidential computing initiatives, giving examples of how it can be used in lloT systems as
well.

Legacy industrial automation protocols are difficult to extend because of their optimized fixed message
structure. Some legacy protocols also have shortcomings in integrity and confidentiality protection. Even
modern protocols like OPC UA do not yet contain options to support remote attestation. Based on our research,
we argue that the current specification is not enough, but instead further specification work is needed. The IETF
RATS working group has been active in specifying formats and reference architectures to remote attestation
deployment in the loT environment. We feel that especially their Entity Attestation token specification will be
widely adopted as a model how to encode attestation evidence.
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