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Abstract. The cybersecurity landscape has undergone substantial transformation, especially in the sphere of Advanced 
Persistent Threats (APT). These evolving threats, marked by increased sophistication, scale, and impact, require the critical 
revaluation of traditional security models and the development of more advanced defensive strategies. This study offers a 
comprehensive analysis of the progress in APT attack methodologies over the past 30 years, focused on the evolving nature 
of compromise (IoCs) and their role in shaping future predictive and defensive mechanisms. Using a rigorous methodological 
approach, this survey systematically reviewed 21 significant APT incidents that span three decades. This includes integrating 
data from various sources such as academic journals, specialised cybersecurity blogs, and media reports. Using comparative 
and analytical methods, this study dissects each incident to provide an intricate understanding of the APT landscape and the 
evolution of IoCs. Our findings indicate a notable change in thinking from isolated hacker activities to organised state-
sponsored APT operations driven by complex motives such as political espionage, economic disruption, and national security 
interests. Advancements in APTs are characterised by sophisticated persistence mechanisms, innovative attack vectors, 
advanced lateral movement within networks, and more covert data exfiltration and evasion methods. This study emphasises 
the difficulties in detecting advanced persistent threat (APT) activities due to their sophisticated and secretive nature. This 
stresses the importance of thoroughly investigating the evidence of such activities and highlights the need for a dynamic and 
initiative-cybersecurity approach. This study also highlights the crucial role of integrating IoC understanding into AI-driven 
predictive models and frameworks to predict potential APT. This integration is essential for the development of pre-emptive 
defence strategies. This study provides valuable information on the evolving dynamics of cyber threats and emphasises the 
urgent need for forward-thinking adaptive cybersecurity strategies. It offers a framework for understanding the complexities 
of modern APTs and guides the development of more effective AI-enhanced defence mechanisms against emerging cyber 
threats. 
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1. Introduction 
Cybersecurity has changed significantly in the past three decades, as malicious actors have refined their 
strategies and tactics. This evolution has ushered in an era where threats are not only more sophisticated but 
also highly targeted, leveraging a mix of technological prowess and strategic planning to breach defense. 
Advanced Persistent Threats (APTs) are among the most formidable. APTs are specialized cyber operation 
collectives that are primarily associated with nation-state entities or, in some instances, organized crime groups. 
These entities are characterized by their high level of sophistication, significant resources, and persistent focus 
on specific targets. Their operations are typically aimed at espionage, data theft, or disruption, leveraging a wide 
array of tactics, techniques, and procedures (TTPs) over prolonged periods to achieve their objectives. 

The identification and analysis of IoCs is an integral aspect of understanding and mitigating the risks posed by 
APTs involves the identification and analysis of Indicators of Compromise (IoCs). IoCs are observable artefacts 
or behaviors in a network or system that, alone or aggregated with other IoCs, can suggest a successful 
cyberattack. These indicators can range from simple indicators, such as known malicious IP addresses or domain 
names, to more complex patterns of behavior that suggest unauthorized access or data exfiltration. Recognizing 
IoCs is pivotal for the early detection of cybersecurity breaches, enabling timely response and mitigation actions 
to limit damage and prevent future attacks. 

This study aims to improve and optimize defensive cyber strategies by examining cyber incidents, particularly 
their IoCs. By dissecting and understanding the nature of APTs and IoCs that characterize their attacks, 
cybersecurity professionals can enhance their defensive measures. This entails not only deploying technical 
solutions but also adopting a more strategic approach to defense, considering the sophisticated nature of APT 
actors and their campaigns. A thorough understanding of APTs and their IoCs is crucial for fortifying the defense 
against ever-evolving cyber threats. Through detailed analysis and strategic implementation of defense 
mechanisms, it is possible to build resilience against these advanced adversaries and protect critical information 
and infrastructure from compromises. 
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2. Methodology 
This chapter describes our systematic research methodology for investigating the development of APTs over the 
past 30 years. Our approach guarantees transparency and thoroughness, thereby ensuring the empirical validity 
of the APT observations. 

2.1 Evolving Indicators of Advanced Persistent Threats in Cybersecurity 

The survey focused on understanding advanced persistent threats (APTs) within the ever-evolving realm of 
cybersecurity. This addresses the following critical question. 

"Dynamic Indicators of APT Incursions: What are the predominant indicators of an APT attack, and how have 
these indicators evolved to adapt to the changing cybersecurity environment?" 

2.2 Research Design 

We use a strategic framework to examine the intricate nature of advanced persistent threats (APTs) during a 
designated period. Therefore, we applied a combination of comparative and analytical methods. 

Selection Criteria We conducted a thorough parameter selection process to identify a wide range of standard 
parameters. We then reviewed each and removed any redundant or challenging information that could be 
obtained, with the Norwegian Cybersecurity Centre (NCSC) providing valuable input to help us make our final 
decision. We selected 21 APT attacks that spanned more than three decades, with diversity and importance as 
the main criteria. Furthermore, we analysed each incident against twenty carefully selected parameters to 
create a complete dataset. This allowed us to take a multifaceted look at the APT dynamics. 

2.3 Data Collection, Database Selection, and Search Strategy 

We sourced our primary data from Oria, a renowned academic database. We adopted a strategic approach, 
using search terms such as 'Moonlight Maze', 'APT', 'hacking', 'cyberattacks', and ’attribution of APT.’ 
Information search was conducted using traditional search engines and new AI tools, as specified in the 
references. 

2.4 Inclusion of Non-Traditional Sources 

Recognising the rapid evolution of cyberattacks, we have expanded our research beyond traditional academic 
sources. This included insights from YouTube channels, such as True Spies, Kaspersky, Darknet Diaries, 
authoritative security blogs, and prompt press releases. Although these sources may deviate from academic 
norms, their relevance in supplying the current cyber-threat perspectives is crucial. We carefully reviewed each 
for credibility, ensuring that they complemented our research with practical insight. This approach bridges the 
gap between academic research and the dynamic cyber landscape, offering a comprehensive understanding of 
the cyberattack ecosystem. Readers are encouraged to consider these diverse sources holistically from a well-
rounded perspective. 

2.5 Data Analysis 

Comparative analysis. We use comparative analysis as a methodological approach to qualitative research. The 
goal is to name patterns, similarities, and variances between events and cases. Furthermore, our aim was to 
figure out the broader patterns and their unique deviations. 

Procedure: 

Data Categorisation: Data were sorted according to year, type of attack, affected entities, and methods. 

Event-by-Event Comparison: Each event was contrasted with others to find similarities and differences. 

Thematic Extraction: Emerging themes were documented during these events. 

2.6 Analytical Approach 

 The data were subjected to more in-depth comparative analysis. This stage distils the findings to reveal the 
changing sides of the APTs throughout the study period. This study aimed to uncover information on the 
evolution and transformation of APTs. 
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2.7 Limitations and Mitigation  

Although every methodological approach has intrinsic limitations, conscious steps were taken to minimise their 
potential impact on our research. 

Subjectivity: Different researchers interpret the same dataset differently. However, by defining our research 
question and selecting the parameters, we proved a structured framework that reduced the scope of various 
interpretations. Furthermore, cross-verification of findings from multiple researchers can further dilute 
individual biases. 

2.8 Overemphasis on Commonalities 

Although focusing on standard parameters might lead to overlooking outliers or unique events, these were 
conscious decisions to ensure a consistent data comparison. However, we know of the potential loss of insight 
from individual cases. To address this, our analytical approach was designed to be vigilant for significant 
deviations or outliers with different implications. 

To keep the credibility of our research, we used a standardised survey that systematically collected identical 
data points across the board. This method speeded up the data collection process and significantly minimised 
the likelihood of introducing inconsistencies or errors in our analysis. Our overarching goal was to support the 
precision and authenticity of our findings and to accurately reflect the genuine dynamics of APT. 

2.9 Ethical Considerations 

Finding who is behind cyber threats, particularly those linked to the government, is challenging. We conducted 
our research cautiously to recognise advanced persistent threat actors and have been transparent about our 
sources, while considering their limitations. We focus intensely on being explicit to ensure the correctness of 
our findings. 

2.10 Limitations of the Survey 

Our research was based on 21 well-known attacks in the cybersecurity community. Although these cases supply 
valuable information, other APT activities that can reveal various aspects of APT capabilities have not yet been 
investigated. A more extensive or added set of attacks can lead to varying conclusions, emphasising the need 
for continuous and diverse studies in this field. 

3. Comparative Analysis of APT Attacks Over Two Decades 
We comprehensively examined twenty-one major APT attacks over the past two decades.  

Table 1: Table 1 of the 8 of the comparative analysis 
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Table 1b: Table 1b of the 8 of the comparative analysis 

 

Table 2: Table 2 of 8 of the comparative analysis 
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Table 3: Table 3 of 8 of the comparative analysis 

 
Table 4: Table 4 of 8 of the comparative analysis 
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Table 5: Table 5 of the 8 of the comparative analysis 

 
Table 6: Table 6 of 8 of the comparative analysis 
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Table 7: Table 7 of 8 of the comparative analysis 

 

Table 8: Table 8 of 8 of the comparative analysis 

 

Working with the Norwegian Cybersecurity Centre (NCSC), we carefully selected these attacks to ensure their 
relevance to cybersecurity. To understand the dynamics of APTs, we collected data from various sources, 
including academic databases, blogs, and media outlets. This approach supplies a detailed exploration of this 
topic. 
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3.1 Observations from Notable APT Attacks 

During the past two and a half decades, the post-Cold War era and aspirations for technological dominance have 
prompted a significant increase in cyberattacks, reshaping the cyber warfare landscape. The digital age, while 
empowering, has allowed governments to conduct secret operations, making it challenging to assign definitive 
blame for online assaults. This anonymity, especially the use of zero-day vulnerabilities and deceptive tactics by 
APT groups, complicates the attribution process (Tables 3 and 5). 

APT groups vary in their motivations: Chinese factions are linked to industrial espionage, Russian groups to 
military objectives, and US entities to political cyber activities. Countries such as India, Pakistan, and North Korea 
also demonstrate APT capabilities, with North Korea focusing on national pride and financial gains (see Table 6). 

Since the late 1980s, the evolution of individual hackers into state-sponsored APT entities has become notable. 
The Mandiant identification of China Unit 61398 and the activities of the Equation Group and Russia APT29 
illustrate this change (Table 6). 

3.2 Categorising the Attacks 

Attacks can be classified according to their motivation and consequences. We divide the attacks into four 
categories. 

Early Espionage: These attacks prove the development of cyber espionage, which focuses on obtaining 
confidential data and the growth of state-sponsored cyber operations. Examples include Cuckoo’s Egg incident 
(1986), Operation Aurora (2009), Flame (2012), Red October (2007-2013), and Moonlight Maze (mid-1990s), 
which illustrate the stages of collecting classified information and increasing participation in state-sponsored 
cyber activities (see relevant citations). 

Economic Infiltration: This category looks at cyberattacks that have significantly affected global financial 
systems, highlighting the economic weaknesses of these incidents. Examples of such attacks include SpyEye 
(2009-2011), Yahoo Data Breach (2013-2014), Equifax Data Breach (2017), and Saudi Aramco Hacking (2012), all 
of which have had considerable monetary impacts on the world economy (see relevant citations). 

Political Disruption: These examples demonstrate the increasing prevalence of cyber warfare in political 
disputes, with incidents such as the Stuxnet Worm (2010), WADA Hack (2016), SolarWinds Attack (2020), 
Anonymous Attack on Russian State TV (2022), Le Monde Newspaper Defacement (2015), Deep Panda 
Operations (2014), and NotPetya Attack (2017) serving as evidence. Cyberattacks have been used to disrupt 
political processes and institutions, highlighting the growing importance of cyber warfare in geopolitical conflicts 
(see citations). 

Unique Cases: This wide range of cyberattacks encompass various methods and targets, displaying various 
threats and creative tactics in the cyber world. Examples include the WannaCry attack (2017), Bureau 121 Sony 
Pictures attack (2014), Deep Fake Attack on President Zelensky (2022), Mirai attack (2016), and 2014 Russian 
cyberattack on a Ukrainian artillery app, each of which proves distinct threats and approaches (see the 
respective citations). 

4. Results 
 This section explores the dynamic and constantly evolving domain of cybersecurity, with an emphasis on 
advanced persistent threats (APTs). Our study focused on the expansion and transformation of the indicators of 
compromise (IoC) associated with these threats. 

An analysis of 21 different APT attacks revealed that APT activity is more complex and sophisticated. This 
development in IoCs reflects the increasing skill and sophistication of attackers. APTs are "a group involved in 
specialised cyber operations, often linked to national-state entities or organised crime." As outlined below, a 
transition in IoCs has been seen from the primary signs of persistence and stealth to more intricate strategic 
behaviour. 

Enhanced Persistence: APT groups show a persistent effort to keep access to target networks, evident in 
repeated infiltration attempts and continuous communication with command-and-control centres. 

Advanced Attack Methods: These threats employ sophisticated tactics, including zero-day exploits, custom 
malware, and complex multi-tier strategies, providing a detailed understanding of the vulnerabilities of their 
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targets. 

Lateral Movement: Indicators such as unusual network activities, unanticipated privilege increases, and system 
interconnection exploitation suggest APT strategies to navigate within systems for increased control or access 
to critical data. 

Strategic data exfiltration: APTs are characterised by unauthorised data transfers that involve abnormal data 
movement to unknown IP addresses or at unusual times. 

Evasion Techniques: APTs use advanced techniques to avoid detection, including hidden network traffic, 
encrypted communications, and alterations in system logs. 

APT Group-Specific IoCs: Certain IP addresses, domain names, malware signatures, or known tactics, techniques, 
and procedures can be used to propose APT. 

Unusual User Activities: Signs such as logging in during odd hours, multiple failed access attempts, or 
unauthorised data access can indicate APT activities. 

Resource utilisation: Abnormal system resource usage, such as increased CPU activity, unexpected network 
traffic, or sudden disk space consumption, may indicate an APT incident. 

Detection of APTs is challenging because of their sophisticated and covert nature. Although these IoCs supply 
crucial information, they do not offer definitive proof of the presence of APT. Therefore, a complete and 
thorough investigation is essential when these signs are detected. A comprehensive and initiative-based 
approach for detection and analysis is necessary to counteract the covert and complex activities of APTs 
effectively. 

5. Conclusions 
 This study extensively examines the development of advanced persistent threat actors (APT) over the past three 
decades. Studies have shown these actors have become increasingly complex and influential in cybersecurity. 
The transformation from isolated cyberattacks to well-structured state-sponsored operations, fuelled by a 
complex interplay of geopolitical, economic, and security interests, has led to a growing concern that traditional 
cybersecurity approaches are becoming less effective against the evolving tactics of APT actors. 

Our analysis of twenty-one major APT incidents revealed a worrisome trend: changing tactics outpaced 
traditional cybersecurity strategies. Our findings emphasise the need for a dynamic and initiative-taking 
approach to cybersecurity that can adapt to constantly evolving threats posed by APTs. This includes enhancing 
indicators of compromise (IoCs) to be more responsive to advanced tactics, such as stealthy network infiltration, 
sophisticated data exfiltration techniques, and evasive manoeuvres that challenge conventional detection 
frameworks. 

The increasing complexity and stealth of APTs require an equally sophisticated and vigilant cybersecurity 
posture. Organisations must adopt a multifaceted approach, focusing on detecting and mitigating attacks while 
emphasising preventive measures through continuous learning and adaptation. As APTs evolve, strategies must 
be developed to defend against them and ensure that cybersecurity measures are dynamic and resilient to 
threats they seek to combat. 

The identification of Indicators of Compromise (IoCs) for advanced persistent threats (APTs) in this study 
significantly contributes to cybersecurity measures in the era of Artificial Intelligence (AI) and machine learning. 
This study catalogues and analyses IoCs associated with APT attacks by supplying a dataset that can be used to 
train AI systems. Understanding IoCs enables the development of more sophisticated AI-driven security tools 
capable of recognising subtle patterns and anomalies indicative of APT activities. Given the evolving nature of 
APTs, which often employ complex and stealthy strategies, AI and machine learning algorithms trained on 
comprehensive IoC data can adapt and improve over time, improving their ability to predict, detect, and respond 
to APT incidents with greater precision and speed. Integrating these IoCs into AI models transforms cybersecurity 
from reactive to initiative-taking, equipping systems with the foresight needed to thwart advanced threats 
before they manifest full-blown attacks. Thus, the study's insights into IoCs are not just retrospective analyses 
but are instrumental in shaping a more resilient and dynamic defense against future cyber threats. 

In conclusion, our analysis of Compromise Indicators (IoCs) in the context of Advanced Persistent Threats (APTs) 
has yielded valuable insights into cybersecurity strategies. This research provides a robust dataset that can 
enhance the effectiveness of AI and machine-learning algorithms in threat detection and response. Our study 
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provides a nuanced understanding of IoCs, enabling advanced technologies to identify and respond to the 
complex patterns associated with APT activities. As APTs continue to employ sophisticated tactics, integrating 
AI-driven tools informed by our findings is essential. These tools are expected to evolve and enhance predictive 
accuracy and responsiveness to appearing threats. We contribute to advancing cybersecurity from a reactive 
approach to a more initiative-taking and adaptive framework. Using the power of AI and machine learning, we 
can remain ahead of APTs, ensuring that our defense mechanisms are as sophisticated and dynamic as those of 
the adversaries. 
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