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Abstract: The artificial cyber environment has reached national security interest and emerged as the fourth domain of battle 
in the military concept of all-domain operations in most Western armed forces and coalitions in the past 30 years. Currently, 
militaries are struggling to keep up with cybercriminals and advanced persistent actors while trying to gain an advantage of 
their data and digital infrastructure. The paper focuses on military affairs' ways and means to address the need for cyber 
warriors operating in friendly, neutral, and hostile cyber environments integrated under Multi-Domain Operations. The 
paper uses design research methodology to create and test a model for cyber defence capabilities generation and utilisation. 
The theoretical reference to military affairs is based on Beer's Viable System Model and previous studies of military 
organisations' evolution as capability generators. The military and societal cyber environment evolution model is based on 
industrial revolutions and current tendencies. These approaches define a hypothetical model for two main functions of 
military affairs (force generation and utilisation) concerning cyber defence capabilities. The fast evolution of cyber threats 
sets unique requirements for cyber force utilisation and generation structures. This difference has culminated in a recent 
war between Russia and Ukraine, and data from that conflict is used to test the hypothetical model. The rapid evolution of 
the cyber environment and its weaponisation establish different requirements for military cyber capabilities compared to 
any other operational dimension or capability (space, air, land, or maritime). The difference is evident in sourcing resources, 
generating capabilities, and using them in Multi-Domain Operations. The paper provides a tested model for generating cyber 
defence capabilities at a strategic level and an operation model for cyber defence at a tactical and operational level. The 
designed model extends the technically oriented cybersecurity thinking with operational and strategic levels. Furthermore, 
the model introduces the value stream behind the cyber capability acquisition and supports strategic designers in national 
and military analysis. 
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1. Introduction 
Within the previous two decades, the cyber environment has become the fourth military domain (NATO, 2023). 
However, its nature as an artificial, continuously evolving environment establishes an unprecedented challenge 
to military operators and force generators in fulfilling the joint operation needs alongside other domains 
(space/air, land, and maritime). Contemporary military operations require multi-domain, coalition, and inter-
agency interoperability. Therefore, one separately well-secured and monitored Information and 
Telecommunications Technology (ICT) domain needs to be connected to other domains, which may not be as 
well-secured. Every cross-domain gateway in the defence network will increase the vulnerable surface and the 
adversary's attack options. (Tidjon, et al., 2019) Any breach of trust between domains will halt the cooperation 
and lower the operational performance. Therefore, trust relationships are lucrative targets for advanced 
adversaries. (NATO, 2021) 

Cyberspace is an artificial, evolutionary environment that needs to be defined from popular, governmental, and 
military viewpoints in this research. The core definition, according to Wikipedia, is "Cyberspace is an 
interconnected digital environment." (Wikipedia, 2023) From the military approach, the previous artificial 
technical environment may seem like "Cyberspace is contested at all times as malign actors increasingly seek to 
destabilise the Alliance by employing malicious cyber activities and campaigns. Potential adversaries seek to 
degrade our critical infrastructure, interfere with our government services, extract intelligence, steal intellectual 
property and impede our military activities." (NATO, 2023) 

From different viewpoints, the same environment may be perceived as a risk source for business. For instance, 
the NIST Cybersecurity Framework aims for a "systematic process for identifying, assessing, and managing 
cybersecurity risk." (NIST, 2018) Cyber defence is the same operational level approach in the military: "to protect 
its networks, operate in cyberspace (including through the Alliance's operations and missions), help Allies to 
enhance their national resilience and provide a platform for political consultation and collective action." (NATO, 
2023) 
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Furthermore, in contemporary military operational art, the Multi-Domain Operations recognise Cyberspace as 
one of the five areas of operation: "Within NATO's structure, there are five areas of operations: Maritime, Land, 
Air, Space and Cyberspace. Given the speed of information, data flows, and adversarial capabilities, 
orchestrating military activities across all domains as a single force is crucial for long-term defence and 
deterrence initiatives within NATO." (NATO, 2023) Hence, the convergence or at least the orchestration of action 
over several operation areas is crucial. Other military establishments perceive added value from a multi-domain 
approach but in different combinations. Russia continues its successful information operation line with technical 
support from Cyberspace. (Mattila, 2022) On the other hand, the Chinese military seeks to conduct complex 
information operations using space, electromagnetic, cyber, and cognitive areas to gain information dominance. 
(CSIS, 2019) 

Military generate their cyber capabilities differently than force elements for the other domains. (Mattila, 2022) 
U.S. DoD sources its defence industrial network to educate cyber teams for the Services and Cyber Command. 
Russia started its cyber capability development by exploiting cybercriminal organisations enjoying sanctuary in 
the nation. Iran uses an ideological base for motivation and cultivates digital competencies in universities, para-
military organisations, and educating selected individuals abroad. Ukraine recruited their I.T. Army of Ukraine 
based on patriot citizens' willingness to contribute to national cyber actions using easy tools available on the 
Internet. 

The paper provides a framework and an operation model to support military affairs addressing the fast-evolving 
technical competition, information contest, and state-level conflict in Cyberspace. Because there are various 
approaches to utilise and generate military capabilities in cyber environments, most defence strategy planners 
are seeking the best approach for their nation. Naturally, the approach depends on available resources, 
population, culture, motivation, the surface of national digital infrastructure, and available tools. A typical multi-
variable problem needs a model for understanding the phenomena and design. Hence, the Research question 
is: How should military affairs address the generation and utilisation of cyber defence capabilities in a current 
cyber environment in the context of state-level defence strategy?  

2. Understanding the Problem and Creating a Tentative Design 
The paper uses some principles of Capability-Based Planning (CBP) (Despont, 2022) that have been used widely. 
Hence, the research first compares the cyber domain to other military domains, trying to identify differences 
that may impact the ways of utilising, generating, and sustaining cyber force. Secondly, the research addresses 
these differences while creating a high-level design of cyber force based on generic system models, military 
enterprise evolution models and industrial revolution generations. Finally, the research tests the concept design 
against three adversarial cyber strategies: operations, capabilities, and generation. 

2.1 Why is the Cyber Domain Different From Other Military Domains? 

With the rapid digitalisation of critical infrastructure, military systems, governance, public services, and cyber 
criminality, states have recognised the extended attack surface of their cyber environment. (Ciepiela & 
Venkateshwaran, 2017) The first task of the research is to identify the differences in the cyber domain, network 
operations, cyber environment, attack vectors, and adversaries' potential at tactical, operational, and strategic 
levels compared to other military domains. Table 1 details the comparison and differences between the 
domains. 

Table 1: Comparison between cyber-electromagnetic domain and legacy (Land, Air, Maritime) military 
domains 

Domain/ 

Level of 
Warfare 

Cyber/Electromagnetic 
Environment Features 

Legacy Military Domains 
(Air, Land, Maritime) 

Features 

Tenets that may impact the Cyber 
Force utilisation, generation, and 

sustainment 

Strategic Volatile and abstract offensive 
capabilities in everchanging 
target surface. (Clarke & 
Knake, 2019) 

Adversary attribution remains 
unclear. (Gayde & Neuhaus, 
2020) 

Credible coercion with tangible 
force elements against known 
armament. (Clausewitz, 1984) 

Attribution of forces and their 
use is primarily evident; hence, 
the retaliation has a clear 
target. (Libicki, 2009) 

a)Attackers' advantage and ambiguity 
expose to strategic surprise. 

b)Strategic armament stockpiles are 
volatile as weapons are one-time, and their 
capability for effect evolves as the 
environment changes. 
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Domain/ 

Level of 
Warfare 

Cyber/Electromagnetic 
Environment Features 

Legacy Military Domains 
(Air, Land, Maritime) 

Features 

Tenets that may impact the Cyber 
Force utilisation, generation, and 

sustainment 

Opera-
tional 

Cyber force is not necessarily 
organised or has identifiable 
insignia. (Clarke & Knake, 
2010) 

The impacts of cyber offence 
operations are not necessarily 
detectable. (Libicki, 2009) 
Cyber competencies retention 
requires continuous training. 
(NATO, 2019) 

Since the Peace of Westphalia, 
sovereignty has defined the 
terms for projecting military 
force. (Kaldor, 2012) 

The impact of force utilisation is 
evident. 

c)Operating under the threshold of war is a 
contemporary norm. 

d)Capability – Impact – Effect causality is 
nonlinear. 

e)The operational range is extended, and 
the attack path is less evident. 

f)Sourcing cyber force is not constrained to 
military institutes, on the contrary. 

g)Retention of cyber competencies 
requires effort. 

Tactical Navigation in the cyber realm is 
challenging as reference 
points for measuring progress 
are few. (Clarke & Knake, 
2019) 

Errors and mistakes are less 
distinguishable from intended 
action. (Libicki, 2009) 

Malevolent software often 
spreads wider than the 
targeted system. 
(Malwarebytes, 2024) 

Navigation and manoeuvring 
can be referenced with a 
variety of orienteering means. 

Massing kinetic force is 
evident, and crossing state 
borders is detected. (Friedman, 
2017) 

Command and control of 
weapons is straightforward. 
(Creveld, 1987) 

h) The Observe – Orient – Decision – 
Action loop is much faster and more 
evolutionary.  

i)Automation and artificial intelligence 
actors are adopted faster. 

j)The impact may cause tactical, 
operational, and strategic effects, so 
decision-making is ambiguous. 

k)Collateral damage is more probable. 

The differences indicated in the above matrix mean that at least the strategic posture and processes (Mattila & 
Parkinson, 2018) of military enterprises may need different approaches in cyber force utilisation, generation, 
and sustainment. 

2.2 Creating a Tentative Design or Concept of Operation 

Contemporary Military Affairs consist of force utilisation, generation, and support. (Smith, 2005) These three 
functions may be defined as per military domain, orchestrated at the joint operations level, and governed at the 
strategic level. Therefore, Beer's Viable System Model (VSM) (Rios, 2012) may be used to illustrate a generic 
approach to Military Affairs in Figure 1. The cyber domain is included as one of the tactical engagement areas. 
Tactical cyber activities are orchestrated from the Joint Operations level in concert with other domain activities, 
and future capability generation is governed from the Military Strategic level using capability portfolios. (U.S. 
DoD, 2023) 

 

Figure 1: Military Affairs outlined using the Viable System Model 

298 
Proceedings of the 23rd European Conference on Cyber Warfare and Security, ECCWS 2024



Juha Kai Mattila 
 

 

Nevertheless, the above model is not the most feasible or probable way to arrange cyber operations capability 
within military affairs. Firstly, the socio-technical nature of the cyber environment will impact the arrangements. 
Secondly, the evolution of military capabilities also introduces power vectors to the evolution of cyber 
operations. Thirdly, information security creates the foundation for cyber defence and impacts its arrangements. 

Since the cyber environment is a Socio-technical system (Pasmore, 1995) and the Internet is also almost an open 
system, the structure and evolution of cyber operations capability will be defined by the elements: social 
relations, human cognition, processes, applications and information, machine cognition and hardware. For 
example, the Russian war against Ukraine has accelerated the use of commercial, cyber-physical devices at the 
tactical level. Previously, the Armed Forces were slow to adapt to small drones at patrol level. (O’Brien, 2022) 
Technological development does not solely define the evolution of the cyber environment. 

Mattila & Parkinson have studied the evolution of military enterprises using enterprise architecture views and 
recognise four evolutionary paths for military development (Mattila & Parkinson, 2018): 

1. Diversification is typical for newly established capabilities, but gradually, adversaries may drive 
separate capabilities for more coordinated operations. 

2. Coordination seeks combined arms effect and joint operations resource optimisation. 
3. Unification happens when unique capabilities are used under the joint task force or command. 
4. Replication is critical for generating masses of “citizen armies”, and peacetime garrison/base 

structures prefer replication within the force or branch. 

Based on the above evolutionary paths, Cyber operations capability may evolve in military enterprises from 
diversified units towards coordinated impact and, with sufficient maturity, to unified effects. However, since the 
omnipresent nature of information technology gave birth to information security and cybersecurity (Lal, 2023), 
other evolutionary paths are also viable. 

Cyber defence operations occur in cyber environments, defined by architecture, controls, network operation, 
and information security policies. Therefore, the evolution of military information security may have the most 
decisive impact on defence. The roadmap for military information security (Mattila, 2020) identifies a common 
evolutionary path from vault/building/site-based mainly physical security to domain-based solutions where 
connections between sites are encrypted. From domain security, the path proceeds to host-based security, 
where all actors and their behaviour are monitored. From the host, the path continues towards the service level, 
currently called the Zero-trust model. The content-based security model is the furthest visible stage. Naturally, 
the tactical level defence of the cyber environment is differently arranged in each of the above stages. 

As a summary, this section outlines a generic model for military affairs, including the cyber dimension, but 
recognises the volatility of the cyber environment and possible constraints for the design from four viewpoints: 
1. constantly evolving, open socio-technical systems; 2. past evolutionary paths for military enterprises defined 
by strategy, culture, and competencies; and 3. information security strategy and policies of critical cyber 
environment. The outlined model is projected for different cybersecurity strategies in the next section. 

2.3 A Short Analysis of Defence Against Sample Adversarial Strategies 

Ultimately, the adversarial resources, capabilities, and intentions define how cyber defence should be arranged. 
State cyber strategies usually outline the ends, ways, and means for a state to generate and utilise its cyber 
force. (Eikmeier, 2007). The research chooses three active adversary approaches and analyses their impact on 
cyber defence (Mattila, 2015): 

i. Active defence (NATO), where the actor aims to build a robust domestic cyber environment and does 
not invest in building offensive cyber capabilities, prefers asymmetric (DIME) counteractions. 
Defenders benefit from a unified approach over the DIMEFIL dimensions but do not require strong 
cyber defence capability. (NATO, 2023) (Burton, 2015) 

ii. In proactive defence (China), the actor runs a highly controlled and monitored domestic cyber 
environment. Furthermore, the actor actively exploits and attacks in international and adversary 
environments as part of joint information operations while staying under the war threshold. Defender 
faces the race in cyber capabilities and must invest heavily in defensive capabilities. (Baughman & 
Singer, 2023) (Johnson, 2018) (Saalman, et al., 2022) 

iii. In the information war (Iran), the actor exploits the open information space for cognitive impacts and 
supports information operations with cyber capabilities. Defenders will be manipulated and harassed 
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until the domestic cyber environment is robust enough. Investment in offensive capabilities may have 
a systemic effect in conflict situations. (Rubin, 2019) (Erfourth & Bazin, 2020) 

The above three scenarios provide the strategic horizon for the research. 

3. Research Design 
The research approaches the question of “How military affairs should address the generation and utilisation of 
cyber defence capabilities in the current threat landscape?” from the design science viewpoint since the 
outcome will be an operation model, i.e., a design of an artificial socio-technical system (Trist, 1981). Hence, the 
research design follows the sequence of 1. Understanding the problem, 2. Suggesting a tentative design, 3. 
Developing an artifact, 4. Evaluation performance of the artefact, and 5. Concluding. (Dresch & Anatunes, 2015) 

Since the military tends to design the new capability development organisation first (Farrell & Terriff, 2002), the 
system design approach promotes an alternative toolbox for military transformation planners. The method also 
aims to show how industrial engineering and management principles can be used in the planning of military 
socio-technical systems as well as in military-industrial products (Badiru & Thomas, 2009) or health services 
(Sharma, et al., 2021). The MITRE enterprise system engineering practice (MITRE, 2022) promotes some 
approaches but does not recognise, for example, the adversarial analysis, evolutionary analysis, or affairs 
cultural analysis applied in this research. 

Naturally, the design science approach has an engineering flavour and may bypass the cognitive and social 
aspects of the military enterprise system. To compensate for these biases, the research chose Viable system 
(Espejo, 1990), Military evolution (Mattila, 2020), and Socio-technical system evolution (Trist, 1981) models for 
the high-level design.  

4. Development, Evaluation, and Discussion on Design 
Firstly, the section details the cyber affairs model design using the previous sections' tenets, variants, and 
principal dimensions. Secondly, the section applies the model in analysing the Russia – Ukraine war in 2022. 
Thirdly, the section assesses the quality and feasibility of the design. 

4.1 Detailed Design of Cyber Affairs as Part of Military Enterprise 

The Model for Cyber Affairs (CAM) in Figure 2 presents two parties, Blue and Red, in the confrontation in the 
cyber environment. Red party varies between three sample strategies: Active defence (NATO), Proactive defence 
(China) and Information Warfare (Iran). Both parties utilise the Internet but also have separate Intranets as part 
of their Cyberspace. The position of information security in the evolutionary roadmap define mainly the tactical 
level defensive cyber actions. The combination and complexity of connected cyberspaces define the operational 
art. The three levels of military affairs culminate in tenets defined in Table 1. The strategic and operational 
features of the Blue party are categorised in the quad chart, which is composed of Diversified, Coordinated, 
Replicated, and Unified postures. This version of the model illustrates the cyber value stream through force 
generation and resource sourcing but excludes sustainment and governance functions for simplification 
purposes. (Mattila & Parkinson, 2018) 

 

Figure 2: The Model for Cyber Affairs as part of Military Enterprise 
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The simplification aims to make the model feasible for analysts. Hence, it leaves out other possible strategic 
postures or variations in confrontation. (Mattila, 2015) It does not include the complexity and dynamics of 
military enterprise architecture or systems. (Mattila, 2020) Furthermore, the model neglects different sourcing 
models and their effect on cyber capabilities. (Mattila, 2022) The following step tests how this simplified model 
works in a complex situation. 

4.2 Evaluation of the Cyber Affairs Model Against Observed Data from Russia – Ukraine War 

The war between Russia and Ukraine has been ongoing since 2016. However, the 2022 Russian intent to capture 
the Ukraine capital and replace the democratic regime sets a model for contemporary campaigns where political 
intent defines military strategy, which is implemented through operations using available military tactical 
capabilities. (Liddell Hart, 1991) The build-up of the 2022 February offence provided insights into how both 
parties of war prepared themselves for engagement in the cyber environment and how the offensive proceeded 
at all three levels of warfare and through four dimensions of tactical engagement. Therefore, the Russo-Ukraine 
War provides a usable number of data points to test the Cyber Affairs Model. 

The confrontation matrix between Ukraine (blue) and Russia (red) in Table 2 illustrates the Cyber Affairs Model 
in two dimensions: levels of warfare and depth of force value chain. The analysis of confrontation uses the tenets 
and postures defined in Figure 2. It documents them through the two-dimensional matrix in Table 2 to 
emphasise the confrontation of two intentions, wills, and capabilities (Oliviero, 2022), often neglected in 
contemporary cyber operations analysis. The data points are collected from open-source feeds and early analysis 
published in 2022. (Mattila, A Model for State Cyber Power: Case Study of Russian Behaviour, 2022) (Mattila, 
Ways to generate a military cyber capability - A review of three countries, 2022) 

Table 2: Application example of the Cyber Affairs Model in Russian – Ukraine War during 2022 

 UKRAINE RUSSIA 

 GENERATION OF 
FORCE 

UTILISATION OF FORCE UTILISATION OF FORCE GENERATION OF 
FORCE 

Strategic Sourcing of 
competencies and 
security services 
internationally. 

Information security-
based preparedness. 

Active Defence Strategy at 
best: 

• Passive risk-averse 
security preparations 

• Relying on tactical-level 
partner support 

• Finally, successful 
defence is achieved by 
ad-hoc creativity and 
coordinated cooperation. 

Proactive Defence 
Strategy: 

• Strategic shock during 
the first attack 

• Terrorising society with 
info and cyber operations 

• Breaking trust between 
government and 
population with cyber 
and kinetic operations 
against critical 
infrastructure. 

FSB and GRU force 
generation since 2003. 

Source competencies 
from private and criminal 
business. 

Exploit cyber criminals 
created open armament 
and weaponised 
vulnerabilities. 

Opera-
tional 

Cyber competency 
sourcing from partners. 

Quick employment of 
Cyber Army. 

Preparations to move 
critical assets to global 
clouds. 

• Diversified and domain-
based reactive cyber 
defence. 

• Transfer of critical assets 
to more protected cloud 
services. 

• Use no-trust Internet with 
global support. 

• Coordinated all-domain 
operations in the 
beginning.  

• Afterwards, some 
planned joint information 
and kinetic operations. 

• Later, mainly diversified 
cyberattack efforts. 

Government competition 
and variety in sourcing 
end up with sub-
optimised resource 
utilisation at national and 
battlefield levels. 

Tactical U.S. DoD and Microsoft 
technical and tactical 
support. Crowd-sourced 
information operations 
and cyber harassment. 

Cyber defence is defined 
by information security 
based on domain 
boundaries and host-
based monitoring. 

Site- or domain-based 
information security 
exposes its cyber 
environment to 
harassment, but societal 
functions seem resilient 
enough to sustain it long-
term. 

The mass flee of 
international-level cyber 
competency may have 
impacted defensive and 
offensive capabilities.  

The VSM model includes four central systems and their cooperation (Jackson, 2019). The levels of warfare 
comply with three of them, leaving the audit or lessons identified system out. The lack of inside data prevents 
the analysis of viability within each system. However, some cooperation features between vertical (strategic-
operational-tactical) and horizontal (generate–utilise) systems can be concluded based on impact data and, 
therefore, test the viability of the CAM. (Schwaninger & Scheef, 2016) The Russian strategic intentions seem to 
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guide their cyber force generation well, enabling tactical capabilities and linking to force utilisation to achieve 
strategic surprise and operational shock at the beginning of the offensive. The model also explains the emerging 
friction between vertical Russian systems when the tactical level failed in the first offensive. However, the 
strategic level pushed the tactical level for more effort without impacting the operational level. 

4.3 Discussion on the Quality and Feasibility of the CAM 

The three vertical levels (strategic, operational, and tactical) and three steps in horizontal depth (sourcing, 
generation, and utilisation) perception in military confrontation provide enough VSM viewpoints for cyber affairs 
analysis. The two-dimensional CAM improves the thinking behind current tactical-level cybersecurity and risk 
management standards (NIST, 2018). Furthermore, the CAM may elaborate some national cybersecurity policy 
approaches that focus narrowly on risk avoidance, compliance, and governance viewpoints. (NSA of Finland, 
2021) (NCA KSA, 2018) Naturally, the CAM elaborates on the current event, incident and reactive approach 
widely provided in the contemporary cybersecurity consultation market (Aiyer, et al., 2022) with operational art 
and strategic analysis. The CAM may mitigate the challenges the U.S. DoD experienced in fighting against ISIS, 
and other insurgent groups between 2015 – 2022. (Carter, 2017)  Finally, the CAM includes event- and presence-
based cyber operations but establishes a broader context for the approach presented by Daniel Moore (Moore, 
2022). 

The CAM does not capture the differences between NATO's and Russia's thinking on cyber capabilities and their 
utilisation. NATO perceives cyber as one of the four tactical level dimensions, and the U.K. even pairs it with 
electronic warfare. However, Russia's operational art sees cyber as a technical multiplier of Information 
Operations Effects directly supporting their cognitive level warfare. Despite the two dimensions, the art of 
operation is missed when using the CAM unless this insight guides the analysis. 

The CAM helps to illustrate and analyse the challenges in sourcing competent cyber forces, which drive towards 
different force generation approaches compared to air, land, or maritime domains. The cyber force sourcing 
variations Ukraine and Russia have used during the ongoing war should open the traditional defence planners' 
thinking. 

5. Conclusions 
From the military affairs viewpoint, there is a wide gap between security controls and strategy. Hence, an 
analysis model is needed to cover all vertical levels of warfare and essential horizontal dimensions of military 
affairs. Meanwhile, the cyber environment differs from other military domains, so traditional power and 
engagement models do not necessarily apply to the cyber domain. The paper aims to design a framework and 
an operation model to support military analysis of the fast-evolving technical competition, information contest, 
and state-level conflict in Cyberspace. 

The paper designs the Cyber Affairs Model (CAM). The paper applies the model in one use case to assess the 
model's viability. The CAM provides a confrontational operational view to define the story and a matrix to 
capture the analysis. Based on the test case, the CAM opens the cyber operations thinking, fills the gap between 
strategies and security controls, and closes the guidance loop between strategic, operational, and tactical levels, 
which is sometimes missed in national security strategies. 

The Cyber Affairs Model provides a framework for strategic analysis and planning concerning state and military-
level engagement in the cyber environment. It may reveal significant gaps in existing strategies and help prepare 
more systematic approaches for future competition or clashes of national interests. 

The Cyber Affairs Model presented in this paper leaves out many dimensions from state-level confrontation, 
provides only a few samples of possible strategies, illustrates military affairs in one snapshot, neglects the 
evolution and dynamics of the system, and simplifies the model to gain more usability.  

Further research should test the model's viability with other case studies, including varying strategies, art of 
operation, and tactical capabilities. The falsification of the model remains thin in this paper, so further testing 
should improve the existing approach. The model could use more extensive testing with a higher number of 
strategic analysts to improve its usability. 
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