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Abstract: Although the rapidly emerging capabilities of Al bring potential benefits that could be transformative for cyber
security, significant threats have emerged that continue to grow in impact and scale. One proposed solution to addressing
important risks in Al is the emergence of strategies for Al governance. Yet, as this conceptual early-stage research argues,
what is crucial for individuals, businesses, public institutions, including the military, and for high-risk environments, are
questions concerning trust in Al governance. Will governance of Al be trusted? As an example, during 2023, several Al
governance initiatives and strategies emerged, with some nation states proposing legislation while others looked to treaties
and collaboration as solutions. Indeed, at a supra-national level, the United Nations expert multinational stakeholder Policy
Network on Al (PNAI) formed to examine key issues in current Al governance. These include the interoperability of
governance, data governance mechanisms, Al in supporting inclusion and the transition of nations. To help our
understanding of trust in Al governance, the focus for this paper is limited in scope to interoperability in Al governance.
Interoperability encompasses different aspects, policy initiatives (such as frameworks, legislation, or treaties), systems and
their abilities to communicate and work together. The approach taken in this early-stage research is framed as questions of
trust in Al governance. The paper therefore reviews the nature of different Al governance strategies developed and
implemented by a range of key nation states and supra-national actors. This is followed by an evaluation of the role of trust,
focused on Al governance strategies, in the context of interoperability in Al governance. Trust-building strategies are also
considered, with a focus on leveraging the separate elements involved in trust-building to assist our understanding of the
implementation of trusted Al governance. The contribution of this early-stage research is to highlight issues that may not be
considered by the technical community and to contribute to developing a platform and a research approach that informs
policy- learning for institutions, practitioners and academics.
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1. Introduction

UN Secretary-General Antonio Guterres said at the January 2024 Davos meeting that Al had enormous potential
for “sustainable development” but added that “every new iteration of generative Al increases the threat of
serious unintended consequences” (Guterres, 2024). In seeking to address Al issues the UN formed a high-level
group on Al governance (UN Al Advisory Body, 2023). However, a key problem is the lack of interoperability in
Al governance among the multiple jurisdictions (UN PNAI, 2023).

The aim of this early-stage research is to examine how interoperability, as part of trusted Al governance, can be
better understood. The approach taken leverages well-established trust research to allow a policy activity,
reliant on trust, to be assessed.

This paper does not present a systematic review due to the contested nature of the central terms, Al,
governance, interoperability, and trust. As scholars are not agreed on definitions for these terms (ESCAP, 2018,
in PNAI, 2023, p.1: Hou, 2023) an abductive and interpretive approach was necessary. Thus, this paper contrasts
with empirical work involving setting a hypothesis and following a deductive framework or through systematic
searches, whether manual or based on machine learning (ESCAP, 2018, in PNAI, 2023, p.1: Hou, 2023).

This paper is structured as follows: after the introduction, the next part, Section (2), discusses Al governance
with a focus on interoperability. This is followed by Section 3, where the processes involved in trust and trust
building are covered. In Section 4, the methods are discussed with a focus on the rationale for the use of an
abductive approach, this is followed by Section 5 where the expected findings are discussed. The final Section,
(6), sets out the contribution of the paper along with promising directions for future work, limitations, and
implications.

2. Al Governance: Interoperability

The key definitions for Al and governance are considered next with a view to presenting the definitions used in
this paper.
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2.1 Al and Governance

Although Al and governance are receiving increased and global attention, the terminology remains contested.
The definitions themselves are problematic with some researchers viewing Al itself as lacking a coherent
universally approved definition (ESCAP, 2018, in PNAI, 2023, p.1). Following the PNAI, the definition used in this
paper views Al as the ability of machines and systems to acquire and apply knowledge to carry out intelligent
behaviour (Ibid.)

Al governance has received attention, with several policy-level agencies calling for trust and trust building, for
example, the UN Global Digital Compact (Wylde, 2023). Indeed, at the 2024 Davos meeting, the leaders of the
EU and the UN called for trust rebuilding (Von der Leyen, 2024: Guterres, 2024). However, in contrast, some
others suggest that Al regulation and standards may fail to increase trust and that governments must
demonstrate how they are making industry accountable to the public and their legitimate concerns (Knowles
and Richards, 2023).

Interoperability in the context of Al governance is loosely defined as the ability of systems and processes to
communicate and work seamlessly together (UN, PNAI, 2023, p.13). To arrive at a definition of interoperability
for the PNAI multistakeholder team, literature on interoperability and policy that was operational during the
period July to October 2023 was reviewed, the definition as finally agreed is set out in Table 1 (UN, PNAI, 2023).

Table 1: Definition in Al Governance interoperability, including the factors involved (processes, activities and
communications and cooperation, UN, PNAI, 2023), expanded to illustrate the primary trust referents and
roles.

Definition; three Factors involved Primary trust-referent
interlinked factors (UN, (trust-level); and key role
PNAI, 2023) for trust
Processes Tools, measures, and Policy-level trust; trust in
mechanisms policy
Activities Multi-stakeholders and their | Organization, institution, and
interconnections individual-level trust; trust in
partners
Communications and | Agreed ways (Multi- Organization, institution, and
cooperation stakeholders and their individual-level trust; trust in
interconnections ) communication and
cooperation

Three key interlinked factors were identified as being important in specifying a definition for interoperability in
Al governance (UN, PNAI, 2023). Table 1 summarises the definition of interoperability, agreed as follows,
interlinked factors, including: (i) processes, comprising tools, measures, and mechanisms (ii) activities
undertaken by multi-stakeholders and their interconnections and (iii) agreed ways to communicate and
cooperate (UN, PNAI, 2023, p. 13).

3. Trust

What follows is not a systematic review. For the purposes of this paper, which is focused on questions of Al
governance, prominent trust theory, from organization and management literature, the integrative trust model
(ITM) (Mayer et al., 1995), is leveraged. This approach provides a conceptual framework through which issues
of interoperability can be understood. As Table 1 illustrates, each of the three factors involved in interoperability
are viewed as founded on trust, even though trust and the primary trust referent are not specified.

Trust is a well-researched construct with studies across multiple disciplines. Due to the sheer volume of research
on trust, this paper is limited to the view of trust as a relational and subjective phenomenon (Mayer et al., 1995:
Rousseau et al, 1998). Indeed, as Mayer et al. (1995) find, the referents of trust are often not specified. Thus,
evaluation of relational-trust is well-suited to the application of theory drawn from management and
organization studies (Hou, 2023).

In this perspective, relational trust is seen as an individual taking a decision to trust, based on antecedents, an
assessment of trust and trust-building (Mayer et al., 1995). At the level of inter-person trust formation, a trustor
is viewed as holding positive expectations that a trustee will perform an action valuable to the trustee,
irrespective of control (Mayer et al., 1995). The assessment of the trustee is conducted on the characteristics of
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ability, benevolence and integrity moderated by the trustor’s propensity to trust. In the final stage, the trustor
accepts vulnerability and takes a risk in placing trust in the trustee (Rousseau et al., 1998).

Trust occurs across different levels, from inter-person trust to trust in teams, trust in organizations and trust in
institutions (Fulmer and Gelfand, 2012). Trust also occurs beyond trustor to trustee relations as trust in
technology (McKnight, 2011) or trusted Al (Wylde, 2022a) and trust in robots (Hou, 2023). Researchers have also
specified a role for trust in institutional policies, even though a trustee may have little experience an institution,
for example, a government (Mollering, 2013). Institutional level trust has been shown to be supported by
processes such as tax or legal systems and the trusted individuals involved in these processes (Vanneste, 2016)
that serve to reduce vulnerability and uncertainty (Rousseau et al., 1998: Mollering, 2023).

The definition of trust for this work involves antecedents; that a trustor possesses positive expectations, then a
process of trust assessment, based on ability, benevolence and integrity followed by outputs involving trust-
building (Mayer et al., 1995). It is important to note that this definition includes an acceptance of vulnerability
as part of trusting (Rousseau et al., 1998). As a final comment, the process of trusting is moderated by the
trustor’s individual propensity to trust (Mayer et al., 1995).

Building on this definition, a conceptual framework is proposed that can examine trust as a construct in
processes such as interoperability, involving trust among a range of interacting actors, policy, and processes
(Oomsells and Boukaer, 2014) set out in Table 1. This framework is next applied to separate out the complex
processes involved in examining trust in a process such as interoperability.

Research into trust in Al globally has identified 61% of people reporting not trusting Al and 71% expecting Al to
be regulated, but only 33% lacking confidence in governments and businesses to develop, use and regulate Al
(Gillespie et al., 2023). However, why this may be the case has not been explored in depth (Knowles and Richards,
2023). Further research has identified that stakeholders are contacted differently: those most familiar with
technology are more likely to be assessed sooner and they are found to be the most comfortable with Al, while
conversely, disadvantaged and vulnerable groups are less likely to be contacted and more likely to be the least
comfortable with the technology (Knowles and Richards, 2023).

Trust in Al is considered as layered, with trust involved in several domains: data, the technology and platforms,
the supervisors and the users, developers and the organizations that deploy the Al, the regulators and an
important consideration is the domain of the application (Knowles and Richards, 2023).

Summing up, as clear gaps for qualitative research into the who, why and what of trust in Al have been identified,
the call for further research is picked up in this paper.

4. Research Method, Analysis and Preliminary Findings

A research approach involving interpretation was followed to allow the interlinked concepts to be teased-out
(Hou, 2023). The research approach is discussed followed by a summary of the first preliminary findings.

4.1 Analysis

The rationale for this approach is due to the nature of the research question and the study material. Following
well-established conceptual practices, the study adopted an abductive approach. For this type of study, which
relies on interpretation and making meaning, a deductive and central tendency approach is not appropriate due
to the lack of agreement among scholars on issues such as definitions. In consequence, research approaches
involving hypothesis testing or a machine learning driven systematic searches are not readily supported (Hou,
2023). In addition, as this is early-stage research, the scope of is limited to the UN PNAI and High-level Al (PNAI,
2023: UN Al Advisory Body, 2023).

Prominent management researchers and editors recommend approaching problems of meaning using through
theory building or extension by abductive approaches since “we don’t know what we think until we know what
we write” (Forster 1927, in Byron and Thatcher, 2016). Following an iterative abductive process, the study
progressed as follows. First the author developed a foundational idea to tackle the question of creating
understanding in the issue of Al governance, in particular, that of interoperability (Seetre and Van De Ven, 2021).
The central idea in this paper is that interoperability in governance can be framed as questions of trust (Mayer
et al., 1995). This idea is justified through recognizing the ability of the trust literature, in particular, the
integrative trust model (Mayer et al., 1995) in offering a model through which a phenomenon such as
governance (policy) could be examined (Seetre and Van De Ven, 2021). Abduction is suited to questions

646
Proceedings of the 23rd European Conference on Cyber Warfare and Security, ECCWS 2024



Allison Wylde

concerning understanding our world (King and Kay, 2020) as it “becomes more dynamic, interconnected and
uncertain” (Saetre and Van De Ven, 2021, p.684),

Next considered are the processes involved in interrogating the theory. The author followed Byron and Thatcher
(2016); visual representation, tables, charts, and notes were created to help tease out the key elements involved
in building the theoretical framework and examining the important elements and processes. The social
processes then included informal presentations of draft work for feedback followed by discussions with
colleagues and iterative development of the work. Some avenues that appeared promising at the start of the
process were followed further others were altered to refocus on the salient research questions. In this way
success and failure in research were considered and integrated into the research process (Satre and Van De
Ven, 2021). The overarching aim as central to abductive research was to create plausible and meaningful
material that could form findings (Seetre and Van De Ven, 2021).

4.2 Analysis and Materials

The rationale for the selection of the analysis approach and selection of study materials is based on the limited
scope of this early-stage research. Although methods for trust research includes a comprehensive range of
approaches for trust studies, including trust scales (Gillespie, 2011). As this early-stage research study is
restricted to evaluation involving the assessment part of the ITM model (Mayer et al., 1995). Again, it is
acknowledged that the scope of the sample analysed does not reflect the entire landscape, and it is
acknowledged that some regions disproportionally contribute to the development of policy (PNAI, 2023). As
outlined in the scope, for this early-stage work, the review is limited to the UN documents produced by the UN
PNAI and the UN Al expert group (PNAI, 2023: UN Al Advisory Body, 2023).

4.3 Preliminary Findings

Key themes emerging from the study thus concern the institutional stakeholders involved, the actions to be
undertaken (norms, rules, standards) and processes and mechanisms to be implemented. In terms of trust, the
issues concern consistency in the terms, for building or promoting trust or in addressing declining trust.

Table 2: Preliminary findings: examples of the research material, key themes, trust level and referents (UN
Al Advisory Body, 2023).

Examples from research material (UN Al Key themes Trust level/ referents
Advisory Body, 2023).

The UN Advisory Body is uniquely placed The need for  international | Trustin a regulator (the UN)
to help through “turning a patchwork of cooperation to tackle Al governance
evolving initiatives into a coherent
interoperable whole, grounded in
universal values agreed by its member
states, adaptable across contexts” (p. 6).

Recognising; no alignment either in terms | Lack of policy alignment among | Trust in a regulator (the UN),
of interoperability between jurisdictions or different jurisdictions trust in policy

in incentives for compliance. With policy
ranging from binding rules to nudges that
are non-binding (p.13/14).

A simplified schema is presented for Need for terminology Trust in a regulator (the UN),
considering the emerging Al landscape, trust in policy

which the Advisory Body say they will
develop further (p. 13).

Awareness amongst existing states and Need to create a new organization Trust in a regulator (the UN),
the private sector, call for new organization trust in policy

structure to be entrusted (p. 16).

Grounding in norms Actions to reinforce Agreed policy type (norms) Trust in a regulator (the UN),
interoperability include grounding in trust in policy

international norms in a universal setting

(p-18).

Fora could include the UN organizations Driver organizations Trust in a regulator (the UN),
and For a such as UNESCO and ITU to trust in policy

reinforce interoperability; global
membership the UN can bring states
together, develop common socio-technical
standards, ensure legal and technical
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Examples from research material (UN Al Key themes Trust levell referents
Advisory Body, 2023).

interoperability; balance technical
interoperability with norms (19).

Actions involving “Surfacing best practices | Agreed policy type (norms) Trust in a regulator (the UN),
for norms and rules, including, for risk trust in policy

mitigation and economic growth. Align,
leverage, and include, soft and hard law,
standards, methods, and frameworks
developed at the regional, national, and
industry level to support interoperability”
(p.23 12-24months).

Ensure interoperable action at all levels — Agreed policy type Trust in a regulator (the UN),
across all institutions, frameworks trust in policy

(national and regional) and the private
sector (p.24).

The UN will pursue research on risk Need for research Trust in policy
assessment methodologies and
governance interoperability (p.25).

Further detailed examination of the research material will be undertaken to identify themes as they may align
with trust (or not) and consider the interconnections across themes. The aim is to create findings that help
highlight important directions that can help policy makers as they develop Al governance policy.

5. Conclusions

The contributions of this early-stage paper are twofold. Firstly, the gap in our understanding of Al governance
from the perspective of a lack of interoperability is addressed through identifying the need for institutions to
demonstrate they hold the private sector accountable and that they acknowledge their stakeholder’s concerns,
focused on vulnerable stakeholders (Von der Leyen, 2024). Secondly, a method has been proposed to handle
the contested nature of the central terms and the lack of consistency. The framework is based on an interpretive
abductive approach applied to build understanding and leverage trust theory to understand operationalizing
trust viewed as helping to achieve interoperability in Al governance.

As with all research, limitations are present. In the trust theory presented, trust is viewed as a linear input-output
process, starting from antecedents to the assessment of trust, and finally to trust-building (Wylde, 2022b). As
such a simplistic process fails to account for the dynamic and simultaneous nature of trust encounters (Dietz,
2011). This limitation could be taken up in future research that could unravel the nature of the interlinked-
processes and sequences involved in trust decision-making. Future research could use machine learning to
review text calibrated through multiple perspective or management and organization studies trust theory,
helping to refine the constructs. Additional attention could focus on terms such as trust building and addressing
trust deficits (Von der Leyen, 2024).

It is hoped that this early-stage work provides a foundation that can be built upon to help policy makers as they
grapple with the complexities involved understanding and achieving trusted Al governance, in particular, issues
of interoperability. As ever, a call goes out for further research on trust and interoperability in this increasingly
important and contested domain of Al governance.
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