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Abstract: Integrating digital technologies in healthcare, such as electronic health records (EHR), telemedicine, and smart
devices, has significantly enhanced patient care and operational efficiency. However, this digital transformation also
introduces substantial cybersecurity challenges, threatening patient safety and data integrity. This study examines the
current state of cybersecurity training within the healthcare sector, highlighting the critical need for continuous and
comprehensive training programs tailored to healthcare professionals' diverse needs and technical skill levels. The study
identifies key vulnerabilities, including software weaknesses, human errors, and information security shortcomings,
emphasising the importance of staff motivation and adherence to cybersecurity measures. Through a qualitative case study
methodology, the study explores effective training practices that promote cybersecurity awareness and compliance among
healthcare staff. Findings indicate that despite existing training efforts, many healthcare workers feel undertrained and
uninformed about secure technology use, leading to frustration and potential data breaches. The study underscores the
importance of customised training programs that address strong password practices, phishing detection, secure data
management, and device protection. Additionally, it emphasises the role of healthcare workers in safeguarding Protected
Health Information (PHI) and the necessity for a collaborative approach to cybersecurity risk management. The research
concludes with recommendations for enhancing cybersecurity training and fostering a culture of vigilance and responsibility
within healthcare organisations. This study uses a qualitative research methodology through desk research. The data
collection process was based on existing cybersecurity policy documents, training materials, incident reports, and compliance
information. The results were validated using multiple data sources to ensure data triangulation. The study's approach
ensured an understanding of the current state of cybersecurity training in healthcare and provided practical
recommendations for improving the effectiveness of training programs. This research may help further enhance the
understanding and implementation of effective cybersecurity training programs in healthcare, ultimately improving the
protection of sensitive health information and patient safety. This study’s research question addresses the modification of
training and learning practices to improve healthcare professionals' awareness of and compliance with cybersecurity.
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1. Introduction

The integration of information and communication technology in healthcare is rising, encompassing automated
systems for diagnosing and gathering patient information (Rajamaki & Ruoslahti, 2021). In an era where digital
technologies are increasingly integral to healthcare, enhancing both patient care and operational efficiency, the
need to address cybersecurity has become paramount. This study seeks to examine and refine training and
learning practices to promote a more cooperative approach within the healthcare sector, guaranteeing the
reliability and accuracy of healthcare data in the face of escalating cyber threats. Digital advancements such as
electronic health records (EHR), telemedicine, and smart devices have revolutionised the healthcare industry,
improving communication and patient access to treatments. However, this digital shift brings substantial
cybersecurity challenges. Cyberattacks represent a worldwide menace to patient safety and care, impacting all
healthcare domains (Kamerer & McDermott, 2020). There has been a notable increase in cybercrime within the
healthcare industry, emphasising the urgent necessity for stringent cybersecurity protocols (Clarke & Martin,
2024).

Healthcare organisations face vulnerabilities arising from software weaknesses, human mistakes, and
information security shortcomings (Bulai et al., 2019; Sendelj & Ognjanovic, 2022). To counter these threats,
continuous cybersecurity training programs are crucial. These should address strong password practices,
phishing detection, secure data management, and device protection. Training must be customised to
accommodate the varied needs and technical skill levels of distinct user groups (Clarke & Martin, 2024; Coventry
et al., 2020; Sendelj & Ognjanovic, 2022). Despite sufficient training, keeping staff motivated to comply with
cybersecurity protocols is challenging. Negligence or incorrect application of cybersecurity tools can result in
data breaches (Alanazi, 2023). Research indicates that many healthcare staff feel undertrained and uninformed
about secure technology use, leading to widespread frustration, and highlighting the need for comprehensive
training programs (Coventry et al., 2020).

Healthcare workers on the front lines are pivotal in safeguarding Protected Health Information (PHI) and
securing data for patients, colleagues, and other stakeholders (Kamerer & McDermott, 2020). Yet, the
prevalence of cybersecurity attacks indicates that numerous healthcare institutions remain underprepared to
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confront these challenges (Sendelj & Ognjanovic, 2022). Bridging this divide with improved training and
cooperative learning methods is vital for advancing healthcare cybersecurity.

This study focuses on modifying training and learning practices to foster a more collaborative approach in the
healthcare domain. The research question of this study is:

e How can training and learning practices be modified to improve healthcare professionals'
cybersecurity awareness and compliance?

The rest of the paper is organised into five chapters. Chapter 2 presents a literature review pertinent to this
study and outlines the document's scope. Chapter 3 offers both theoretical and practical backgrounds. Chapter
4 outlines the findings, and Chapter 5 provides conclusions of the study.

2. Literature

The evidence of cybersecurity attacks has shown that numerous sectors and industries, such as healthcare
organisations and the industry as a whole, are still insufficiently ready to deal with these threats (Sendelj &
Ognjanovic, 2022). Healthcare organisations must create ongoing training programs to teach their employees
about cybersecurity best practices. The subjects that need to be included in these programs cover robust
password management, identification of phishing attempts, secure data handling, and device security. Tailoring
these training programs to meet the diverse demands and technical proficiency levels of distinct user groups is
imperative. (Clarke & Martin, 2024; Coventry et al., 2020; Sendelj & Ognjanovic, 2022). Table 1 presents some
key cybersecurity threats and prevention measures in the healthcare domain.

Table 1: Cybersecurity threats and prevention measures. Adapted from (Kamerer & McDermott, 2020)

Threat Example Preventive measure
Physical Unintentional employee actions Hard-copy documents are shredded or disposed
Portable devices Lost or stolen device Portable devices should be kept in secure storage areas
Insider use Intentional breaches of cybersecurity | Immediate reporting of any suspicious actions
protocols
Technical Social engineering threats exploit Frequent password changes, updated systems
human trust
Administrative A breakdown of day-to-day Training on data access and usage
operations and policies

Even with adequate training, staff members might lack the necessary motivation to adhere to cybersecurity
measures, potentially leading to data breaches due to negligence or improper use of cybersecurity tools (Alanazi,
2023). According to (Coventry et al., 2020, p. 105) “a range of seven insecure behaviours were reported: poor
computer and user account security; unsafe email use; use of USBs and personal devices; remote access and
home working; lack of encryption, backups, and updates; use of connected medical devices; and poor physical
security”. (Sendelj & Ognjanovic, 2022, p. 195) lists five of the most important healthcare organisations’
cybersecurity challenges as 1) e-mail phishing, 2) ransomware attack, 3) equipment or data lost and theft, 4)
insider (accidental or intentional) data loss, and 5) attack on medical devices affecting patient safety. The five
newest and most common cybersecurity threats to the healthcare sector according to (Department of Health &
Human Services, 2023) are:

e Social engineering attack

e Ransomware attack

e Loss or theft of device or data

e Insider, accidental or intentional data loss, and

e  Attacks on networked medical devices that may affect patient safety.

The lack of awareness is a concern and needs to be addressed through staff training (ENISA, 2023; Pollini et al.,
2022). Coventry et al.'s research indicates that several staff highlighted the absence of cybersecurity training as
an issue, with many believing undertrained and uninformed about the secure use of technology. The lack of
adequate training has led to widespread frustration among Administrators, who often find themselves at the
end of the line for training opportunities if they are provided with any. (Coventry et al., 2020). The widespread
use of electronic health records (EHR), healthcare information systems, wireless communication and cloud
services, and technology devices cause challenges to healthcare personnel in their daily work. They operate on
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the front line and play a key role in protecting protected health information (PHI) and various stakeholders such
as patients, colleagues, healthcare organisations and other caregivers, in ensuring data protection (Kamerer &
McDermott, 2020).

Organising staff awareness and cybersecurity training is crucial to mitigate risks associated with human factors
(ENISA, 2016). Developing and maintaining employee awareness requires personnel training in cybersecurity
(Bulai et al., 2019) and regularly renewing the training of users is necessary (Haukilehto, 2024; Kioskli et al.,
2023). The challenge of cybersecurity is not restricted to Information Technology (IT), it is a company-wide issue
that requires commitment from all levels of the organisation, healthcare professionals, and managers.
Organisations can overcome this challenge by engaging employees, enhancing education and awareness, and
promoting transparency and coordination across the domain. (Department of Health & Human Services, 2023).
The findings of (Jerry-Egemba, 2024) indicate the necessity to enhance the awareness and training of healthcare
personnel to enhance cybersecurity through training programs. A comprehensive understanding of
cybersecurity practices can be achieved through effective training programs including versatile delivery methods
like computer-assisted modules, classroom instruction, and group discussions. (Jerry-Egemba, 2024; Nifakos et
al., 2021).

(Rajaméaki & Ruoslahti, 2021) suggest streamlining healthcare systems, increasing awareness, and identifying
cybersecurity competencies while creating training programs for healthcare staff at all levels. Predefined
security requirements simplify the creation of basic service levels and the attainment of desired security
standards (Rajaméaki & Ruoslahti, 2021). Healthcare organisations should allocate resources for ongoing training
and awareness initiatives for all staff members. The importance of such programs lies in informing employees
about cybersecurity best practices, data protection regulations, and the consequences of their actions.
Employees must understand their pivotal role in upholding cybersecurity and thwarting insider threats. (Burrell,
2024). Cybersecurity training conducted by organisation's ICT professionals can significantly enhance employees'
cybersecurity competencies and information security awareness (Ruoslahti et al., 2021). This empowers them
to adequately defend themselves and safeguard the organisation's assets from cyber-attacks.

Beltempo (2024) interviewed cybersecurity experts and healthcare professionals and identified significant
shortcomings in cybersecurity knowledge among healthcare workers based on document analysis and interview
data. The interviews resulted in identifying emergency response, data protection, and risk management as
critical competencies for healthcare workers. The interviewees relied on their general IT skills but admitted that
they were not enough for the ever-changing threat landscape due to their lack of professional cybersecurity
training. The findings indicate the need for a specific training program focusing on healthcare cybersecurity to
address cybersecurity issues. (Beltempo, 2024)

3. Method

This study employs a qualitative study methodology developed using desktop research. The purpose of this study
is to provide specific information that supports development activities in the healthcare sector. The study
approach becomes particularly significant when research questions aim to explain a current phenomenon,
including its causes and effects. The significance of the method lies in the necessity for a comprehensive and
detailed description of specific social phenomena addressed in the questions. Employing case studies in various
contexts can enhance comprehension of individuals, groups, organisations, and socio-political dynamics.
(Benbasat et al., 1987; Dubé & Pare, 2003; Yin, 2009). Case studies are an excellent choice when looking for
solutions to particular issues or when suggesting methods to advance research (Yin, 2009).

Existing cybersecurity policy documents, training materials, incident reports, and compliance records served as
a basis for the data collection process. The results were validated by using multiple data sources to ensure data
triangulation. The study's methodological approach ensured an accurate and detailed understanding of the
current state of healthcare cybersecurity training and provided practical recommendations to enhance the
effectiveness of training programs.

4. Results

While employees may be aware of external threats, they may not know how their actions contribute to threats.
Awareness training ensures that employees are informed of the potential consequences of their actions at work.
Safe behaviour among healthcare staff is not always promoted in a fast-paced and stressful environment.
Personnel must be aware of dangerous practices and their potential consequences to engage in safe behaviour.
Employers must convey to their employees the expectations set for them, the reasons for those expectations,
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and where they can go for additional information or guidance. (Coventry et al., 2020). Internal and external
cyber threats pose a risk to anyone with access to Electronic Health Records (EHR), particularly nurses who
frequently access this information throughout their workday and might not realise the impact of their actions
on the safety of patient information (Kamerer & McDermott, 2020).

The following table highlights existing challenges and solutions for the healthcare domain. The table explains
the challenges, their descriptions, proposed solutions, and references, allowing for easier comprehension of the

key points and the sources supporting them.

Table 2: Comparison of existing challenges and solutions

email.

Challenge Description Proposed Solutions
Ongoing training on identifying phishing
Email Phishing Phishing attacks target healthcare staff via attempts, robust email security protocols.

(Department of Health & Human Services,
2023; Sendelj & Ognjanovic, 2022)

Ransomware Attack

Malicious software that encrypts data, demands
ransom for decryption.

Regular backups, updated antivirus
software, staff training on avoiding
suspicious links. (Department of Health &
Human Services, 2023; Sendelj &
Ognjanovic, 2022)

Loss or Theft of
Device/Data

Physical loss or theft of devices contains
sensitive data.

Secure data handling practices,
encryption, physical security measures.
(Department of Health & Human Services,
2023; Sendelj & Ognjanovic, 2022)

Insider Threats

Accidental or intentional data breaches by
employees.

Comprehensive training programs, strict
access controls, monitoring systems.
(Alanazi, 2023)

Attacks on Medical

Cyber-attacks target networked medical devices

Regular updates and patches, secure
network configurations, staff training.

Devices and risk patient safety. (Department of Health & Human Services,
2023; Sendelj & Ognjanovic, 2022)
Tailored training programs, regular
Lack of Cybersecurity Insufficient training leads to insecure behaviours updates, diverse delivery methods.
Training " | (Coventry et al., 2020; Jerry-Egemba,

2024)

Poor Password
Management

Weak or reused passwords compromise
security.

Training on robust password practices,
use of password managers. (Clarke &
Martin, 2024; Coventry et al., 2020)

Unsafe Email Use

Insecure practices in handling emails.

Training on secure email practices, use of
secure email systems. (Coventry et al.,
2020)

Use of USBs and
Personal Devices

Risks from the use of personal devices and
USBs.

Policies restricting use, secure device
management practices. (Coventry et al.,
2020)

Remote Access and
Home Working

Security risks from remote work setups.

Secure remote access protocols, VPN
usage, training on secure remote work
practices. (Coventry et al., 2020)

Lack of Encryption,
Backups, and Updates

Failure to encrypt data, backup systems, and
update software.

Regular encryption, scheduled backups,
timely software updates. (Coventry et al.,
2020)

Poor Physical Security

Inadequate physical security measures.

Implementing physical security protocols,
training on physical security. (Coventry et
al., 2020)

Significant issues can arise from employee actions that are not intentional, such as improper document disposal.
All hard-copy documents must either be shredded or disposed of properly. Notify IT security immediately of any
lost or stolen devices and keep portable devices in secure storage areas or designated charging stations. Breaking
cybersecurity protocols intentionally, such as unauthorised access or data deletion, is a serious offence. Identity
theft, ransomware, phishing, and spoofing are social engineering threats that exploit human trust. A detailed
analysis of the regular management and maintenance tasks within an organisation is necessary to break down
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day-to-day operations and policies. These encompass staff management, project oversight, budget monitoring,
and ensuring the achievement of organisational objectives.

Healthcare professionals need to be informed about cybersecurity threats that can impact their practices and
patients, given the recent proliferation of healthcare technology and the uncertainty of future technological
disruptions. Given the rapid expansion of healthcare technology and the potential for future technological
disruptions, healthcare actors must be educated about cybersecurity threats that could impact their practice
and their patients (Rajamaki et al., 2024). Every individual working in the healthcare sector should be trained in
preventing and managing cybersecurity threats (Bulai et al., 2019; Kamerer & McDermott, 2020).

The fight against cyber-attacks requires policies and procedures established at the organisational level. Technical
procedures and recommended protection mechanisms can be used to develop cyber hygiene and ensure
personnel's appropriate response. The organisation's cybersecurity cannot be improved by simply implementing
technical practices; it requires continuous risk assessment and management within the framework of technical
practices for effective and rapid improvement (Sendelj & Ognjanovic, 2022).

Regular training programs for their staff are necessary for healthcare organisations to strengthen their cyber
security measures (Burrell, 2024; Kioskli et al., 2023; Rajamaki et al., 2024). Employees are kept up to date with
the latest threats through this, and a culture of vigilance is developed. Adding cybersecurity modules to
disciplines' curricula is essential for professionals to effectively contribute to improving cybersecurity in
healthcare (Jerry-Egemba, 2024). Healthcare professionals are advised to receive comprehensive and ongoing
cybersecurity training (Nifakos et al., 2021). It must be tailored to their specific tasks and encompass technical
skills, risk identification, and the security of protected health information. The overall cybersecurity posture is
strengthened by promoting information sharing among organisations. The protection of patient data and the
reliability of the healthcare system requires increasing cybersecurity awareness and strengthening the culture
of responsibility. Safe patient care in the digital age requires a comprehensive understanding of cybersecurity.
(Jerry-Egemba, 2024).

5. Discussion and Conclusions

Acknowledging the safety hazards associated with their responsibilities, healthcare professionals ought to
undergo training. This training should concentrate on secure data exchange, mobile device data protection, the
utilisation of secure communication channels, and protocols for responding to incidents. Moreover, training
sessions are vital in helping staff understand the potential repercussions of data breaches and their responsibility
to avert them. Addressing interoperability issues among healthcare end users necessitates a proactive,
collaborative stance on cybersecurity risk management. It is imperative for all parties involved to exercise
diligence in upholding the security strategy. By educating end users, we foster a secure operational environment
in healthcare, thereby preserving the integrity of patient safety.

Healthcare organisations face challenges when implementing cybersecurity measures, including a shortage of
time and resources. Rapid changes can be challenging, leading to inefficient processes and stakeholders’
frustration. Healthcare organisations also face challenges when promoting cybersecurity awareness and culture.
Personnel participation in training and workshops is necessary to establish a secure operating environment. The
strength of an organisation is determined by its weakest link. The staff must be kept up to date on the
importance and basics of cybersecurity measures. Continuous training ensures that employees have the
necessary cybersecurity knowledge and skills.

Healthcare organisations can face operational delays due to cyber-attacks. To swiftly address any disruptions, it
is important to have well-defined procedures for employees to follow. Cybersecurity encompasses the
protection of data and the detection and response to cyber-attacks. Human error can lead to security breaches,
even with advanced technical safeguards. Healthcare personnel's lack of knowledge and training in cybersecurity
can lead to errors that can be mitigated with education and appropriate training. Many technical security
features are available to protect against cyber-attacks and threats, but the human factor remains one of the
most common concerns, according to the literature.

The importance of cybersecurity threats, which are a part of everyday life, should not be overlooked by
healthcare organisations. The wide range of opportunities for attention and potential value that healthcare
organisations provide, from public exposure to financial gain, makes them attractive targets for attackers. The
healthcare organisation's size is not the primary factor. Medical information systems that manage patient data
and integrate medical devices and other subsystems can be the targets of cyber-attacks. Cyber-attacks are
constantly evolving and becoming more sophisticated. Healthcare institutions should prioritise investing in

678
The Proceedings of the 24th European Conference on Cyber Warfare and Security, ECCWS 2025



likka Tikanmdki

cybersecurity. Patient protection can be improved by investing in cybersecurity. Healthcare organisations must
summarise the lessons learned from recorded cyber-attacks to strengthen cybersecurity.

Healthcare organisations should ensure that all employees (e.g. doctors, nurses, paramedics, laboratory
technicians, administrative personnel and IT experts) receive ongoing training and awareness programs. Staff
members are educated on cybersecurity best practices, data protection policies, and the possible consequences
of their actions through these programs. Employees should be aware of the steps needed to maintain
cybersecurity and prevent insider threats. Healthcare cybersecurity best practices can be implemented through
training to protect sensitive patient data and ensure the smooth operation of healthcare. The example cases in
Table 3 can be used as cybersecurity training topics for healthcare personnel.

Table 3: Examples of training cases

Case

Training

Practices

Email: Phishing (Ransomware)

Training employees to recognise
phishing messages and be cautious
with email attachments.

Clear instructions on how to handle
suspicious emails and who to report
potential threats to.

loT/IoMT Device on Network

Training staff on cybersecurity and
identifying vulnerabilities.

Regular software updates and
vulnerability patches are essential.

Risks Related to Cloud Services,
Use of Generative Al, and
Communication Applications

Training staff on security practices and
handling sensitive information.

Clear instructions on handling
sensitive information and which tools
to use for processing. Use reliable
anti-malware software

Remote Work

Training staff on security practices and
handling sensitive information.

Sensitive discussions should be held
in private spaces where outsiders
cannot hear.

Locking Computers from
Unauthorized Access/Access
Permissions

Training staff on security practices and
handling sensitive information.

Computers should be locked
whenever not in use, and passwords
should be stored securely.

Misused User Credentials

Training staff and students on security
practices and handling sensitive
information.

Each user should have their
credentials and not share them with
others. Implement two-factor
authentication (2FA) in all possible
systems.

Shoulder Surfing

Training staff on security practices and
handling sensitive information.

Use screen protectors to prevent side
viewing, especially in public spaces.
Computers should be locked
whenever not in use. Passwords are
stored securely.

Connecting USB to Computer

Training staff on security practices and
not connecting unknown USB devices
to computers.

Encrypt sensitive data to prevent it
from being easily accessible even if
spyware enters the system. Clear
instructions and practices should be
followed when handling unknown
objects.

Password Recycling

Training staff on security practices and
handling sensitive information.

Use strong and unique passwords for
different services. Use a password
manager. Implement two-factor
authentication (2FA).

Software updates not being applied

Train staff on information security
practices and identify the need for
updates.

Establish a routine schedule for
checking and applying software
updates. Use automated tools to
manage and deploy updates across all
systems.

The training goals of cybersecurity are to enhance employees' awareness of cybersecurity, ensure the safe
handling of personal data, and ensure business continuity and recovery after disruptions. The most effective
way to protect against cyber threats is to provide comprehensive training programs to all healthcare
professionals. Annual training should be given to all employees that cover the safe handling of customer data
and its appropriate sharing on social media platforms. Through this method, employees can learn to identify and
avoid the most common cyber threats, such as email phishing attacks. Improving cybersecurity awareness
among healthcare professionals can be achieved by developing training and learning practices. This can be
implemented, for example, by including modules related to cybersecurity in healthcare continuing education,
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by organising regular workshops and simulation exercises, and by ensuring that cybersecurity is part of everyday
activities and decision-making in healthcare. Training enables healthcare personnel to acquire and maintain a
staff skilled in cybersecurity, bolsters preparedness for incident response and enhances overall productivity.

Future research topics should examine how different training methods, like online modules, in-person
workshops, and simulations, can improve cybersecurity awareness and compliance among healthcare
professionals. Another future research topic could investigate the impact of training programs tailored to
specific roles in healthcare organisations (such as nurses, physicians, and administrators) on cybersecurity
practices and vulnerability reduction.
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