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Abstract: In cybersecurity, synthetic data is beneficial for testing, training, and enhancing Al-driven defense systems without
compromising sensitive information. Critical sectors like telecommunications, finance, energy, and healthcare generate vast
amounts of time-series data, often requiring reduction methods such as phase-averaging to manage scale. However, this can
obscure essential features, impacting anomaly detection and threat modeling. This study explores whether conditional
Variational Autoencoders (cVAEs) can generate high-quality synthetic data when given only phase-averaged time series for
training. Results on a biometric use-case show that cVAEs preserve intrinsic properties of reduced data, making it usable for
classification and to a more restricted degree as training data in downstream cybersecurity applications.
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1. Introduction

Synthetic time series data is becoming increasingly important for cybersecurity applications as Al models grow
more capable of processing large amounts of multimodal data (Agrawal, Kaur and Myneni, 2024). This is
particularly relevant with recent Al models, which can enhance automation in threat detection, threat modeling,
and initiating mitigation strategies (Sowmya and Mary Anita, 2023). For those use-cases synthetic data can aid
in modeling rare special cases—a common weakness of Al models—and improve model generalization. It can
also help address deficiencies in available datasets, such as imbalances and the scarcity of certain classes.
Biometric data, in particular, is often scarcely available and subject to strict data protection regulations, which
hampers the development of Al-based cybersecurity models (Rlb et al., 2022). As the computational complexity
of Al models continues to increase, it becomes necessary to apply data reduction methods (Reddy et al., 2020).
This raises the question of whether during synthetic data generation, sufficient information from time series
data can be retained without the use of even more complex models.

This work investigates whether a simple synthetic generator with low computational complexity can capture
enough intrinsic information about individuals from phase-averaged soft-biometrics to allow a classifier to
identify the person correctly. The exemplary biometric case study involves gait analysis data collected with a
smart insole featuring pressure-sensitive sensors. The dataset includes 30 participants, walking at a steady pace.
Evaluations using various classification schemes show that a low-complexity architecture of a conditional
variational autoencoder (cVAE) is indeed capable of generating sufficient information from phase-averaged time
series data to enable correct identification, even with heavily reduced data of 8 points per gait cycle within the
limited dataset of 30 individuals. Further difficulties that the cVAE model has to overcome in this exemplary case
study are a small data set, a small latent space with 2 dimensions, only a few trainable parameters for the cVAE
network, and a non-linear time axis due to the phase-averaging process. The rest of this work is structured as
follows: Section 2 puts this work into context of related work. Section 3 describes the method used and gives
information about the dataset. In section 4 the experimental results are presented and analyzed with an
explanation of the metrics on a tutorial level. It is shown that even with severe data reduction, the low
complexity cVAE model is able to generate synthetic biometric data. Section 5 concludes this work and highlights
possible future research directions.

2. Related Work

Due to advancements in artificial intelligence synthetic data has grown more relevant in cyber security and
biometric applications: (Osadchy et al., 2017) have described the role of synthetic face generation for cyber
security solving the problem of small data sets in the training of ai models. Similar to this work, (Papavasileiou
et al., 2021) use gait-based authentication. The authors fuse accelerometer data with ground contact force data.
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In contrast, this work only utilizes the force data similar to (Herbst et al., 2024) and even reduces it with phase
averaging, limiting the available information about the different classes.

For synthetic data generation, various approaches are discussed in the literature, which generally entail high
computational complexity. Generative Adversarial networks (GANs) proposed by (Goodfellow et al., 2014) and
diffusion models for synthetic time series (Kong et al., 2021) are capable of generating high quality synthetic
time series. In the case of GANs they do not only require large computational efforts but require sophisticated
fine tuning. This work utilizes cVAEs proposed by (Sohn, Lee and Yan, 2015). This expansion of the initial VAE
proposed by (Kingma and Welling, 2014) allows the synthetic generator to create data of specific labels. In
contrast to the previously mentioned methods, the VAE structure requires lower computational complexity. Fhis
method is widely used in the context of biometric data and time series imputation (Fortuin et al., 2020).

For the evaluation of synthetic time series, the scientific community still has not agreed on unified criteria. The
following evaluation schemes are widely popular: In the domain of image generation (Heusel et al., 2017)
proposed Fréchet Inception Distance (FID) as a performance metric for synthetic generators. It compares the
features of an artificial neural network of synthetic and real data but requires a pre-trained classification
network. Further, multiple adaptions of this metric for time-series have been proposed (Lee, Malacarne and
Aune, 2023). (Esteban, Hyland and Ratsch, 2017) proposed the evaluation of synthetic data based on the
performance of downstream classifying tasks performed by an arbitrary machine learning model. As the
classification with artificial intelligence is the crucial element for cyber security applications the metrics
proposed by (Esteban, Hyland and Ratsch, 2017) are utilized in this work.

3. Methods, Synthetic Data Generation and Metrics

This work utilizes a dataset containing five minutes of consistent walking data collected from 30 participants. All
participants were aged between 17 and 29 years old. Both male and female individuals are included in the study.
The raw data is obtained with a pressure-sensitive insole collecting data every ~20 ms. The pressure is measured
and summarized over 12 different areas on the insole according to (‘Stappone’, 2025). The raw data is
normalized. Note that this partially eliminates the weight of the person as a biometric feature, however indirect
features that relate to the weight are still present, e.g. the weight distribution over the insole during a gait cycle.

The raw data is further separated into 8 distinct phases. A detailed description of the phases and their
physiological interpretation is given in (Feiste, 2004). In general, the first part of the gait cycle can be interpreted
as a stance phase which contributes ~60 % to the full cycle. The remaining ~40 % are attributed to the swing
phase. These main phases are further separated into 8 smaller phases described in Table 1.

For the identification process, the Rocket method proposed by (Dempster, Petitjean and Webb, 2020) is utilized
and competitive in the state-of-the-art time series classification (Middlehurst et al., 2021). This method applies
random convolutional kernels along the time series data, which given a large enough kernel size, recognizes
enough relevant features for persona identification requiring low computational complexity. For this work, the
time series is extremely short with only 8 time points after phase averaging. The kernel size is chosen as 500.
Irrelevant features do not impact the performance of the default Ridge Classifier further described in (Singh,
Prakash and Chandrasekaran, 2016).

Table 1: Phases of a gait cycle

Phase | Part of the full cycle
1 0-2%
2 2-10%
3 10-30%
4 30-50 %
5 50 — 60 %
6 60-73%
7 73-87 %
8 87 — 100 %
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For evaluation of the performance of the cVAE, the evaluation scheme of (Esteban, Hyland and Ratsch, 2017) is
utilized. It was initially created for the evaluation of generative adversarial networks (GANs). The first method
“Train on Synthetic Test on Real (TSTR)” uses a synthetically generated dataset to train a classification model.
This model is tested on a held-out test dataset of real samples. Therefore, the intrinsic properties of the synthetic
data must be distinctive enough for the classification model to transfer this learning for usage on real data. The
requirement of labels for this method is fulfilled by the cVAE as this per definition creates labelled data.

The second method as described in (Esteban, Hyland and Ratsch, 2017) is the “Train on Real Test on Synthetic
(TRTS)” scheme: A classification model is trained on real data and afterwards tested on synthetic data. A
disadvantage of this method is that it does not punish the failure modes of the synthetic generator of just
copying real data or a lack of diversity in the generated samples. However, the metric is a valuable indicator for
other failure modes of synthetic generation, for instance no convergence during the training process and
therefore very low-quality samples.

The model used is based on the concept of a conditional Variational Autoencoder (cVAE), a refined version of
the variational autoencoder approach, which incorporates the label information into both encoding and
decoding, as described by (Sohn, Lee and Yan, 2015). A schematic overview is given in Figure 1. This experimental
study has 30 labels, each corresponding to a single participant in the original dataset. This information is
introduced into the network via a concatenation layer which merges the input data with the corresponding label.

The Encoder Network consists of a fully connected dense layer, followed by two dense layers for mean and
standard deviation calculation. Aided by this encoder network, a compressed representation of a given input is
embedded into the 2-dimensional latent space. The decoder utilizes this representation, combined with a given
condition, to generate new data. The latent space is modeled with a gaussian distribution, meaning points
sampled closer to the mean yield generated data that more closely resembles the original input. Based on the
encoder characteristics the decoder consists of a concatenation layer, and two consecutive dense layers,
establishing a network capable of effectively decompressing the latent space embeddings and therefore
constructing new data.

The dense layers in both the encoder and decoder networks each consist of 20 nodes. The entire cVAE network
used in this work comprises a total of 2020 trainable parameters. Note that this network is extremely small (IoT-
level). Due to the small dataset, a larger network would be more prone to overfitting.

Encoder
o
Input o il
(Sampling) Decoder Output
- »| Encoder »
— Network - 4

Decoder »E\

/ / Network

Condition ¢

Figure 1: Block Diagram of a conditional Variational Autoencoder with layers for mean (i) and standard
deviation (o)

As previously outlined the study presented in this work incorporates step data of 30 individuals walking for a
fixed duration. The dataset serves as a baseline to generate new synthetic datasets. These steps are evenly
divided between the cVAE and the classifier. While the dataset for the cVAE is split into training, validation, and
test sets (80%, 16%, and 4%, respectively), the rocket classifier has a training and test dataset in a 0.5 split. To
compensate for the non-deterministic behavior of a cVAE-network the training and data process was rerun a
total of 60 times. To ensure comparability across experiments, each trial consists of 10 epochs with a constant
batch size of 8. The synthetically generated datasets were classified using a separate instance of the classifier,
which was retrained for each iteration. The original dataset was randomly shuffled and distributed evenly
between the cVAE and rocket. Note, that due to the separation of the dataset for the classifier and synthetic
generator, some intrinsic properties of the different classes can be captured by the cVAE even through copying
real data. Therefore the TSTR metric can appear higher, than the true capability of the generator to extract
distinct features.
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As a first step, time series classification is used to confirm that the phase-averaged gait data contains sufficient
intrinsic information about each individual for identification. Only if this fundamental requirement is met can
the synthetic data reproduce these intrinsic features in a class-specific manner. For this purpose, the Rocket
classifier by (Dempster, Petitjean and Webb, 2020) is used. The smart insole pressure data is a multivariate time
series with 12 sensors distributed over the insole area. For further data reduction, only two of these 12 sensors
are utilized for the machine learning-based classification: One sensor area at the outer toe area and one in the
inner part of the middle of the insole. These two sensors are chosen based on the feature permutation
importance, therefore these two have a high impact on classification accuracy. The median accuracy of the
Rocket classifier, with a train-test split of 50 % of the real data, ranges from 0.45 to 0.96 for the different classes
as shown in Figure 2.

4. Experimental Results
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Figure 2: Median accuracy of Rocket time series classification on a single gait cycle utilizing only 2 out of 12
sensors. The median is calculated from 60 trials, each shuffling the train-test split of the data. The
class-labels are indexed from 0 to 29

The differences may, for example, lie in the fact that some participants stand out due to their body size or have
a particular foot shape, which can also influence the classification alongside walking behavior. This discrepancy
between the subjects in the classification of real data must be considered when evaluating synthetic data.

Exemplary real pressure data of a gait cycle are shown in Figure 3a. The exemplary sensor for this representation
is located in the heel area of the insole. At the beginning of the gait cycle, the measured pressure is therefore
high and decreases as the foot rolls off. Additionally, three outlier graphs can be identified in the diagram, which
do not follow the standard deviation of the other measurements. These may result from isolated errors in the
electronics of the sensor system.
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Figure 3a,b: Sample of one gait cycle from the original dataset (left) and synthetic step with standard
deviation (odec) of 3 of the gaussian latent sampling (right)
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Figure 4a, b: Generated steps with standard deviation (cdec) of 8 and 13 of the latent sampling respectively

The synthetic generation process by the cVAE is performed according to Section 3 through latent sampling of a
Gaussian distribution with a mean of (0,0) and a standard deviation of the decoder, odec ranging from 1 to 15.
Since a Gaussian distribution is also used during the training process, latent values close to the mean tend to be
overtrained; consequently, the synthetic generator frequently simply copies real data in this range. When
sampling from regions further out in the latent space, the resulting synthetic data show greater variation. This
is illustrated in Figure 4a,b with standard deviations odec Of 8 and 13, respectively. These exhibit significantly
greater variation and, thus, a larger deviation from the real data shown in Figure 4a. This qualitative, visual
assessment aligns well with the TRTS metric presented in Figure 5.

The diagram shows that as the standard deviation of latent sampling increases, the TRTS evaluation metric
decreases. According to the definition of the TRTS metric in Section 3, an ML classifier is first trained on real data
and then tested on synthetic data. However, this metric can yield good results even when the synthetic
generator we want to evaluate simply copies the real data. Consequently, the cVAE already provides
qualitatively good results, but it is unclear whether it merely copies real data or captures intrinsic properties of
the data and synthesizes them as new time series.

To address this, a second metric is used to evaluate the synthetic data: the TSTR metric, also shown in Figure 5.
For this metric-a Rocket classifier is first trained on synthetic data and then tested on real data. The classification
of real data is only possible if the synthetic time series contain sufficient features to distinguish the time series
of one class from others. However, it is only relevant that the classification algorithm detects abstract patterns,
which do not necessarily align with human evaluation of the synthetic data quality.

The diagram in Figure 5 shows that TSTR initially increases with increasing sampling standard deviation, reaching
approximately 0.85, and then plateaus. The classification accuracy thus remains high, even though the samples
no longer visually match real data, as shown in Figure 4b. For the evaluation of synthetic data, both metrics are
therefore relevant, as the data should both correspond with real data by visual inspection (mostly aligned with
TRTS) and contain intrinsic properties of the individuals being classified (TSTR). At the intersection of the two
curves, where TRTS decreases and TSTR increases, both metrics reach a value of 0.80. This puts the evaluation
metrics of the synthetic data only slightly below the comparison with real data, where 60 trials using the Rocket
classifier achieve a median classification accuracy of 0.88.

618
The Proceedings of the 24th European Conference on Cyber Warfare and Security, ECCWS 2025



Matthias Riib, Jens Griiber and Hans Schotten

1.0
0.8 -
o
= 06+
v
'_
—
vy
e
0.4
-
0.2
—a— TRTS
—e— TSTR
00 T T T T T T T T T T T T T T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Standard deviation of sampling phase

Figure 5: Relationship between standard deviation of the gaussian latent sampling and the Rocket
classification metrics TRTS / TSTR (train on real, test on synthetic / train on synthetic, test on real)

According to these metrics, it is indeed feasible to use a low-complexity cVAE model architecture even for phase-
averaged biometric data. This could potentially save large amounts of data within the framework of automated
biometric authentication methods, thereby addressing the ever-increasing demand for computational power by
Al models. For a more general result apart from this case-study more experiments with different classifier
algorithms and larger datasets are recommended.

5. Conclusion and Outlook

This work investigates the feasibility of a low-complexity cVAE model for the generation of synthetic biometric
gait analysis data. The model is provided only with reduced data, achieved through phase-averaging. The
experimental results indicate that it is still possible to extract enough distinct features from the phase-averaged
data for classification through state-of-the-art classification models. To confirm the general feasibility of
containing biometric information in the phase-averaged synthetic data larger-scale experiments will be
necessary.

Future work might tackle more computationally complex methods like diffusion models and generative
adversarial networks.
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