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Abstract: This work-in-progress paper develops an operational model for the DYNAMO Horizon Europe Project to ensure
compliance with the EU Cyber Resilience Act (CRA). Compliance with the CRA enables DYNAMO to provide a high level of
security and maintain its competitiveness. By meeting the CRA requirements, DYNAMO can protect its users, strengthen its
market position, and promote best practices in cybersecurity. The area in which DYNAMO works is critical to society, creating
a complete platform of tools and frameworks for cyber threat intelligence. Tools included in the platform need to abide by
the regulations in place and being compliant also helps DYNAMO ensure that the tools are safer for the users of its platform.
The regulations cause complications and confusion without sufficient preparation. As a subject still under research, with
pending regulation, this study provides future proofing and assistance in planning efficient transition to compliance.
Compliance for third parties is simplified in regulation. Open-source software provides a powerful exception to this
regulation as well, being useful as a method of risk transference through using these exceptions. DYNAMO can utilize these
aspects of the CRA to enhance compliance. How different companies are fulfilling their vulnerability management regarding
CRA is a venue for future research purposes, as are methods for futureproofing compliance, and the impacts of CRA on
Artificial Intelligence use, and how this intersects with the Al Act.
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1. Introduction

The EU Cyber Resilience Act (CRA) aims to enhance cybersecurity across the EU’s digital ecosystem, ensuring
that digital products and services are secure throughout their lifecycle. The CRA creates a standardized legal
framework to ensure that hardware and software products are designed, developed, and maintained with
strong cybersecurity measures throughout their entire lifecycle. This regulation aims to reduce the risks
associated with cyberattacks, which can significantly impact the economy, democracy, consumer safety, and
health. The CRA requires manufacturers to comply with essential cybersecurity standards, perform risk
assessments, and provide security updates, thereby promoting a safer digital environment across the EU (.

The DYNAMO Horizon Europe Project is a European Union initiative aimed at enhancing resilience against cyber
threats. It focuses on creating a comprehensive platform of tools and frameworks for cyber threat intelligence.
DYNAMO supports critical sector organizations in healthcare, energy, and transportation by providing tools for
efficient threat detection, mitigation, and response (DYNAMO 2024).

This work-in-progress paper seeks to investigate the CRA and its requirements to analyze how it aligns with the
DYNAMO project and the tools and services the project develops. As the main obligations of the act will apply
from December 2027 onwards (European Commission 2024) it is crucial to incorporate them already during the
development phase of the DYNAMO platform and tools. The paper’s goal is to identify what changes, if any, are
required for DYNAMO to become compliant with the CRA, and to propose actionable solutions for said
obligations. As there is no existing research exploring the relationship between DYNAMO and the CRA, this paper
aims to fill that gap. Furthermore, despite this study being aimed at DYNAMO, any company or organization
manufacturing or retailing digital products within the EU can gain insights into some of the requirements and
potential ways to become compliant.

2. Literature

The Cyber Resilience Act (CRA) is an EU-wide legislative proposal aimed at establishing mandatory cybersecurity
requirements for products with digital elements throughout their entire lifecycle. The purpose of the Act is to
harmonize cybersecurity rules within the EU and strengthen trust in digital and physical products (European
Commission 2022). This Act directly affects products like DYNAMO tools, as they must meet the requirements
set by the Act to be compliant in the market. (ENISA 2024, 3.) Additionally, research has found that while existing
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standards like 1ISO 27001 exist, they do not fully cover all the requirements set by the CRA, and further
standardization work is still needed (European Commission 2022). This highlights the need to develop and
harmonize standards so that products like DYNAMO can comprehensively meet the requirements. (ENISA 2024,
59.)

Chiara (2022a) illuminates the 'horizontal' nature of the CRA proposal by emphasizing its key components.
Specifically, his analysis considers the new obligations imposed on economic operators, the conformity
assessment procedures, the market surveillance framework, and the interaction with other legislative initiatives,
both within and outside the realm of EU cybersecurity law. Given the sector-specific regulatory approach
previously adopted by the Commission for cybersecurity requirements, a horizontal intervention is necessary to
ensure legal certainty, avoid redundant obligations, and prevent further market fragmentation (Chiara 2022).

loT and other hyperconnected devices have made our daily lives easier and more convenient but also brought
us a high risk of cyber threats at the same time. Attacks on these new hyperconnected devices are constantly
evolving and becoming more advanced, impactful, and frequent. Chiara (2022b) highlights three main regulatory
failures in loT security: (1) Lack of mandatory requirements, (2) absence of a common legal basis for
cybersecurity, and (3) no rules exist for post-market surveillance. The EU Cyber Resilience Act aims to address
these ever-evolving challenges by safeguarding digital infrastructure and making our society more resilient to
evolving cyber threats (Schmittner, et al. 2024). Regarding the cybersecurity challenges of 10T, the general broad
wording of the CRA's requirements can lead to varying interpretations. This means that the effectiveness of the
CRA in addressing the challenges of security during manufacturing, identification and authentication, large
attack surfaces, and diverging standards and regulations largely depends on how harmonized standards develop
and how the industry adopts them. (Shaffique 2024a).

The wording used in the Cyber Resilience Act might be somewhat vague and leave room for interpretations and
legal uncertainty. The Cyber Resilience Act uses terms for example, “limit attack surfaces”, “appropriate level of
cybersecurity” and “without any known exploitable vulnerabilities” but these are not properly defined in the

Cyber Resilience Act and could allow for different levels of interpreting (Shaffique 2024a).

Noél (2024a) explains how the new CRA regulations alongside the U.S. Cyber Trust Mark set security principles
but leave the how, optional. Within the scope of regulatory limitations are Data Protection, Cyber State
Awareness, Vulnerability fixes, and Reduction of incidents’ impact. This leaves the Level of Security — the level
of protection that must reflect the level of risk and Functional Requirements — for example, cryptographic
algorithms, protocols, PKI solutions, and certificate formats outside of the scope. The Technological
Implementations are thus left to the manufacturers of devices and producers of services like DYNAMO to figure
out.

Burri and Zihimann (2023) present the following criticisms of the EU's Cyber Resilience Act:

e Definitional Issues: There are ambiguities and gaps in the definitions within the CRA proposal, which
could complicate its practical application.

e Coordination Problems: Harmonizing the CRA with existing and forthcoming EU legislation may be
challenging, potentially leading to overlaps and conflicts.

e Fragmentation in Surveillance and Enforcement: Practices and resources of market surveillance
authorities may vary across member states, leading to inconsistencies in enforcement.

e Challenges in Risk Classification: Most digital products are classified as low-risk, which could
undermine overall cybersecurity. Additionally, the risk classification does not always consider the
operational environment of the products.

e Role and Awareness of Users: The ability and willingness of users to respond to insecure products is
uncertain, which could reduce the effectiveness of the CRA.

e Fragmentation of Global Data Governance: The CRA's potential role as a global cybersecurity
standard-setter could lead to fragmentation in the global data governance framework and increase
geopolitical tensions.

e Regulatory Adaptability: It is unclear whether the CRA can adapt to the rapidly evolving threat
landscape, especially with emerging technologies like artificial intelligence.

Fedienko (2024) describes the European Central Bank's (ECB) cyber resilience efforts, highlighting the planned
stress tests for 2024, which aim to assess how well banks can respond to and recover from cyber-attacks. These
tests will involve 109 banks under ECB supervision, with 28 banks undergoing an extended assessment to provide
additional information on their handling of cyber-attacks. This sample includes various business models and
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geographic regions to ensure a comprehensive representation of the Eurozone banking system. The data
obtained will be used for publication and further supervisory evaluation throughout 2024. The ECB's approach
focuses on improving banks' capabilities to manage cyber threats and ensure operational continuity post-attack,
rather than solely on preventing attacks. This strategy aims to enhance banks' preparedness and resilience in
the face of evolving cyber threats (Fedienko 2024).

3. Methodology

The design science research (DSR) approach (Hevner et al. 2004), as shown in Figure 1, guides this work-in-
progress paper, which aims to produce an operational guide for the DYNAMO project on how its developed
DYNAMO platform and tools meet the requirements of the CRA. The relevance cycle of DSR connects the
research to the DYNAMO project, and the rigor cycle to the knowledge base.

Environment Design Science Knowledge Base

* People: DYNAMO
developers, DYNAMO
end-users

* Organization. DYNAMO
Project

« Technical systems
DYNAMO platform and
tools

= Science of cyber
resilience

« Knowledge of Cyber
Resilience Act
development

Operational
process
planning

Relevance . Ri Cvel
Cyde De5|gn 1gor Cycle

€ *  Grounding
* Requirements CyC|e +  Addition to KB

+  Field testing

* Problem to be solved:
How to ensure the
DYNAMO platform and Evaluation of * knowledge of the
tools comply with the operational operational process
Cyber Resilience Act? process * knowledge of software

project

implementation

Figure 1: Design science framework of the paper (modified from Hevner el al. 2004)

This paper is working within the confines of fundamental conceptual research as defined in the Handbook of
Research Methodology by Alok and Mishra (2017). This means the paper intends to formulate a general theory
of achieving compliance with the external requirements of the CRA, as they concern DYNAMO. There are no
hard measurable variables, meaning the paper estimates compliance as qualitative values through conceptual
research, rather than measurable degrees of compliance with empirical evidence gathering. (Alok, Mishra 2017,
p. 3).

As descriptive research is non-experimental, we are focusing on “what” - what are the requirements for CRA
compliance that impact DYNAMO (Hassan 2024). While we do provide suggestions and framework plans for
achieving compliance and reducing liability for DYNAMO, these are not applied nor experimented with as of the
writing of this paper.

These methodology choices were intentional to remain within the confines set by our research plan and ethical
foundation; this leaves room for future studies in this field to be completed. Our data was a mix of legal
documentation by the EU themselves, and documents written by expert entities describing the impacts,
legislation, and difficulties of compliance with CRA. We have used some supplementary sources whose veracity
and academic qualities are of a lesser degree —they have been used as supplements to enhance and emphasize
our conclusions and justifications for completing this research.

4. Operational Guide for DYNAMO's Compliance with the CRA

Adapting DYNAMO to meet the requirements of the Cyber Resilience Act involves implementing a robust and
proactive approach that addresses both technical and administrative aspects of cybersecurity. These measures
will ensure that DYNAMO complies with EU regulations, provides safer services to its users, and fosters best
cybersecurity practices. The following sections outline the key areas of focus for DYNAMO to achieve
compliance, supported by relevant sources.

4.1 Risk Management Frameworks

To comply with CRA requirements, DYNAMO must establish a comprehensive risk management framework. This
framework should include regular vulnerability assessments and corrective actions to mitigate identified risks.
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Such a system would reduce exposure to known attack surfaces, thereby enhancing the security posture of the
platform (ENISA 2024). A systematic approach to risk management is essential for aligning with cybersecurity
standards and ensuring long-term resilience. By proactively addressing vulnerabilities, DYNAMO can minimize
risks and maintain operational continuity, even in the face of evolving cyber threats (ENISA 2024).

4.2 Collaboration with Third Parties

Effective collaboration with third-party suppliers and service providers is a critical component of CRA
compliance. DYNAMO must develop an operational model to ensure that external suppliers and components
comply with regulatory requirements. This can be achieved through contractual agreements and regular audit
procedures (Shaffique 2024). Third-party compliance is vital for reducing supply chain vulnerabilities and
ensuring that all components of a system meet the required security standards. By fostering transparency and
accountability within its supply chain, DYNAMO can enhance its overall cybersecurity posture and build trust
among its stakeholders (Shaffique 2024).

4.3 Incident Reporting Mechanism

The ability to promptly detect and report cybersecurity incidents is a cornerstone of CRA compliance. DYNAMO
must implement an efficient system for incident reporting that enables timely communication with CSIRT
networks and ENISA. Organizations are required to report incidents within 24 hours of detection to ensure a
swift response and mitigate potential impacts (ENISA 2024). This measure not only enhances user confidence
but also demonstrates DYNAMO's commitment to transparency and regulatory compliance (ENISA 2024).

4.4 Utilization of Open-Source Software

The CRA provides specific exemptions for open-source software, which can be leveraged by DYNAMO as part of
its risk transference strategy. By integrating open-source solutions such as the Malware Information Sharing
Platform (MISP) open-source threat intelligence platform into its framework, DYNAMO can achieve compliance
while maintaining flexibility in its development processes (Noél, 2024b). Open-source software offers a
lightweight approach to addressing certain regulatory requirements, making it a valuable tool for organizations
aiming to reduce operational and compliance burdens (Noél, 2024b).

However, to address potential concerns regarding security and maintenance, it is crucial to include a detailed
risk assessment and mitigation strategy for open-source components. This approach ensures that open-source
solutions can meet the security and maintenance requirements stipulated by the EU Cyber Resilience Act. By
integrating comprehensive risk management practices, organizations can effectively utilize open-source
software while maintaining robust security postures. This balanced perspective highlights the benefits of open-
source software while acknowledging and addressing the associated risks, thereby aligning with the overarching
goals of the EU's cyber resilience framework.

5. Conclusions

This study determines how the DYNAMO platform and tools should be developed to better comply with the
Cyber Resilience Act. The result guides the DYNAMO project towards achieving CRA compliance. This WIP aims
to understand the relationship between the CRA and DYNAMO, what kind of limitations the CRA would put on
the DYNAMO platform and tools, and how to guide the DYNAMO project to its outputs to be CRA compliant.
Although extensive research has been conducted on the Cyber Resilience Act itself, no studies have specifically
combined the CRA with the DYNAMO project. Therefore, this research aims to fill this gap. Credible sources were
utilized, and transparency in source selection was maintained to ensure that the conclusions are replicable.

During the research, several key findings were identified that DYNAMO needs to consider to achieve CRA
compliance. DYNAMO must establish a comprehensive risk management framework to ensure that mandatory
security standards are met and to enhance the overall credibility of the DYNAMO project. Additionally, DYNAMO
must develop an operational model to ensure the compliance of external suppliers and components through
contractual agreements and audit procedures. An efficient system must be developed for DYNAMO to enable
the prompt detection and reporting of incidents to CSIRT networks and ENISA within 24 hours, as required by
the CRA. It was also noted that the CRA exempts open-source software, which should be integrated into
DYNAMO's risk transference system.

By implementing these measures, DYNAMO can align its operations with the CRA's stringent requirements and
set a benchmark for cybersecurity excellence. Establishing a comprehensive risk management framework,
fostering third-party compliance, developing an efficient incident reporting mechanism, and utilizing open-
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source software collectively position DYNAMO as a leader in secure digital infrastructure. These steps not only
protect users but also strengthen DYNAMO's market position and contribute to the broader adoption of
cybersecurity best practices across industries.
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