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Abstract: The increasing sophistication, frequency, and scale of cyberattacks means that societies cannot rely on isolated
and uncoordinated defences but should embrace collaboration and intelligence sharing to remain cyber resilient. In many
countries intelligence sharing lies at the heart of national security architecture and is embedded in strategies and in
legislation, such as USA’s Cybersecurity Information Sharing Act or the Australia’s Security of Critical Infrastructure Act. In
cybersecurity, cyber threat intelligence (CTl) is data created through the careful analysis of cyber threats and adversary
behaviours to produce high-quality, timely, actionable, and relevant insights, allowing organizations to confidently
anticipate, detect, prevent, and respond to cyberattacks. CTI provides critical insights into potential threats, enabling real-
time responses during incidents, targeted mitigation strategies, and rapid recovery. Cross-domain CTI sharing plays a key
role in breaking down silos, fostering cooperation across industries and sectors thus giving recognition to the interconnected
nature of today’s digital landscape, where a cyber threat in one domain can cascade into and impact other domains. By
sharing actionable CTI, organizations can collectively identify vulnerabilities, respond to threats in real time, and protect
critical societal functions such as healthcare, finance, energy, and communication while strengthening the overall resilience
of interconnected systems. Around the world, enhancing CTI sharing has become increasingly critical and remains a key
driver for societal cyber resilience, enabling organizations, communities, and individuals to anticipate, withstand, recover
from, and adapt to and thrive amid the ever-evolving complexities of the cyber threat landscape. This study examines the
challenges and opportunities for cross-domain CTI sharing through a comprehensive systematic review of literature, focusing
on key issues such as protecting sensitive data from adversaries when shared outside every trusted organization in the
system, building trust among diverse stakeholders, navigating governmental regulations, and ensuring seamless
interoperability to enable stakeholders to remain in sharing and using CTI. The research underscores how collaboration
across industries and sectors can foster a stronger, more unified defence against the ever-evolving threats in today’s cyber
landscape.
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1. Introduction

The global digital transformation has seen digital technologies incorporated into different sectors of societies
and supporting critical functioning across all these sectors. With this has been an increase in the sophistication,
frequency and impact of cyber threats which has seen many countries, governments and organizations finding
it hard to keep pace (Alaeifar et al., 2024; Dykstra et al., 2023). The systemic and interconnected nature of the
cybersecurity ecosystem means that traditional isolated cybersecurity defences no longer provide the protection
they once did (Du et al., 2020). This growing complexity makes collaboration across sectors essential and
highlights the need for whole-of-society resilience (Chalkias et al., 2024).

One of the critical areas of collaboration that can enhance the effectiveness of cyber defences across sectors is
CTI sharing. CTI sharing helps organizations stay ahead of threats by allowing them to understand, detect,
analyse, respond cyber threats, spot adversary tactics, and find vulnerabilities more effectively before they
become serious problems (Dykstra et al., 2023; Stojkovski and Lenzini, 2021). Instead of just reacting to
incidents, CTI provides security teams with strategic, tactical, and operational insights to be proactive and to
stop attacks before they happen. Governments worldwide have set up policies and frameworks to make CTI
sharing more structured and effective (Ainslie et al., 2023). These frameworks set expectations for risk
management, data security, and intelligence-sharing practices, ensuring that organizations follow standardized
procedures to mitigate cyber threats (Ainslie et al., 2023). At the same time, industry standards such as I1SO
27005:2022 provide guidance on secure information-sharing practices between sectors, balancing data
protection with intelligence accessibility for real-time threat response (Sauerwein et al., 2024). Research has
found that those that participate in intelligence-sharing networks gain better situational awareness, which helps
them act faster and reduce risks (Du et al., 2020).

Many approaches to address CTl sharing have been proposed including industry models like Information Sharing
and Analysis Centres (ISACs); technologies such as Trusted Automated eXchange of Indicator Information (TAXIl),
Structured Threat Information eXpression (STIX), the Malware Information Sharing Platform (MISP), Traffic Light
Protocol (TLP) designations for information classification; and trust taxonomies such as the 5x5x5 scheme and
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the Admiralty Code (Arachchilage et al., 2013; Tavakolifard and Almeroth, 2012). Some of these approaches
have been shown to be effective in different contexts, for example in closed groups or where trust is
preestablished between stakeholders, however, research has shown that CTl sharing remains a challenge mainly
due to trust concerns (Wagner et al., 2018). Several factors have been noted to contribute to trust among
stakeholders, such as individual stakeholder rating (based on previous engagements and reputation), extent of
stakeholder sharing activities (which could expose free riders), CTl source (whether the stakeholders produce
the information they share or if it is from unknown sources), and same industry (if the stakeholders are in the
same industry) which has the highest impact on trust (Wagner et al., 2018). However, many other factors,
beyond trust, affect the effectiveness of CTl sharing especially in cross-domain contexts. Overall, the challenges
of cross-domain CTI sharing, encapsulate CTI use challenges in general, as well as CTl sharing challenges within
singular entities as depicted in Figure 1. Further, across these different levels, the challenges apply to different
elements of the CTI lifecycle. For example, sharing challenges are mainly associated with phases of information
collection, dissemination, and feedback.

(C) Cross-domain CTI sharing:
collection, dissemination, feedback

\

(B) CTI sharing: collection,
dissemination, feedback

(A) CTI use : planning, collection
processing, analysis, feedback

Figure 1: Intersections of CTl use and sharing challenges mapped to CTI lifecycle phases

This research notes the importance of CTI sharing across the whole-of-society, which implies sharing across
different domains such as organizational, sectoral, industrial, jurisdictional, societal, and trust domains. As such
the research aims to investigate factors that affect the effectiveness of CTI sharing in cross-domain contexts.
The next section discusses the methodological approach employed in this research, followed by a presentation
of the key findings regarding challenges and opportunities of cross-domain CTI sharing. The paper concludes
with a discussion that synthesized an initial taxonomy of cross-domain CTl sharing challenges.

2. Methodology

The inquiry in this research is aimed to review documented opportunities and challenges of CTl sharing at a
whole-of-society level. The research employed the systematic literature review (SLR) methodology framed
around the question “What are the challenges and opportunities of CTl sharing in cross-domain contexts?”. SLRs
are a knowledge synthesis methodology that aims to appraise current knowledge or generate evidence of
existing research in order to answer a clearly defined research question (Newman and Gough, 2020). The
reporting on the review undertaken in this research is informed by the Preferred Reporting Items for Systematic
Review and Meta-Analyses (PRISMA) 2020 guidelines to ensure a systematic and structured approach for the
evidence synthesis and reporting (Page et al., 2021).

The primary information sources for the articles reviewed are Scopus and Web of Science, two well-regarded
academic databases, which also index relevant publications within the cybersecurity domain. The search
strategy involved searching for key terms in all published documents across the two databases. The focus of the
search is on CTl and therefore this had to be the main subject of the articles and expressed in the title. Further
the framing of the research is about CTI sharing across different domains, including trust and security domains,
and so this formed the second search element, resulting in the following database query string:

TITLE ("cyber threat intelligence" OR "CTI" OR "threat intelligence") AND

TITLE-ABS-KEY (("cybersecurity" OR "cyber security" OR "cyber resilience" OR "information
security" OR "network security") AND ("trust" OR "sharing" OR "trust domain" OR "security
domain" OR "cross-domain" OR "cross domain")) AND

754
The Proceedings of the 24th European Conference on Cyber Warfare and Security, ECCWS 2025



Bandara Dissanayake and Mamello Thinyane

PUBYEAR > 2018 AND PUBYEAR < 2025

The eligibility criteria for the review were for peer-reviewed academic studies published between 2019 and
2025. The constraint on the publication period is to accommodate the rapid changes and recent advancements
within the cybersecurity domain and therefore to keep the evidence synthesis relevant. Further, only English-
language papers in the public domain and accessible to the researchers were considered for the review.

The selection process for the articles included in the review is depicted in Figure 2 and unfolded as follows. A
total of 87 (WoS: 22 and Scopus:65) relevant records were identified. From these, 16 duplicates were removed,
which left 71 studies for screening. The screening, based on detailed reading and review of the titles, abstracts,
and keywords led to 12 studies being excluded for lack of direct relevance to the focus of this review. The
remaining 59 studies were further reviewed in detail and assessed for eligibility based on the inclusion and
exclusion criteria. The main inclusion criterion was for studies focused on aspects of CTl sharing with a particular
interest in CTl sharing in broad societal contexts, for example, beyond single organizational boundaries. In terms
of the exclusion criteria, articles that primarily focused on CTI technical solutions not related to sharing were
excluded, as well as articles in which CTl sharing was tangential. At the end of this screening process, 26 studies,
including 2 that were identified through citation snowballing, were selected for inclusion in the final review.

Identification of new studies via databases and registers Identification of new studies via other methods
c
2
E Records idertified from: Records removed before screening: Records identified from:
Z;_ Databases (n = 87) Duplicate records (n = 16) Citation searching (n = 2)
@
=]

Records screened Records excluded
(n=71) (n=12)

Reports saught for retrieval Reports not retrieved Reports sought for retrieval Reports not retrieved
(n=58) (n=NA) (n=2) n=

Screening

Reports excluded:
Not directly relevant to the
| Reports assessed for eligibility in2sarch lopic (n=17) Reports assessed for eligibility Reports excluded:

(n=59) relevant insights {n = 11) (=2 (n = NA)
insufficient contert for meaningful
analysis (n =7)

New studies included in review
(n=26)

Included

Figure 2: Identification of studies included in the review

The selected articles were imported into the NVivo qualitative data analysis tool for subsequent narrative
analysis. The narrative analysis adopts a template analysis methodology, which augments grounded theory
methods used in this analysis, i.e., open and axial coding, with a priori codes informed by literature and the
inquiry in this research (Corbin and Strauss, 1990; King and Brooks, 2016). As such, the analysis started with the
broad codes of “challenges of CTl sharing” and “opportunities of CTl sharing” and used open coding to fill in the
details. A qualitative synthesis, presented hereafter, was undertaken to highlight current knowledge, emerging
trends, and future research directions in CTl-sharing. Overall, this approach ensures that the study captures a
comprehensive, evidence-based view of CTl-sharing in cross-domain contexts towards strengthening whole-of-
society cyber resilience.

3. Challenges of Cross-Domain CTI Sharing

Despite the benefits of CTl sharing in enhancing collective cyber resilience, various challenges hinder its adoption
and effectiveness. The following are the key challenges that have been identified from the literature review.

Cost

Financial limitations remain a critical barrier to CTl sharing, especially for small and mid-sized enterprises (SMEs)
that struggle to allocate resources for dedicated threat intelligence programs. Establishing and maintaining CTI-
sharing platforms demands significant investments in infrastructure, personnel, and ongoing operational costs,
making participation difficult for organizations with constrained budgets (Dykstra et al., 2023).
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Human resources challenges

Many organizations lack the necessary technical and human resources to effectively utilize and integrate CTI
into their cybersecurity operations (Alaeifar et al., 2024). Many organizations lack the budget to recruit and
retain in-house analysts, which weakens their ability to interpret shared intelligence effectively and respond to
threats in real-time (Piazza et al., 2023). This talent gap limits participation in intelligence-sharing networks and
reduces the overall effectiveness of collaborative cybersecurity efforts (Wagner et al., 2019) .

Workforce fatigue and skills shortages further complicate intelligence-sharing efforts. Security analysts are often
overburdened with operational tasks, leading to burnout and high turnover rates, which disrupt the continuity
of intelligence-sharing programs (Stojkovski et al., 2021). Additionally, CTI sharing relies heavily on tacit
knowledge, which is often lost when experienced analysts leave an organization, creating gaps in intelligence
analysis and dissemination (Jesus et al., 2024).

perational challenges

Another challenge is the sheer volume of shared intelligence. Security teams receive large amounts of data but
lack efficient ways to filter and prioritize what is truly useful (Jesus et al., 2024). Without real-time feedback
between intelligence providers and consumers, refining and verifying shared data becomes difficult, reducing
its reliability in stopping threats before they spread (Valdés Rios et al., 2024). Delays in updating intelligence also
create blind spots, leaving organizations exposed to emerging cyber threats (Du et al., 2020).

Return on investment

For many organizations, the return on investment (ROI) for participation in CTl sharing is unclear, making it hard
to justify the costs of subscription-based CTI sharing platforms or investments in automation and analytics tools.
While government-funded cybersecurity initiatives, open-source intelligence-sharing platforms, and subsidized
cybersecurity training programs exist, they often fail to cover the full range of expenses needed for effective
intelligence-sharing adoption (Dykstra et al., 2023).

Financial liabilities

Concerns over potential financial liabilities further discourage participation in CTl sharing networks.
Organizations fear penalties if shared intelligence is incomplete or misleading, making them hesitant to
contribute to CTl-sharing networks (Sauerwein et al., 2024).

Reputational risks

The fear of exposing vulnerabilities discourages companies from fully engaging in intelligence-sharing networks,
particularly when incidents could attract negative publicity (Piazza et al., 2023). In some cases, organizations
practice "circumstantial sharing", selectively sharing threat intelligence only when it aligns with internal
priorities or regulatory pressures rather than as a continuous practice (Nainna et al., 2024).

Legal challenges and Data privacy

Depending on the legal frameworks applicable in different jurisdictions, some organizations might not be
inclined to share information about their cybersecurity posture and experiences which could expose them to
legal scrutiny (Piazza et al., 2023). Further, some organizations struggle with interpreting and understanding
legal obligations with regards to disclosures and CTl sharing in different relevant jurisdictions. For example, the
General Data Protection Regulation (GDPR) and similar frameworks introduce additional restrictions, requiring
firms to comply with stringent data protection rules before sharing intelligence (Ali et al., 2021).

Jurisdictional compliance

Differences in cybersecurity laws, compliance requirements, and data privacy policies make it difficult for
organizations to share intelligence across borders. These challenges slow down collaboration and limit how
much threat intelligence can be exchanged to improve global cybersecurity (Ali et al., 2022). Conflicting laws and
regulations create uncertainty in CTl sharing. Different countries impose varied regulations, making it difficult
for organizations to exchange threat data without legal risks (Alaeifar et al., 2024); (Sauerwein et al., 2024).
Regulatory uncertainty further complicates the issue. Many organizations fear non-compliance with regional
cybersecurity laws, making cross-border intelligence sharing difficult (Alaeifar et al., 2024).
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Adversarial risks

Cybercriminals have been known to infiltrate intelligence-sharing networks to study detection techniques,
identify weaknesses, and refine their attack methods (Jesus et al., 2024). If intelligence-sharing platforms lack
robust verification and security controls, they can become a goldmine for threat actors, who exploit these
insights to evade defences and launch more sophisticated attacks (Ma et al., 2023). At the same time, adversaries
can exploit disclosed intelligence to refine attack strategies, increasing the risks associated with open
information exchange (Jesus et al., 2024).

Competitive risks

Concerns about competition make many organizations hesitant to share CTl. Some fear that instead of
strengthening collective security, their shared intelligence could be leveraged by competitors for strategic or
financial gain, reducing their own security advantage (Piazza et al., 2023). This hesitation is especially strong in
sectors where cybersecurity is seen as a competitive differentiator, making organizations reluctant to disclose
insights that could expose their own security postures (Dykstra et al., 2023).

Free-riding and Lack of incentives to contribute

Another major challenge is free riding, where organizations consume shared intelligence but do not contribute
back. This imbalance weakens CTI networks, leading to a lack of reciprocity and discouraging active participation
(Dykstra et al., 2023). Without incentives to contribute and mechanisms to ensure fair contributions,
intelligence-sharing platforms risk becoming one-sided, benefiting only those who extract value without adding
to the collective pool of knowledge (Jesus et al., 2024).

Lack of trust

One of the biggest hurdles in CTl sharing is lack of trust. Many organizations hesitate to participate because they
worry about data security, competition risks, and potential legal issues (Sauerwein et al., 2024). Sharing threat
intelligence can feel risky, as revealing vulnerabilities might expose weaknesses that adversaries or competitors
could exploit (Jesus et al., 2024).

Governance challenges

Decentralized intelligence-sharing models offer greater transparency and trust, but governance and control
issues make them difficult to manage (Zhang et al.,, 2022). Organizations struggle to balance control and
accessibility, ensuring that sensitive intelligence remains protected while still enabling effective collaboration.
Without strong governance structures, the risks of misuse, unauthorized access, and data leaks increase, leading
some organizations to hesitate in adopting decentralized models.

Technology interoperability and Standard incompatibility

Without standardized data formats, automated threat processing becomes difficult, forcing security teams to
rely on manual methods that are slow and error-prone (Jesus et al., 2024). While structured formats like STIX
and TAXII help streamline sharing, in general, standards and technology differences in make it hard for
organizations to exchange intelligence seamlessly (Alaeifar et al., 2024).

Organizational barriers

Differences in security maturity, trust issues, and system compatibility make smooth collaboration difficult (Jesus
et al., 2024).

Socio-cultural differences

Cultural and language differences also impact collaboration. Since CTI sharing spans multiple sectors and
geographic regions, misunderstandings and inconsistent threat interpretations can hinder cooperation
(Stojkovski et al., 2021). Some organizations struggle with English-based intelligence-sharing platforms, while
others have differing perceptions of cyber threats based on regional security environments.

Technical developments and emerging technologies

Automation gaps in CTI processing and sharing create inefficiencies. Without automated threat processing,
organizations rely on manual workflows, which take time and increase the risk of human error (Valdés Rios et
al., 2024). The need for real-time analysis is growing, but many current systems lack the capability to integrate
shared intelligence quickly and accurately (Du et al., 2020).
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Data classification and sensitivity

CTl sharing in high security contexts, such as those involving national security and military stakeholders, must
ensure that classified or sensitive data reaches only authorized personnel while preventing leaks or misuse
(Przybyszewski et al., 2024). Strong security measures, trust mechanisms, and controlled access policies are
necessary to maintain both security and operational efficiency. Finding the right balance between collaboration
and secrecy can be a challenge.

Legal challenges

Legal and Regulatory

——Jurisdictional compliance |

—{Data classification / sensitivity |

Return on investment

Economic and
Financial

Cost| Lack of incentives

Free-riding | |Financial liability

Competitive risks

CTI Sharing

|Governance challenges |

Challenges i ati
9 —‘ Organizational L [Organizational barriers | [Repulational risks |

—Human resources challenges |

—|Operational challenges | [Adversarial risks)

. Lack of technology interoperability
— Technical —

_‘ Social and Political ~—

Figure 3: Initial taxonomy of (cross-domain) CTI sharing challenges
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An initial taxonomy (Figure 3) of the challenges of cross-domain CTI sharing has been formulated based on the
high-level classification into legal and regulatory, economic and financial, organizational, technical, and social
and political challenges. While these are clustered into distinct categories, some of these co-occur across
categories and can be closely linked. For example, the human resource challenges under organizational
challenges are closely related to and interact with the cost challenges under the economic and financial category.

These challenges identified above continue to hinder the effectiveness of cross-domain CTI sharing and to
hamper efforts towards whole-of-society cyber resilience. However, efforts to improve collaboration and
coordination within the cybersecurity ecosystem, including through improved CTI sharing, continue to advance
around the world. Further, despite these challenges, opportunities for enhancing cross-domain CTI sharing
remain.

4. Discussion and Opportunities for Cross-Domain CTI Sharing

One of the underlying challenges in cross-domain CTI sharing is that of lack of trust between different
participating stakeholders. To tackle this, experts suggest trust-building methods like cryptographic assurance
models and federated risk assessments. These help make data sharing more secure and reliable (Zhang et al.,
2022). Another approach is reputation-based verification, where shared intelligence is rated for accuracy and
reliability before being widely distributed (Piazza et al., 2023). While these strategies help, building trust remains
a slow process and it is not just about security; it also requires a shift in people’s thinking patterns, where
organizations see intelligence sharing as a collective defence strategy rather than a risk (Piazza et al., 2023).

Organizations need more confidence that shared intelligence is accurate, useful, and won’t be misused. New
methods and policies are still needed to address these concerns and encourage broader participation in CTI
sharing. Some of the approaches that can support the safe, secure, and trusted sharing of CTI data include
privacy-preserving technologies, using social network analysis approaches to understand intelligence flows,
developing scalable and flexible sharing models that enforce strong cybersecurity at every level and maintaining
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the right balance between security, accessibility, and collaboration (Piazza et al., 2023; Sleem and Elhenawy,
2022).

To improve operational efficiency, organizations need better automation and standardization in CTl-sharing
platforms. Adopting consistent formats across different systems to help reduce compatibility issues (Alaeifar et
al., 2024). Machine learning tools can also help process intelligence faster, filtering out noise and highlighting
the most critical threats (Jesus et al., 2024). Blockchain-based verification methods add another layer of trust,
ensuring that shared intelligence remains accurate and tamper-proof (El-Kosairy et al, 2024). With these
improvements, organizations can make CTl-sharing more reliable, actionable, and effective in strengthening
cybersecurity.

Addressing the economic and financial challenges, cost-sharing models and industry collaboration could help
SMEs access intelligence-sharing networks without bearing the full financial burden. Establishing public-private
partnerships, financial incentives, and pooled cybersecurity resources would support broader participation while
ensuring that smaller organizations can still benefit from shared intelligence without excessive upfront costs
(Alaeifar et al., 2024). Additionally, developing targeted subsidized training programs for cybersecurity
professionals would help bridge the talent gap and enable more effective use of shared intelligence within the
industry (Piazza et al., 2023). Besides these formalized partnership and collaborations models, decentralized
models for CTI sharing are gaining attention to further address the trust and security concerns (Zhang et al.,
2022). By decentralizing CTl-sharing, organizations reduce reliance on central authorities and lower the risks of
data monopolies or single points of failure (Alaeifar et al., 2024). Despite these benefits, decentralized CTI-
sharing models are not without challenges, including delays in real-time intelligence sharing, and legal
uncertainties which make widespread adoption difficult (Ainslie et al., 2023). To address these issues,
researchers are exploring hybrid models that combine the benefits of decentralized systems with faster and
more efficient verification methods (Wen et al., 2024).

Another collaboration approach is through open-source and community-driven CTI platforms, which provide an
affordable way for organizations with limited cybersecurity resources to participate in intelligence sharing. These
platforms lower the barriers for smaller entities to access valuable threat information, fostering a broader and
more inclusive defence network (Jesus et al., 2024). However, the reliability of shared intelligence remains a
major concern. Without proper validation, incorrect or misleading threat data can weaken security efforts rather
than strengthen them. To address this, reputation-based verification models help assess the credibility of shared
intelligence before organizations act on it. Blockchain-based incentivized participation frameworks can also
encourage fair, more accurate, and responsible contributions to intelligence-sharing initiatives while
discouraging free-riding (Nguyen et al., 2022). While these solutions improve trust and accuracy, maintaining
high-quality intelligence in an open-sharing environment still presents ongoing challenges.

Around the world some of these solutions are being adopted to address the challenges of cross-domain CTI
sharing. It is imperative that effective collaboration and partnership frameworks are established, interoperable
standards and technologies are developed, and initiatives established to enable participation of broad sectors
of society towards collective cyber resilience.

5. Conclusion

This research undertook an extensive systematic literature review to examine the challenges of cross-domain
CTI sharing and why it remains a difficult challenge despite its importance in strengthening collective cyber
resilience. The research found that factors, such as trust concerns, differences in organizational policies and
regulations, and interoperability gaps, which can be clustered into legal and regulatory, economic and financial,
organizational, technical, and social and political factors, continue to hamper effective and seamless
collaboration. A taxonomy that classifies and characterises these cross-domain CTI sharing challenges, has been
proposed to help researchers and practitioners better understand these challenges and develop relevant
solutions.

Organizations hesitate to share intelligence, fearing misuse or exposure, while country-specific policies
complicate the process. Even with frameworks like STIX and TAXIl improving standardization, technical barriers
persist, limiting real-time intelligence exchange. Without effective CTI sharing with accuracy in quality and
timelines, its potential impact weakens at organizational levels. To make sharing work, trust must grow,
regulatory alignment must improve, and technology needs to keep up with evolving threats.

As future work, stakeholders from public and private sectors could be interviewed to gather insights that support
the development of a framework for cross-domain CTI sharing aimed at enhancing whole-of-society resilience.
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This framework could then be further developed and validated through engagement with stakeholders and
other participants to assess its relevance and inform practices that strengthen cyber resilience across society.
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