EDUHints: A Human-in-the-Loop Small Language Model Hint
Generation System for Cybersecurity Education

Taylor Wolff?, Richard Weiss?, Jack Cook?, Joseph Granville! and Jens Mache?
The Evergreen State College, Olympia, Washington, USA
2Lewis & Clark College, Portland, Oregon, USA

taylor.wolff@evergreen.edu
weissr@evergreen.edu
cookjackc@gmail.com
jwgranville@gmail.com
jmache@Iclark.edu

Abstract: The problem that we study is how to efficiently generate hints for students who are engaged in hands-on
cybersecurity exercises. Students sometimes get stuck and can become frustrated when they are missing information that is
necessary for solving a challenge. While large language models (LLMs) could help, they can be expensive to use and typically
require the sharing of student data with third-party Al providers. In order to minimize computational overhead and financial
costs, we chose to deploy a small language model (SLM) with retrieval-augmented generation (RAG). In addition, we use a
human-in-the-loop approach, where the instructor reviews the Al-generated hints before they reach the student. This keeps
the instructor involved, increases the quality of the hints presented to the student, and preserves student-instructor
interaction while reducing the cognitive load on the instructor. We have tested our hint generation system “EDUHints” in
the classroom, collecting qualitative responses from 15 students via three brief surveys.
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1. Introduction

EDURange is a cybersecurity education platform "designed especially for the needs of teaching faculty. The
scenarios we have implemented are designed specifically to nurture the development of analysis skills in
students as a complement to both theoretical security concepts and specific software tools" (Weiss et al, 2017).
EDURange3’s source code and build instructions are publicly available at github.com/edurange/edurange3.
Students can connect and participate via the application's web user interface and terminal. The application
features an integrated chat messaging system to communicate with the instructor directly. Scenarios are
cybersecurity exercises with both tasks to complete and questions to answer. Each student's command line
activity, chat messages, and question responses are logged and viewable by the instructor via a user interface.

Students may need assistance while completing scenarios. Thus far, the primary method instructors employed
to assist students was the manual composition and sending of hints via application’s chat messaging system.
While instructors found that this method could be effective, it was time-consuming. The slowness of this process
resulted in some students not receiving enough assistance, especially in larger classes. To address this problem,
we sought to investigate and develop a new system that could improve the efficiency with which an instructor
can assist students. In this paper, we present ‘EDUHints’, a human-in-the-loop small language model hint
generation system for cybersecurity education. We developed EDUHints with four objectives in mind:

e O1. Increase the efficiency at which an instructor can provide hints to students.

e 02.Improve instructor workflow while preserving organic student-instructor interaction.
e 03. Provide a cost-effective alternative to paid third-party large language model APIs.

e (OA4. Preserve student data privacy.

This paper begins with a discussion on generative Al technologies, followed by an overview of the system's
human-in-the-loop design, current user interface, capabilities, early testing methodologies, results, and
discussion. We conclude with a review of our objectives and plans for future work.

2. Prior Work: Generative Al Technologies

Previous research efforts regarding the development and testing of Al systems that assist students have
primarily focused on the integration of LLMs (Hellas, Leinonen, and Leppanen, 2024; Salminen et al, 2024; Lieb
and Goel, 2024; Neumann et al, 2024). Yet, there are many drawbacks to LLMs. They can use excessive amounts
of computing power, be costly for the student or school, and potentially require the sharing of sensitive student
data with a third-party Al provider. Yu et al (2025) propose a possible alternative for educational software, the
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small language model (SLM). SLMs are language models with less computational complexity than their larger
counterparts. Lu et al (2024) note that “The vision behind SLMs is to democratize access to machine intelligence,
making it both accessible and affordable to people everywhere.” While SLMs typically perform worse than LLMs,
the emerging technique of retrieval-augmented generation (RAG) has shown promise in enhancing an SLM’s
performance such that they outperform some larger models (Liu et al, 2024). Because of their reduced
computational requirements, many SLMs can thus be locally deployed, running on even modest consumer CPUs
(ggml-org, 2025). The SLM appears to have potential as a lower cost, more private, and reasonably performant
alternative to third-party LLM APIs.

3. Human-in-the-Loop Design

With the rapid adoption of Al tools, its potential to enhance and/or replace the role of educators remains
debated. Work by Chan and Tsi (2024) concluded in part that “There appears to be a consensus among teachers
and students that generative Al cannot replace the human qualities of teachers that are essential for facilitating
students’ generic competency development and personal growth. However, as generative Al is set to become a
prominent feature in many areas of everyday life, higher education institutions need to rethink how curricula
can be designed to capitalize on the human qualities of teachers and the potential of generative Al to transform
learning. Ultimately, creating a synergy between humans and technology is key to success in an Al-dominated
world.”

Our primary concern is the potential for students to develop an over-reliance or over-dependence on these
tools. Zhai, Wibowo, and Li (2024) examine this topic extensively, noting that students’ over-dependence on Al
dialog systems may impact many of their “essential cognitive abilities, including decision-making, critical
thinking, and analytical reasoning.” We have concerns that such an over-dependence may lead to fewer students
seeking interaction with their instructors. To sidestep the problem of over-reliance altogether, we developed a
human-in-the-loop system where instructors alone are provided access to Al tools. From the system’s
dashboard, instructors can request, edit, and send Al-generated hints directly to students participating in
EDURange scenarios. The instructor also serves as a moderator of any and all Al-generated content, which,
despite preventative guardrails, can still contain factual errors, hallucinations, and offensive content.

Third-Party Al

Provider

Potentially sensitive student
logs and data might ba sant
to third-party entities, a risk
to student data privacy.

Al Chatbot/Tool <

L 4

-
W

Student The student uses the tool The instructor can Instructor
directly. They become analyze student activity and
reliant on it intervene but may have little
control other than disabling
the ool

Figure 1: User diagram of a typical Al classroom assistant. Students may prioritize asking the Al tool before
the instructor, possibly reducing student-instructor interaction
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Local EDURange Application Environment

The leaming enviranment Student Activity ] EDUHints Instructors can analyze

is provided locally - no Logs Dashboard student activity and use

axternal APl is required. Al tools at their own
discretion.

Student-Instructor
Chat System

-
>

A

Student The EDUHints system can generate hints on the instructor's own Instructor

CPUIGPU alone, privately and securely.

Figure 2: User diagram of the EDUHints system. Students don't use the Al tool directly, preserving student-
instructor interaction

4. User Interface

For its user interface, EDUHints features a dashboard consisting of three tools: the log viewer, settings menu,
and hint manager.

[ Select Scenario | ] [ Select Student | ] Tool 1: A Log Viewer

The instructor can select a student
] and view their three most recent

bash, chat, and answer log entries.

[ Student Logs

Bash Logs:

Student bash logs appear here

Chat Logs:

Student chat logs appear here

Answer Logs:

Student answer logs appear here

Tool 2: A Settings and Advanced
Settings Menu
The intsructor can customize the
system's hint generation process.
[ Settings Offering two hint presets by
default, one for prioritizing a hint's
generation speed the other it's
quality. If they want more control
over the process we offer

Prioritize Speed Prioritize Quality additional settings under the
Advanced Settings menu.

Advanced Settings

Tool 3: A Hint Manager

The hint will appear here upon
generation. The instructor can then
edit and send the hint directly to
the student via the platform's
integrated chat messaging system.

Hint Editor

[ Ganerate Hint ] [ Edit Hint ] [ Send Hint J

Figure 3: Diagram of the EDUHints dashboard Ul
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5. Capabilities
5.1 Deploy EDUHints Locally or in the Cloud

The EDUHints system leverages the reduced size and complexity of SLMs to generate hints on the CPU and/or
GPU of the EDURange processes’ host machine with the llama.cpp library (ggml-org, 2025) and its Python
language bindings (abetlen, 2025). To do so, a machine with at least 8GB of RAM, an 8-core CPU, and 40GB of
storage is recommended.

Because EDUHints is currently a subsystem of the EDURange application, it must run on the same device as its
parent EDURange process, whether that process runs on the instructor’s computer, a cloud-based virtual
machine, or anywhere else. While the system’s functionality has been tested extensively on local hardware, for
classroom tests, we decided to avoid complications with our respective institution’s IT infrastructure for now by
running EDURange/EDUHints on a private and affordable e2-highcpu-8 Google Cloud virtual machine with eight
Virtual CPUs and 8GB of RAM (Google, 2025). Once all infrastructural details are assessed, our goal is to run
EDURange/EDUHints exclusively on the instructor’s own local hardware for all future full live classroom tests of
the EDUHints system.

5.2 Phi-3 and Model Compatibility

The default SLM for EDUHints Version 1.0 is the open-source and permissively licensed (MIT license) Phi-3-Mini-
4k-Instruct language model from Microsoft. Phi-3 is a 3.8 billion parameter language model who’s performance
benchmarks rival those of some LLMs (Abdin et al, 2024). While Phi-3-Mini-4k-Instruct is the only model tested
thus far, any model compatible with llama.cpp should also be compatible with our system. We want to verify
this in future work.

5.3 Retrieval-Augmented Generation

Upon the request of a hint, EDUHints leverages retrieval-augmented generation (RAG) to enhance the hint’s
prompt with the selected student's recent log data and an optional "Scenario Context File.” This simple text file
provides a high-level summary of the particular scenario's challenges, themes, and learning objectives. We
believe that hints generated with this additional file may prove more relevant to students.

5.4 Generation Times

The average generation time for a hint can vary depending on its generation settings and the target student’s
recent logs. For one classroom test with the “Treasure Hunt” scenario where various generation settings were
selected throughout, the average generation time for a hint was 38.25 seconds.

6. Classroom Tests

In order to gauge students' overall experience with the first public test version of EDUHints, three classroom
tests were conducted at two small liberal arts colleges in the United States. Two of these tests occurred within
introductory computer science courses and one in an advanced computer science course. Each test was
approximately an hour in duration. The EDUHints system was operated by one developer who had limited
cybersecurity knowledge and instructional experience. The operator monitored the chat and log activity of
students to identify which needed help, either expressly through chat messages or by indicators such as
repeated failed attempts at answering an exercise question. Hints were edited for length or grammar, with off-
topic hints omitted. An optional, anonymous Google Forms survey was provided at the end of each test. This
survey first asked participants whether or not they received an EDUHint, and if so, to then rate their agreement
or disagreement with three statements on a Likert-type scale with five choices ranging from “Strongly Disagree”
to “Strongly Agree".

7. Results

Approximately 60 students participated in the classroom tests; from these, 15 students received EDUHint(s), all
of which provided a response to each statement for a total of 45 statement responses.
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Number of Responses
3

Strongly Disagree  Disagree Unsure Agree Strong Agree

Response

Figure 4: Bar chart for aggregate of responses to survey statements (n = 45)

Mumber of Responses

Strongly Disagree  Disagree Unsure Agree Strong Agree

Response

Figure 5: Bar chart representation of student responses to statement 1: “The EDUHints(s) | received were
easy to understand” (n = 15)

Mumber of Responses
-

Strongly Disagree  Disagree Unsure Agrae Sfrong Agree

Response

Figure 6: Bar chart representation of student responses to statement 2: “The EDUHints(s) | received were
relevant to what | was working on” (n = 15)
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Mumber of Responses
-

Strongly Disagree  Disagree Unsure Agrea Strong Agree

Response

Figure 7: Bar chart representation of student responses to statement 3: “The EDUHints(s) | received helped
me to solve problem(s) | was stuck on” (n = 15)

8. Discussion

While early survey results show that more respondents agree than disagree with statements 1 and 2, responses
to statement 3 and the high proportion of unsure responses indicate an overall mixed or unsure response from
students. We suspect that the system currently generates hints of an inconsistent quality. In order to investigate
the variability of their quality, we plan to develop a quantitative process for evaluating the quality of generated
hints. Such a high proportion of unsure responses may also indicate a need to reevaluate our currently subjective
surveying methods.

Our work faced several limitations, most notably a small number of test participants, which we hope will increase
in the near future through efforts of academic collaboration and involvement with both local and national
cybersecurity education communities. Another challenge has been the technical limitations of EDURange’s
current data logging system, which is undergoing a significant redesign.

9. Conclusion and Future Work

We have developed and tested a human-in-the-loop small language model hint generation system for
cybersecurity education. Amongst our four objectives, we have thus far accomplished objectives two, three, and
four via the system's human-in-the-loop design and local deployment capabilities. For objective one, further
improvements to the system are desired, such as methods for evaluating the quality of generated hints, reducing
generation times, testing the performance of newer models such as Phi-4 (Abdin et al, 2024), model fine-tuning,
and extending the work of Birdwell et al (2024) and Svabensky et al (2022) by developing a classifier for
automatically identifying which EDURange students may need help.
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