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Abstract: Quantum attacks on cryptographic systems remain hypothetical but are grounded in strong theoretical 
foundations. The emergence of quantum computing presents a significant challenge to national security, particularly in 
protecting critical infrastructures such as energy grids, financial systems, and healthcare networks. Quantum algorithms like 
Shor’s may soon be capable of breaking widely used cryptographic standards (RSA, ECC, AES), rendering current encryption 
obsolete and exposing essential services to disruption and data breaches. These vulnerabilities could threaten economic 
stability and public safety on a national scale. This paper analyzes the risks posed by quantum computing to classical 
cryptographic frameworks and evaluates quantum-resistant alternatives such as lattice-based, hash-based, and code-based 
cryptography. It assesses their theoretical soundness and suitability for securing national critical infrastructure. The analysis 
also explores the dangers of delayed implementation, where postponed adoption of post-quantum cryptography (PQC) could 
expose systems to future quantum-enabled cyberattacks. Additionally, the paper discusses the challenges of integrating PQC 
into existing systems, including regulatory compliance, interoperability, and operational readiness. Without coordinated 
strategies and accelerated transition plans, nations risk severe consequences, including financial disruption, healthcare 
service breakdowns, and energy supply chain failures. Finally, the study highlights the need for international cooperation, 
policy alignment, and robust testing to ensure the effective deployment of quantum-resistant solutions. Prompt action is 
essential to preserve the confidentiality, integrity, and availability of vital national systems in the face of the advancing 
quantum threat landscape. 
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1. Introduction 
The emergence of quantum computing represents a paradigm shift in technology with profound implications for 
cybersecurity and critical infrastructure. Quantum computers, leveraging principles of superposition and 
entanglement, are poised to perform computations at scales and speeds unattainable by classical systems. While 
this offers tremendous opportunities for advancements in fields such as drug discovery, artificial intelligence, 
and materials science, it also introduces existential challenges to the cybersecurity frameworks underpinning 
national security, financial stability, and public safety. 

Current cryptographic algorithms, such as RSA, ECC, and AES, are foundational to securing digital 
communications and protecting sensitive data. However, the advent of quantum algorithms like Shor's and 
Grover's presents a credible threat to these standards. These algorithms have the theoretical capability to 
undermine the mathematical hardness assumptions that form the basis of traditional cryptography. This 
looming "quantum apocalypse" could lead to widespread vulnerabilities, allowing malicious actors to intercept, 
decrypt, and exploit encrypted data with devastating consequences. 

This paper investigates the vulnerabilities of existing cryptographic frameworks to quantum-enabled 
cyberattacks and explores the transition to post-quantum cryptography (PQC). By focusing on lattice-based, 
hash-based, and code-based cryptographic solutions, it assesses their resilience to quantum threats and 
scalability across critical infrastructure sectors. Furthermore, the paper evaluates the regulatory and operational 
challenges in adopting PQC standards, emphasizing the importance of proactive policy-making and international 
cooperation to mitigate quantum risks. 

The urgency of this transition is underscored by the potential for catastrophic outcomes, such as compromised 
energy grids, disrupted financial markets, and breaches of healthcare networks. To address these challenges, 
the paper outlines a roadmap for achieving quantum resistance, emphasizing the need for crypto-agility, hybrid 
cryptographic solutions, and strategic investments in quantum-resilient technologies. Through this analysis, the 
study aims to provide a comprehensive framework for fortifying critical infrastructure against the emerging 
quantum threat landscape. 
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Research Questions 

Q1) How will quantum computers break current encryption algorithms 

Q2) How will quantum-proof algorithms prevent a quantum apocalypse 

Q3) What is the roadmap for industries to become quantum-resistant? 

2. Background 
The Quantum Apocalypse refers to the plausible scenario where quantum computers render current 
cryptographic defenses obsolete, exposing sensitive data to decryption through advanced quantum algorithms. 
Exploiting tactics like Store Now, Decrypt Later (SNDL), adversaries can intercept encrypted information today 
and decrypt it once quantum capabilities mature—posing long-term risks to government secrets, financial 
records, and intellectual property. The U.S. Department of Homeland Security has identified three core National 
Critical Functions—internet communication services, identity management, and IT products—as pivotal to 
enabling a secure transition across all infrastructure sectors. However, replacing or upgrading billions of 
cryptographic systems could take decades, making immediate action essential. Organizations must begin by 
assessing data lifespans, inventorying cryptographic assets, adopting hybrid encryption, and ensuring crypto-
agility. Case studies from Fujitsu and QuSecure demonstrate the feasibility of quantum-resilient deployments in 
sectors like network infrastructure and healthcare. Yet, these technical advancements must be matched by 
policy development, international coordination, and ethical oversight. Ultimately, preparing for the Quantum 
Apocalypse demands a unified strategy that blends innovation, governance, and cross-sector readiness to 
safeguard critical systems against emerging quantum threats. 

3. Related Work 
3.1 Assessments of Quantum Computing Vulnerabilities of National Critical Functions 

To address the urgency and the necessity of the post-quantum-cryptography transition, the National Risk 
Management Center of the Cybersecurity and Infrastructure Agency assigned Homeland Security Operational 
Analysis Center with assessing the quantum computing vulnerabilities affecting the National Critical Functions 
(NCF’s) as identified by the U.S. Department of Homeland Security (DHS). 

A NCF is defined as the functions of the government or private sector that enable national economic security 
and national public health and safety. 

This risk assessment process encompassed two categories of vulnerabilities for NCF’s: catch and exploit and 
authentication. Catch-and-exploit is a technique where organizations or individuals capture encrypted data in 
transit and store it for later description for malicious usage. Another common term for this technique is Store-
Now-Decrypt-Later (SNDL). Authentication is where organizations or individuals gain remote access to a 
particular NCF’s infrastructure for malicious intent. 

The assessment process starts out by identifying sensitive data the chosen NCF uses and how they are vulnerable 
to quantum computers. The confidentiality lifetime of the data then guides the urgency rating for that NCF. This 
drives to assess scope of the organizations and systems needing updates and entailing costs of the transition are 
also recorded. Finally, the assessments also consider future predicted factors that might exacerbate the 
vulnerabilities the targeted NCF. 

Out of the fifty-five NCF’s, six were rated high priority, fifteen as medium priority, and 34 as low priority. 

The assessment also identified three NCF’s as key enablers for the PQC transition. These include, NCF 3 (Provide 
Internet-Based Content, Information, and Communication Services), NCF 35 (Provide Identity Management and 
Associated Trust Support Services), and NCF 52 (Provide Information Technology Products and Services.) Being 
the enablers of the PQC transition means every other NCF depends upon these three NCF’s to produce products 
that will enable other NCF’s to transition to PQC. NCFs 3 and 52 are currently responsible for performing public 
key encryption operations and NFC 35 is responsible for issuing digital certificates. For example, a web-based 
organization can migrate its website to PQC only if the web server hardware allows for issuing post-quantum 
digital certificates. 

The scope of this assessment only covers government systems that are remotely accessible and depend upon 
quantum-vulnerable cryptography. 

294 
The Proceedings of the 24th European Conference on Cyber Warfare and Security, ECCWS 2025



Shreyas Kumar et al. 

 

Number Name Urgency Scope Cost Other 
Factors 

Priority for 
Assitance 

3 Provide Internet Based Content, 
Information and Communication Services.  

High High Medium Exacerba
ting 

High  

35 Provide Identity Management and 
Associated Trust Support Services 

Medium High Low Mitigating Medium 

52 Provide Information Technology Products 
and Services 

High High High Neutral High 

53 Provide Material and Operational Support 
to Defense 

High High High Neutral High 

3.2 Quantum Proof Transition 

The World Economic Forum’s Global Future Council of Quantum Computing predicts that nearly 20 billion digital 
devices, such as ATM machines, smartphones, Wi-Fi routers, and Internet of Things (IoT) devices, will either need 
upgrading or replacement to transition into post-quantum network infrastructure, which could take 
approximately 20 years to complete. As this process disrupts the ongoing pace of technological development, 
organizations must begin by building awareness of the quantum threat, recognizing the macro- and micro-level 
impacts quantum computing could have on business models, and using this understanding to advocate for 
investment in quantum-safe cryptography infrastructure. Moreover, organizations should assess the lifetime of 
data, identifying high-value, long-lifetime data vulnerable to quantum attacks and implementing quantum-safe 
cryptography accordingly. To become crypto-agile, an organization must inventory existing cryptographic assets, 
categorize data by security levels, and identify which cryptographic keys need updating or replacement. 
Additionally, addressing infrastructure limitations is critical as security protocols evolve, particularly with 
updates from NIST. Lastly, initiating the transition with hybrid solutions, which combine pre-quantum and post-
quantum cryptography, will ensure continued security during the shift to quantum-safe networks 
(Knackstedt et al., 2022). Transitioning to post-quantum cryptography (PQC) is a complex and resource-
intensive process, with quantitative estimates shedding light on the scale of the undertaking. A 2022 RAND 
Corporation study estimated that for large enterprises, the cost of a full PQC migration could range 
from $10 million to over $100 million, depending on the size of the organization and the complexity of its 
cryptographic footprint. For governments and multinational financial institutions, this figure could be 
significantly higher. The expected time frame for full implementation is similarly daunting—NIST and industry 
experts estimate 5 to 10 years for widespread adoption, assuming standardization is finalized by 2024–2025. 
This extended timeline accounts for the need to audit existing systems, update hardware and software, retrain 
personnel, and ensure compliance with evolving standards. The computational trade-offs among post-quantum 
algorithms also influence implementation feasibility. For example, lattice-based algorithms like Kyber and 
Dilithium offer relatively small key sizes and fast performance, making them suitable for general-purpose 
systems. In contrast, code-based schemes like Classic McEliece, while highly secure, have public keys that exceed 
hundreds of kilobytes, making them impractical for bandwidth-constrained environments. Hash-based signature 
schemes such as XMSS and SPHINCS+ provide robust security but suffer from large signature sizes and high 
signing times, particularly in high-throughput applications. These computational and bandwidth trade-offs will 
shape which algorithms are adopted for different sectors and use cases. Ultimately, the transition to PQC is not 
only a matter of urgency but also of strategic planning, resource allocation, and technical optimization. 

3.3 Hybrid Cryptographic Approaches 

Hybrid cryptographic approaches, which combine classical and quantum-resistant algorithms, are being actively 
explored as transitional solutions to address the looming threat of quantum computing. These approaches aim 
to provide security even if one algorithm (either classical or quantum-safe) is compromised. For example, in 
hybrid key exchanges, a classical algorithm like ECDHE is paired with a post-quantum algorithm such as Kyber. 
This ensures that the overall communication remains secure unless both components are broken 
simultaneously—a highly unlikely scenario with current knowledge. Companies like Google and Cloudflare have 
tested hybrid models in real-world settings (e.g., CECPQ2, CECPQ3, and hybrid TLS implementations), showing 
that such strategies are technically feasible and can be integrated into existing protocols like TLS 1.3. 
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In terms of long-term viability, hybrid cryptography is not expected to be a permanent solution. It’s primarily a 
stopgap that offers protection during the migration period to fully quantum-safe systems. Over time, as 
confidence in post-quantum algorithms increases and standards mature, organizations will likely phase out 
classical components. However, hybrid schemes offer a valuable buffer period that allows systems to adapt 
without rushing potentially risky transitions, especially in critical sectors like finance, healthcare, and 
infrastructure where security breaches have high stakes. 

Scalability remains a significant concern. Hybrid approaches often result in increased key sizes, signature lengths, 
or ciphertexts. For instance, a hybrid signature using both ECDSA and Dilithium can more than double the 
message size, which becomes problematic in bandwidth-limited environments like mobile networks or IoT 
ecosystems. Key exchanges in TLS sessions also become bulkier and slower, affecting scalability in high-traffic 
systems such as web servers and cloud platforms. Despite these challenges, large organizations and government 
entities are beginning to prototype scalable frameworks using tools like the Open Quantum Safe (OQS) project 
and NIST’s post-quantum migration guidelines. 

The computational overhead introduced by hybrid methods is another trade-off. Since both cryptographic 
algorithms need to be executed—sometimes serially, sometimes in parallel—this can significantly increase CPU 
and memory usage, particularly in constrained devices. While modern systems can often handle this overhead, 
legacy infrastructure and edge devices may struggle. Optimization strategies and hardware acceleration (e.g., 
using dedicated cryptographic processors) can help, but widespread deployment still requires careful 
benchmarking and tuning. 

In summary, hybrid cryptographic solutions are proving to be a viable transitional strategy. They provide 
defense-in-depth, allow time for post-quantum standards to stabilize, and support gradual integration into 
legacy systems. However, their long-term use is limited, and challenges related to scalability and computational 
performance must be carefully managed. As the quantum threat becomes more imminent and PQC algorithms 
are standardized, organizations should view hybrid models as part of a phased migration plan—not a final 
destination. 

3.4 Partnering on Developing Quantum Proof of Concepts: Quantinuum and Fujitsu 

This is a case study of Fujitsu’s implementation of post-quantum cryptography in their SD-WAN infrastructure 
as a proof of concept (PoC). Fujitsu partnered with Quantinuum, a quantum computing solutions provider, to 
implement their key generation platform into their software-defined wide area network (SD-WAN) as a PoC. The 
key generation platform uses quantum computers to generate perfect keys which can be used to encrypt 
network traffic. This provides quantum-proof security for cloud-hosted application solutions. (Knackstedt et al., 
2022) 

3.5 Phase-Based Approach by QuSecure 

QuSecure is a healthcare provider and healthcare data is under the threat of SNDL attacks. Thus, they have 
adopted a phase-based transition to post-quantum cryptography. They have deployed a combination of 
quantum random number generators, post-quantum cryptosystems, protocols, and monitoring software at a 
test pilot clinic. They have successfully tested and verified quantum resilient data transmission, and now they 
are expanding the solution to a broader number of clinics. Figure 19 shows the different types of transition 
techniques, and figure 20 gives a transition framework for companies to base their transition from. (Knackstedt 
et al., 2022) 

3.6 Policy and Regulatory Considerations 

Policymakers occupy a pivotal position in guiding quantum technologies toward global security and shared 
prosperity. By formally engaging with agencies such as the U.S. National Security Agency (NSA), France’s ANSSI, 
and Germany’s BSI, they can champion the adoption of a Quantum‑Secure Transition Framework, press for 
rigorous international standards on quantum‑era risk management, and insist on open, transparent research 
practices that invite broad scrutiny and collaboration (Knackstedt et al., 2022). At the same time, they must 
grapple with quantum computing’s pronounced dual‑use character: the same breakthroughs that fortify 
defenses can also supercharge offensive cyber capabilities, creating incentives for nations with strong basic 
infrastructure to funnel resources into attack vectors while others divert the same scarce expertise to urgent 
domestic needs. To blunt this emerging asymmetry, an arduous but necessary multilateral compact should 
address export‑control rules for highly specialized hardware, incentives for equitable technology transfer that 
narrows the digital divide, safeguards for supply‑chain resilience, and coordinated workforce‑development 
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initiatives—such as talent‑exchange or “no‑poach” agreements—that prevent a one‑way brain drain from 
developing economies. Only by weaving these elements into a coherent policy tapestry can international leaders 
ensure that quantum innovation enhances collective well‑being rather than reinforcing existing fault lines. 

4. Methodology 
This study adopts a multidisciplinary methodology to assess critical infrastructure vulnerabilities to quantum-
enabled cyber threats and to evaluate the efficacy of post-quantum cryptographic (PQC) solutions. It integrates 
threat analysis, cryptographic evaluation, and policy review to provide a holistic understanding of the 
technological and regulatory landscape shaping the quantum security transition. 

4.1 Data Collection Methods 

A structured literature review was conducted using sources from 2015 to 2025, including peer-reviewed 
journals, government publications, and technical whitepapers. Databases such as IEEE Xplore, SpringerLink, and 
official agencies like NIST, DHS, and ENISA were queried for materials focusing on quantum threats, PQC 
algorithms, and infrastructure-specific implementations. Selection criteria emphasized studies on the 
cybersecurity implications of quantum computing, the evaluation of cryptographic frameworks (lattice-, hash-, 
and code-based), and the scalability and applicability of PQC to sectors like finance, healthcare, and energy. 
Quantitative and qualitative analyses were employed to compare computational overhead, implementation 
feasibility, and progress toward standardization. 

4.2 Case Study Selection 

Two case studies were selected to illustrate real-world PQC deployment across sectors. Fujitsu’s integration of 
PQC into its SD-WAN infrastructure was chosen for its innovative application of quantum-safe protocols at the 
network layer and for its strategic partnership with Quantinuum, representing a scalable enterprise model. 
QuSecure was chosen for its phased transition strategy in healthcare, addressing long-term data confidentiality 
needs and the risk of Store-Now-Decrypt-Later attacks. These case studies provide contrasting yet 
complementary perspectives—network-level deployment versus healthcare data protection—and were 
selected based on verifiable outcomes and their value in illustrating sector-specific adaptation paths. 

4.3 Biases and Limitations 

This study acknowledges potential selection bias favoring high-visibility case studies with publicly available data, 
as well as publication bias where successful PQC implementations may be overrepresented. The findings are 
shaped by current technological capabilities, which are rapidly evolving, and the focus on large enterprises and 
government infrastructure may limit applicability to small organizations or developing regions. These biases 
were mitigated through source triangulation, validation of implementation claims, and emphasizing the 
conclusions' provisional nature in light of ongoing quantum advancements. 

5. Analysis 
5.1 Quantum Threats to Critical Infrastructure 

Quantum computing poses a significant risk to the security of critical infrastructure by threatening the 
cryptographic foundations of modern digital security. Traditional cryptographic methods, such as RSA, ECC, and 
AES, rely on mathematical problems that are infeasible for classical computers to solve within a reasonable 
timeframe. However, quantum algorithms such as Shor’s and Grover’s are theoretically capable of breaking 
these cryptographic barriers, exposing critical systems to cyber threats (Nielsen & Chuang, 2010; Relyea, 2022; 
Wickramasinghe, 2023; IBM, 2015). 

5.1.1 Vulnerabilities in national critical functions 

The U.S. Department of Homeland Security’s assessment of National Critical Functions (NCFs) highlights the 
sectors most at risk. These include telecommunications, financial services, energy infrastructure, and healthcare 
systems—each of which relies on secure cryptographic operations to protect data integrity and prevent 
unauthorized access. Quantum-enabled cyberattacks on these sectors could result in widespread service 
disruptions, data breaches, and even physical damage to infrastructure. 

A primary concern is the Store Now, Decrypt Later (SNDL) tactic, wherein adversaries collect encrypted data 
today with the intent of decrypting it once quantum capabilities mature. Sensitive government communications, 
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classified military information, and intellectual property are particularly susceptible to this approach, 
necessitating an urgent transition to post-quantum cryptographic methods. 

5.1.2 Implications for cyber warfare and national security 

Quantum computing introduces a new dimension to cyber warfare by enabling adversaries to break encryption, 
intercept secure communications, and manipulate financial transactions. The imbalance in technological 
capability between nations could create a strategic disadvantage, leading to heightened geopolitical tensions 
and an increased risk of cyber conflicts (Beato et al., 2022; Wickramasinghe, 2023; IBM, 2015). 

Governments must proactively address these vulnerabilities by funding quantum-resistant cryptography 
research, mandating cybersecurity compliance for critical sectors, and enhancing international collaboration to 
prevent the malicious use of quantum computing. Without such measures, the risk of a quantum-induced 
cyberwar could destabilize global economic and political structures (Caltech Science Exchange, 2024; 
Wickramasinghe, 2023; Beato et al., 2022; Redhat, 2023). 

5.2 Transition to Post-Quantum Cryptography (PQC) 

Given the anticipated vulnerabilities quantum computing introduces, transitioning to post-quantum 
cryptography (PQC) is an essential step for securing digital infrastructure. However, this transition presents 
numerous challenges, including technological feasibility, implementation costs, and regulatory compliance (IBM, 
2015; Nielsen & Chuang, 2010; Redhat, 2023; Wickramasinghe, 2023). 

5.2.1 Evaluating quantum-resistant cryptographic techniques 

Post-quantum cryptography aims to develop encryption algorithms resilient to quantum attacks, and among the 
leading approaches, Lattice-Based Cryptography stands out, offering strong security foundations, scalability, and 
efficiency, though it requires large key sizes (Nielsen & Chuang, 2010; Relyea, 2022; Redhat, 2023; IBM, 2015). 
In contrast, Hash-Based Cryptography provides robust security guarantees, but its application is limited due to 
signature size constraints (Beato et al., 2022; Wickramasinghe, 2023; IBM, 2015). Finally, another notable 
approach is Code-Based Cryptography, which relies on error-correcting codes for security, albeit at the cost of 
substantial computational resources (Caltech Science Exchange, 2024; Redhat, 2023; Relyea, 2022; 
Wickramasinghe, 2023). Comparative evaluations of these cryptographic methods suggest that lattice-based 
techniques, such as those endorsed by the National Institute of Standards and Technology (NIST), offer the most 
viable pathway for PQC adoption. However, hybrid cryptographic solutions that combine classical and quantum-
resistant techniques may be necessary to facilitate a smoother transition (IBM, 2015; Nielsen & Chuang, 2010; 
Redhat, 2023; Beato et al., 2022). 

Criteria Lattice-Based Hash-Based Code-Based 

Security 
Assumptions 

Based on hardness of problems 
like LWE or SIS 

Based on pre-image and collision 
resistance 

Based on decoding random 
linear codes 

Quantum 
Resistance 

Strong Very strong  Strong  

Computational 
Overhead 

Efficient for 
encryption/signature generation 

Low for hashing, but high for 
key/signature management 

High due to large 
matrix/vector operations 

Standardization 
Progress 

NIST Round 3 finalists (e.g., 
Kyber, Dilithium) 

XMSS standardized in RFC 8391 Classic McEliece (NIST 
finalist) 

Suitability for IoT Good (some lightweight 
variants exist) 

Limited (due to signature size) Poor (key size too large for 
constrained devices) 

Scalability Good (efficient key exchange 
and signatures) 

Limited (stateful schemes can be 
cumbersome) 

Fair (but key sizes hinder 
deployment) 

Long-Term 
Viability 

Promising with active research 
and support 

Excellent for long-term archival 
use 

Good, but usability issues 
persist 
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5.2.2 Adoption challenges and strategies 

The transition to Post-Quantum Cryptography (PQC) necessitates a structured approach that balances security, 
cost, and operational feasibility, yet faces key challenges; notably, infrastructure upgrade costs present a 
significant financial burden due to the need to replace or upgrade billions of digital devices, from IoT systems to 
enterprise servers (Beato et al., 2022; Wickramasinghe, 2023; IBM, 2015). Moreover, organizations must 
navigate evolving security standards and ensure compliance with new cryptographic guidelines, posing 
regulatory and compliance issues (Caltech Science Exchange, 2024; Relyea, 2022; Redhat, 2023; Nielsen & 
Chuang, 2010). Finally, performance trade-offs arise, as some PQC algorithms demand increased computational 
power, potentially impacting system performance and scalability (Beato et al., 2022; Redhat, 2023; IBM, 2015). 

By proactively addressing these challenges, businesses and government agencies can ensure a secure transition 
to a quantum-resilient digital landscape (Caltech Science Exchange, 2024; Wickramasinghe, 2023; IBM, 2015; 
Redhat, 2023). 

6. Policy and Regulatory Considerations 
The successful implementation of quantum-resistant cryptographic measures depends not only on technological 
advancements but also on the development of robust policies and regulatory frameworks. Governments, 
industry leaders, and international organizations must work together to establish clear guidelines for quantum 
security (Caltech Science Exchange, 2024; IBM, 2015; Wickramasinghe, 2023; Redhat, 2023).  

Policymakers should support the development of international quantum cybersecurity and risk management 
standards for quantum computing through the following ways: 

• Implementing standards and certifications for training individuals on quantum computing.  
• Implementing product quality standards for quantum infrastructure and cryptographic standards for 

encryption systems. 
• Implementing mandatory cryptographic audits to ensure the current crypto frameworks are resistant 

from quantum attacks.  
• Implementing penalties for organizations that don’t meet cybersecurity compliance deadlines and 

providing tax incentives for early adopters of the transition.  

6.1 Government Initiatives and International Collaboration 

Real-world momentum toward quantum resilience is propelled by a convergence of government mandates, 
industry pilots, and international standard-setting. In the United States, the NSA’s Commercial National Security 
Algorithm Suite 2.0 mandates quantum-resistant algorithms for classified and top-secret information as early 
as 2025, and the Department of Homeland Security has issued a migration roadmap that requires every federal 
agency to inventory cryptographic assets and begin phased upgrades. In Europe, Germany’s Federal Office for 
Information Security (BSI) endorses hybrid cryptography for sensitive communications and co-leads ETSI’s 
quantum-safe standards work. Major vendors have already operationalised these policies: IBM has enabled 
Kyber-based encryption on its z15 mainframes for banking and healthcare clients; Google has piloted post-
quantum key exchanges in Chrome; Microsoft has embedded PQC experimentation into its Quantum 
Development Kit and Azure services; and Visa and Mastercard, anticipating both regulatory pressure and 
competitive advantage, are testing quantum-safe payment protocols through the Global Financial Innovation 
Network. Parallel, cross-border initiatives reinforce this trajectory. NIST’s Post-Quantum Cryptography 
Standardization Project—launched in 2016 and now in its final phase—has selected four primary algorithms 
(Kyber for key encapsulation; Dilithium, Falcon, and SPHINCS+ for signatures), with final standards expected 
in 2024 that will serve as a global benchmark for governments, industry, and software vendors. Complementing 
NIST, the European Telecommunications Standards Institute has formed the Industry Specification Group on 
Quantum-Safe Cryptography (ISG QSC) to coordinate research, develop migration strategies, and ensure 
interoperability, while the EU Agency for Cybersecurity (ENISA) issues technical guidelines and the EU’s Quantum 
Communication Infrastructure Initiative funds cross-member-state quantum links. These harmonised standards 
efforts are essential for interoperability, global trust, and security assurance in an increasingly interconnected 
digital world; by coalescing around shared baselines, they reduce fragmentation, simplify compliance, and 
accelerate adoption across borders. Collectively, these governmental mandates, enterprise case studies, and 
multinational standards projects show that a proactive, cooperative transition to PQC is not only feasible but 
already underway—and that addressing lingering regulatory, supply-chain, workforce, and ethical challenges 
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will be essential to safeguarding both national security and global stability (Beato et al., 2022; Caltech Science 
Exchange, 2024; IBM, 2015; Red Hat, 2023; Wickramasinghe, 2023). 

Answers to Research Questions 

• Q1: How will quantum computers break current encryption algorithms? 

Quantum computers pose a significant threat to classical encryption by leveraging advanced quantum 
algorithms. Shor’s algorithm, for example, factors large prime numbers exponentially faster than classical 
methods, thereby undermining asymmetric systems like RSA, which rely on the computational difficulty of 
factoring large numbers (Shor, 1997). Moreover, this algorithm efficiently solves the discrete logarithm 
problem—a cornerstone of encryption protocols such as Diffie-Hellman and Elliptic Curve Cryptography (ECC). 
Concurrently, Grover’s algorithm accelerates brute-force searches, effectively reducing the security of 
symmetric systems like AES by halving the effective key length (Grover, 1996). These quantum breakthroughs 
risk rendering current cryptographic techniques obsolete, exposing sensitive financial transactions, military 
communications, and personal data to unprecedented cyber threats. As quantum hardware continues to 
advance rapidly, the imperative to develop and deploy quantum-resistant cryptographic algorithms becomes 
increasingly urgent. Researchers are actively exploring post-quantum cryptography to establish robust security 
standards that can withstand quantum attacks (Chen et al., 2016). In addition, this rapidly evolving threat 
landscape underscores the necessity for immediate action to safeguard the global digital economy and national 
security in the post-quantum era. 

• Q2: How will quantum-proof algorithms prevent a quantum apocalypse? 

Quantum-proof algorithms, commonly referred to as post-quantum cryptography (PQC), are meticulously 
engineered to withstand quantum attacks by leveraging mathematical problems that remain computationally 
intractable even for quantum computers. Techniques such as lattice-based, hash-based, and code-based 
cryptography provide robust encryption methods that resist quantum decryption efforts, thereby ensuring the 
integrity and confidentiality of data transmissions, authentication protocols, and digital certificates in a post-
quantum era. As quantum computing continues to evolve, the advancement and standardisation of these 
resilient cryptographic schemes are critical to preserving cybersecurity across all sectors (Chen et al., 2016). 

• Q3: What is the roadmap for industries to become quantum-resistant? 

Achieving quantum resistance requires industries to follow a structured roadmap that includes raising 
awareness of quantum threats, auditing cryptographic assets, transitioning to crypto-agile frameworks, 
deploying hybrid solutions, aligning with standards bodies like NIST and ETSI, and investing in quantum-proof 
infrastructure across critical sectors. For C-suite leaders in finance and critical infrastructure, this transition 
demands a clear understanding of quantum risks, regulatory implications, and the trade-offs between 
opportunity and threat. Leaders must assess the scalability, efficiency, and compatibility of post-quantum 
cryptographic solutions before investing in systems that support crypto-agility. Equally important is hiring and 
training knowledgeable staff, ensuring all teams are uniformly prepared for the transition, and implementing 
third-party quantum risk assessments to guard against vulnerabilities introduced by partners and vendors. 

7. Discussion  
This study underscores the urgent need to adopt post-quantum cryptography (PQC) to protect critical 
infrastructure from emerging quantum threats. It highlights vulnerabilities in current cryptographic systems, the 
potential of quantum-resistant methods, and the regulatory hurdles to PQC integration. Scalability remains a 
significant challenge, as lattice-, hash-, and code-based algorithms often require substantial computational 
resources, complicating their deployment across diverse sectors. A hybrid cryptographic approach may ease the 
transition by balancing security with performance. Economically, upgrading billions of devices demands 
significant investment and strategic coordination, requiring governments and industries to prioritize funding and 
minimize disruption. Regulatory clarity is equally crucial; clear standards and international cooperation are 
needed to ensure consistent, secure adoption and to prevent fragmented defenses. Ethical concerns also arise, 
as adversaries may exploit quantum capabilities, making proactive, policy-driven defense essential. Ultimately, 
transitioning to PQC is a complex, multidisciplinary task demanding collaboration among technologists, 
policymakers, and industry leaders to ensure digital resilience in the quantum era. 

 

 

300 
The Proceedings of the 24th European Conference on Cyber Warfare and Security, ECCWS 2025



Shreyas Kumar et al. 

 

8. Conclusion 
The looming quantum threat highlights the urgent need to transition to post-quantum cryptographic (PQC) 
frameworks to safeguard critical infrastructure and national security, as current encryption standards like RSA 
and ECC are increasingly vulnerable to quantum algorithms such as Shor’s. This is not merely a cybersecurity 
challenge but a strategic imperative, given the potential for quantum-enabled cyberattacks, economic 
disruption, and infrastructure compromise. While lattice-based, hash-based, and code-based PQC solutions 
show promise, widespread adoption faces barriers in scalability, regulatory compliance, and operational rollout. 
Upgrading billions of devices could take decades, underscoring the need for immediate crypto-agility, hybrid 
models, and collaborative action between governments and the private sector. Misuse of quantum technologies 
could destabilize military, financial, and civilian systems, heightening geopolitical tensions and necessitating 
international governance and ethical frameworks. Case studies from firms like Fujitsu and QuSecure affirm that 
early adoption of PQC is both feasible and advantageous. In sum, achieving quantum resilience requires a 
proactive, coordinated effort spanning technology, policy, and investment. 

Ethics And AI Declaration: Ethical Clearance Was Not Required For The Research. No Ai Tools Were Used For 
This Research. 
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