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Abstract: Critical Information Infrastructures (Clls) are an increasingly important focus area of industrial automation,
particularly regarding the current developments towards Industry 5.0 and the industrial metaverse. Critical Information
Infrastructure Protection (CIIP) is one of the fastest growing areas of cyber security primarily due to the expectations of both
large companies and governments to protect their critical infrastructure in the interest of economic stability and citizen
security. The critical infrastructures themselves are becoming increasingly automated due to the increasing availability and
lower cost of Artificial Intelligence (Al) methods for downstream tasks such as predictive maintenance, load forecasting and
anomaly detection. Al methods can also be used to protect critical information infrastructures, for example by implementing
sophisticated algorithms for threat modelling and intrusion detection. The focus of this work is on the latter: The applications
(and potential) of Al to secure ClIs in the presence of increasing amounts of cyberattacks. It is becoming ever more important
to understand the current state of the art in using Al to protect Cll. For example, it is imperative to understand the general
capabilities of Al for downstream tasks such as intrusion detection and investigate the potential capabilities of Al for
upstream tasks such as self-supervised learning, representation learning and generative modelling specifically for
cybersecurity.

Keywords: Critical information infrastructure protection, Artificial Intelligence, Representation learning, Generative
modelling

1. Introduction

Critical infrastructures (Cls), as “facilities of major importance for society whose failure or impairment would
cause significant disruptions to public order, safety and security” (German Federal Office for Information
Security), provide services upon which modern society depend. If these services are disrupted over a long period
of time or across a significant territory, deaths (Lopez, et al., 2012) or serious economic disturbance will result
(Wei, et al., 2022). In this regard, there are three main factors considered to be of primary importance when
classifying an infrastructure as critical: (3) the symbolic significance of the infrastructure for a nation; (2) the
amount of human dependence on the infrastructure; and (4) the interconnectedness of the infrastructure with
other infrastructures (Herrera & Maennel, 2019).

As technology advances, traditional Cl is becoming increasingly dependent on Information and Communication
Technology (ICT) infrastructure, leading to the concept of Critical Information Infrastructure (Cll) (Mbanaso &
Kulugh, 2021; Herrera & Maennel, 2019). Among the reasons why protecting Cll is difficult and challenging are
the extremely different time scales in which the physical and virtual components must be viewed. The negative
impact of a compromise of Cll (physical element) usually has to be measured in decades, while the recovery time
of an industrial control system (virtual element) after a cyber-attack must be in the millisecond range (Lopez, et
al., 2012).

The evolution of modern technologies -towards the hyperconnectivity of tomorrow- (such as Industrial Internet
of Things (1loT), Beyond 5G (B5G) & Sixth Generation (6G) cellular networks, cloud-, fog- and edge computing,
as well as industrial control systems and smart grids) will further broaden the attack surface for Cll systems.
Their dependency on ICT (Mbanaso & Kulugh, 2021) results in an associated increase in the need for ever more
sophisticated protection mechanisms and resilience strategies (Lipps, et al., 2022).

One technology set to have a significant impact on this development is the methods of Artificial Intelligence (Al).
Even though these have been the subject of intensive research for more than two decades, the technology is
undergoing a significant acceleration in its development due to the availability of (inexpensive) computing power
(zhang, et al., 2022). However, although the majority of Al research is conducted in the field of Machine Learning
(ML), Al methods can generally be understood as the study of various techniques for building intelligent systems
that can learn without explicit programming (Russell & Norvig, 2020). The growing understanding of Al's
capabilities has also led to efforts to use Al to defend against cyber threats, among other things. For example,
Al models are used to classify cyber threats due to their ability to capture non-linear patterns in data (Li, 2018).

To take this current development into account, the aim of this work is to examine the role of Al specifically in
Critical Information Infrastructure Protection (CIIP). Thereby, the focus is on examining attack vectors in ClI,
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threat mitigation techniques using Al, as well as State-of-the-Art Al approaches. The rest of the work is organized
as follows: Section 2 provides a background on attack vectors commonly encountered in cyberattacks on CII.
Section 3 addresses the role Al may have in defending against cyber threats to Cll, whereas Section 4 examines
current Al approaches to defending against Cll threats. Finally, Section 5 provides insights from research,
suggestions for CIIP practitioners, and possible future research directions.

2. Attack Vectors in Critical Information Infrastructures

Attacks on CllI are usually aimed at the Operational Technology (OT) of the infrastructure as well as to control
systems (Lehto, 2022; Makrakis, et al., 2021; Tsantikidou & Sklavos, 2024). Thereby attackers are typically
interested in the physical connected assets supporting industrial processes than in stealing data. For example,
54% of US Cl suppliers have reported attack attempts on their control systems while 40% report attempts to
shut down systems (Allianz, 2016).

2.1 Human Vulnerabilities

Attack vectors primarily based on human vulnerabilities are one of the most common weaknesses in Cll security.
Over 70% of data breaches are a result of human vulnerabilities and most technology professionals consider
human error a significant threat to control systems (Shakeel, 2023). The most common types of human
vulnerabilities are: i) insider threats and ii) social engineering.

An insider threat comes about when someone (i.e. employee, service provider or partner) with privilege access
to sensitive enterprise resources or system intentionally or unintentionally misuses the resource in a way that is
detrimental to the organisation. Naturally, this makes insider threats unpredictable and difficult to counteract
using traditional software security measures. As such, organisations typically do not know how to avoid or
handle insider threats (Gaidarski & Minchev, 2021).

Human vulnerability in Cll scenarios can also be exploited through social engineering efforts. Social engineering
is achieved through social interactions initiated with personnel within an organisation by malicious actors
(Ghafir, et al., 2018). Social engineering is a systematic approach that follows the steps show in Figure 1.

Developing
Rapport & Trust

Utitlising
Information

h 4

h 4

Research » Exploiting Trust Exploiting Trust >

Figure 1: The main steps involved in a social engineering attack (Mitnick & Simon, 2003)

The research stage involves gathering information about the target, which is used in the second stage to gain
their trust by developing a rapport. Thereafter, the malicious exploits the target’s trust to obtain the desired
information through manipulation or instruction. Finally, the malicious actor uses the information obtained to
execute an attack on the Cl or organisation. The strategies generally employed by social engineers are
psychological manipulation, obedience to authority and exploiting naivety (Ghafir, et al., 2018).

2.2 Malware and Ransomware

Malware exploits target vulnerabilities in software systems for the purpose of allowing the attacker
unauthorized access. Once an attacker has infiltrated the target system or network, they launch the intended
cyberattack. Software vulnerabilities can exist at any layer of a Cll system. For instance, database software can
contain vulnerabilities, which could be exploited using specialised malware (Tsegaye & Flowerday, 2014). It is
common for industrial control systems to contain a significant number of security vulnerabilities due to such
systems not being patched timeously. Patches on ICS devices are usually deferred due to uptime being a priority
in Cls (Wang, et al., 2017).

There have been several cases of malware being used as an attack vector on Clls. Some of the notable examples
are BlackEnergy3, Trisis, Crashoverride (Geiger, et al., 2020), Stuxnet (Baezner & Robin, 2017), Industroyer
(Kozak, et al., 2023) and Triton (Altaleb & Rajnai, 2023). Malware attacks on ClIs are also in the form of
ransomware. Notable ransomware attacks on Clls are NotPetya (Bederna, et al., 2020), DarkSide (Beerman, et
al., 2023) and WannaCry (Musluoglu, et al., 2024).
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2.3 Unpatched Vulnerabilities

Industrial devices run real-time operating systems that are designed to provide deterministic performance. Such
devices are designed to operate 24/7 under various external conditions. As such, they are only replaced after
years of continuous operation due to constantly interacting with the physical environment. Therefore, it is very
common for the OS running on such devices to remain unpatched, even if patches are available (Makrakis, et
al., 2021). A malicious actor can exploit known vulnerabilities that have now been patched on operational
technology (OT) infrastructure. For example, once delivered through other means (i.e. phishing), the WannaCry
ransomware attack vector takes advantage unpatched vulnerabilities in the target’s local network to spread
quickly (Di Pietro, et al., 2021).

2.4 Supply Chain Attacks

Another attack vector in Cll systems takes place through the intentional compromise of information technology
(IT) supply chains through the exploitation of existing vulnerabilities (Lehto, 2022). Vulnerabilities can also be
deliberately introduced into devices before they are shipped to the customer or when during firmware updates.
Such attacks are challenging to identify due to their nature where in some instances, an attack is designed to
autonomously launch at a specific stage or cause physical damage over an extended period (Duman, et al., 2019).
Other supply chain attacks intend to cause interoperability issues between systems (Lehto, 2022).

It is especially difficult to mitigate supply chain attacks in Cls due to their sometimes geographically dispersed
nature, which makes it difficult to ensure the authenticity of critical artefacts. Different types of supply chain
attacks include stealing Intellectual Property (IP), design specifications or data, malicious substitution, design or
specification alteration, development or programming alteration, malicious insertion and tampering or
configuration manipulation (Eggers, 2021).

2.5 Distributed Denial of Service Attacks

The aim of a Distributed Denial of Service (DDoS) attack is to compromise the availability of a critical system by
overwhelming it with requests to the point that legitimate clients receive the intended service. As such, the
intention of a DDoS is to cause an outage of the CI (Hurst, et al., 2015), which could potentially have cascading
effects on other Cls. For example, it is possible to exploit existing vulnerabilities in end-user loT devices and
create a botnet that could be used to launch a DDoS attack against a critical service. |oT devices are particularly
attractive to malicious actors due to their low-cost and generally insecure design (Stellios, et al., 2018).

2.6 Zero-Day Exploits

A zero-day exploit compromises a vulnerability that has not yet been discovered and publicly reported in a
system (lbor, 2017). Zero-day exploits are a serious concern in Clls due to the scale of the possible damage if
carried out successfully. For example, zero-day exploits in Clls could enable espionage or cyber-sabotage against
a nation. In addition, zero-day exploits could be intentionally or unintentionally sold to extremist groups (Wilson,
2014). Traditional systems keep track of signatures of attacks to identify them, and zero-day attacks have no
existing signatures, making it difficult or even impossible to identify them using traditional systems (Singh, et al.,
2019). An illustration of the lifecycle of a zero-day vulnerability is shown in Figure 2.
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Figure 2: Zero-Day Vulnerability Life Cycle (Singh, et al., 2019)

As depicted in Figure 2, a system remains exposed to an attack from the moment a vulnerability is discovered
by an attacker, which is before the vendor (or public community) is aware of it. This remains the case until the
system is patched, which typically happens after an attack has concluded.

Clls are prone to vulnerabilities due to the ongoing technological improvements to introduce efficiency and
provide services to larger amounts of people. Therefore, there is a need for different approaches to ensure CIIP
from various forms of attack vectors. The following section discusses the role of Al in mitigating threats on Clls.

3. The Role of Artificial Intelligence in Threat Mitigation

Al methods are increasingly being used successfully in various areas, including cybersecurity. This Section focuses
on the Cll threats discussed in Section 2 and examines how Al methods can be used to mitigate these threats.
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As mentioned above, the identified threats occur most frequently in Cll, meaning that an understanding of the
potential of Al to mitigate them may be beneficial for CIIP.

3.1 Mitigating Human Vulnerabilities through Pattern Recognition and Behavioural Biometrics

The key method used to exploit human vulnerabilities is through access to sensitive information. When a
person's login credentials are used to access a sensitive resource on a network, the most logical way to detect
this access is by identifying anomalies in usage behaviour. Al techniques can be used to formulate employee
usage signatures over time. People tend to operate technological devices in unique and consistent ways, which
makes it possible to learn and form representations of such behaviours. There are several approaches that can
be used to encode usage patterns as sequences that can then be stored as signatures. For example, learning
automata have previously been used in cloud computing to predict resource usage patterns based on historical
data (Rahmanian, et al., 2018).

A similar approach can be used where historical individual usage patterns in a network are used to predict how
individuals will use a certain resource. Significant deviations from learned usage patterns can be flagged as
anomalies. Advances in the field of behavioural biometrics can benefit this domain to model expected user
behaviour based on analysing resource usage over time. For example, Siamese neural networks have been
applied to distinguishing legitimate users from intruders in Cis by converting keystroke data images more
suitable for training the neural networks (Budzys, et al., 2023).

3.2 Detecting Malware and Ransomware through Machine Learning

The use of Al approaches for detecting malware in Clls is an evolving area of research. The increasing availability
of malware datasets are making it possible to benchmark different malware detection approaches. Some of the
notable malware datasets are Critical Infrastructure Ransomware Attacks (CIRA) (Rege & Bleiman, 2023), SOREL-
20M (Harang & Rudd, 2020), BODMAS (Yang, et al., 2021), CIC-MalMem-2022 (Carrier, et al., 2022) and Windows
PE Malware (Catak & Yazi, 2021).

The use of deep learning with Control-Flow Graphs (CFGs) is also as a promising mechanism for identifying
malware in Clls. The advantage of analysing a CFGs for malware is that a CFG exposes every flow of execution in
a program, which makes CFGs interesting tools for understanding the characteristics of executable files
(Esmaeili, et al., 2024). Because a CFG is a graph, it is not ideal for training traditional ML and deep learning
techniques. However, the emergence of Graph Neural Networks (GNNs) (Wu, et al., 2021) makes it possible to
analyse graph-based examples.

3.3 Automated Vulnerability Assessment to Mitigate Unpatched Vulnerabilities

In the context of vulnerability management in Clls, Al can be used to automate key processes, such as intelligence
gathering, threat hunting and vulnerability assessments. Patch management in Clls can be automated using
specialised Al-enabled scanners and analysis tools to discover and categorise vulnerabilities based on severity.
Such tools can also recommend appropriate patches or actions to eliminate vulnerabilities. Categorising
vulnerabilities based on severity, can also help Cll practitioners prioritize specific patches to minimise downtime
(Sarker, 2024).

It is important to note that vulnerability management — like many other cybersecurity measures — cannot be
achieved solely through automation. Automating vulnerability management is likely to succeed when the Al
systems act as assistive technology to enhance human efforts. The key contribution of Al in vulnerability
management is in ensuring accurate data handling, improving the speed and reliability of processes and reducing
human errors (Saadallah, et al., 2024).

3.4 Enhancing Supply Chain Security through Predictive Analytics and Blockchain

One of the ways in which Al can benefit Cll supply chain security is through predictive analytics, particularly
monitoring the behaviour and functionality of third-party software and physical devices. This means that Al can
be used to look for anomalous or malicious behaviour in third-party components (Sarker, 2024). Blockchain is
another emerging candidate solution for supply chain security (Govea, et al., 2024; Marjanovi¢, et al., 2021;
Mylrea & Gourisetti, 2018) and in some cases, it has been recommended for use in conjunction with Al
approaches (Sarker, 2024; Charles, et al., 2023).

659
The Proceedings of the 24th European Conference on Cyber Warfare and Security, ECCWS 2025



Siphesihle Sithungu and Christoph Lipps

3.5 Early Detection of DDoS Attacks using Machine Learning

Anomaly detection through Al approaches is also relevant in the context of detecting DDoS attacks on Clls. For
example, ML algorithms can be trained to differentiate between normal and anomalous traffic patterns.
Additionally, there is the potential to implement automated responses to such attacks (Sarker, 2024). Some
example datasets containing DDoS examples for training ML models are WUSTL-110T-2021 (Zolanvari, et al.,
2021) and NSL-KDD (Tavallaee, et al., 2009). Research on Al-based DDoS detection in Clls has been ongoing with
various algorithms having been proposed. Examples of proposed algorithms have been support vector machines
(Panagiotis, et al., 2021), random forests (Santos, et al., 2020), convolutional neural networks (Hussain, et al.,
2021; Saheed, et al., 2023) and long-short term memory networks (Saheed, et al., 2023).

3.6 Mitigating Zero-Day Exploits through Anomaly Detection

As mentioned in Section 2.6, zero-day exploits cannot be pre-empted due to them exploiting unknown
vulnerabilities. Al has the potential to proactively mitigate zero-day exploits through behaviour-based anomaly
detection. Once a model has learnt the baseline behaviour of a system or device, it can be used to detect
anomalous behavioural patterns that could indicate compromise. Moreover, the ability to automate threat
hunting and intelligence gathering can further minimise the chances of zero-day exploits. Finally, Al presents an
opportunity to build models that can continuously update themselves in response to emerging threats (Sarker,
2024).

4. State of the Art Al Approaches in Threat Mitigation

The purpose of this section is to explore state of the art Al approaches that have significantly informed the
direction of modern Al research. Specifically, the section focuses on three cutting-edge domains in Al research:
generative Al, representation learning and self-supervised learning.

4.1 Generative Atrtificial Intelligence

Generative Al, which has made significant breakthroughs in the past 10 years, especially since the invention of
variational autoencoders (VAEs) (Kingma & Welling, 2022) and Generative Adversarial Networks (GANSs)
(Goodfellow, et al., 2014), has the potential to enable more innovative and sophisticated CIIP (Yigit, et al., 2024).
The ability of generative models to model data generating distributions presents several opportunities for CIIP.
The most straightforward application of generative models in CIIP is generating synthetic data to alleviate class
imbalance in cybersecurity datasets (Pinto, et al., 2023) or generating unexplored failure scenarios in predictive
maintenance (Celi¢, et al., 2024).

Several state-of-the-art generative models have been proposed in various CIIP contexts. For example, large
language models can be fine-tuned to handle nuances specific to CIIP using relevant datasets and thereafter
used to identify and predict Cll threats (Yigit, et al., 2024). Models such as GANs and VAEs can be used to
generate synthetic attack samples in order to train discriminative models for attack detection (Shahriar, et al.,
2021; Liu, et al., 2022). Artificial immune systems can also be used to generate synthetic data in order to train
an intrusion detector. For example, GAAINet is an artificial immune network capable of generating synthetic
attack samples for industrial IoT (IloT) intrusion detection (Sithungu & Ehlers, 2022).

4.2 Representation Learning

Representation learning is a concept that is at the core of many generative models, and it is based on the idea
of generating low-dimensional representations of high-dimensional data samples. For example, a VAE uses an
encoder artificial neural network (ANN) to map data sample into a lower-dimensional latent or embedding space
treated as a Gaussian distribution by estimating the mean and variance parameters of the distribution.

The above property of a VAE means that the encoder network can be used to learn low-dimensional
representations of normal behavioural patterns or Cll software, physical devices or network traffic. The learned
latent representations can then be used to establish baseline behaviour for example, which when compared to
anomalous behaviour will result in a significant reconstruction error (Pinto, et al., 2023).

4.3 Self-Supervised Learning

Clls generate a significant amount of real-time data, which can be used for training ML models. However, the
large number of data samples can often result in huge costs being incurred to label each sample (Wang & Shang,
2014). Self-supervised learning is an emerging technique for training models that can infer labels from data
point, a concept referred to as data-drive labelling (Yellapragada, et al., 2022). Self-supervised learning can be
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reconstructive (Chen, et al.,, 2024) or contrastive (Liu, et al.,, 2023). Contrastive self-supervised learning is
succinctly known as contrastive learning.

Several works have already proposed the use of self-supervised learning techniques to enhance CIIP. For
instance, time-series self-supervised learning to detect cyber-physical system attacks in water distribution
infrastructure (Mahmoud, et al., 2022). In another work, self-supervised learning was used to implement a
privacy-preserving intrusion detection system for 5G-V2X networks (Hossain, et al., 2025). A self-supervised
learning model with transferrable techniques has also been proposed for intrusion detection in 5G industrial
networks (Kim, et al., 2024). In order to conceptualise the main attack vectors in Cll, their potential impact and
possible mitigation strategies, Table 1 summarises the points made in Sections 2, 3 and 4.

Table 1: A summary of attack vectors, impact and mitigation strategies

Threat Probability of Impact Mitigation Strategy
Occurrence
Human Vulnerabilities | High Reputational damage Behavioural Biometrics
Data breaches Representation Learning
Pattern Recognition
Malware and High Financial extortion Machine Learning
Ransomware Operational shutdowns Graph-Based Approaches
Generative Al
Representation Learning
Unpatched High Regulatory penalties Automated Scanning and Vulnerability
Vulnerabilities System compromises Assessments
Generative Al
Distributed Denial of | Medium Cascading failures Machine Learning
Service Attacks Service unavailability Self-Supervised Learning
Generative Al
Supply Chain Attacks | Medium Third-party risks Predictive Analytics
Widespread disruption Blockchain
Zero-Day Exploits Medium Delayed mitigation Anomaly Detection
Espionage Self-Supervised Learning
Representation Learning
Generative Al

5. Discussion

ClIP, when characterized as a problem domain, is a complex, dynamic and real-time environment where
disruptions can cause large scale instability due to the infrastructure constituting a sensitive backbone of modern
society. This is one of the reasons why such a significant number of resources and effort is currently being
invested in research into protecting Cl. However, we are more dependent and vulnerable than perhaps ever
before. Recent attacks, such as those on the Colonial Pipeline in the US, current reports on vulnerabilities in solar
infrastructure, cyberattacks on French hospitals, the British water supply, and acts of sabotage on the German
power grid clearly demonstrate this. In parallel, the field of Al has seen major advancements resulting in
algorithms capable of solving complex problems in diverse domains, such as finance, gaming, biochemistry,
medicine and cybersecurity. It is therefore natural to dedicate efforts into discovering and understanding the
possible applications of state-of-the-art Al techniques to CIIP.

The impressive and continuing growth of generative Al and representation learning has resulted in new ways in
which Al can be used to solve downstream tasks more efficiently. Therefore, techniques involving better
separation between types of observations to better defend against adversarial attacks (contrastive learning),
compressing high-dimensional data into low-dimensional latent representations (representation learning),
generating possible future threats and synthetic training data (generative Al) should be explored in great depth.
The ability of self-supervised learning algorithms to derive class labels independently also presents a significant
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opportunity to leverage the real-time data generated by lloT devices in Clls to create better baselines for normal
functionality.

6. Conclusion

With the rapid growth of digitalization, our Cl is more vulnerable than ever before, and at the same time, the
value of sensitive information and the impact and dependency of Cl are also stronger than never. This is why
this work explored the role of Al in Cll security by first identifying the most common attack vectors in this area.
It was noted that DDoS, insider threats, social engineering, malware, ransomware, unpatched vulnerabilities,
supply chain attacks and zero-day exploits were some of the most common attack vectors. Thereafter, the work
explored how Al can be applied to handle the attack vectors identified. The discussion also noted some of the
Al techniques proposed in the literature.

Current state-of-the art Al techniques can also be used in the context of CIIP. Generative Al can be used to
forecast future threats by generating synthetic attacks from learned attack patters (adversarial training).
Representation learning can be used to better understand data points by mapping them to latent spaces which
are useful for a variety of purposes. Self-supervised learning can also be implemented in context where
annotating data is an expensive and time-consuming process.
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