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Abstract: Encryption keys require careful management, they must be securely stored, and if stolen or compromised, the
consequences can be catastrophic. Ephemeral keys are created, used and then deleted, reducing the attack surface. As the
tactics, techniques and procedures of threat actors continue to evolve, implementing an ephemeral encryption key would
enhance the protection of critical infrastructure systems, sensitive data and communication systems. This research
investigates the feasibility of generating a repeatable, unique, yet transient encryption key from human biomarkers. By
deriving cryptographic keys directly from bioelectrical and biochemical markers, key management overhead and long-term
exposure risks can be minimized. This Systematization of Knowledge (SoK) addresses two primary challenges. Firstly,
determining the viability and limitations of deriving consistent keys from inherently variable biomarkers. Secondly, we
propose a manifold encryption key derivation scheme using context dependent signals drawn from the network, device
and environment to overcome the limitations of biometric based key generation, including irrevocability, noise, and
entropy deficiency.
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1. Introduction

Cryptography, commonly referred to as encryption, constitutes the systematic process of transforming
information into a secure form such that its content remains unintelligible to unauthorized parties. With the
continual escalation of cybercrime, the development of increasingly robust encryption methods is imperative
to mitigate potential security breaches (Diffie et al, 1976; Rivest et al, 1978; Lutsenko et al, 2021). According to
IBM, the global average cost of a data breach as of 2025 is USD 4.44 million, as shown in Figure 1 (Kessem,
2025).

Given the pervasive integration of digital technologies, encryption underpins a wide array of everyday activity,
including financial transactions, authentication protocols, electronic commerce, numerous communication
apps, and social networking platforms (Ozer et al, 2024; Marappan et al, 2025; Qiu et al, 2020; Talwar et al,
2022). The protection of such data is typically achieved through the application of cryptographic algorithms
designed to ensure confidentiality and integrity.

Traditional authentication schemes rely on tokens or secret knowledge to establish identity but cannot
distinguish a legitimate user from an adversary who has obtained those credentials (Uludag et al., 2004; Sheng
et al., 2012). Biometric authentication addresses this by leveraging unique physiological and behavioural
characteristics, including fingerprints, face, iris, or voice, that are inherently tied to the individual rather than
to a possession or secret (Pahuja et al., 2024; Alrawili et al., 2024). In practice, systems operate in two phases:
enrolment, where biometric data is captured and stored as a reference template, and verification, where
subsequent inputs are matched against that template within a defined threshold. Systems may be unimodal or
multimodal, the latter combining multiple traits to improve accuracy and robustness (Pahuja et al., 2024;
Sheng et al., 2012). Despite these advantages, biometric systems remain vulnerable to template theft,
presentation and replay attacks, side-channel exploits, and insider misuse, while system accuracy is further
sensitive to factors such as age, illness, injury, illumination, and noise (Alrawili et al., 2024).
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Figure 1: Cost of data breaches as of 2025 by IBM (Kessem et al)

Biometric authentication, as described above, ultimately reduces to a binary decision: a score is computed,
compared against a threshold, and access is granted or denied. While effective for identity verification, this
model does not generate cryptographic material, the biometric serves as a gate, not a key. The shift from
authentication to cryptographic key generation is non-trivial. Where authentication tolerates variability
through a soft threshold, key generation demands exact or near-exact reproducibility of a fixed bitstring across
presentations. An active area of research pursues a more fundamental integration, where biometric traits are
used to generate or protect encryption keys that underpin critical security services including confidential
communication, ensuring the integrity of data, and enabling non-repudiation through digital signatures
(Lutsenko et al, 2021; Cowley et al, 2025; Gorski and Wodo, 2024). The potential of this integration lies in
producing cryptographic material that is user specific and challenging to replicate. Biometric key generation
offers a major advantage, it removes the need to store or remember external keys or passwords as the key can
be reconstructed as required (Lutsenko et al, 2021; Sheng et al, 2012). However, current frameworks often
lack formal security proofs, rigorous entropy analysis, and practical mechanisms for error tolerance or
revocability, leaving their robustness uncertain (Sheng et al, 2012; Uludag et al, 2004). These limitations
motivate the need for a systematic study of biometric key generation approaches and the exploration of new
frameworks that integrate biometrics with complementary signals for stronger, more adaptable cryptographic
systems.

1.1 Key Contributions
Our main contributions are summarized as follows:

e We develop a comprehensive Systematization of Knowledge (SoK) on biometric based encryption key
generation.

e We provide a structured critique of prior approaches, highlighting open challenges in entropy
estimation, error tolerance, revocability, and compliance with Kerckhoffs’s principle.

e We propose a novel manifold key generation framework that binds biometric traits with
complementary context dependent signals from network, environmental, and device hardware
markers to enhance resilience against attacks.

To the best of our knowledge, the use of environmental, hardware, and network markers in conjunction with
biometric features for encryption key generation has not been previously examined, positioning this work as a
foundation for future experimental validation and benchmarking.

2. Fundamentals and Background

Biometric cryptosystems are typically categorised into three main categories: Key Release, Key Binding, and
Key Generation as shown in Figure 2.
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Figure 2: Biometric Encryption Key Systems

In Key Release systems, a conventional cryptographic key is stored securely, in a Hardware Security Module
(HSM) or Trusted Platform Module (TPM) and only released after a successful biometric authentication
(Lutsenko et al, 2021). Key Bindings systems mathematically bind a cryptographic key with biometric data
using various error tolerant algorithms, where the key cannot be retrieved without the biometric data. This
approach depends heavily on Error Correction Codes (ECC) for biometric variability (Lutsenko et al, 2021). In
Key Generation systems, the key is directly generated from biometric features using a Key Derivation Function
(KDF), that variously use fuzzy extractors and helper data (Lutsenko et al, 2021). Key generation systems
regenerate cryptographic keys directly from biometric data, eliminating the need to store keys, but at the cost
of easy revocation or rotation. To avoid ambiguity, we clarify the terminology used throughout this work.

2.1 Helper Data

A string, data, or a system that is extra information produced at enrolment to enable reliable reconstruction of
a secret from a noisy source such as biometrics (Gebali et al, 2022). However, many works deviate, treating
helper data as confidential or hardware-protected, or omitting it entirely in favour of direct mappings, trusted
hardware, or a user secret such as a PIN. In this paper, we use helper data to mean any auxiliary string
intended to aid reproducibility.

2.2 Secure Sketch

A primitive with two algorithms: Sketch(w) < s and Rec(w’, s) = w, where w is the enrolment biometric, w’ is
the verification sample, and s is the helper data, with w and w' within a threshold under a chosen distance
metric. Correctness: if w' is within that threshold of w, Rec recovers w with high probability. Security: s reveals
only bounded information about w and typically preserves most of w’s minimum entropy (Dodis et al, 2008). A
secure sketch enables reproducibility from noisy inputs but does not itself ensure that the final key is
uniformly random.

2.3 Information Reconciliation

This follows the classical noisy-channel key agreement paradigm, where information reconciliation uses ECC to
resolve correlated but noisy values into an identical string, with the side-channel communication serving as
helper data (Gorski and Wodo, 2024).
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2.4 Fuzzy Extractor

A fuzzy extractor is a pair of algorithms Generate and Reproduce that derive a stable cryptographic key from a
noisy biometric measurement. A fuzzy extractor can be viewed as a secure sketch for reproducibility plus
privacy amplification for uniformity (Dodis et al, 2008). Generation: (R, P) & Gen(w), where R is the secret key
and P is public helper data that may be stored or transmitted. Reconstruction: Given any fresh sample w' that
is sufficiently close to w under a chosen metric, the algorithm Rep reproduces the same key: Rep(w’, P) = R.
Correctness: If w' is within the tolerated noise radius of w, reconstruction succeeds with high probability.
Security: For any source W with sufficient minimum entropy, the key R is nearly indistinguishable from a
uniform £ bit string and independent of P.

2.5 Security Analysis

In a biometric key generation system, security can be assessed across four principal layers: the Sensor Layer,
the Preprocessing Layer, the Feature Extraction Layer, and the Key Derivation Layer, each introducing unique
attack vectors and corresponding defences, as shown in Figure 3.

At the sensor layer, where raw biometric signals are captured, attacks include presentation spoofing, replay
injection, and environmental manipulation. Defences include Presentation Attack Detection (PAD), multi-
spectral or 3D sensing, cryptographically authenticated sensor links to prevent MITM attacks, and hardware
attestation to protect sensor firmware.

The preprocessing layer, which cleans and normalizes raw data, may be targeted through adversarial
perturbations, calibration tampering, or parameter rollback. Defences include robust normalization,
cryptographic integrity protection of configuration parameters, and execution within a Trusted Execution
Environment (TEE).
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Figure 3: Biometric Key Generation showing potential attack vectors and defences at each stage

At the feature extraction layer, threats include template inversion and hill-climbing attacks exploiting repeated
queries. Defences focus on non-invertible feature transforms, restricted query access, and hardening models
against poisoning.

The key derivation layer converts noisy biometric features into reproducible cryptographic keys via feature
quantization, error correction using secure sketches or fuzzy extractors, and a KDF to produce the final key.

3. Analysing the State-of-the-Art

This section surveys recent biometric key derivation schemes, with Table 1 providing a structured comparison.
The analysis follows the framework established in Section 2 and evaluates each work along two axes. First,
which of the four key-generation building blocks, namely helper data, secure sketches, information
reconciliation, and fuzzy extractors, are instantiated, how explicitly, and whether their security properties are
formally or empirically justified. Second, security coverage across the sensor, pre-processing, feature
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extraction, and key derivation layers, with attention to presentation attacks, replay, template inversion, and
offline guessing.

A key evaluative criterion throughout is Kerckhoffs's Principle, that system security must rest solely on the
secrecy of the key, not on obscured parameters, undisclosed feature selection, or protected helper data

(Petitcolas, 2025). Section 3.5 synthesises the resulting research gaps.

Table 1: Summary and comparison of biometric key derivation methods

Note. Filled circles indicate level: o None, ® Low, @ Moderate, ® High

[ © =

: s |22 ££ |3 ¢ 3 2% B :D ¢ §

a 8 $& | ad | 2| a4 £| dh E| 2
Cowley et al, (2025) Immunoassay | 128 ~27 bits o X X X X X X X
Gorski &Wodo (2024) | Finger, Eye 256 <128 bits | @ X X X v v v v
Kocak et al, (2025) ECG 256 | ~1 bit/bit J X X X X X X X
Sulavko et al, (2025) | Voice 1024 | ~1 bit/bit J X X X X v v v
Oktay et al, (2024) ECG 256 | ~1 bit/bit ® X X X X X X X
K“Z“(eztgg“t’)et al | Face 37 |«abis [0 | x |~ |x |v |v |v |v
Szym(‘;g?sk) etal, | pace 256 | 30-40bits | o | x | x |x |~ |x |x |x
Hoque et al, (2008) Handwriting ~93 ~40 bits [ ~ v ~ ~ X
Mohd et al, (2025) Fingerprint NA NA [ v v ~ v X
Ballard et al, (2008) Handwriting 256 ~2"30 ) v v X X ~ ~ X
Rathgeb & Uhl (2011) | Iris 280 | ~200 ° ~ v X v ~ X ~

3.1 Reproducibility Versus Leakage in Helper Data and Kerckhoffs Compliance

A persistent tension across the literature is that reliable key reconstruction from noisy biometrics requires
auxiliary information, yet auxiliary information risks leakage and is often handled in ways that undermine
Kerckhoffs compliance. Cowley et al. (2025) sidestep the problem entirely by mapping immunoassay
absorbance values directly into an AES-compatible string with no secure sketch, reconciliation, or fuzzy
extraction. This avoids helper-data leakage but shifts the burden onto experimental repeatability and
parameter secrecy, making key reproduction fragile and Kerckhoffs compliance weak. Ballard et al. (2008) take
a different approach, explicitly addressing the problem that biometrics alone can be too predictable or too
noisy for key generation. Their Randomized Biometric Templates (RBTs), evaluated on handwriting, add
entropy by introducing uncertainty in the measurement process rather than relying solely on biometric
randomness. A key design objective is that decrypting a stored template under an incorrect password still
yields a plausible output, preventing offline password-checking and obscuring which features are in use. This is
a more cryptographically deliberate handling of auxiliary information than in many applied schemes. However,
no information-theoretic leakage bound is provided, the construction sits outside the fuzzy extractor paradigm
rather than instantiating it, and a non-trivial minority of users remain susceptible to rapid key recovery by
search.

Rathgeb and Uhl (2011) follow the classical public helper-data model, storing a bit mask of stable iris code
positions alongside cyclic error-correcting redundancy, which allows a fresh noisy sample to be decoded back
to the original representation, to enable repeatable reconstruction. The design moves closer to a reproducible-
key pipeline, but residual entropy is not tightly bounded, and the security analysis rests on iris code bit
independence assumptions known to be imperfect. Kuznetsov et al. (2024) similarly publish a helper string in a
code based pipeline without fully accounting for what it reveals about residual entropy under realistic feature
distributions. Across these works, helper data is either omitted, which weakens reproducibility, or introduced
without complete leakage accounting, sometimes with implicit secrecy assumptions filling the gap. This
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pattern highlights the need to consider whether helper data is public, what it leaks, and how it can be revoked
as fundamental design requirements rather than implementation details.

3.2 Error Tolerance and Effective Entropy Under Noise Correction

The relationship between noise tolerance and effective key strength presents its own complications. Many
papers report AES-length outputs, but key length is not a security guarantee when the mapping from
biometrics to bits is biased, redundant, or requires substantial correction. In schemes that attempt
deterministic reconstruction, error correction and redundancy unavoidably trade off against entropy. That is,
selecting stable bits, partitioning continuous features into tolerance bands, and publishing ECC redundancy can
all reduce the attacker’s search space, especially if bit distributions are non-uniform or correlated.

Rathgeb and Uhl (2011) make this trade off explicit by using ECC to correct bit flips in selected iris-code
positions. Kuznetsov et al. (2024) likewise analyse FRR/FAR trade-offs under code parameters in a code-based
fuzzy extractor setting. These schemes are stronger than direct mappings because they use a correction
mechanism, but their security interpretation still hinges on how much uncertainty remains after feature
selection and redundancy publication. In contrast, Cowley et al. (2025) highlight a different failure mode, an
AES compatible string can be produced without explicit correction, yet small measurement deviations can
render reconstruction infeasible, and the usable uncertainty can be far below the nominal key size. Szymoniak
et al. (2025) illustrate a related risk of overstating key strength. Their loT oriented scheme derives a nominal
256-bit key from a facial triangle using the eye corners and chin. However, the effective uncertainty is
constrained by the low-dimensional geometry of the underlying biometric signal and by acquisition conditions
including pose, lighting, expression, that alter coordinates without any ECC or secure-sketch mechanism to
stabilise them. Consequently, the reported key length primarily reflects output formatting rather than a
guantified entropy guarantee.

A related strategy appears in several Machine Learning (ML) based bio-key papers where rather than enforcing
deterministic reconstruction, they relax the success condition to similarity under a threshold. This improves
apparent robustness with lower rejection but transforms the problem into verification rather than
cryptographic key generation, as the output is not guaranteed to be identical across sessions. The literature
repeatedly confronts the same issue where the robust handling of noise is essential, but it must be evaluated
together with the entropy cost of tolerance mechanisms and the gap between output length and effective
security.

3.3 Distinguishing Biometric Verification from Cryptographic key Generation

A substantial portion of recent work, particularly ML systems, implicitly adopts a verification paradigm even
when describing outputs as keys. In these designs, bitstrings produced from different sessions are not required
to match exactly; instead, authentication is decided by Hamming distance or related similarity scores, against
an optimised threshold. This is legitimate and often effective for authentication, but it does not directly
produce encryption ready keys because encryption requires absolute key agreement.

Kocak et al. (2025) use this pattern using ECG heart prints. Their Siamese neural network produces 256-bit
outputs designed to be consistent within user and different across users, and ECG is argued to be intrinsically
harder to spoof than external traits. However, the system is evaluated as a matcher. Keys are close rather than
identical, and no reconciliation or extraction layer is provided to convert noisy outputs into stable shared
secrets. Oktay et al. (2024) similarly generate ECG-derived 256-bit outputs for digital watermarking and
validate them with a reliability metric rather than requiring exact reproduction. This is compatible with
watermark verification tolerance but underscores the mismatch with cryptographic key agreement. Hoque et
al. (2008) also faces this limitation. Signature subspace partitioning concatenates the components into a
bitstring and does show some resistance to forgery, but the absence of error correction leads to high false
rejection and divergence between sessions, limiting its application as a cryptographic key generator.

Mohd et al. (2025) illustrates a different problem, while the work is strong as cancellable template protection,
emphasising revocability, non-invertibility, and unlinkability, but the output remains an authentication
decision rather than a reproducible secret key, and helper-data leakage is not characterised in the formal
secure-sketch sense. In contrast, Sulavko et al. (2025) are closer to an explicit key-generation framing, the
authors present a neural fuzzy extractor for voice and report long outputs of 1024 bits, with robust matching
performance. However, the deliberate avoidance of stored helper data, motivated by inversion concerns,
substitutes one risk for another. The burden of reproducibility shifts to learned stability and system
assumptions rather than a standard public helper data with bounded leakage model.
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Across these works, the field repeatedly uses the language of key generation while evaluating systems as
matchers. However, there is a categorical distinction, verification systems can be valuable, but without an
explicit reconciliation or extraction stage they do not satisfy the functional requirements for a cryptographic
key.

3.4 Primitive Security Versus end-to-end Security in Biometric key Generation

Even when a design includes strong cryptographic primitives at the key derivation layer, system level
assumptions often determine real security. Gorski and Wodo (2024) make this point in their security
evaluation of biometric AKE protocols (BAKE/BRAKE). While BRAKE incorporates substantial cryptographic
structure including template obfuscation, OPRF-based protections, and a KDF for session keys, the authors
identify residual vulnerabilities rooted in key compromise and enforceability. Compromise of evaluator side
secrets can enable offline attacks, and assumptions that sensitive values remain only in volatile memory
cannot be guaranteed against a rogue client who persists credentials and bypasses biometric presentation. The
results emphasise that protocol soundness must be evaluated together with key management, client
behaviour, and adversary capabilities.

More broadly, across the surveyed literature the sensor layer is frequently excluded or treated as future work.
Voice systems remain exposed to replay and synthesis without liveness or PAD. Face systems evaluated on
static datasets lack threat modelling during capture. Iris systems often acknowledge presentation attacks but
defer defences and ECG systems sometimes claim inherent spoof resistance without implementing or
evaluating formal PAD. Preprocessing layers are typically treated as engineering steps rather than attack
surfaces, despite their potential vulnerability to manipulation. Consequently, many schemes concentrate their
security reasoning in feature extraction and key derivation while leaving the most deployment relevant attack
classes including presentation, replay, and adversarial capture, outside the evaluated system boundary.

3.5 Critical Analysis

Across the surveyed approaches, a common pipeline emerges. Starting from a biometric, a noisy numeric
feature vector is extracted. Then an ECC, that ensures small intra-subject variations do not break
reproducibility, is applied. Lastly, the corrected vector is hashed to obtain a fixed-length cryptographic key.
However, these works generally fall short of Kerckhoffs's principle and do not rigorously evaluate resilience to
replay or spoofing attacks. A more formal approach replaces direct mapping b - K with a secure sketch S(b) >
s. Given a fresh sample b' close to b, the pair (b, s) reliably reconstructs the same keying material. The helper
string s can be stored or made public while leaking only bounded information about b. A fuzzy extractor
strengthens this by coupling sketch reconciliation with randomness extraction, ensuring K is both reproducible
across noisy measurements and statistically close to uniform (Kuznetsov et al., 2024). Using biometrics as the
sole key source faces deeper structural problems. Many biometrics, including biochemical assays, yield only a
few dozen bits of entropy, leaving derived keys vulnerable to offline search, population-level inference, and
guantum attacks. Biometrics are also not secret, a latent fingerprint, a blood sample, or an intercepted
wearable stream exposes the same underlying features. Finally, compromise is permanent: any key
deterministically derived from a biometric remains reproducible forever, regardless of how well spoofing is
mitigated.

4. Manifold Encryption Key Derivation

The idea of deriving cryptographic keys directly from biometric markers such as bioassays, ECG, fingerprints,
and iris prints, is appealing but currently fraught with challenges presented in Section 3. In practice, most
systems use biometrics merely as a gate to securely generated keys rather than as the keys themselves.
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Figure 4: Manifold Encryption Key Derivation

A practical path beyond single modality biometric key generation is to bind biometric traits to signals drawn
from the network, environment, and device hardware. For instance, network markers may be derived from
topology or hardware identifiers. Environmental markers may include background RF, ambient audio and
lighting, temperature, and location. Hardware markers such as CPU, RAM, or SSD fingerprints could be
incorporated through challenge-response protocols to further strengthen the binding between identity,
device, and context. This proposed manifold encryption key derivation framework is conceptual, but not
without precedent. Location has been investigated in continuous authentication architectures for location-
based services (Alamleh et al, 2020). Further, beacon frame based two-factor authentication demonstrates
how environmental RF signals can serve as an unobtrusive second factor with minimal user involvement
(AlQahtani et al, 2020). Additionally, DeMiCPU introduced a robust challenge—response hardware
fingerprinting method that leverages magnetic induction signals emitted from CPU modules to capture unique
device level discrepancies (Ji et al, 2021).

Encryption keys require careful management, they must be securely stored and if stolen or compromised, the
effects can be catastrophic. Ephemeral keys are created, used and then deleted, reducing the attack surface.
As the tactics, techniques and procedures of threat actors continue to evolve, implementing ephemeral
encryption keys could enhance the protection of mission critical systems, sensitive intelligence and military
communication systems.

This multi-domain fusion mitigates the classic weaknesses of unimodal biometrics by binding key derivation to
multiple independent contexts. Network and environmental binding limits out-of-context misuse of
compromised biometric templates, while hardware anchoring ties key derivation to trusted devices, raising the
bar against insider abuse and template attacks. The result is a context-aware, revocable, and device-, location-,
and individual-bound key generation scheme, in which compromise of any single domain is insufficient to
reconstruct the cryptographic key.
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5. Conclusions and Future Research Direction

Security and privacy challenges limit large scale adoption of biometric key generation. Compared with
conventional key management, biometric derivation reduces the attack surface associated with stored keys as
material is generated on demand rather than persisted, and ties possession to the individual rather than a
token or password. However, several fundamental limitations constrain the approach. Measurement noise and
intra-subject variability undermine the bit-for-bit reproducibility that cryptographic keys require, and error
correction techniques introduced to compensate, reduce effective entropy while the resulting helper data
introduces new leakage vectors. Further, many biometric signals carry insufficient entropy to begin with,
weakening collision resistance and enabling offline search. Irrevocability compounds this, unlike passwords,
biometric traits cannot be rotated, so a deterministically derived key remains reproducible by any adversary
who captures the underlying signal. Finally, without robust liveness detection, recorded or synthetic samples
enable replay and presentation attacks. These limitations are frequently understated in the literature.
Proposed schemes often demonstrate promising entropy or brute-force resistance in controlled settings but
lack evaluation under realistic threat models, and the absence of standardised benchmarks makes it difficult to
assess robustness and scalability. Without formal proofs and rigorous cryptographic engineering, biometric key
generation risks being operationally fragile and in the worst case, a liability rather than an improvement over
the approaches it seeks to replace. A practical path beyond biometric key generation is to bind biometrics with
complementary, context dependent signals drawn from the network, environment, or device hardware to
generate ephemeral encryption keys which dramatically reduces the vulnerabilities of biometrics alone.
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