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Abstract: Industrial automation has brought innovations in efficiency and safety to modern manufacturing. The
emergence of big industrial data, Al and Internet-connected industrial automation systems promises many advantages in
manufacturing, maintenance, health & safety, product customization, logistics, and reporting. The Industrial Internet of
Things (IloT) seeks to attach industrial systems to the Internet for data collection and processing. The Internet is not a
secure place for many of the industrial systems in use today. Industrial networks are designed for speed, accuracy, and
availability at the expense of security. In our experiments, we demonstrate how easy it would be for hostile actors to
gather data that could be used to compromise the industrial automation systems if actors (a) had physical access to the
internal network or (b) access to data streams that feed to the external network. To resolve some of these issues, we
propose a hybrid solution of sensor data acquisition in which a secondary network with additional sensors and controllers
are installed; the secondary network, sensors and controllers are isolated from the internal control system. The results
show that our solution enables useful data collection without impacting the security, speed, accuracy, and availability of
industrial control system. It also has the potential to permit anomaly detection using independent sensors on different
networks.
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1. Introduction

Modern industrial manufacturing systems consist of many physical components that perform work to create
products. Since the first industrial revolution began replacing people’s labour with machines, technological
innovations have slowly made their way into manufacturing (Luka¢, 2015). The third industrial revolution
introduced computing for machine automation, enabling machines to run continuously without human
interaction (Adeyeri, 2018). Programmable Logic Controllers (PLCs), considered the heart of these systems, are
configured to automatically respond to sensors on the machines and make adjustments to control the process
(E. A. Lee & Seshia, 2016). Sensors themselves are read-only devices that measure an analogue or digital
value. These values are converted to an electrical signal, amplified, and sent to a controller. Supervisory
Control and Data Acquisition nodes (SCADA), collect data from the controllers and save them for trending
analysis while providing supervisory control to the processes being controlled by the PLCs (Daneels & Salter,
1999).

Recent research in Industry 4.0 and the Industrial Internet of Things (lloT) proposes connecting smart
automation system data collection devices, called cyber-physical systems, to the Internet (Jazdi, 2014; Lennvall
et al., 2017; Sengupta et al., 2020). Research in the proposed Industry 5.0 revolution extends the previous
revolution but with more of a focus on sustainability and enhancing human interaction (Demir et al., 2019;
Nahavandi, 2019). Traditional automation systems in manufacturing plants were built for dependability,
speed, and accuracy at the expense of security, so these devices historically remained attached to an isolated
network with minimal services to limit exposure to external threats (Hong & Lee, 2008; Risley et al., 2003).
Additionally, automation systems require a specifically designed low-latency network infrastructure for
performance and stability (Yan et al., 2021). Adding sensors to this network adds cost and latency, so data
collected from them is prioritized for operations and business needs based on value (I. Lee & Lee, 2015).

An automation system's reliability and safety depend on its components' availability. Availability in
manufacturing automation systems requires feedback and feedforward methods, including performance
monitoring, corrective maintenance, and lifecycle management (Ton et al., 2008). These methods require
data, including data collected from the manufacturing system sensors that report the condition of the
components.

While many sensors in the manufacturing system are required to give feedback to the manufacturing system
for automatic control, some sensors are not used for input into the manufacturing system. Rather than
feedback control functions, these sensors collect valuable information for higher-level functions of the
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organization, such as predictive maintenance, quality reporting, logistics, system health and performance,
environmental compliance, and auditing (l. Lee & Lee, 2015). Since these sensors do not provide feedback
control, they need not be connected to the expensive low-latency infrastructure, PLC or SCADA for
management. Hence, many of these additional sensors can use more cost-effective non-industrial-grade
networking infrastructure, and their systems can be physically isolated from the rest of the manufacturing
control systems for security and scalability.

Sensors are read-only measuring devices, but components of the automation control network that rely on the
values from these sensors are not. PLCs use sensor values to influence the output of a device in the system.
The controller part of a PLC sends signals to energize or make controlled changes to mechanical devices based
on the values received from sensors and the logic programmed into them. SCADA systems collect and store
data from these PLCs and can write values to the memory of the PLCs to affect changes in the manufacturing
process. This process of continuous sensor reading and adjustment is called a feedback loop. The PLC and
SCADA systems, which are not read-only devices, are vulnerable to cyber-attacks and must be protected.
Advancements in lloT and cloud connectivity will require changes in manufacturing system configuration to
minimize the risk of compromising system security.

In this paper, we conduct an experiment that adds additional sensors to an existing industrial control system
for data collection, isolating these sensors from the current feedback control sensors. The data collected from
the additional sensors is recorded into a separate system, which is then analysed to gain alternative insights
that were unobtainable without the additional sensor data. The data was then compared with the internal
sensor data to gain insights into the operation of the industrial control system devices. The experiment
concludes by validating that the any malfunction with the additional sensors will not reduce the availability of
the existing control system.

The remainder of this paper is organized as follows. Section two presents the background in industrial
automation and introduces the concepts in IloT. Section three presents our methodology. Section four
presents our experiment of modifying an isolated cyber-physical network by adding a separate sensor network
developed for this research. The results of the experiments are presented in Section five. Section six discusses
and concludes this research.

2. Background

2.1 Adding Automation in the Industrial Revolution

Beginning in the early 1970s, the third industrial revolution introduced electronic automation systems to the
mechanized processes provided by the first two industrial revolutions (Adeyeri, 2018). Automation was
designed to make decisions and monitor processes with little human intervention. These systems increased
efficiency by removing the human element from repetitive tasks and replacing them with autonomous
machines that could run continuously. At the most basic level, an automation system consists of 4 physical
components (Abbate, 2000; Roberts, 1978; Ton et al., 2008):

e A device that causes something to happen, such as a motor that drives movement, an actuator that
opens a valve, or a heating element that causes a change in temperature

e A sensor that measures the changes that are happening to the device, such as a flow meter,
temperature sensor, or limit switch

e A controller device that collects the sensor information, calculates a measured value and generates a
response that loops back to the device.

¢ Infrastructure to connect the physical components

Combined, these physical elements create a process control loop at the heart of industrial automation.
2.2 Industry 5.0

A fifth industrial revolution promises to add additional intelligence to the processes and increase the synergy
between humans and machines. Where Industry 4.0 sought to automate the process to eliminate as much
human interaction as possible, Industry 5.0 aims to have tasks requiring high levels of creativity be performed
by a human, leaving the remaining tasks to automation systems better suited for them (Sehrawat & Gill, 2019;
Weis, 2010). The automation systems of Industry 5.0 also seek to increase reliance on Al, big data, and cloud
computing to support new functions, such as additive manufacturing, predictive maintenance, and intelligent
product customization. These additions will require an increase in the number and type of sensors collecting
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data, contributing to a greater volume, velocity, and variety of data (Lennvall et al., 2017; Sehrawat & Gill,
2019).

2.3 Industrializing the Internet of Things

Traditional sensors in industrial automation systems generate data to provide feedback to the automation
system and record data for trending and quality control purposes (Boyes et al., 2018). These sensors are
expensive to implement because each sensor requires an input channel on a PLC, infrastructure for the
connection to the PLC, engineering design and development of the PLC program to implement the feedback
logic, a SCADA license for control and data collection, and supporting computer hardware and software. A
cost-effective industrial control system collects only the data required to run the industrial processes and
produces the needed quality analysis and regulatory information.

Industrial automation control systems were designed for low-overhead, low-latency operations. To reduce the
risk of external influence on internal control systems, protection of the control network is implemented at the
perimeter, which typically follows a standard security model such as the popular Purdue Enterprise Reference
Architecture (Boyes et al., 2018; Williams, 1994). This model segments networks into zones separated by
restrictive firewalls to create an isolated control network that carefully controls access to this network. While
this protects the network from outside influence, it complicates expansion and serviceability when new
technology replaces failed or outdated systems.

Where the Internet of Things sought to use sensors to detect the movement of objects, the Industrial Internet
of Things (lloT) aims to implement the scalability and logistical benefits into the industrialized business setting.
Since these types of sensors do not need to be industrialized, connected to a PLC, or be required to provide
feedback for automation and control, they are a candidate for separation from the industrial control system.
This separate sensor and data collection system can be configured to eliminate interference with the existing
feedback control sensors and their associated data collection systems.

3. Methodology

For our research, an experiment was conducted that analyses the security issues when exposing an industrial
control system network to an external, uncontrolled network. The results from this experiment were used to
conduct a second experiment that uses a separate, read-only sensor network attached to the external,
uncontrolled network, leaving the industrial control system network secured in its closed network.

In the first experiment, a second computer on the control network was used to conduct a series of network
scans and packet captures to view the raw traffic on the control network. This computer will represent a
threat actor that has gained access to the control system network. With this experiment, the scans were used
to map devices and discover points of weakness in the system.

A second experiment was conducted that isolates the control network from the uncontrolled network.
Existing industrial devices were configured with a secondary read-only sensor connected to a separate
network that can be safely exposed to an external, uncontrolled network for data collection. This experiment
consisted of four parts.

In part one of the second experiment, data was collected using the existing sensors, PLCs, and SCADA systems
on the isolated network already in place. A pre-set task was executed on the control system to generate
feedback data from the PLC, and the data was stored on the SCADA computer. This data was used as control
data and compared with data collected by the sensors on the external network in part three.

In part two of the second experiment, additional sensors were installed on the controlled devices to collect
information from the same device. These additional sensors were then connected to a separate computer to
read their signals. This computer does not provide any output control to any devices. The pre-set task was
again executed on the control system to generate feedback data from the PLC and stored on the SCADA. The
data collected from this task was compared to the control data from part one.

In part three of the second experiment, data collected from the separate sensor system was examined and
compared to the control data. Although the sensors are designed to collect the same information as the
remote sensors, the sensor types were different so the values did not match exactly. The parameters for the
new data set were adjusted to compensate for these differences, then compared with the data collected from
part one.
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A threat actor was introduced to the uncontrolled network in part four of the second experiment. The same
threat actor computer used in experiment one was attached to the uncontrolled network with the secondary,
read-only sensors. The data was then analysed and compared the results to the packets collected in
experiment one.

4. Experiment

For our experiments, we used a power plant simulator training system that contains an Allen Bradley
CompactLogix PLC with input/output cards in a rolling cabinet, shown in Figure 1. On top of the cabinet is a
diorama of a small town designed to emulate a power plant and distribution of substations, shown in Figure 2
(next page).

Figure 1: Allen Bradley CompactLogix PLC chassis

Next to each substation is a red and green light emitting diode (LED) and an analogue meter. The LEDs
represent the status of the substation as either energized or not energized, and the analogue meters represent
the power load at each substation. A variable resistor next to the power plant is used for input and represents
the power load placed on the power generation plant. The LEDs are attached to the PLC digital output card.
The analogue meters are connected to the PLC analogue output cards to simulate a change in the load of each
substation. The variable resistor is attached to the PLC input card.

The PLC is connected via Ethernet to a Seimens SCALANCE X208 industrial network switch connected to a
Windows 10 PC. This PC runs Allen Bradley ControlLogix software for programming the PLC and includes a
Human-Machine Interface (HMI) program and a SCADA development and runtime environment. The PLC and
the Windows PC are the only devices attached to this network switch. The Windows PC is not connected to
any other network, and all devices on the industrial switch remained isolated on their network during the
experiment.

A relay was manually activated in the control system software running on the SCADA computer to execute the
task on the power plant simulator. The power plant simulator represents this by turning on the green LED light
next to the substation. The circuits are designed to turn off the red LED when the green LED is turned on. This
indicates the simulated substation has been activated.
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Figure 2: Power plant simulator

Experiment one, illustrated in Figure 3, used a second computer attached to the Seimens network switch to act
as the threat actor that has gained access to an internal computer on the control network. A standard laptop
running Kali Linux was used. This laptop was connected to the Seimens network switch and was not attached
to any other network during this experiment. A packet capture of the control network switch was performed
using Wireshark to examine the communication packets between the PLC and the SCADA computer. The
substation switchover task on the power plant simulator was executed and recorded the data on the SCADA
machine and the packet capture from Wireshark.

Y -~
s
SCADAHMI
Red LED
Metwork Switch I
Green LED

Threat Actor

Figure 3: Configuration for experiment one

The packet capture data of the conversation between the SCADA computer and the PLC was analysed. The
data included packets that carried information from the PLC to be written to the SCADA database, as well as
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commands from the HMI to the PLC to activate the relay to trigger the execution of the substation switchover
task on the power plant simulator. This concluded experiment one.

A new data sample was first taken from the PLC and SCADA system for experiment two. The substation
switchover task was executed, and the time was manually recorded while the data was collected on the
SCADA. The data collected was verified and matched to the manually recorded timeframe. This concluded
part one of experiment two.

In preparation for part two of the second experiment, the threat actor was removed from the internal
network. The separate sensor network was prepared by adding external sensors to the power plant simulator.
The external sensors consist of photoresistors, which will detect the switchover of a substation by registering a
change in the light intensity of the LEDs on the diorama. Since the LEDs are acting as a digital device on the
PLC to represent on and off, and the photoresistors are an analogue device, it will be necessary to adjust the
parameters of the output data of the photoresistors to compensate for the differences in the digital data of
the LED’s when comparing the on and off values to analogue integer values.

Two photoresistors were placed in proximity to the LEDs of a substation, as shown in Figure 4. The
photoresistors were attached to the analogue input ports of an Arduino microcontroller, as shown in Figure 5.
The Arduino was programmed to detect variations in light intensity and write them as an integer value to the
serial buffer every half second. The Arduino was able to detect the brightness and record it as an integer
value.

The Arduino controller collects data but cannot store it, so it was connected to a Raspberry Pi 400 via USB to
store the collected data. A simple Python program was developed for the Raspberry Pi to collect the data from
the Arduino every second, adding a timestamp field and appending the data to a CSV file on the micro-SD card
inserted into the Raspberry Pi. The Arduino performs a function similar to the PLC. The Raspberry Pi in this
case performs a function similar to a SCADA Historian database.

d

MNetwork Switch o

Green LED Photoresistor 2

) '
M

Threat Actor

MNetwork Switch Raspberry Pi 400
Figure 4: Configuration for experiment two

The Arduino was powered on, and the Raspberry Pi was booted up in preparation for part two of the
experiment. Once the Python application was started and connected to the Arduino, the same substation
switchover task from experiment one was executed and the time was manually recorded. The still visible LEDs
made their change to indicate a successful switchover. The Python program was stopped after 300 seconds,
concluding the test. The data collected from the Arduino was saved to a CSV file on the Raspberry Pi, and a
quick check was performed to verify there was data in the file. This concluded in part two of the second
experiment.

Part three of the second experiment required the data set collected from the SCADA computer in experiment
one and the data set collected from the Raspberry Pi in experiment two. The data sets were exported as CSV
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files and saved to a flash drive for analysis on a separate machine. The Results section presents the findings of
the comparison of the data sets. This concluded part three of the second experiment.

In part four of the second experiment, we reintroduced the threat actor to the additional sensor network to
determine if the threat actor would be able to carry out the same kind of attacks on both networks. The same
laptop used in experiment one was connected to the same network as the Raspberry Pi and began capturing
packets with Wireshark. The Python program was executed to collect the external sensor data, and the same
substation switchover task was executed. The results section presents the findings of the network data that
was collected. This concluded part four of the second experiment.

Figure 5: Arduino with photoresistors
5. Results

Experiment one was a controlled experiment to analyse the network traffic of a control system to understand
the weaknesses of the system. A threat actor with access to this level of the control system network would be
able to carry out attacks that could cause systems to go offline through a denial of service attack or cause
substantial damage to any cyber-physical devices by intercepting packets between the PLC, HMI, and SCADA
systems and modifying the commands or generating new ones (Wardak et al., 2016).

In experiment one, data was collected from the PLC during the execution of a task that caused a red LED to
turn off and a Green LED to turn on. The Wireshark capture of the network packets displayed the data
collected from the event. The packets sent from the SCADA/HMI computer to the PLC showed the event
request to perform the switchover to the substation in the power plant simulator. The packets sent from the
PLC to the SCADA/HMI computer showed the response to the request so the HMI could be updated, and the
SCADA recorded the change in the database. The date and time manually recorded at the beginning of the
event matched the data collected from the event and stored in the SCADA database. This created our control
database for comparison.

For experiment two, the control system network remained isolated as it was designed. Additional sensors
were added to the devices to create a separate sensor network. The HMI and data collection to the SCADA PC
remained unaffected by the addition of the sensors. The LEDs in the diorama remained visible since the
photosensors did not block their view but were only in proximity.

The Raspberry Pi and Arduino successfully collected data from the photoresistors in the power station diorama
and saved the data to a local CSV file. The CSV file contains 301 timestamped records that were recorded over
300 seconds.
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Since the photoresistors are analogue sensors that send an integer value based on the light intensity, the
values recorded to the CSV file had to be tuned for each photoresistor to determine an LED's digital on or off
event in the diorama. In Figure 6, the blue line labelled Al is the analogue input of the photoresistor for the
Green LED, and the digital output equivalent for the same Green LED is the yellow line labelled D1. Likewise,
the red line labelled A2 and the green line labelled D2 are the analogue and digital outputs for the Red LED,
respectively. The LEDs in the diorama were not shining at the same colour or intensity. Also, ambient light
around the LEDs could change intensity based on the surroundings, such as the status of the lights in the lab or
the shades on the windows being open during daylight hours. The Y-axis values of Figure 6 account for this
tuning, with a 0 representing a digital "off" value and 900 representing the digital "on" value to accommodate
the variability in the light coming from the analogue photo resistors. The highest analogue value of A2 peaked
at 880 from the Arduino. This tuning of the data parameters was also performed manually through several
lighting condition experiments. Once the values were tuned to determine the proper integer ranges for the
light intensity of an on-and-off condition, a formula was added to LibreOffice Calc for two additional columns
to determine the on-and-off status of the LEDs. After tuning, the data reliably showed the timeframes of the
LEDs turning on and off compared to the observations made during experiment two.
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Figure 6: Data collection and results converted to digital output

After the analogue data parameters from the external sensor network were tuned, the data was compared to
the binary values of the internal sensor network. The values matched and were time synchronized with the
recorded date-time stamps and the manually recorded time. The results shown in Figure 6 indicate that the
external sensor system can record sensor data reliably while remaining independent of the internal sensor
system.

The additional step of exposing the threat actor to the secondary sensor network did not disclose any internal
or external sensor data via a Wireshark capture due to the way the devices were connected and used. The
threat actor at this level could modify data or cause denial of service, but this would not affect the PLC
operation and would be detectable when comparing the data between the two sensors. However, this
experiment was not complete since the data saved to the Raspberry Pi was not transmitted over the network.
In production environments, the data would likely not remain on the edge device, such as this Raspberry Pi,
but would be processed and sent to another storage location, such as a cloud server. In this case, the threat
agent could capture the sensor data from the external sensor network. Although the data collected from the
external sensors is a representative facsimile of the internal sensors, they remain physically isolated, which is
the point of this experiment. A threat actor would not be able to affect devices or data generated from the
internal sensor network.
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6. Conclusion and Perspectives

While in the initial stages, this research completes one step for future research in implementing lloT in
manufacturing that current research still needs to identify. Separating sensors on the same networking
equipment using Virtual Local Area Networks (VLANs) to reduce latency and group network devices is not
unusual. Still, this experiment uses physically isolated networks to separate the PLC feedback data from non-
critical data-collecting sensors.

Manufacturing plants that follow the Purdue Enterprise Reference Architecture model for securing the sensor
networks against external attacks may find this hybrid solution an acceptable alternative to opening their
sensor network for outbound Internet connectivity. Their sensitive sensor networks remain in managed
isolation, and they can take advantage of the benefits of loT sensors with no feedback capability to the
automation system. Should this exposed sensor network be compromised or taken offline, it will not affect
the operation of the critical internal systems.

Future research will explore using the extra sensor data to validate the data from internal sensors used in the
feedback loop. The Stuxnet worm caused PLCs to perform a destructive physical operation on manufacturing
devices, then lie to the SCADA system to cover up what was happening (Kriaa et al., 2012). Had a system like
our proposed system been in place, data from internal sensors could be compared to data from external
sensors using anomaly detection algorithms and alert someone to the discrepancy. Since the two sensor
networks are physically separated and could consist of different types of components, the attacker would have
to compromise both systems for the attack to be hidden successfully.

Ethics Declaration: Ethical clearance for this research was not required.
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