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Abstract: Digitalisation has increased the cybersecurity vulnerability of critical sectors. It is essential to improve and gain
knowledge of these sectors to minimise the risk of successful cyber-attacks. The energy sector is a vital part of society since
infrastructures, such as healthcare and transportation, rely on it. Cyber warfare targeting the energy sector can cause
severe consequences. The energy system consists of many, and distributed, parts for generation, transmission, distribution
and consumption of electricity. A digital energy system also consists of Advanced Metering Infrastructures (AMiIs), Electric
Vehicle Charging Systems (EVCSs) and other smart grid components. This makes it difficult to gain an overview of where
the energy system is the most vulnerable and where cybersecurity defence measures should be prioritised. In this paper
we outline the most vulnerable cybersecurity entry points to the energy systems by analysing the known vulnerabilities.
We compile a dataset of vulnerabilities within the energy systems domain based on Common Vulnerabilities and Exposures
(CVEs) of the Industrial Control System (ICS) advisories from the Cybersecurity and Infrastructure Security Agency (CISA) for
the energy sector. Thereafter, we focus on the 2717 vulnerabilities with the attack or access vector “Network”, which
indicates vulnerabilities that are exploitable via cyber-attacks. The dataset is categorised based on the type of vulnerability
and the Smart energy Grid Architecture Model (SGAM) domain that it belongs to. With the dataset we are able to estimate
the Time-To-Compromise (TTC) for different types of vulnerabilities and domains of the energy system. The dataset also
allows for other conclusions, for instance that the most commonly found type of vulnerabilities are due to web-based
weaknesses. Furthermore, the SGAM domain in which most vulnerabilities are found is the Customer Premises. TTC values
are used to assess the cybersecurity of systems to make more informative decisions of where to prioritise defence
measures. The values can be added to risk assessments, such as threat modelling frameworks and attack graphs to
estimate which entry point an attacker is most likely to target.
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1. Introduction

As a society, we are dependent on electricity to function. It is evident that this dependability is exploited in
cyber warfare by attacks on the energy system. Two examples of this are attacks in Ukraine and Iran. A
Ukrainian electricity distribution company was attacked in 2015, which resulted in around 225 000 people
being without electricity for several hours in the winter (E-ISAC, 2016). The Iranian nuclear program is
understood as having been attacked by the first malware targeting Industrial Control Systems (ICS), Stuxnet, in
2010 (Shakarian, 2011). It is a difficult task to protect the energy system against cyber-attacks considering that
the system is large and complex. With digitalisation and new technologies, the cybersecurity attack surface of
power systems is increasing (Krause et al., 2021). This translates to a need for more information regarding the
possible vulnerabilities that exists in the energy system, so that the correct prioritisations can be made when
protecting it.

One contribution of this paper is the dataset of vulnerabilities that exists specifically for the energy sector and
the categorisation of these vulnerabilities in terms of domain and type of vulnerability. The second
contribution is the estimations of Time-To-Compromise (TTC) for attacking these vulnerabilities. Being able to
compare different attacks with a metric, such as TTC or probability for successful attack, is a key concept in
threat modelling and attack graph generation. Threat modelling is an established method of assessing the
cybersecurity of a system and attack graph analysis is a method of estimating the possible paths that an
attacker could take.

By using the contributions of this paper, the dataset and the TTC estimations, this paper is able to estimate
where the energy sector is most vulnerable to a cyber-attack. The energy sector is a broad term that enables
the security analysis and risk assessment across all energy infrastructures. We are, however, able to draw
conclusions of vulnerabilities per domain, due to the categorisation according to the domains defined in the
Smart energy Grid Architecture Model (SGAM).
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2. Related Work

There are similar efforts to aid in the assessment of cybersecurity for critical infrastructures. There is, however,
a research gap in terms of categorised vulnerability datasets specifically for the energy sector, which is one of
the main contributions of this paper. In terms of datasets, Thomas and Chothia (2020) compiled and
categorised a dataset with vulnerabilities for ICS. The dataset is similar to the one created for this paper, as we
categorised the vulnerabilities inspired by them into eight categories based on the detection method.
However, the dataset is not energy specific and has not been updated since its first publication. Another
dataset that focuses on vulnerabilities for ICS is ICS-LTU2022 (Alanazi, Mahmood and Chowdhury, 2025). The
authors are able to categorise the vulnerabilities based on, for example, the energy sector by using keywords,
but only compiles vulnerabilities for eight years. In addition, there is related work that deals with categorising
vulnerabilities. Biebel et al. (2025) analysed the difference between power grid attacks discussed in literature
and published vulnerabilities, while also applying the attacks to MITRE ATT&CK. MITRE ATT&CK is a
knowledgebase that includes tactics and techniques of malicious actors. Biebel et al. found that the research
community is discussing Man-in-the-Middle (MitM) attacks, but CVEs show that initial access and lateral
movement attacks are more prevalent.

Gathering information on vulnerabilities and assessing where a system is most vulnerable is a common
research topic in cybersecurity. Instead of producing datasets of vulnerabilities, categorising and analysing
these, related work also performs literature reviews. In the work by Kreso (2025), the most critical
vulnerabilities are mapped to the potential cyberattacks. In this paper, a quantitative assessment is made
based on known vulnerabilities whereas in the work by Kreso, this assessment is made by finding the potential
threats and critical vulnerabilities mentioned in research. They argue that the most critical vulnerabilities of
the energy sector are those that are most commonly mentioned in research. In this paper, we estimate the
most critical vulnerability by estimating the Time-To-Compromise (TTC).

3. Background

The digital energy system includes everything from sensors and management platforms to IP cameras. In
addition, new technologies are introduced to the energy system, such as Electric Vehicles (EVs) and solar
panels. This leads to an increased attack surface and difficulty to prioritise where the most imminent
cybersecurity threat lies. One method of assessing where to prioritise defending the energy system is to use
the metric Time-To-Compromise (TTC). TTC was first introduced by McQueen et al. (2006) and an updated TTC
for the ICS domain was introduced by Rencelj Ling and Ekstedt (2022). In this paper, we apply the already
existing TTC for the ICS domain (TTCics) for the estimations and refer to the original TTC papers for further
description and justification of the estimation method. TTC estimates the time that it would take for an
attacker to complete three different processes based on several variables and the probability for the attacker
to be in the three different processes. The first process is when there is at least one known vulnerability and at
least one known exploit. The second process assumes that there is at least one known vulnerability, but that
there are no readily available exploits. The final process is considered to run in parallel to the first two since it
is the attacker’s continuous process to find new vulnerabilities and develop new exploits.

To estimate the TTCics, several variables are required. Firstly, the dataset of vulnerabilities must be categorised
based on the type of product, domain or any other category that is being analysed. Secondly, the dataset must
be categorised on the type of vulnerability. In addition, the dataset must include the Common Vulnerability
Scoring System (CVSS) (FIRST, 2025) value for each vulnerability. CVSS is a numerical assessment of how critical
a vulnerability is. All CVSS versions include a base score, and the CVSS version 3.x also includes an exploitability
CVSS value. The exploitability score estimates how easily the vulnerability can be exploited. The estimate also
considers the Mean Time Between Vulnerabilities (MTBV), which is the average number of days in between
the vulnerability publication dates. Lastly, the number of available exploits for the type of vulnerability is used
to estimate the TTC and this number is retrieved from the exploit tool Metasploit’s exploit database
(Metasploit 2025). The Common Enumeration Platform (CPE) (Manion et al. 2025) is a naming system to
identify the type of product or software that the vulnerability applies to. The CPE is available for some of the
vulnerabilities and have in these cases been used in this paper to assess which domain the vulnerability can be
found in. Another common term for vulnerability categorisation is Common Weakness Enumeration (CWE)
(MITRE 2024). CWE is a list of software and hardware weaknesses that may lead to the existence of a
vulnerability.

637
The Proceedings of the 25th European Conference on Cyber Warfare & Security (ECCWS 2026)



Engla Rencelj Ling and Géran Ericsson

4. Method

To assess the cybersecurity entry points of the energy system, we first compiled a vulnerability dataset. The
vulnerability dataset includes vulnerabilities specific to the energy sector and is categorised by both domain
and the type of vulnerability. Thereafter, the Time-To-Compromise (TTC) values were estimated.

4.1 Energy Sector Vulnerability Dataset

The steps summarised in Figure 1 were taken to create the dataset. The vulnerability dataset was created by
using information found in the America’s Cyber Defense Agency’s Cybersecurity Alerts & Advisories (CISA)
(CISA, 2025). The information was gathered in September 2025 and the number of advisories has increased
since then. The advisories that belonged to the energy sector were filtered out and the Common
Vulnerabilities and Exposures (CVEs) mentioned per CISA were added to the dataset. In this process we used
the Comma Separated Value (CSV) list of advisories as provided by the ICS Advisory Project (ICS Advisory
Project, 2025). Once a list of CVEs that according to CISA belong to the energy sector was created, the
duplicate CVEs were removed and 3656 CVEs remained. Thereafter, the list was extended to include details
regarding each CVE. These details were added from the National Institute of Standard (NIST) National
Vulnerability Database (NVD) (NIST, 2025).

Parse and add
details = List of CVEs

= CVEsinthe with details

= 1387 adversaries energy sector from NVD
= 3656 CVEs " 3633 CVEs

Filter and
extract Categorise

Figure 1: A summary of the process of creating the energy sector vulnerability dataset

= CISA for the
energy sector

= Final dataset

= Vulnerability
type and
domain

2717 CVEs

Since the CVE information stored in the NVD is in JavaScript Object Notation (JSON) format, we were able to
build a parser in Python that extracts the relevant information from the list of CVEs and exports it to an Excel
.csv file. The information that is extracted in the parser is the CVE ID, CVE description, access vector or attack
vector, CVSS base and exploitability scores, as well as, the CPE. If the CVE includes multiple versions of CVSS (2,
3, 3.1 and 4) we use the latest value. The information extracted from the NVD showed that some of the CVEs
were rejected or duplicate and these were therefore removed from the list. We also remove three CVEs that
were published before the year of 2010 since they were not part of the ICS Advisory Project. In the end, 3633
unique CVEs for the energy sector were included in the final dataset (Energy Sector CVEs, 2025). To further
enhance the dataset and to make it useable for TTC estimations, each CVE were categorised. We only assign
type of vulnerability and domain for the 2717 vulnerabilities with attack or access vector of network, since we
in this paper are focusing on cyber-attacks.

The first step to categorise the CVEs into domain and type of vulnerability is to decide what the categories
should be. We use the sane eight categories of vulnerabilities as in the Learning from Vulnerabilities Dataset
(Thomas and Chothia, 2020). They defined the categories to aid in the detecting of vulnerabilities by
categorising them by the method to detect them. The “Other” category does not fit into the other categories
and are, for example, design flaws or programming issues. Below is a list of the categories with a short
description and an example of a CWE.

e Access Control Privilege Escalation & Authentication Weaknesses, shortened as Web, are, for
example, SQL injections (CWE-89).

e Default Credentials, in the case that default passwords have not been changed (CWE-1392).

e Denial of Service & Resource Exhaustion, shortened as Denial of Service, can occur by flooding the
network with requests (CWE-410).

e Exposed Sensitive Data, shortened as Information Leakage, caused by, for example, not encrypting
documents (CWE-200).
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e Weak & Broken Cryptography, shortened as Cryptography, can be lack of sufficient character length
for passwords (CWE-521).

e Memory & Buffer Management, shortened as Memory, for example, buffer overflows (CWE-122).

e Permissions & Resource Access Control, shortened as Access Control, can be when a too large group is
mistakenly given access (CWE-1220).

e Privilege Escalation and Authentication Weaknesses, shortened as Authentication, can be cases where
the identity of the user is not verified (CWE-1390).

We found an overlap of 1467 vulnerabilities with the ICS Dataset by Thomas and Chothia (2020) and therefore
did not have to categories these again. For the other vulnerabilities, we manually categorise them based on
the CWE ID and CVE description. There are some vulnerabilities where one vulnerability leads to another one.
For example, a DoS vulnerability exists due to weak authentication. In these cases, we categorise the
vulnerability by the first type of attack, since we analyse entry points to the energy system in this paper.

The dataset is also categorised based on where the vulnerability exists in the energy system. This gives an
indication of where the entry point is on a higher abstraction. To enable applications in other contexts beyond
this paper, we choose to use the already defined domains of the Smart energy Grid Architecture Model
(SGAM) (CEN-CENELEC-ETSI Smart Grid Coordination Group, 2012). These domains are bulk generation,
transmission, distribution, DER and customer premises. For the purpose of this paper, we combine the
domains of transmission and distribution since they often have similar products and architectures in terms of
cybersecurity. One main difference between the two domains is that transmission of electricity is over long
distances and the distribution focus on supplying electricity to consumers. To categorise the vulnerabilities
based on the domain, we analysed the CVE description and, if they have been defined, the CPE values. Many
vulnerabilities are found in multiple different domains and some vulnerabilities can be found in all of them.
Examples of vulnerabilities that are found in all the domains of the energy system are those that are found in
devices for network connectivity or physical security.

4.2 Estimating the Time-To-Compromise

When estimating the TTC values, we use the categorised dataset (Energy Sector CVEs, 2025) and filter the
vulnerabilities based on the type of vulnerability and domain that we want to analyse. There are also some
fixed values that are used to estimate the TTC. The value k is 2717 since it is the total number of vulnerabilities
of the dataset. The exploits are ranked based on how reliable they are and we use this ranking to determine
the type of attacker that it could be used by. We assume that an attacker of any skill level could use the easier
exploits and the more difficult it is to achieve a successful outcome of the exploit, the more skilled the attacker
must be. The value m is defined by the number of exploits found in the Metasploit (2025). Table 1 summarises
the value m based on the type of vulnerability and the attacker skill level. The value v is the number of
vulnerabilities for the use case that the TTC is estimated for. These values are used to estimate the probability
that an attacker is in the first process (P1).

P1=1-ev™k=1-p;

where v is the number of vulnerabilities for the type of vulnerability and domain that is investigated, m is the
number of exploits available to the hacker based on skill level as seen in Table 1 and k is the total number of
vulnerabilities of the dataset, 2717.

The time taken for an attacker to complete process 1 (t:) is dependent on the CVSS values.
t=1* ((10/c2 + 3, 9/¢3)2) days

where c2 is the average version 2 or 4 base CVSS score for the vulnerabilities and c3 is the version 3.x average
exploitability CVSS for the vulnerabilities.

Another fixed value is the fraction of vulnerabilities that are considered exploitable based on the attacker skill
level (f), as seen in Table 2. To calculate this value, the vulnerabilities that include a CVSS version 3.x
exploitability score are counted and the assumption is made that a less skilled attacker would have a lower
exploitability score. This value is used to estimate the time taken for an attacker to complete process 3.

ts=(f - 0.5) * b + t2 days

where t; is the time taken to develop a new exploit, f’ is the inverse of the fraction of vulnerabilities that are
exploitable based on skill level and b is the Mean-Time-Between-Vulnerabilities (MTBV) in days based on the
CVE publication date.
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Table 1: The number of exploits from the Metasploit (2025) database available to the different skill level of
an attacker, per type of vulnerability

Type of Vulnerability | Novice attacker | Beginner attacker | Intermediate attacker | Expert attacker
Access Control 69 73 101 106
Authentication 481 517 568 573

Cryptography 21 21 22 22
Default Logins 51 53 65 66
Denial of Service 10 13 13 13
Information Leakage 10 10 45 45
Memory 127 195 374 402

Web 708 792 1007 1068

Table 2: The number of exploitable vulnerabilities and the fraction of vulnerabilities that are exploitable per
skill level of the attacker, based on the CVSS version 3.x exploitability score

Attacker skill level | Number of exploitable vulnerabilities | Fraction of exploitable vulnerabilities (f)
Expert 1951 1
Intermediate 759 0,39
Beginner 181 0,09
Novice 107 0,06

The complete TTC is estimated by combining the probability for the attacker to be in processes 1 or 2 and the
time taken to complete the processes.

T=ti*Pr+t2*(1-P1)*(1-u)+tz*u*(1-P1)

where T is the estimated time-to-compromise in days, u = (1-f)', which is the probability that Process 2 is
unsuccessful where v is the number of vulnerabilities and f is fraction of vulnerabilities that are exploitable for a
specific skill level. Also, u=1 if v=0.

5. Results

In Table 3, we can see that the most common types of vulnerabilities are memory and web. In terms of
domains, as seen in Table 4, customer premises appear to have the most vulnerabilities. We found that 1037
of the vulnerabilities can be found in all of the domains.

Table 3: Vulnerability metrics per category of vulnerability, rounded to one decimal point

Category of Number of Average Average Mean time
Vulnerability Vulnerabilities Base Exploitability between
CVss if CVSS v3.x vulnerabilities
(MTBV)
Access Control 304 7,8 3,3 18,4
Authentication 270 8,1 3,3 19,2
Cryptography 78 6,9 3,2 62,3
Default Logins 55 8,7 3,7 92,4
Denial of Service 313 7,1 3,7 15,9
Information Leakage 191 6,8 34 26,7
Memory 651 8,2 3,4 8,3
Web 788 74 2,9 71
Other 67 7,9 35 79,1
640
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Table 4: Vulnerability metrics per SGAM domain, where a vulnerability may exist in multiple sectors

SGAM Domain Number of Average | Average Mean time
Vulnerabilities Base Exploitability between
CVss if CVSS v3.x vulnerabilities
(MTBV)
Bulk Generation 1310 7,6 3,2 4,2
Customer Premises 2280 7,7 3,3 2,5
DER 1669 7,6 3,3 3,3
Transmission & Distribution 1595 7,6 3,2 3,5

We plot the trends of number of vulnerabilities through the years in Figures 2 and 3. The majority of the type
of vulnerabilities in the different domains appears to follow a similar trend. Even though the year 2025 does
not have complete data, it is visible that the number of vulnerabilities for web, and access control
vulnerabilities, appears to increase.
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Figure 2: The number of vulnerabilities per domain over years
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Figure 3: The number of vulnerabilities per type of vulnerability over years

Cryptography and default logins have the longest TTC values and could be considered as less critical types of
vulnerabilities, as visualised in Figure 4. For access control, authentication, memory and web the TTC values
are close to 1 day for all skill level.
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Figure 4: The estimated TTC for the different vulnerability types per attacker skill level

When the TTC for all types of vulnerabilities are estimated for the four different SGAM domains, the result
shows that for all skill level and domains, the number is 1,2 or 1,3 days. This indicates that it would only take
an attacker on average just over 1 day to successfully compromise any domain of the energy system.

In Figure 5, we illustrate the TTC values of web and access control for the different SGAM domains. These
specific types of vulnerabilities were chosen to illustrate due to the upward trend shown in Figure 3. According
to the results, the most time-consuming attack to succeed with would be to compromise an access control
type vulnerability for a novice in the Bulk Generation domain. The lowest TTC values can be found for the
expert attacker for access control vulnerabilities in the Customer Premises domain.
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Figure 5: The TTC for Access Control and Web type of vulnerabilities for the different SGAM domains and
attacker skill levels

6. Discussion

The results of the TTC estimations are highly dependent on the dataset, its categorisation and the source of
the variables. The TTC values are estimated on quantifiable numbers, such as the number of vulnerabilities and
their severity scores. Due to this, the estimations can be considered objective, even though the manual
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categorisation and other manual tasks may introduce bias. These is also the assumption made that the general
analysis for the different types of vulnerabilities and domains can be applied to more specific cases. In risk
assessment, there is sometimes lack of information and generalisations are made, but should be made clear.
The contributions and results presented in this paper will enable researchers in the topic of threat modelling
and attack graph generation to strengthen the trustworthiness of their analysis. It is a challenge to evaluate
security assessments due to the lack of data describing real attacks to compare the assessments with. This
limitation also applies to this paper. There is no data that represent the truth in regards to which entry point is
the most vulnerable and the TTC for this entry point, even though we estimate it.

We acknowledge that there may be vulnerabilities with incorrect data (Dragos, 2025) and that there is work
that has found some inconsistencies (Tomas et al. 2020). Some evaluation of the categorisation of the type of
vulnerabilities have been evaluated previously by Thomas and Chothia (2020). A limitation of the results is that
there can be several products that are affected by one CVE. In this case we have used the first mentioned
product. We, however, see that these different products are similar and we assume that they are found in the
same domain when we perform the categorisation.

Around one day for an attacker to successfully compromise a domain in the energy sector may appear low, but
there exist many vulnerable products with readily available exploits. In a paper by Wang et al. (2017), it was
found that around 50% of the internet-exposed ICS devices, investigated by them, were patched within 60
days of a vulnerability being known. This would, according to our results, give the attacker enough time to
successfully compromise the vulnerability. The result shows a low fraction of exploitability for novice and
beginner attackers. This indicates that an attacker must typically be at least intermediate in order to be able to
exploit the energy system. Considering that the communication system of the energy sector is often more
complex than that of a typical IT system, we could expect this result. The dataset presented in this paper only
includes known vulnerabilities, however, unknown vulnerabilities are considered in the third process when
estimating the TTC value. The third process is the continuously ongoing attempts to find unknown
vulnerabilities and develop new exploits.

7. Conclusions and Future Work Directions

It is clear that our society is dependent on electricity supplied by the energy system. The critical infrastructure
is at stake because of the threat of cyber warfare targeting the energy system. In this paper, we have
contributed with a categorised vulnerability dataset for the energy sector. We have also estimated the Time-
To-Compromise (TTC) for exploiting different types of vulnerabilities in the four different Smart energy Grid
Architecture Model (SGAM) domains. We have analysed the access control and web vulnerabilities specifically
for the bulk generation, customer premises, distribution & transmission and Distributed Energy Resources
(DER) domains. The majority of the vulnerabilities can be exploited in between one to two days, regardless of
the attacker skill level. This emphasises how imminent the threat is and the importance of securing the energy
system against such attacks, as well as, where to focus the future cybersecurity research.

Directions for future works includes categorising the vulnerabilities per type of asset, in contrast to the existing
broader domains. This would be a step towards solving the issue with generalising the vulnerabilities across an
entire domain of the energy system. Future work directions also include expanding the dataset with CVEs that
are not mentioned in CISA advisories. Lastly, the evaluation of the results presented in this paper is another
future research direction and especially finding or creating information sources to enable the evaluation.
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