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Abstract: Cameras keep individuals and assets safe by monitoring behavior, configurations or indications of concern.
Cameras are utilized throughout daily life; supporting lifestyles, greater domestic, civil, industrial or and laboratory
infrastructure. Cameras monitor plants in controlled experiments, capturing images analyzed by Al to decide when to
provide water or nutrients. This setup sounds efficient and reliable but introduces new risks. Internet-connected cameras
can be hacked. If that happens, an attacker could fake the footage, hiding an intruder entering a high-security lab or
tricking an automated system, like the Al-powered machine, into damaging crops. A tool meant to protect can easily turn
into a threat. This paper explores how lab cameras act as both protectors and sources of risk in biosecurity laboratories.
We combine research papers and real-world examples in a narrative review to understand how these systems are used and
where they fail. We classify risks ranging from weak software and unprotected networks to tampered camera feeds and
flawed security updates. Alongside this taxonomy, we discuss solutions such as better network isolation, automated checks
for altered footage, and stronger device verification protocols. This review reveals that current research often treats
cybersecurity and biosecurity as separate fields, leaving a critical gap where these domains overlap. Relatively few studies
have examined how deceptive camera data could disrupt lab operations, cause security breaches, or lead to worse
outcomes. Furthermore, few have examined the intersection of biosecurity, cyber-physical security, and cybersecurity. By
connecting these domains, this paper highlights the necessity for an integrated approach to improve camera safety and
reliability in laboratories. Implementing stronger standards and security practices is essential to prevent these vital devices
from becoming vulnerabilities rather than assets. Integrated security efforts can benefit from closer inclusion of camera
functions, uses, and forensics.
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1. Introduction

Surveillance cameras are ubiquitous, monitoring areas from residences to high-security environments. These
devices increasingly rely on internet connectivity, offering real-time and remote monitoring for critical security
functionality (ECAM Technologies Corp., 2025). Cameras are categorized as Analog or Digital (Internet Protocol
(IP)) where data is transmitted over a network and remotely managed (ECAM Technologies Corp., 2025).
Analog cameras transmit video through coaxial cables with separate power lines, producing lower resolution.

An IP camera, or Internet Protocol camera as referenced above, is a type of digital video camera that transmits
and receives data over a network or the internet, allowing for remote surveillance and monitoring. Modern IP
cameras use a single Ethernet cable for both power and data transmission via Power over Ethernet (PoE)
technology and now dominate Biosecurity Laboratories due to their high-resolution imaging performance,
functional reliability, and features that align with the unique needs of facilities. However, as Blancaflor et al.
(2023) highlight, these devices are often vulnerable to cyberattacks due to issues like unencrypted RTSP
streams and weak authentication, which can lead to data theft and unauthorized access. The device’s
additional connectivity features facilitate seamless integration within networked environments. In relation to
operational security, cameras with this capability are able to provide remote monitoring functionality. As they
are used across various environments and integrated with other loT (Internet of Things) devices, their reliance
on network connectivity introduces potential cybersecurity vulnerabilities, making them susceptible to
unauthorized access or data interception if not properly secured (Affia et al., 2023; Kalbo et al., 2020).

Many labs utilize remote-controlled cameras to monitor personnel in maximum-containment areas, where;
the highest level of controlled isolation is applied to a system, facility or environment. This is designed to
prevent any form of leakage, exposure or unauthorized interaction by employing the most stringent
safeguards available (Diederich & Eschbaumer, 2025). This allows external observers to rapidly identify and
respond to incidents or "security breaches" (CDC Emerging Infectious Diseases, 2011), to examine a practical
use case. These cameras are increasingly integrated into networked, cyber-physical systems, forming part of
broader loT environments and reflecting the convergence of digital and physical infrastructures (NuAire, Inc.,
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2015; Kalbo et al., 2020; National Institute of Standards and Technology, 2024). However, this dependence
creates vulnerabilities. Cyberbiosecurity frameworks treat security systems and networked devices as critical
assets in the laboratory, whose compromise undermines both required safety oversight and the active
scientific activity (George, 2019; Reed & Dunaway 2019). While IP cameras enhance oversight, they also act as
an entry point to a given attack surface. Attackers can utilize unauthenticated access or access retrieved from
exploitation to manipulate video feeds, disrupt monitoring or interfere with emergency protocols. This
introduces risk that undermines the intended safety guarantees.

This paper addresses this double-edged sword. While IP cameras in this current landscape act as essential
tooling with multiple applications, they are also potential vectors for cyber deception, defined in this work as
the intentional manipulation, falsification or withholding of information using technology. It is significant to
acknowledge this concept of Cybersecurity throughout this work in contrast to the general understanding or
holistic idea of deception; "Deliberately inducing erroneous sensemaking to gain an advantage" (Defused
Cyber, n.d.).

This analysis intends to highlight the critical overlap of cybersecurity and biosecurity in reference to the related
surveillance with the intention to propose practical solutions to enhance the security and reliability of camera
systems (IP Cameras) in biosecurity environments.

2. Case Studies in Relation to Threat Landscape

Internet-connected loT (Internet of Things) enabled cameras in biosecurity labs to introduce multiple
vulnerabilities. The interconnectivity via the internet enables constant communication between devices,
exposing them to actors with varying motives. In the current age, motives have moved away from amusement
or sport to the acquisition of resources such as intelligence or information about a target, data or monetary
gain, for an ultimate goal of leverage (Prasad et al., 2025). The healthcare sector remains a prime target for
cyber threats and a candidate for examination as a case study. In this instance a cause for consideration in
adapting or appropriating new technology would be for the purpose of inter-communication, treating patients
or the translation of results. Many Life Sciences Laboratories would also share this same use case and concern,
especially around delicate environments unique to these facilities. (Affia et al, 2023).

IP Cameras can enable deception, espionage or additonal resulting factors (Cunliffe, 2021; Herodotou and Hao,
2023; Singh and Dhumane, 2025). IP Cameras can serve as powerful tools for deception and espionage by
enabling the covert collection and manipulation of visual input. In the contextual use of an abusive actor or
offensive security practitioner, IP Cameras may be used to observe user behavior, capture sensitive data (such
as credentials or screen activity) or possibly build intelligence for targeted attacks (Cunliffe, 2021; Herodotou
and Hao, 2023; Singh and Dhumane, 2025). IP Cameras can also support nefarious operations by creating false
perceptions. Placing/replacing physical cameras and/or their feed to suggest surveillance while the actual
monitoring occurs elsewhere. IP Cameras can also be manipulated to produce footage to mislead viewers.
Deception research provides a useful vocabulary for understanding how compromised IP Camera systems can
shape an environment.

IP Cameras in biosecurity laboratories are especially vulnerable to these dynamics because they can be treated
as authoritative windows into these restricted spaces or diagnostic tools. When attackers can pause (jam),
freeze (stop), or loop (repeat) feeds, they are directly manipulating the perceptual channel that underpins
safety decisions and incident reconstructions or recounts (Clark and Mitchell, 2019; Reed and Dunaway, 2019).

2.1 Case Study: Cloud-Connected, Remotely Controllable Cameras

Work by Kalbo et al. (2020) supports that Cloud-connected, remotely controllable cameras can introduce
attack surfaces. A notable, related application involved Flock Safety exposing livestreams and administrative
interfaces for at least sixty of its Al-enabled Condor cameras to the open internet without authentication,
enabling access to live feeds, archived footage (up to thirty days), and camera configuration controls (Koebler,
2025). Threat actors can leverage tools such as Shodan, a specialized search engine that indexes internet-
connected devices (e.g., servers, webcams, and loT systems), to discover and exploit exposed systems,
significantly expanding the attack surface of networked infrastructure (Kalbo et al, 2020; Herodotou and Hao,
2023; Koebler, 2025). High-containment laboratories are specialized facilities designed to safely handle and
study hazardous biological agents under strict security and safety controls (Crawford et al., 2023). High-
containment laboratories trend toward adopting integrated cyber-physical architectures managing security
and containment (Crawford et al., 2023). These laboratories increasingly rely on networked camera systems,
where visual surveillance is conducted through integrated digital monitoring infrastructures that operators
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may utilize to conduct reviews and make critical decisions (Crawford et al., 2023). Poorly secured systems
enable external adversaries to silently monitor lab routines, download historical footage or modify settings.
Cyber intrusions targeting equipment can facilitate "malicious access to or alteration of security-relevant
digital records," making it difficult to distinguish between accidental and deliberate acts (Reed and Dunaway,
2019). These weaknesses directly intersect with Cyberbiosecurity concerns as laboratories become more
"smart” and seek to interconnect their systems for efficiency or automation.

Exposure in this case primarily enables intelligence gathering and preparation of attempted deception. An
actor who can silently watch, archive, configure or set up persistence toward cameras can gain a detailed
picture of routines and blind spots that can later support more active activity, such as concealment or
simulation. In terms of deception, this positioning work or staging shapes what exists authentically, stored in
archives or changed; thereby pre-structuring how practitioners will later make sense of activity and illustrating
how deception targets “sensemaking” and downstream behavior rather than isolated perceptions alone (Clark
and Mitchell, 2019; Henderson, 2023). Connecting systems increases the attack surface, risking cascading
consequences across multiple safety and security functions from a single cyber-attack (Crawford et al., 2023).
Concurrently, camera feeds are evolving from passive recording to the infrastructure to include “smart” safety
systems. Computer-vision-based technology would be an applicable use case to reflect upon in this
environment as many organizations or institutions move toward automated auditing of compliance auditing
and enforcement. A case to review would be the use and retention of personal protective equipment (PPE)
compliance systems that use video analytics for automatic detection and supervision in real time (Vukicevic et
al., 2024). This integration means camera streams directly influence compliance assessments and operational
responses.

When lab cameras serve the dual role of auditing and compliance partners within organizations, manipulating
their streams or archived data becomes a potent vector for the goal of deception (Reed & Dunaway, 2019;
Crawford et al., 2023). Adversaries and actors who interfere with the integrity or availability of these feeds can
shape what automated systems “see” and alter what personnel are able to review.

2.2 Case Study: Wireless Camera Jamming

Wireless IP camera performance may be influenced by frequency band choice; this boasts another illustrative
example. The 2.4 GHz band generally offers greater range and wall penetration but is more susceptible to
congestion, whereas 5 GHz provides higher throughput with reduced congestion over shorter distances (Intel,
n.d.). This distinction is relevant for security considerations because the camera’s operational band affects how
its wireless communications behave under interference or disruption. Non-peer-reviewed technical reporting
has described proof-of-concept devices capable of generating interference across these bands, with
demonstrations suggesting that Wi-Fi camera video streams may be disrupted under interference conditions,
for example through packet loss (Skyforest, 2025). Prior research on hidden and network-connected
surveillance devices indicates that such systems can be detected and analyzed through methods such as
network traffic monitoring, signal analysis, and device fingerprinting (Pravin et al., 2022; Ju et al., 2025). At the
same time, more recent work suggests that no single detection method is consistently reliable, and that
combining multiple approaches may improve identification accuracy in complex environments (Kumar et al.,
2026). In tandem, these findings highlight that wireless surveillance devices introduce measurable security
considerations, although the effectiveness of detection and interference techniques may vary depending on
the environment and device characteristics. Practical demonstrations further illustrate the feasibility of
disrupting wireless camera systems.

For example, a prototype device has been suggested to have the capability to interfere with 2.4 GHz wireless
cameras, disrupting live video feeds during testing (CiferTech, 2025). As many surveillance devices operate on
the 2.4 GHz band due to its extended range and compatibility, systems configured to use this frequency may
be particularly susceptible to such interference, highlighting a potential vulnerability in real-world
deployments (Herodotou and Hao, 2023). In modern "Wi-Fi-enabled" Ilaboratories, where cameras,
instruments, and building systems share a networked infrastructure, a device modeled after the RF-Clown v2
could pose a tangible threat. Cyberbiosecurity analyses of high-containment laboratories suggest that the
increasing integration of interconnected cyber-physical systems (such as building automation, biosafety
cabinets and networked access controls) may expand the overall attack surface.

Under certain conditions, this interconnectivity could allow a compromise in one component to affect other
systems, potentially weakening multiple layers of safety and security. However, the extent to which such
effects propagate depends on system architecture, configuration, segmentation and operational controls
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(Pravin et al., 2022; Ju et al., 2025). When wireless cameras monitor critical procedures or access, a brief, well-
timed freeze of a 2.4 GHz video feed can create an opportunity for deception "blind window" that is invisible
to downstream auditing, yet sufficient enough to obscure an unauthorized action. Targeted wireless
interference tools such as RF-Clown v2 demonstrate how disruption can degrade the availability of visual
monitoring systems by interrupting or freezing live camera feeds (CiferTech, 2025; Skyforest, 2025). The
resulting loss or delay of real-time information may still influence decision-making, as operators and
automated systems depend on timely data to interpret events (Clark and Mitchell, 2019; Henderson, 2023).

2.3 Case Study: Looping and Spoofing Lab Camera Feeds

In “Cyber War: The Next Threat to National Security and What to Do About It”, Richard A. Clarke and Robert K.
Knake (2010) describe the Stuxnet operation targeting Iran’s Natanz facility, noting that it involved both
process disruption and manipulation of monitoring outputs. They report that compromised Supervisory
Control and Data Acquisition (SCADA) systems could present data consistent with normal operation despite
underlying anomalies (Clarke and Knake, 2010). More generally, industrial control system incidents have been
understood to involve interactions between physical processes and digital monitoring systems. In
environments that rely on such systems for situational awareness, especially laboratory settings, compromise
of monitoring outputs could affect how system conditions are perceived. The relevance and impact of such
scenarios depend on system design and implementation.

IP cameras may also be susceptible to network-layer manipulation under certain conditions. For example, a
Forescout demonstration showed that, where video streams are transmitted using unencrypted protocols, it is
possible to intercept traffic and replay previously recorded footage in place of a live feed (dos Santos, 2019).
Such scenarios depend on specific configuration weaknesses but suggest that, in some deployments, visual
monitoring systems may not reliably reflect real-time conditions if compromised.

In examining the intersection of the stuxnet’s modus operandi and IP camera-replay we can illustrate the
technique of deception in which attackers present convincing but false views to operators while damaging or
unsafe processes unfold behind the scenes. Analyses of deception stress that such operations work not
because they are visually spectacular, but because they are boringly plausible and align with what the
audience already expects to see, thereby nudging them toward inaction when intervention is needed (Clark
and Mitchell, 2019; Henderson, 2023).

VN

2.4 Case Study: “Dance-coding”, “Vogue-coding” and Vision Challenges

Laboratory camera systems are increasingly embedded in biosecurity workflows, supporting monitoring,
compliance, and incident reconstruction. As networked, cyber-physical assets, they fall within the scope of
cyberbiosecurity (Reed and Dunaway, 2019). Prior work shows that IP-based surveillance systems can be
manipulated at the network or device level, including disruption or replay of video streams under certain
conditions (Kalbo et al., 2020; dos Santos, 2019). In parallel, advances in vision-language models, such as
representation-learning approaches exemplified by Meta Al (FAIR)'s VL-JEPA, demonstrate increasing
capability to extract structured information from video data (Chen et al., 2025). While primarily developed for
perception tasks, their integration into camera systems may extend functionality from passive recording
toward automated interpretation. Together, these strands suggest that camera systems may present a more
complex security consideration than is reflected in current cyberbiosecurity literature, which has largely
treated them as generic loT devices. However, empirical evidence specific to high-containment laboratory
environments remains limited, and this work therefore focuses on plausible risks rather than demonstrated
prevalence.

Hypothetical Path 1: Visual Coding To Trigger Malicious Action

A hypothetical scenario for discussion involves a future IP camera system integrated with a multimodal vision—
language model responsive to visual inputs. In principle, if such systems interpret human movement as input,
structured motion patterns could influence outputs in unintended ways. The concept of “vogue-coding” is
used here as a metaphor for encoding signals through movement, drawing on the technique of vogueing which
draws on Ballroom culture from the 20th Century (Winsor, 2023; Ray, 2025). The use of this term does not
imply a yet practical programming method, but illustrates how visual inputs, if systematically interpreted,
might carry implicit instructions. Under adversarial conditions, carefully constructed movements could
potentially bias or disrupt model interpretation. This remains speculative. There is no clear evidence that
current systems can be intentionally controlled through unconstrained movement, particularly in operational
settings. However, research on adversarial inputs shows that machine learning systems can be influenced by
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crafted signals. Accordingly, “vogue-coding” is best understood as a conceptual lens for anticipating how
future vision-enabled systems may require safeguards against unintended or adversarial visual inputs.

Hypothetical Path 2: Generating Fabricated or Fraudulent Visual Artifacts

This path considers an adversarial scenario in which a vision system generates misleading or fabricated visual
outputs, conceptually similar to demonstrated manipulation of medical imagery using generative models (e.g.,
CT-GAN) (Mirsky et al., 2019). In principle, sufficiently advanced and well-integrated camera systems
incorporating generative capabilities could introduce ambiguity or doubt into visual records, potentially
complicating evidentiary interpretation in legal or investigative contexts (Zhao et al., 2019; Apolo and Michael,
2024; Tayfor et al., 2025; Guo, 2025).

The motivations for such manipulation may include both inducing false beliefs in system users and shaping the
behavior of downstream observers or decision-makers. While proposed applications span a wide range of
domains, including agriculture, life sciences, healthcare, and critical infrastructure, these uses are best
understood as context-dependent and largely speculative, rather than established attack patterns (Mo et al.,
2022; Elgabry, 2023; Kaufman et al., 2023; Potter and Palmer, 2023; Stephen et al., 2023; Potter and Palmer,
2024; Stephen et al., 2024).

System effectiveness could, in principle, be enhanced by integrating additional data sources such as biometric
tracking or loT-linked devices. However, the coordinated exploitation of such multimodal inputs for deception
remains an area of ongoing research, rather than a demonstrated capability (Affia et al., 2023; James et al.,
2025; Potter et al., 2025; Purnell et al., 2025). Increased data aggregation may also expand the attack surface,
particularly where data leakage or weak integration controls are present. Mitigation is necessarily multi-
layered. Techniques such as watermarking and data integrity controls may contribute to detection and
resilience, but they do not constitute comprehensive solutions (Morrison, 2018; Korada, 2024; Naik et al.,
2025). More broadly, reducing risk requires a combination of secure system design, provenance verification,
and ongoing monitoring of visual data pipelines.

Both Path 1 and Path 2 highlight emerging challenges in adversarial vision systems, likely requiring
interdisciplinary responses. The scenarios point to a speculative future where camera-driven systems could be
influenced by structured visual inputs, shaping behaviour in unintended ways. In this context, deception
operates by introducing plausible but misleading signals into perception, affecting both human and machine
interpretation in line with established principles of plausibility and expectation (Clark and Mitchell, 2019;
Henderson, 2023).

3. Integrated Security and Best Practices

Defenders must counter adversaries who blend digital and physical domains, employing a vast library of tools
particularly against laboratory cameras. Countering these threats requires uniting experts in cybersecurity,
biosecurity, cyber-physical engineering, and policy via practical mechanisms like cross-sector partnerships, and
routine information-sharing (Powell et al., 2021; Adeoye et al., 2023; Haley and Burrell, 2025). Laboratory
cameras must be treated as integral safety and security infrastructure, not peripherals. This means joint risk
assessments considering how camera compromise affects biosafety, physical security, and digital records;
standardized video tampering response plans; and involving both IT security and laboratory safety officers in
system design (Reed and Dunaway, 2019; Cyberbiosecurity in High-Containment Laboratories, 2023; ASPR,
n.d.).

Given their centrality, cameras are critical systems demanding systematic pre-deployment security testing of
hardware, firmware, and network configurations. This testing must verify basic hygiene, such as changing
default passwords, enforcing strong authentication, and disabling unauthenticated access. An internal testing
team is beneficial, reducing exposure of sensitive network details, though external expertise should still be
utilized. These checks determine camera appropriateness and the necessity for "compensating controls or
patches." Continuous vulnerability monitoring is also essential. In the examination of the October 2025 Louvre
jewel heist, it can be derived that high-profile institutions despite the most sophisticated security
consideration and planning can exhibit poor camera security; weak authentication enables exploitation (Leath,
2025; Seipel, 2025).

Technical practices beyond testing form a baseline for securing lab camera systems. Network segmentation
and isolation are central: placing cameras on dedicated, access-controlled segments separate from "unrelated
internal systems" like instruments or administrative workstations, a critical concern in high-containment
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facilities (Reed and Dunaway, 2019; Crawford et al., 2023). Strong device authentication and access control,
avoiding default credentials and unauthenticated web interfaces, as seen with exposed "Flock Condor
cameras" and the "Louvre’s CCTV password", reduces silent external monitoring (Koebler, 2025; Reyes, 2025;
Leath, 2025; Seipel, 2025). Regular security updates, prompt patching and explicit decommissioning prevent
cameras from becoming "long-lived footholds" (ASPR, n.d.; Reed and Dunaway, 2019).

Finally, forensic-readiness measures, including "tamper-evident logging, redundant storage," and mechanisms
to validate "archived footage," are necessary to detect deceptive attacks which can otherwise make
operations appeared to proceed without anomaly (Clarke and Knake, 2010; (Johns Hopkins University Applied
Physics Laboratory, 2003; Tayfor et al., 2025).

4. Discussion, Limitations and Conclusion

Laboratory camera systems are increasingly used for monitoring, compliance, and retrospective review,
particularly in controlled environments (NuAire, Inc., 2015). As these systems contribute to situational
awareness and documentation, their reliability may influence how events are interpreted within a facility.
Existing research and reporting indicate that such systems can exhibit a range of vulnerabilities, including weak
authentication (Leath, 2025), unencrypted video transmission (dos Santos, 2019), and susceptibility to wireless
interference (Skyforest, 2025).

More broadly, studies of cyber-physical systems show that manipulation or disruption of monitoring data can
affect perception by presenting incomplete or misleading information (Clarke and Knake, 2010; Clark and
Mitchell, 2019). While these findings derive from varied contexts, they suggest that monitoring systems may
be vulnerable to both disruption and misrepresentation. Cyberbiosecurity literature has not consistently
examined camera systems as distinct components of laboratory security, often treating them as general loT
infrastructure (Reed and Dunaway, 2019; Racicot et al.,, 2022; Cyberbiosecurity in High-Containment
Laboratories, 2023).

This indicates a need for further study of their role in safety oversight and evidentiary use. This exploration is
limited by its narrative scope and reliance on examples drawn largely from outside laboratory settings.
Accordingly, it emphasizes potential vulnerabilities and design considerations rather than the prevalence of
such incidents in biosecurity environments. In the future, a focus topic is to examine defense in depth as a
strategy for defending against cyber deception.

Despite these limitations, the analysis confirms that laboratory cameras hold a critical yet under-examined role
in Cyberbiosecurity. Cameras mediate operational visibility, safety enforcement, and incident reconstruction;
vulnerability to unauthorized access, jamming, looping, or adversarial manipulation transforms them from
protective tools into enablers of cyber deception. Future work should convene operators,
biosafety/biosecurity professionals, cybersecurity/cyber-physical engineers, and legal/policy experts to
experimentally evaluate camera architectures, adversarial attacks, and mitigation strategies in realistic lab
settings, translating these findings into integrated standards and training.

Ethics Statement: No experimental subjects were performed upon in this work.

Al Ethics Statement: To organize and format parts of the paper, Al tools within ChatGPT, Grammarly and
Google Docs were used.
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