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Abstract: As modern space systems, particularly CubeSat constellations, are increasingly embedded in defence, industrial,
and civilian operations, fulfilling an increasingly vital role in telecommunications, earth observation, and national security,
their vulnerabilities to cyberattacks continue to grow. Despite the advantages of CubeSats; cost-effectiveness, scalability,
and enhanced coverage; as satellite providers attempt to maximise payload capabilities, these systems are fundamentally
constrained by Size, Weight, and Power (SWaP), imposing significant design trade-offs that limit onboard security. This has
contributed to emerging U.S. national security requirements for commercial satellites supporting defence missions to
implement real-time on-board intrusion detection and prevention systems forcing cybersecurity for satellite vendors to no
longer merely be a desirable design feature, but an explicit mission-assurance and acquisition requirement for space
systems used to support national security. This paper examines the growing cybersecurity risks faced by CubeSat
constellations, focusing primarily on multi-stage attacks—complex sequences of interrelated behaviours that may appear
individually benign but are collectively malicious. Where existing terrestrial intrusion detection systems have succeeded,
they lack the distinctive dynamics of satellite networks, and publicly available satellite-oriented datasets to achieve the
same success in the space domain. This necessitates the development of bespoke, packet-level datasets for effective
cybersecurity modelling. To address the immediate need for enhanced resilience while bespoke datasets are developed,
Through the review of existing cybersecurity measures and the integration of machine learning-based solutions, we
propose a preliminary cybersecurity framework based on self-supervised learning. This approach uses contrastive learning
to produce a nominal operational profile of the satellite’s systems. This profile serves as a baseline for an onboard anomaly
detection system, aiming to identify deviations that could indicate a cyberattack. By developing adaptive intrusion
detection systems (IDS) that prioritise resource conservation, we aim to enhance CubeSat security in future space missions,
ensuring both operational integrity and data confidentiality. Furthermore, we propose the development of a minimum
cyber resilience capability checklist, accompanied by a standardised testbench. This testbench would provide analogous
testing to vacuum and vibration tests common in satellite engineering, covering core, low-cost, high-reward attack vectors
such as authentication and encryption vulnerabilities, fuzzing, replay attacks, and Denial of Service (DoS). The results would
be delivered to the satellite owner or producer in a simple pass/fail format, identifying which tests failed and
recommending standard methods to mitigate the identified vulnerabilities. This framework aims to establish a
foundational and verifiable level of cyber resilience for CubeSat missions.

Keywords: Space system cybersecurity, Satellite cybersecurity, On-board intrusion detection systems, Self-supervised
learning, CubeSat constellations

1. Introduction

The rapid expansion of the space sector, often termed “New Space”, has seen a significant shift from large
governmental projects to the small satellite domain, where industry and academia exist as principal drivers.
This proliferation is largely driven by CubeSats: compact satellites, typically nanosatellites, comprising modular
10cm? (1U) units leveraging commercial off-the-shelf (COTS) components, such as Field-Programmable Gate
Arrays (FPGAs) and Software-Defined Radios (SDRs). These small, comparatively cost-effective satellites are
often deployed in Low Earth Orbit (LEO) constellations, allowing for global coverage and seamless data
collection across vast geographical areas (Sweeting, 2018). CubeSats are affordable for academia, offering high
sensing resolutions and low latencies, and when designed to be homogeneous; sharing common hardware,
software, and mission objectives, constellations, provide industry with greater geographical coverage and
redundancy at a cost comparable to larger satellites. This evolving space ecosystem enables CubeSats to be
used in a variety of applications critical to national infrastructure, including positioning, navigation, and timing
(PNT), for GPS and financial tracking, earth observation for agricultural and climate monitoring,
communications for global internet access, and scientific research (Manulis et al., 2021). From the critical
services outlined, this makes satellite systems an integral part of critical infrastructure even if only as an
enabler.

Despite their growing prominence, CubeSats are inherently vulnerable to cyberattacks that could compromise
their functionality, leading to significant risks to the integrity of space missions and national security. The surge
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in satellite deployments has inadvertently increased the attack surface of the space domain, making it an
increasingly attractive target for cyber adversaries. Of particular concern is the rise of sophisticated multi-stage
cyberattacks. These attacks involve an ensemble of attack steps, often chaining multiple single-stage attacks
into complex sequences of interrelated behaviours. These steps may appear individually benign and are
difficult to detect in resource-rich terrestrial environments, let alone in the resource-constrained, physically
inaccessible, and radiation-battered environment of space. With limited power budgets where critical sensors
and payloads take precedence, CubeSats are often deployed with limited defence capabilities due to perceived
security through obscurity and physical inaccessibility, resulting in an attack surface collectively representative
of enterprise networks without the power and processing to match. These attacks are harder to detect than
single-stage attacks, as each step may seem innocuous on its own, but forms part of a larger operationally or
physically destructive sequence (Gupta & Mishra, 2020), asymmetric to conventional warfare. Furthermore,
CubeSats operate in highly resource-constrained environments, with limited computational power, storage,
and energy due to their strict Size, Weight, and Power (SWaP) limitations (Weston et al., 2025). These
constraints make it difficult to implement traditional cybersecurity defences designed for more powerful
systems, necessitating a new approach to CubeSat security. For example, the recent cyber attack on ViaSat’ s
satellite network started with the exploitation of a virtual private network (VPN) vulnerability of several
Gateway Earth Stations in ViaSat’ s ground segment (Boschetti et al, 2022). The adversary penetrated the
demilitarised zone (DMZ) and then tunnelled through the trusted management network to the end users’
modems. In the final stage of the attack, the deployment of a wiper malware disabled approximately 40,000
modems across multiple countries. This spillover effect outside of Ukraine, whether by mistake or through the
selection of intersecting geographic zones, also resulted in one fifth (5,800) of Germany’ s wind turbines
defective for control intervention. This has finally led to the U.S. (Committee on National Security Systems,
2025) requirement that cybersecurity be fully integrated across the lifecycle of space systems used to support
national security missions, with real-time on-board intrusion detection and prevention forming part of the
minimum defensive capability expected of such platforms. As a result, intrusion detection should be viewed
not simply as an optional safeguard, but as a core requirement for mission assurance in security-sensitive
satellite systems.

2. Analysis
2.1 Cybersecurity Risks in CubeSat Constellations

Although CubeSats offer many advantages, they are not immune to cybersecurity risks. These risks include
traditional cyber threats such as data breaches, denial-of-service (DoS) attacks, and unauthorised access, but
more critically, CubeSats are vulnerable to advanced cyberattacks, including multi-stage attacks. A significant
aspect of CubeSat cybersecurity concerns the interconnectivity between satellites in a constellation. Although
this interconnectedness allows for enhanced system performance, it also means that compromising one
satellite can lead to cascading failures across the entire constellation (Martin et al, 2018). For example, in the
event of a compromised satellite, the attacker may use it as a launchpad to manipulate communication
protocols, inject false data into the system, or disrupt operational capabilities (Pavur et al, 2021).

Ground and user segments typically have a mixture of specialised and general-purpose equipment. “Security
through obscurity” refers to the assumption, implemented in some kind of technical practice, that obscured
interfaces of specialised equipment deter attackers. In reality, whether for general interest, notoriety or
malicious intent, closed undocumented systems are routinely reverse-engineered and the resultant findings
circulated. As an example, a voltage fault injection (or “glitching”) using a custom modification chip (“mod-
chip” for short) was demonstrated on a Starlink User Terminal from SpaceX (Wouters, 2022). There existed a
glitching pattern that allowed an attacker to bypass signature verification and subsequently run arbitrary code
on the terminal, further bridging the gap between the space and user segment for adversaries. For larger profit
margins, vendors of embedded devices often economise on security mechanisms, hard-coding access
credentials, using weak cryptographic schemes and failing to patch identified vulnerabilities in a timely
manner, if at all (Manulis et al., 2021). Knowing this, attackers often find resource- constrained devices
attractive targets. It follows that the ground segment must be locked down, and based on the principles of
zero trust, the space segment should operate without any intrinsic trust of the ground and user segments.
Furthermore, as illuminated by the Viasat attack where freedom of lateral movement and trust that the
ground segment is secure provided the vector necessary for the attack, the principles of defence in depth
mandate the space segment to have additional security measures or cyber defences independent of its
neighbouring segments.
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2.2 Multi-stage Intrusion Detection

Multi-stage attack detection is comparable to classic signature and anomaly-based techniques, albeit with
differing terminology and priorities. The primary distinctions are to connect consecutive actions into potential,
evolving and current attacks. As shown in (Navarro et al, 2018), multi-stage detection techniques can be
classified as similarity-based, causal correlation, structural-based, case-based and mixed approaches. In
summary of this research:

Similarity-based: Determine the degree of similarity between alerts to construct the attack scenarios.
Following the premise that similar alerts are tied to the same root cause, when sorted by field, such as host IP
address, they can be appended, clustered or compared to nominal traffic to detect multi-stage attacks.

Causal correlation: Where causal connections between actions may arise as a result of the latter, causal
correlation methods use this as the key to detecting attacks. By establishing which steps facilitate future
actions, it is possible to construct attack scenarios and forecast future steps from the causality of the current,
allowing a more targeted defence effort.

Structural-based: Working backwards in comparison to prior approaches, structural-based methods utilise
known vulnerabilities of the allied system and project current network traffic to construct potential attack
paths that would exploit these weaknesses.

Case-based: For well-known and characterised attack scenarios, similar to traditional signature detection,
case-based methods compare current network traffic to a database of attack signatures, determining when a
specific sequence of network events occur.

Mixed or hybrid: Used to incorporate two or more of the above methods in an attempt to maximise the
detection performance while mitigating the drawbacks encountered by differing techniques.

Our research is motivated by the need for space-segment cyber defences that can detect and mitigate multi-
stage attacks, which represent a significant threat to the operational integrity of CubeSat constellations and
are anticipated to gain command and control of satellite systems (Falco et al., 2021).

2.3 Challenges in CubeSat Cybersecurity

One of the key challenges in securing CubeSat constellations is the resource limitations inherent in these small
satellites. CubeSats have limited computational resources, power, and memory, which means that traditional
security solutions, such as firewalls, antivirus software, or full intrusion detection systems, cannot be deployed
in their entirety. This presents a fundamental challenge for cybersecurity, as it limits the types of defences that
can be applied without exhausting the satellite’s limited energy supply or reducing its operational efficiency
(Manulis et al., 2021). Furthermore, CubeSats operate in a harsh environment that presents additional
challenges. These satellites are exposed to space radiation, which can cause hardware malfunctions and data
corruption (Ecoffet, 2013). The lack of physical access to CubeSats further complicates security efforts; once a
satellite is launched, it cannot be easily repaired or updated in response to emerging threats (Falco, 2020).
These factors demand that any cybersecurity solutions be lightweight, adaptive, and capable of functioning in
an environment where physical access is not possible. The need for resource efficient solutions is paramount
in CubeSat security. For example, CubeSats rely on solar panels for power, and excessive computational tasks
may quickly deplete their energy supply, leading to mission failure (Manulis et al., 2021). As such, any
cybersecurity mechanisms need to minimise computational overhead and optimise energy consumption
without sacrificing the effectiveness of intrusion detection, response, recovery and retaliation.

3. Emerging strategies for CubeSat Resilience

3.1 Machine Learning for Cyber Threat Detection

In response to the unique cybersecurity challenges posed by CubeSats, researchers have increasingly turned to
machine learning (ML) techniques for intrusion detection and threat mitigation. ML algorithms have the ability
to learn from vast amounts of system data and identify patterns of behaviour that indicate a potential attack
(Tedeschi et al, 2022). Anomaly-based intrusion detection systems (IDS), for instance, are capable of flagging
irregular behaviour that may indicate the presence of a multi-stage attack. Such attacks often involve subtle
changes to system behaviour over time, which can be difficult for traditional IDSs to detect. Supervised
learning methods are commonly used for intrusion detection in CubeSats, as they are trained on labelled
datasets to identify known attack patterns. However, the lack of labelled data for space-based cyberattacks
can be a significant limitation (Li et al.,, 2020). As a result, unsupervised and semi-supervised learning
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techniques are gaining traction. These methods do not require large, labelled datasets, making them
particularly useful for detecting novel threats in a dynamic space environment. Another promising approach is
the use of deep learning, specifically convolutional neural networks (CNNs), which can learn complex patterns
and provide high accuracy in detecting attacks (Fourati and Alouini, 2021) Moreover, CNNs can be designed to
operate efficiently in low-resource environments, addressing one of the key challenges faced by CubeSat
systems. The ability of deep learning algorithms to process large amounts of telemetry data and identify subtle
anomalies makes them a strong candidate for improving CubeSat cybersecurity.

3.2 Data Challenges

The development of effective IDS has historically relied on the availability of comprehensive and realistic
datasets. Seminal datasets like KDD99, and its successor NSL-KDD, provided a foundation for much of the early
research in the field (Tavallaee et al., 2009). More contemporary datasets, such as UNSW-NB15 (Moustafa &
Slay, 2015) and CIC-IDS2017 (Sharafaldin et al., 2018), were created to reflect more modern network traffic
and attack vectors. However, a common critique, as noted by Moustafa and Slay, is that the patterns in older
datasets like KDD99 are vastly different from those in current network environments, which motivated the
creation of UNSW-NB15 (Moustafa & Slay, 2015). This evolutionary trend highlights a core problem: datasets
are products of their specific network environments. The traffic characteristics, protocols, and attack surfaces
of a corporate LAN are fundamentally different from those of a CubeSat constellation or other LEO satellite
constellation such as Starlink, rendering terrestrial datasets a poor proxy for the space domain. Our major
challenges therefore include the lack of suitable datasets to develop ML based controls. Where terrestrial
security datasets have garnered notable success with a range of machine learning techniques, they lack the
distinctive dynamics inherent to satellite networks. These datasets fail to encapsulate the unique dynamics
and communication protocols of space systems, such as limited access windows, increased data loss, and
latency. Even the recent satellite-oriented STIN dataset (Li et al., 2020) is only publicly released as a flow-level
subset (TER20/SAT20) of the original dataset with no nominal satellite traffic available. As a result, there
remains a lack of realistic data for on-board intrusion detection systems for space-segment networks.
Furthermore, there is a significant class imbalance in existing datasets between benign/single-stage attacks.
Central to the methodology of our future work is a data-centric Al process: iterative dataset engineering
through scenario-based digital twin simulations, domain-specific feature encapsulation, and data
augmentation. This integrated approach preserves theoretical rigor and objectivity while systematically
refining data representations to enhance the validity and applicability of intrusion detection models in
homogeneous satellite constellations. Though while this area is developed, a preliminary solution is proposed
using semi and self-supervised learning.

3.3 Semi-supervised and Self-supervised Learning

While supervised learning has shown great promise in cybersecurity applications, CubeSat systems as
mentioned often lack sufficient labelled data for training. To overcome this challenge, semi-supervised
learning has been proposed as a viable solution. Existing between supervised and unsupervised learning, as an
umbrella term, weakly-supervised learning works with data that may be incorrect (inaccurate supervision),
coarsely labelled (inexact supervision) and or partially labelled (incomplete supervision) (Zhou, 2018). Semi-
supervised learning, a form of incomplete supervision, is a popular technique utilised to implicitly improve the
performance of few explicitly labelled data points through a greater sum of unlabelled data (Song et al., 2023).
In semi-supervised learning, the model is trained on partially labelled data, allowing it to make predictions
based on incomplete or noisy information (Yang, 2024). Semi-supervised learning works on the principle that
similar data yields similar results and it is the purpose of the unlabelled data to aid in discerning which data is
similar (Zhou, 2018). This approach is particularly useful for space systems, where attack datasets are scarce
and difficult to obtain, and could aid space scenarios where aforementioned data is partially labelled at best.

For example, pseudo-labelling works by taking a small amount of labelled data and a large sum of unlabelled
data. The labelled data is used to produce pseudo labels for the unlabelled data and those with a high
confidence prediction are treated as ground truth and added to the network [119]. A subsequent neural
network can then be trained or fine-tuned using the updated dataset [126] in a supervised manner.

Self-supervised learning, a form of unsupervised learning, is also gaining popularity in CubeSat cybersecurity.
Self-supervised learning algorithms generate their own training labels from the data itself, enabling them to
learn meaningful representations without relying on external supervision (Yang, 2024). This technique has
shown promise in detecting complex, multi-stage attacks that involve multiple phases of exploitation and
lateral movement within the system.
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Our work preliminarily explores self-supervised contrastive learning, a similarity-based technique, to produce a
nominal operational profile for a CubeSat (Liu et al., 2022). This approach creates a baseline of normal
behaviour against which telemetry and network traffic can be compared to detect anomalies. Contrastive
cosine pair learning can be adapted for satellite cyber security by treating each spacecraft, subsystem, or
communication endpoint as part of an attributed network in which normal behaviour is defined by the
expected agreement between a node and its local neighbourhood rather than by explicit attack labels. (Liu et
al.,, 2022) argue that normal instances exhibit a consistent matching pattern with neighbouring structure,
whereas anomalies emerge when attributes and structure become mismatched. In a satellite setting, this idea
can be reframed with cosine similarity by maximising similarity between nominal instance pairs whose
embeddings point in similar directions in feature space, while reduced similarity indicates deviation from
expected operational state. Such nominal embeddings could be learned from pre-launch validation data and
refined during the first few orbital epochs, allowing the system to characterise mission-specific baseline
behaviour without requiring explicit attack labels. In this formulation, both system faults and cyberattacks are
expected to manifest as lower cosine agreement with the learned nominal state, yielding a continuous
measure of system normality rather than a hard class label.

Moreover, the approach could later be fine-tuned for supervised cyber resilience testing by introducing known
attack behaviours as deliberately contrasting or opposing pairs, thereby supporting both anomaly detection
and downstream attack classification. However, this preliminary method has a core assumption/limitation. It
places a heavy reliance on trusted physical and software supply chains to ensure the initial profile is not built
on a compromised or malicious foundation. Hence this approach is being proposed as an initial solution to the
real-time onboards IDS problem while bespoke space domain datasets continue to mature.

3.4 Defence-in-depth and Zero-trust Architectures

The concept of defence-in-depth has long been a cornerstone of cybersecurity, particularly in complex
systems. In a CubeSat constellation, this approach involves implementing multiple layers of security, ensuring
that if one layer is breached, others remain intact. Examples of defence-in-depth measures include the use of
firewalls, encryption, intrusion detection systems, and secure communication protocols. These layers work
together to form a multi-faceted security posture, making it more difficult for an attacker to compromise the
entire system. Zero-trust architectures, which operate under the principle of “never trust, always verify,” are
also being increasingly applied in CubeSat security. In a zero-trust model, every request for access is
authenticated and authorised, regardless of its source. This model assumes that any user or device within the
network could be compromised, and as such, access to resources is restricted until the user or device has been
properly verified (Kumar & Chatterjee, 2021). Implementing zero-trust principles in CubeSat constellations can
significantly reduce the likelihood of lateral movement by attackers, preventing them from exploiting one
compromised satellite to launch attacks on others.

3.5 A framework for Verifiable Cyber Resilience

To standardise security practices, we propose the creation of a minimum cyber resilience capability checklist.
This checklist would provide a concrete set of security controls and best practices that CubeSat developers and
operators should implement (Plotnek, 2022). In line with defence-in-depth principles, this checklist should not
rely on any single safeguard, but instead require multiple complementary layers of protection, such as
authentication controls, encryption, intrusion detection systems, secure communication protocols, and other
mechanisms that ensure if one layer is breached, others remain intact. In parallel, zero-trust principles should
also be incorporated, operating under the assumption of “never trust, always verify,” such that every request
for access is authenticated and authorised regardless of its source. In a CubeSat constellation, where any user,
device, subsystem, or satellite may be compromised, this reduces the likelihood of lateral movement and helps
prevent one compromised satellite from being used to launch attacks on others.

In time, this would be accompanied by a testbench for conducting tests analogous to the vacuum and vibration
testing performed during hardware qualification. This testbench would include components to cover core low-
cost, high-reward attack vectors, with capabilities to test for vulnerabilities in authentication, encryption,
fuzzing, replay attacks, and Denial of Service (DoS) scenarios for example. The results of the testbench would
be delivered back to the owner or producer in a straightforward pass/fail method, clearly indicating which
tests have failed and referencing standard methods to ensure these vulnerabilities are covered. This provides a
verifiable and repeatable process for ensuring a baseline of cyber resilience.
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Ideally, this process would adhere to the resilience framework taxonomy defined by Plotnek (2022), not only
by supporting the detection of threats, but by enabling systems to react to threats detected, survive adverse
effects, sustain minimal operational capacity, recover to nominal system state, and adapt from information
gathered. In this sense, the proposed checklist and testbench are not merely mechanisms for identifying
vulnerabilities prior to launch, but an initial framework for demonstrating that a system can maintain and
restore mission-relevant functionality under adverse cyber conditions. This would provide a foundation to the
U.S. requirements through a standardised cyber detection threshold prior to the launch of military or dual use
satellites.
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4. Conclusion

CubeSat constellations are becoming increasingly important, offering low-cost, scalable solutions for global
coverage in both civilian and military applications. However, their inherent constraints regarding Size, Weight,
and Power (SWaP), combined with the harsh space environment and growing interconnectivity of constellation
architectures, make them highly vulnerable to cyberattacks. To address these challenges, this work proposes a
framework that combines self-supervised learning for nominal profiling with a structured approach to
verifiable cyber resilience. By using contrastive learning to establish a baseline of normal operations, we aim to
enable lightweight, onboard anomaly detection as an initial intrusion detection capability suited to resource-
constrained platforms. While acknowledging the limitations of this approach, including its reliance on supply
chain integrity and the potential for false positives, we propose post-launch refinement of the nominal profile
alongside the development of bespoke, space domain-specific cyber datasets. This is complemented by a
proposed minimum cyber resilience capability checklist and an accompanying testbench to standardise and
verify security postures against common attack vectors, supporting a resilience process that can initially detect
threats, supporting future downstream segments to react to adverse conditions, sustain minimal operational
capacity, recover toward a nominal system state, and adapt from information gathered. There is not yet a
widely applicable IDS solution that can be used across vendors and equipment; accordingly, this work
represents a preliminary step toward a standardised cyber resilience requirement for detection and
verification. In doing so, it aligns with emerging U.S. national security expectations that cybersecurity be
integrated across the full lifecycle of relevant space systems, including the implementation of real-time
onboard intrusion detection and prevention capabilities, and may help inform both downstream system design
and operator understanding of cyber posture before and after launch.
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