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Abstract: Healthcare organisations face an unprecedented surge of cyberattacks targeting patient data, clinical systems, and
connected medical devices. This study examines two ransomware and data breach cases in the United Kingdom and Finland
over the past eight years. Both incidents reveal common weaknesses that could have been mitigated through robust Cyber
Threat Intelligence (CTI). Despite its benefits, CTI sharing among hospitals remains rare due to privacy concerns, fear of
regulatory violations, and limited institutional trust. Under the General Data Protection Regulation (GDPR) and the emerging
EU Cyber Resilience Act (CRA), CTl often includes personal or sensitive system data requiring strict protection and traceability,
creating tension between collaboration and compliance. This research evaluates whether the Data Anonymisation Tool (DAT)
can enable secure, auditable, and GDPR-compliant CTI sharing. The methodology combines a systematic literature review,
regulatory mapping of GDPR and CRA obligations, and a functional assessment of DAT’s anonymisation and audit capabilities.
Simulated CTl-sharing scenarios test how anonymised threat data can flow between healthcare organisations without
exposing identifiable information. Findings indicate that DAT integrates technical, legal, and governance safeguards into a
single process. It delivers GDPR-compliant anonymisation, preserves CTI utility, and ensures full traceability through
verifiable audit logs, addressing CRA requirements for accountability and resilience. While governance challenges persist,
particularly around trust models and sector-specific standards, DAT demonstrates strong potential to transform compliance
barriers into enablers of collaboration. Privacy-preserving CTl sharing is feasible when supported by structured
anonymisation and auditing mechanisms. DAT offers a viable pathway to enhance healthcare cyber resilience and aligns with
European efforts to promote secure data sharing in critical sectors.
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1. Introduction

Cyberattacks targeting the Healthcare sector have increased significantly over the past decade, affecting
hospitals, clinics, laboratories, and medical device networks. Ransomware, phishing, and exploitation of
vulnerabilities in Internet of Medical Things (IoMT) systems routinely disrupt clinical operations and compromise
patient safety. Cyber Threat Intelligence (CTl) sharing has emerged as a critical capability for strengthening
collective cyber defence. By exchanging information on indicators of compromise, attack patterns, and emerging
threats, hospitals could detect incidents earlier and respond more effectively.

Hospitals often refrain from collaborating due to concerns about privacy, data sensitivity, and regulatory
compliance, especially under the General Data Protection Regulation (GDPR) and the recently introduced Cyber
Resilience Act (CRA). CTI datasets frequently contain personal or system-identifying information that must be
protected, traceable, and processed according to strict legal requirements. Real-world incidents analysed in this
study, specifically ransomware and data breach cases in the United Kingdom and Finland, illustrate how
insufficient patching practices and the absence of CTl sharing amplify the operational and security impacts faced
by healthcare organisations.

Hospitals lack a clear and compliant mechanism for exchanging incident information without risking exposure
of sensitive data. This research addresses that gap by focusing on the potential of the Data Anonymisation Tool
(DAT) to enable secure and regulation-aligned CTI sharing under the EU’s evolving cybersecurity framework.

The research question of this study is:
e How can the DAT support secure and compliant CTI sharing among hospitals under the EU CRA?

The rest of the paper is organised into four chapters. Chapter 2 presents a literature review pertinent to this
study and outlines the document's scope. Chapter 3 offers both theoretical and practical backgrounds. Chapter
4 outlines the findings, and Chapter 5 provides the conclusions of the study.
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2. Literature

The increasing complexity of cyber threats in the healthcare sector has generated a growing interest in cyber
threat intelligence (CTI) sharing as a collective defence mechanism (Fischer, 2023). Research consistently shows
that CTl sharing faces substantial barriers. (Skopik et al., 2016) highlight issues of low inter-organisational trust,
fragmented governance structures, and unclear responsibilities regarding incident information exchange. A key
barrier identified in the literature concerns the sensitivity and identifiability embedded in CTl datasets. (Weber
et al., 2023) demonstrate that log files, indicators of compromise, and incident reports often contain personal
data, system configuration details, or operational metadata that can reveal internal processes. Organisations
operating under GDPR face pressure to ensure that any transferred data remains compliant, minimising the risk
of unlawful disclosure (Casarosa, 2023).

(Gadotti et al., 2024) show that anonymisation can enable privacy-preserving collaboration but emphasise the
absence of standardised approaches tailored to specific domains such as healthcare. Existing tools such as ARX,
Amnesia, and various pseudonymization frameworks provide partial solutions but frequently lack auditability,
sector-specific configuration, or full alignment with regulatory principles such as accountability, data protection
by design, and secure processing.

The regulatory landscape further complicates CTI sharing. Under GDPR, personal data must be processed
lawfully, transparently, and with minimisation principles. CRA places additional obligations on organisations
managing digital products and services, demanding traceability, security-by-design, and demonstrable
accountability across the product lifecycle (European Parliament and of the Council, 2024). The coexistence of
GDPR and CRA creates uncertainty for organisations regarding how to share operational security data while
maintaining compliance.

The Horizon Europe DYNAMO project proposes an integrated approach that combines CTI, Business Continuity
Management (BCM), and data anonymisation processes (DYNAMO project, 2024; Tikanmaki et al., 2025). The
Data Anonymisation Tool (DAT) is designed to support compliant CTl exchange by embedding technical
anonymisation, governance controls, and audit features within a single framework. Academic analysis of such
tools remains limited, and few studies examine their alignment with emerging EU regulatory expectations.

3. Method

This study employed a multi-stage methodology combining a systematic literature review, regulatory mapping,
functional analysis, and scenario-based evaluation of the Data Anonymisation Tool (DAT). The aim was to
determine whether DAT can support secure and compliant CTl sharing under GDPR and the EU Cyber Resilience
Act (CRA).

A systematic literature review was conducted using academic databases and policy repositories. Twelve key
sources published between 2016 and 2024 were selected based on relevance to three thematic areas: CTI
sharing barriers and trust challenges; anonymisation techniques and privacy-enhancing technologies; and EU
regulatory frameworks shaping cybersecurity and data protection obligations. A regulatory mapping analysis
was performed to evaluate how DAT aligns with GDPR and CRA principles. GDPR mandates data protection by
design, secure processing, and appropriate technical safeguards. A functional assessment of DAT was conducted
to analyse its anonymisation workflow, audit-trail mechanisms, and integration within DYNAMO’s combined CTI
and Business Continuity Management (BCM) framework (DYNAMO project, 2023). Simulated CTI-sharing
scenarios were examined to assess how anonymised incident data could be exchanged between healthcare
organisations while preserving analytical value.

The methodology included a brief analysis of two real-world healthcare cyber incidents: a major ransomware
attack affecting hospital services in the United Kingdom (The National Audit Office, 2018) and a large-scale
patient data breach in Finland (Office of the Data Protection Ombudsman, 2021). These cases were selected due
to their public documentation and relevance to CTI failures. Case studies served to contextualise how CTI
sharing, if supported by anonymisation and compliance mechanisms, could have reduced the severity or impact
of these attacks.

4. Results

The analysis identifies the regulatory, organisational, and trust-related barriers (Bak et al., 2023) that currently
limit CTl sharing across healthcare organisations. The evaluation examines how the DAT addresses these barriers
through its anonymisation workflow, governance controls, and audit-trail mechanisms. The research assesses
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DAT’s alignment with GDPR and CRA requirements and evaluates its performance in simulated CTl-sharing
scenarios to determine whether anonymised threat intelligence remains operationally useful. These findings
provide a comprehensive understanding of both the challenges faced by hospitals and the potential of DAT to
support compliant and privacy-preserving CTI collaboration.

Healthcare organisations face systemic cybersecurity risks, yet CTl sharing remains uncommon due to regulatory
uncertainty, data sensitivity, and limited institutional trust. CTl logs often contain identifiable information,
creating ambiguity about lawful processing under GDPR. Existing anonymisation tools lack sector-specific guides
and audit trails, preventing hospitals from demonstrating compliance. These findings highlight the need for a
unified tool that can operationalise privacy and accountability.

In both the UK and Finnish incidents, attackers exploited unpatched systems and weak security monitoring
capabilities, demonstrating the operational consequences of insufficient CTI utilisation. Relevant threat
indicators had been observed in other regions before the attack, but were not shared or acted upon locally due
to regulatory uncertainty, negligence and limited trust between organisations.

DAT integrates anonymisation and audit logging within DYNAMOQ’s combined CTl and BCM ecosystem. DAT
removes sensitive attributes while preserving operational utility and generates verifiable audit logs that support
accountability and regulatory compliance. This operationalises GDPR and CRA principles directly into the CTI
workflow, converting compliance requirements into enablers of collaboration.

Simulated CTl-sharing scenarios confirmed that anonymised data retained its analytical value. Mapping DAT’s
processes to GDPR and CRA requirements demonstrated strong alignment with data protection by design,
secure processing, and traceability expectations. Remaining challenges relate to governance models, trust
frameworks, and sector-specific standardisation, suggesting paths for future refinement.

5. Discussion and Conclusions

The findings demonstrate that DAT offers a viable and practical approach to privacy-preserving CTl sharing. By
integrating technical, legal, and organisational safeguards, the tool directly addresses the core barriers
preventing healthcare organisations from collaborating. The study also supports EU policy objectives such as
those in the CRA and the European Health Data Space by providing evidence of how regulatory principles can be
transformed into operational mechanisms.

However, governance remains a critical factor. Adoption of DAT will require standardised CTI policies, sector-
wide trust frameworks, and training to support consistent use. Although DAT provides strong technical and legal
alignment, long-term success will depend on how well healthcare institutions embed these practices within their
cybersecurity operations.

This study examined whether DAT could support secure and compliant CTl sharing among hospitals. The analysis
shows that DAT effectively removes sensitive information, maintains analytical value, and ensures accountability
through audit trails. Its alignment with GDPR and CRA principles demonstrates that privacy-preserving CTI
sharing is feasible.

Future work should focus on real-world pilot testing, governance model development, and wider integration of
DAT into healthcare cybersecurity practices. Despite remaining challenges, DAT represents a promising step
toward collective cyber resilience in the healthcare sector.
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