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Abstract: As real estate transactions continue to shift toward fully digital workflows, the sector has become an attractive 
target for phishing and BEC attacks that exploit trust, time pressure, and fragmented communication channels. This paper 
contributes to cybersecurity research by moving beyond high level discussions of email fraud and focusing directly on the 
real estate industry as a primary domain of analysis rather than a peripheral use case. The study synthesizes existing 
academic and industry literature with a structured examination of multiple real-world incidents drawn from residential, 
commercial, and cross border property transactions. By analysing these cases collectively, the paper identifies recurring 
patterns in attacker techniques, Organizational weaknesses, and decision-making failures that enable financial loss. 
Attention is paid to how human behavior, process design, and informal verification practices interact with technical 
shortcomings to create exploitable conditions. A clearly defined methodology outlines the case selection criteria, temporal 
scope, and analytic approach, allowing the study to be replicated or extended by future researchers. This methodological 
transparency strengthens the academic value of the work while grounding the findings in observable evidence rather than 
assumptions. Based on the cross-case analysis, the paper proposes a practical, sector specific framework that aligns 
cybersecurity controls with the operational realities of property transactions, including third party coordination, legal 
timelines, and high value fund transfers. The findings offer practical relevance for cybersecurity professionals, real estate 
practitioners, and policymakers by translating incident analysis into concrete risk reduction strategies. At the same time, the 
paper advances scholarly understanding by presenting an industry focused model for addressing cyber enabled financial 
crime in trust-based transaction environments. 
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1. Introduction  
The real‐estate sector has undergone a rapid digital transformation in recent years. Online escrow services, 
cloud-based e-signatures, and remote closing platforms are replacing paper-based closings and wet-ink 
signatures (PricewaterhouseCoopers, 2021). As Awofadeju et al. (2024) observe, this rapid digitalization of real 
estate has led to an industry that is increasingly threatened by cybersecurity challenges, more extensive than 
conventional ones. Business Email Compromise (BEC) attacks, first identified as an "emerging threat" by the FBI 
in 2013, have become a global problem due to their increasing sophistication (Bakarich and Baranek, 2020).  

BEC continues to grow in threat, with complaints to the Internet Crime Complaint Center (IC3) totalling 19,954 
in 2021, with losses up to $2.4 billion (ic3, 2021). The impact of BEC fraud is felt worldwide, with criminals having 
stolen over $26 billion through BEC scams since 2016 (Saud Al-Musib et al., 2023). The real estate industry 
houses a trove of invaluable data coveted by cyber criminals, including confidential financial information and 
personal data. The most significant risk in this sector being the potential for wire fraud following email account 
compromise. Despite escalating losses, empirical cross-case analysis of BEC within real estate remains limited, 
and sector-specific resilience frameworks are underdeveloped 

1.1 Research Problem, Contribution, and Objectives  

The real estate sector's reliance on email for high-value transactions creates a critical vulnerability exploited by 
BEC attackers who leverage the complexity of the conveyancing process (Comora, 2019). U.S. authorities and 
FinCEN's 2023 research underscore that the numerous parties involved; buyer, seller, agents, and title/escrow 
officers and the high volume of document and payment instruction exchanges, particularly large wire transfers, 
make this industry a prime target. Specifically, sophisticated actors deploy cloned escrow agent emails to 
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disseminate fraudulent wiring instructions, successfully diverting closing funds to illicit overseas accounts or 
money mules (Federal Bureau of Investigation, 2022).  

 

Figure 1: BEC Attack flow in Real Estate  

This paper addresses the ensuing cybersecurity imperative: enhancing organizational resilience against phishing 
and BEC, which cause significant legal, financial, and reputational damage. Our core objectives are to: 1) 
Investigate BEC in the real estate sector, including criminal motivations; 2) Synthesize BEC attack typologies to 
inform tailored safeguards for industry stakeholders and policymakers; 3) Analyze the evolving threat landscape, 
focusing on actor tactics and motivations exploiting transaction vulnerabilities; and 4) Propose a sector-specific 
cybersecurity resilience framework integrating customized technical controls, governance, and best practices. 

2. Research Methodology 
2.1 Methodology 

This research employs an exploratory multiple case study design to investigate phishing and Business Email 
Compromise (BEC) incidents within the U.S. real estate sector. This approach is instrumental for exploring 
phenomena and generating new research avenues (Priya, 2021). Case study research involves the in-depth 
examination of specific real-world incidents or phenomena in their natural contexts, gathering information over 
a sustained period using diverse data collection methods (Asenahabi 2019; Priya 2021). An exploratory case 
study is warranted here because the motivations and triggers of the involved individuals are often unknown 
(Jain, 2021). Therefore, this qualitative multiple case study is the optimal methodology to examine BEC and 
investigate the underlying causes of criminal attacks (Helo and Hao 2022). This method excels at answering 'how' 
and 'why' questions and is particularly suited for cross-case comparisons (Urbinati et al. 2020). Given the limited 
empirical research on BEC in real estate, this design facilitates a deeper qualitative analysis of real-world 
incidents, encompassing their technical, organizational, legal, and financial dimensions, thus ensuring a nuanced 
understanding of attacker techniques and stakeholder responses. 

2.2 Data Sources, Case Selection Criteria, Time Horizon, Data Collection, and Limitations 

Cybersecurity resilience against phishing and BEC was assessed via evidence triangulation. Aggregate incident 
data from the FBI Internet Crime Complaint Center (IC3) and Anti-Phishing Working Group (APWG) established 
macro-level trends. Sector-specific risk profiles and best practices were synthesized from professional bodies 
such as the American Land Title Association (ALTA) and the National Association of Realtors (NAR). A purposive 
sampling strategy selected representative BEC incidents (2019-2026), focusing on evolving attacker 
sophistication, from simple spoofing to targeted campaigns. Selection prioritized critical real estate transaction 
workflows, specifically closing and wire transfer stages, encompassing residential and commercial deals verified 
through legal filings or law enforcement. Qualitative thematic analysis was applied to the structured case profiles 
to identify recurring attacker tactics, techniques, and procedures (TTPs), organizational vulnerabilities, and 
mitigation patterns. A cross-case comparative approach was used to detect recurring themes across incidents 
and derive sector-relevant insights that informed the proposed cybersecurity framework. This methodology has 
inherent limitations: reliance on publicly available data likely results in an understatement of BEC pervasiveness 
due to underreporting and the qualitative, exploratory nature precludes statistical generalization across the 
entire sector. 

2.3 Search Strategy 

A structured literature search was conducted to identify peer-reviewed studies addressing phishing, Business 
Email Compromise (BEC), financial transaction fraud, and sector-specific mitigation strategies. Scopus was 
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selected as the primary indexing database due to its broad coverage of cybersecurity, information systems, and 
interdisciplinary research. 

Structured Boolean searches were executed using TITLE-ABS-KEY fields and limited to English-language 
publications between January 2019 -January 2026. Three focused query groups were developed to capture: (1) 
phishing and BEC in financial transaction contexts; (2) phishing and wire fraud within real estate transactions; 
and (3) mitigation and risk management strategies related to phishing-driven financial fraud. Boolean search 
strings are added below for methodological reproducibility and transparency as shown in table 1. 

Table 1: Scopus Searches ((TITLE-ABS-KEY, English, 2019–2026) 

 

After results in Table 1 were obtained, they were then exported and checked to remove duplicates and following 
duplicate removal, 79 results remained. Title and abstract screening further reduced the dataset to 51 studies 
directly relevant to phishing, BEC, and financial transaction security. Following full-text review, 46 peer-reviewed 
articles were included in the final thematic synthesis. 

Additional targeted searches were carried out on reputable institutional platforms, such as the FBI Internet 
Crime Complaint Center (ic3), ENISA, and the National Association of Realtors (NAR), to contextualise industry 
impact and loss trends between 2019-2026. These reports were not part of the academic thematic coding 
procedure, but they were utilised for statistical background. 

3. Literature Review 
This study adopts a structured narrative literature review, using targeted database searches and thematic 
synthesis to identify key concepts, mitigation strategies, and research gaps related to phishing and BEC in 
financial transaction environments 

3.1 Theoretical Framework 

Routine Activity Theory (RAT) provides a systematic framework for understanding crime occurrence by 
integrating observations and offering structured answers (Connelly, 2014; Evans, Coon and Ume, 2011). 
Developed initially for US crime rates (Cohen and Felson, 1979), RAT now extends to cybercrime (Krishnakumar 
and Verma, 2021), positing that crime requires the convergence of three elements: motivated offenders, 
suitable targets, and the absence of capable guardians (Cohen and Felson, 1979). Financial or non-financial 
motives, a valuable victim, and inadequate technological, jurisdictional, or legislative guardianship elevate crime 
likelihood (Leukfeldt and Yar, 2016). Policy professionals utilize RAT for analysis, pattern examination, and 
generating crime prevention advice due to its analytical clarity (Leukfeldt and Yar, 2016). Motivated offenders, 
particularly BEC perpetrators, exploit electronic communication vulnerabilities. Applying rational choice theory, 
these social engineers prioritize the real estate sector for its high-value transactions, assessing risk versus reward 
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(Cohen and Felson, 1979; Nguyen, 2020). Objectives include diverting real estate funds or stealing Personally 
Identifiable Information (PII) (Leukfeldt and Yar, 2016). They deploy sophisticated social engineering, Phishing, 
Smishing, and vishing, often leveraging open-source intelligence to bypass IT security and manipulate recipients 
(Button et al., 2014; Christopher Hadnagy, 2018; Maimon et al., 2023). Target selection is predicated on potential 
gains outweighing penalties (Nguyen, 2020; Chen et al., 2023). Suitable targets, determined by the offender’s 
motive, possess value, visibility, and accessibility (Turvey and Freeman, 2014). Prime targets include financial 
institutions, title companies, individuals in real estate transactions, and document repositories (Hutchings and 
Hayes, 2009). In phishing and BEC contexts, competent guardianship encompasses security controls, law 
enforcement (e.g., CERTs), financial institutions, or any entity capable of deterrence, as inadequate supervision 
increases vulnerability (Hutchings and Hayes, 2009; Nguyen, 2020). Deterring these attacks, which cost the real 
estate industry billions annually requires a comprehensive cybersecurity guardianship strategy. This necessitates 
investment in technology, establishing security processes, implementing controls like Multi-Factor 
Authentication (MFA) and Domain-based Message Authentication, Reporting, and Conformance (DMARC), and 
crucially, educating and training employees to serve as vigilant, competent guardians (Papathanasiou et al., 
2023; Atlam and Oluwatimilehin, 2023). 

3.2 Nature and Mechanics of Phishing and BEC 

Phishing uses social engineering to criminally obtain sensitive data, often via deceptive electronic 
communications, such as fraudulent emails, texts, or websites (Bezerra et al. 2024). These attacks exploit user 
naiveté, frequently using a malicious URL to impersonate legitimate entities (Prasad and Dondeti, 2025). Variants 
include smishing (SMS), vishing (voice), whaling (targeting executives), and spear-phishing (highly tailored 
emails) (Birthriya et al. 2025; Prasad Panda, 2025). BEC is a sophisticated form of phishing where threat actors 
meticulously craft messages, often spoofing sender domains or leveraging compromised accounts, to steal 
private information or induce fraudulent financial transfers (Papathanasiou et al. 2023). In BEC, attackers 
impersonate trusted figures, like senior executives or business partners, to manipulate employees into divulging 
confidential data or wiring funds to fictitious accounts (Saqib et al. 2025). Practically, during real estate 
transactions, a compromised email account can be monitored by an attacker who then intercedes to request 
altered payment instructions, redirecting a wire transfer to a fraudulent account (Internet Crime Complaint 
Center (IC3), 2023). 

3.3 Impacts Across Sectors, Existing Frameworks, and Identified Gaps 

Phishing and BEC are a critical global financial threat, with FBI's IC3 documenting $2.4 billion in losses in 2021 
(Federal Bureau of Investigation, 2021), and phishing as the primary vector for 85% of enterprise breaches 
(Reuben-Owoh and Haig, 2025). Real estate is acutely exposed, with BEC/EAC accounting for 35% of all recorded 
dollar losses in 2021 (American Land Title Association, 2022), and real estate-linked losses surging 72% between 
2020 and 2022 (FBI Public Service Announcement, 2023; Federal Bureau of Investigation, 2022). While general 
frameworks like ISO/IEC 27001/27002 are adopted (Bibi et al. 2024; Bernardo et al. 2025; Hossain et al. 2024), 
their "one-size-fits-all" nature limits their application to specific scenarios (Aljumaiah et al. 2025; Bernardo et al. 
2025). This creates a gap, as current standards are not tailored to integrate real estate's unique business 
practices (e.g., escrow, title transfer) with technical controls. Sector-specific resilience measures are thus 
essential but remain inadequately articulated in the literature. 

4. Case Studies 
To examine how phishing and BEC attacks impact real estate transactions, this study analyzes six representative 
cases drawn primarily from the U.S.. Each case reflects a distinct scenario: law firm system compromise, 
executive-level residential fraud, cross-border laundering, rapid institutional intervention, minor domain 
spoofing with limited recovery, and insider-level transaction mirroring. Collectively, these varied contexts enable 
structured cross-case comparison of technical, procedural, and behavioral vulnerabilities. Together, these cases 
provide a diverse evidence base for identifying recurring vulnerabilities and mitigation patterns across incidents. 
Their comparative characteristics are summarized in Table 2. 

Case Study 1: Homebuyer loses $600,000 in BEC attack 

In August 2024, Richard Bates, a homebuyer in Connecticut, became a victim of wire fraud during his property 
purchase (Mary K. Jacob, 2024). Hackers breached the email system of his law firm, Hastings, Cohan & Walsh, 
LLP, and accessed transaction details. Using this information, the attackers sent Bates a fraudulent email, 
seemingly from his attorney, with fake wire instructions (Mary K. Jacob, 2024).  
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This case reflects a failure of capable guardianship under RAT. The absence of enforced secondary verification 
procedures and secure email controls created an exploitable gap in procedural and technical defenses. The lack 
of mandatory call-back verification represents a process failure rather than purely a technical breakdown. 

Case study 2: Silicon Valley executive defrauded of $400,000 in home purchase (USA,2024) 

In July 2024, Rana Robillard, became a victim of wire fraud during a high-value residential real estate transaction 
in California (Bevan Hurley, 2024). This incident exploited a critical vulnerability: the reliance on unencrypted 
email for sharing sensitive financial instructions. Posing as the mortgage broker, criminals induced the victim to 
wire a $398,359.58 down payment to a fraudulent JPMorgan Chase account (Son, 2024). Despite rapid FBI 
intervention to freeze the funds, complex jurisdictional and procedural hurdles significantly delayed restitution 
(Son, 2024). Although rapid FBI involvement limited damage, the attack succeeded due to the absence of 
mandatory call-back verification and secure communication channels. It reinforces that organizational process 
design, rather than victim inexperience, determines susceptibility. 

Case Study 3: South Australian Homebuyer Loses $813,000 in BEC Scam (Australia, 2024)  

Case 3 exemplifies the sophisticated, cross-jurisdictional nature of BEC fraud targeting real estate conveyancing. 
In May 2023, a South Australian home purchaser was defrauded of $813,000-the entire property payment via 
an email impersonation scam (Glover, 2024). The perpetrator employed domain spoofing, utilizing an email 
address nearly identical to the legitimate conveyancer's, differing by only a single character. While recovery was 
substantial, the extended restitution timeline highlights the psychological and operational costs of delayed 
guardianship activation. The capable guardian element under RAT emerged reactively rather than preventively. 

Case Study 4: Stamford Homebuyer Email Wire Fraud (USA, 2023)  

In March 2023, a Connecticut homebuyer nearly lost $426,000 due to a sophisticated BEC scheme targeting a 
real estate transaction (Peter Yankowski, 2023). A fraudster interceded in the email exchange between the buyer 
and their agent, utilizing an email spoofing tactic to redirect the high-value wire transfer to a fraudulent account. 
While the initial spoofing attack succeeded in redirecting funds, rapid coordination between law enforcement 
and financial institutions enabled recovery. This suggests that resilience in real estate cybersecurity must 
incorporate both preventative and responsive guardianship mechanisms. Detection speed significantly 
influences financial outcome severity. 

Case Study 5: Haines City Couple Wire Fraud (USA, 2025) 

In Florida, Matthew Brock and his wife experienced a BEC attack while making a down payment on their new 
home. Cybercriminals intercepted their transaction by impersonating the couple’s title company, changing a 
single letter in the email address to create a fraudulent account. The altered email allowed the attackers to gain 
access to the wiring instructions, which they modified by substituting the legitimate bank, routing, and account 
numbers with their own (Louis Bolden 2025).  

This incident shows how minimal technical deception in the form of alteration of a single email character can 
bypass informal verification habits. The failure occurred primarily at the procedural layer, where no enforced 
independent confirmation protocol existed prior to fund release. 

Case Study 6: Millennial Buyer Wire Fraud (USA, 2024) 

In Tennessee, real estate investor, Regina Smith, fell victim to a sophisticated BEC scheme during the acquisition 
of her fourth property. Preparing a $60,000 down payment for a $280,000 property, Smith received fraudulent 
wire transfer instructions a day before closing which appeared to originate from the title company. Attackers 
had achieved system compromise, enabling them to perfectly mirror prior correspondence, including specific 
transaction variables like the closing date, costs, and personnel names (Pandy, 2024).  The success of this attack 
demonstrates the interaction between technical infiltration and behavioral manipulation as social engineering 
is combined with contextual transaction knowledge.  

 

 

 

 

 

583 
The Proceedings of the 25th European Conference on Cyber Warfare & Security (ECCWS 2026)



Oludolamu Onimole et al. 

Table 2: Summary of Real Estate BEC Case studies 

 

5. Thematic Synthesis and Cross-case Analysis 
Thematic synthesis is a technique for finding, examining, and summarising patterns or themes in data. It makes 
it easier to compare similarities and differences between the events, actions, and procedures that serve as the 
case study's analytical units (Cruzes et al. 2015). In this body of work, we will combine thematic synthesis with 
cross-case analysis which systemically evaluates information from individual case studies and identifies patterns 
across cases (Mynott and Kager 2024). To address recurring vulnerabilities across the six case studies, a 
structured thematic synthesis was conducted. Each case was coded according to theme / attack vector and 
control failure. Cross-case comparison was then used to identify patterns that consistently contributed to 
successful fund diversion. 

5.1 Common Attack Vectors and Organizational Vulnerabilities 

Cross-case evaluation reveals that email-based impersonation was present in all six incidents and summarized 
in table 3. Attackers either altered a single character within a legitimate domain, hijacked active email threads, 
or leveraged compromised accounts to inject fraudulent wiring instructions. This uniform recurrence confirms 
that email remains the dominant operational attack surface in real estate transactions. A second consistent 
pattern was the absence of mandatory secondary verification prior to high-value wire transfers. In all six cases, 
funds were transmitted without independent confirmation through voice call or authenticated secure platform. 
This procedural deficiency significantly increased transaction suitability under RAT by weakening capable 
guardianship at the approval stage. Organizational vulnerabilities were further observed in technical control 
inconsistencies. MFA or secure email configuration deficiencies were identifiable in four of six cases. However, 
technical weakness alone did not determine loss magnitude. Instead, outcomes were influenced by the presence 
or absence of structured verification and institutional response coordination. Additionally, limited inter-
organizational coordination, particularly between banks and real estate professionals, exacerbates the difficulty 
in timely detection of suspicious transfers. 

Table 3: Thematic patterns identified across all six Cases 
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5.2 Technical vs. Human Factors - Comparative Synthesis Across all Cases 

BEC attacks fundamentally succeed by merging technical compromise with sophisticated social engineering 
(Table 2). While technical vulnerabilities like inadequate identity verification and compromised accounts are 
contributory factors, human elements are equally significant. Human error, often attributed to insider threats, 
accounts for a substantial portion of security risks and successful cyberattacks (Alsharif et al. 2021; Rahman et 
al. 2021). Attackers exploit human factors negligence, lack of awareness, deadline pressure, and routine 
communication familiarity to influence victims (Kadena and Gupi 2021). Subtle email spoofing is effective even 
against experienced parties relying on visual cues. The synthesis confirms that BEC attacks, initiated by technical 
compromise, are ultimately resolved by human decision-making. From a theoretical perspective, motivated 
offenders target high-value, time-sensitive transactions whose fragmented communication reduces 
guardianship visibility, exploiting the sector's reliance on large payments and inconsistent security practices. 
Suitable targets are defined by workflow complexity and coordination gaps, not just financial magnitude. 
Financial outcome severity is influenced by response speed, with rapid reporting demonstrating partial or 
substantial recovery, suggesting resilience operates both preventively and reactively. This convergence of 
technical compromise, procedural gaps, and behavioral susceptibility creates the conditions for successful 
exploitation, directly informing the layered resilience framework in Section 6. 

6. Proposed Framework for Real Estate Cybersecurity Resilience 
The cross-case synthesis and findings in Section 5 identified four recurring vulnerabilities: email impersonation 
as the dominant attack vector, absence of secondary verification, inconsistent technical safeguards, and 
exploitation of closing-stage urgency. The proposed framework directly responds to these patterns through a 
structured four-layer model: People, Processes, Technology, and Governance.   

The People layer is foundational, mandating recurring education from property managers to executives on 
threats like phishing and social engineering to mitigate human error, a primary attack vector. It targets 
behavioral susceptibility, particularly urgency exploitation during closing phases. Structured awareness training 
must emphasize transaction-stage risk, spoof detection, and emotional manipulation tactics. The cases 
demonstrate that even experienced buyers and professionals are vulnerable when deadline pressure overrides 
verification discipline. The Processes layer formalizes the operational response, establishing clear, sector-specific 
protocols for risk assessment, business continuity, and disaster recovery, vital for high-value transactions and 
sensitive tenant data. It mitigates the universal absence problem of secondary verification across cases. A non-
negotiable, documented call-back verification protocol for all wiring instructions is essential. Wire details must 
be confirmed through pre-established, independently sourced contact information rather than email 
correspondence. This procedural control directly addresses the recurrent guardianship gap identified in Section 
5. Technology, the third pillar, addresses the consistent use of email spoofing and compromised accounts 
observed in all six cases. Mandatory phish-resistant MFA, enforced DMARC/SPF email authentication, secure 
client portals for transaction communication, and encrypted document exchange platforms are required to 
reduce exposure at the primary attack surface. These controls directly mitigate the technical deficiencies 
identified in Cases 1, 3, and 6. Finally, the Governance layer ensures oversight and accountability. Board-level 
reporting on transaction fraud attempts, periodic audit of wire verification compliance, and integration of 
cybersecurity risk into fiduciary responsibility frameworks institutionalize capable guardianship. This layer sets 
in stone the protective and educative role of intermediaries such as law firms, escrow agents, and brokers. 

Collectively, this framework operationalizes RAT within the real estate sector by strengthening guardianship 
mechanisms at technical, procedural, behavioral, and institutional levels. Rather than treating BEC as isolated 
fraud events, the model addresses systemic transaction design weaknesses. By aligning defensive controls with 
empirically identified cross-case vulnerabilities, the framework provides a sector-specific roadmap for reducing 
the probability and impact of BEC attacks in high-value property transactions. 

6.1 Next Steps for Empirical Validation 

While the People–Process–Technology–Governance framework addresses empirically identified vulnerabilities, 
its academic contribution can be further strengthened through formal validation. To move beyond the current 
conceptual model, we propose a large-scale, international survey to validate the framework's effectiveness 
across different market segments and quantify its real-world utility. Additionally, future research should 
incorporate the analysis of non-public incident reports to offer a richer, more granular understanding of 
emerging threats that may be underrepresented in public filings due to reputational concerns. These steps are 
necessary to transition the framework from a descriptive model to a statistically validated resilience standard. 
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7. Conclusion 
To identify recurrent technological, procedural, and behavioural weaknesses, this study looked at six incidents 
of phishing and business email compromise on real estate transactions. It was shown through cross-case analysis 
and thematic synthesis that weakened guardianship in time-sensitive transaction procedures is what drives BEC 
success. Empirical findings are made into practical controls that are suited to the operational reality of real estate 
using the proposed four-layer framework. The methodology provides an organised way to improve sector-
specific resilience by matching defensive actions with patterns of exploitation that have been detected. To 
conclude, motivated offenders will continue to target the real estate industry for a fast payday, thus, enhancing 
oversight and resilience in technological, procedural, and institutional areas is critical to reducing the probability 
of successful BEC attacks. 

Ethics Statement: No additional ethical considerations were needed as no experimental subjects were taken. 

AI Ethics Statement: AI tools within Grammarly and Google Docs were used for organizing the paper, including 
grammar and spelling checks. 
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