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Abstract: Leveraging a management and organizations sciences perspective, this paper conceptualises Al, security and
information warfare practitioner decision-making as a decision to trust or distrust, mediated by intuition. To explore how
practitioners navigate trust in digital environments and benchmark to concerns a survey was conducted among 95 expert
cyber security Al and information warfare practitioners. Questions explored practitioners’ thoughts on sources of trusted
material, intuition, and approaches to managing disinformation. Scenarios were included to explore practitioners’ thoughts
on unusual incidents and help elicit future threats and solutions. Findings highlight variations in decision-making
approaches according to age, experience and domain. For trust in intuition, early-stage career and military/ defence
individuals were found less likely to rely on intuition than public and private sector peers. When faced with out-of-the-
ordinary events practitioners were spilt among four responses, re-checking data (37%), dismissing out-of-the-ordinary
events (30%), pausing decision-making (19%), or seeking discussing (13%). Experience levels matter, with mid-career
practitioners behaving distinctly from those at early- and late-stage careers. The contribution of this paper have direct
implications for policy-makers, including recommendations for personalised stage-appropriate training in decision-making
across age groups, and domains. Given the increasing velocity and uncertainty of the current and future threat landscape
more precise calibration of practitioner decision-making is urgently needed.

Keywords: Disinformation, Information warfare, Trust, Intuition, Decision-making, Experts, Artificial intelligence, Al, Cyber
security

1. Introduction

The 2026 World Economic Forum ranked disinformation (including Al augmented disinformation) as the
second most important short-term threat, illustrating the increasing importance of decision-making by security
practitioners responsible for managing this threat (WEF, 2026). Yet, although published standards and
guidance provide steps in risk management and information security and zero trust architectures (Rose, 2020;
NCSC, 2021), detailed knowledge on the processes and drivers for decisions taken by expert security
practitioners remains under-explored. In contrast to spotting a gap in the literature, this paper leverages
management and organizational studies scholarship and an interpretive approach aims to increase our depth
of understanding (Alvesson & Skoldberg. 2009).

Our research questions explore topics of trust in digital environments augmented by Al to examine and
benchmark concerns. The findings here concentrate on intuition and decision-making in an out-of-the-ordinary
event (scenario). Further material from the larger survey on disinformation and trust has been published
separately (Wylde et al., 2026) and the remaining study is in press

Given the complexity of concepts like decision-making, intuition and trust and the realities of experts, for
example, fire fighters and paramedics making split-second decisions based on experience and intuition (Klein,
2017) a pragmatic approach was adopted to allow key terms such as decision-making and intuition to be
simplified to issues of trust and distrust (Alvesson & Skoldberg, 2018: Weick, 1989).

This paper proceeds by reviewing key literature from management and organization sciences on trust in
decision-making and intuition (self-trust). This is followed by a discussion on the methodology setting out the
rationale for the selected research approach — which has to be capable of addressing the subjective contexts of
trust and practitioner decision-making. To achieve this goal a scenario was included to allow practitioners to
explore the current state of a system, potential future disruptions and solutions (Rasmus et al., 2025) Next,
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drawing on the findings, important questions of trust are unravelled in contexts of uncertainty. The discussion
and conclusion present the contribution and implications for practitioners, policy makers and academics.

1.1 Trust and Decision Making

As a research topic, interest in trust continues to grow, well-established scholarship sets out the processes for
trust building (notably, Mayer et al., 1995), with trust defined as based on confident positive expectations of
another’s behaviour (Lewicki et al., 1998) and a willingness to be vulnerable irrespective of control or
monitoring (Mayer et al., 1995). The multiple scales of trust relations have been acknowledged as ranging from
inter-personal to inter-organization, institutional (Fulmer, & Gelfand 2012; Zaheer et al., 1998) and beyond, to
trust in relations that are non-human (McKnight et al., 2011), and, for example, trust in Al systems.

In this paper decision-making is conceptualised a viewpoint based on whether to trust or distrust a particular
individual, organization or factor. One strand of current discussions centres on the framing of the central
constructs in trust and distrust with Verhoest et al. (2024) questioning whether these concepts are the
opposite ends of the same continuum, arguing that they should be judged by different dimensions, ability,
benevolence and integrity, compared to suspiciousness and watchfulness for negative consequences, how this
ties with intuition is considered next.

1.2 Intuition and Trust

Significant evidence demonstrates that experts rely on intuition (Medvegy, 2022). In cases of crises where
decisions must be made under time and risk constraints, for example, the split-second decisions by fire chiefs
in a crisis were founded on intuition, drawing on past-experience and heuristics (Roghanizad et al., 2015).

In considering intuition as it intersects with trust, scholars suggest that although there are times when
intuition (gut feeling) must be trusted, it is also important to consider the role of experience (Kahneman &
Klein 2010: Klein, 2017). For example, as surgeons deal with some cases regularly, expert intuition is highly
relevant. Yet, when unusual problems arise, there may be risks of over confidence. Indeed some experts may
go along with their gut while other may draw on hindsights allowing them to trust their intuition (Kahneman &
Klein 2010: Klein, 2017). At the same time, some scholars suggest that disinformation and Al augmented
disinformation is successful because it contains a grain of truth, suggesting that society should reduce trust
(Marco-Franco et al., 2021). Zero trust is discussed next.

1.3 Zero Trust

Zero trust emerged as a cyber security solution in response to the blurring of organizational boundaries and
supply chains, and the need to evolve from simple perimeter-based security (Kindervag, 2010). In zero trust
thinking, all network architectures are assumed to be breached and therefore hostile and all access requests
must be verified (Rose et al., 2020; NCSC, 2021). The four main propositions of zero trust can be specified as
features of: trustor disposition; the trustor-trustee relationship; the domain; and the institutional context
(Wylde, 2021). In zero trust, the disposition of the trustor to a trustee is viewed as based on non-presumptive
trust (zero trust), in other words, verify then trust (Lewicki et al., 1998). The nature of the trustor-trustee
relationship consists of the trustor as an assessor (or controller) and a trustee as a user or subject, whether as
an individual or a device, or a software application (Rose et al.,, 2020; NCSC, 2021). The domain-specific
concerns involve the network architectures which are assumed to be breached, with the institutional context
as one of mandated cybersecurity based on zero trust. On assessment, if an identity is confirmed, trust is
earned (Rose et al., 2020; NCSC, 2021). Finally, continuous monitoring of the identity occurs; should any
changes or indeed violations occur, trust will be withdrawn. Unlike the assessment of trust (Mayer et al.,
1995), the features of zero trust operate in isolation and in parallel (Rose et al., 2020; NCSC, 2021).

1.4 Disinformation

The definition of disinformation draws from the US Cybersecurity and Infrastructure Agency (CISA, Nd) and the
European Commission. (2018). Disinformation is defined by the US, CSIA as information “deliberately created
to mislead, harm, or manipulate a person, social group or country” (CISA, nd.). The EU, definition considers
disinformation as “verifiably false or misleading information that is created, presented and disseminated for
economic gain or intentionally to deceive the public and may cause public harm” (European Commission,
2018). Both definitions stress disinformation creates harm through deception and manipulation. The US, scope
includes people, social group and country-level (CISA, nd.) while the EU focus is on economic beneficiaries and
country-level economics (European Commission, 2018). Disinformation differs from misinformation simply in
terms of harm. Marco-Franco et al. (2021) recommend that to address trust in disinformation, as a society we
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need to reduce our trust in the internet. Murphy (2023) sums up, arguing that disinformation involves the
simultaneous presence of malign actors (with masked identities), the release intentionally harmful or
destructive information, with a predetermined political, military, economic or social objective. It is with these
conversations in trust, zero trust, intuition and disinformation that this paper seeks to better characterise
decision-making under conditions of uncertainty and Al to generate insight and foresight (Hauptman &
Steinmuiller, 2019).

2. Methodology

The study was conducted among experienced cyber security practitioners focused on decision-making for
cyber security and disinformation management based on questionaaries and a scenario to elicit views on
current practice and future foresight (Hauptman & Steinmiiller, 2019). University ethics were obtained;
participants were advised the survey was anonymous, that they could with withdraw their consent at any time
before the end of the survey, and, that the findings would be made available.

2.1 The Study

The survey questions were derived from published papers published on the topics of interest, trust, intuition,
zero trust and disinformation (Medvegy, 2022; Kahneman, 2013; Rose, 2020; NCSC, 2021): the first questions
explored the nature of decision-making.

A purposive sampling approach was used as the study required contact with appropriately experienced,
domain experts (Alvesson & Skéldberg, 2018: Alvesson, 2002). The survey was web based survey hosted by
Qualtrics XM, released from September 2025 to November 2025.

Participants were contacted and invited to participate directly by the authors via email and Linkedin.
Participants included recognised domain experts, personal contacts and European Conference on Cyber
Warfare and Security attendees.

A total of 112 responses were collected, 4 did not consent, 1 was a test and 9 were incomplete; a final
response of 95; comprising, male 67.3%, female 21.4% non-binary, prefer not to say and missing 11.3%; the
age range was 18-65+; experience ranged from less that 1 year-to more than 15years.

Table 1: Survey questions, main topics

No. Topics

1 Demographics, age, gender, self-identification, years of experience and domain expertise
(sector)

2 Trust

3 Intuition

4 Scenario on an unexpected event

Note. IThis paper reports on sections 3, and one scenario the remaining material will be published
separately.

2.2 Research and Analysis Approach

This research focused by security practitioners as they managed complex processes of decision-making for
cyber security, Al, disinformation and other aspects of digital security. Unlike lab-based experiments that can
be studied using hypotheses and statistics, this study demanded a research approach capable of dealing with
the messy realities of life, for example, involving people, organizations and learning (Miller& Tsang, 2011). To
study the dynamics of decision-making, a simplified framework based on trust was drawn on as a lens through
which to study the dynamics and factors involved (Klein, 2017, Weick, 1989). The analysis followed an
interpretative approach to allow seeing beyond different levels of meaning and contrasting what the material
may mean (Alvesson & Skéldberg, 2018).

An important part of the survey included scenarios. The scenario presented here explored here included an
unknown out-of-the-ordinary event designed to help practitioners to explore the current state of the system,
potential future disruptions and solutions (Rasmus et al., 2025), In addition the scenario helped provide
respondents an opportunity to exercise their imagination and foresight (cf. Hauptman & Steinmdiiller, 2019:
Hiltunen et al., 2025) - outside of any bias implied by zero trust architecture or systems (Rose et al., 2020;
NCSC, 2021).
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2.3 Findings

Results are from the study of intuition and the scenario are presented below. The analysis sought to integrate
the findings through including the participant demographics (age, gender, years of experience and domain),
the findings from the questions on intuition and the scenario. The findings were triangulated to increase the
depth of understanding (Adams & Sasse, 1999).

2.4 Intuition

The question on intuition asked, “I rely on professional intuition when time is limited”. For simplicity results
from the Likert scale were aggregated: not at all and very little; slightly/ moderately; quite a bit/ very much/ a
great deal.

Table 2: Relationship of relying on intuition under time pressure - to profession

Intuition; relying on intuition under time pressure
Profession Not at all/ very little Slightly/ moderately Quite a bit/ very much/ a
great deal
Academic/Researcher 32% 41% 27%
Cybersecurity Prof 27% 27% 46%
Military/Defense 50% 25% 25%
Private Sector 17% 33% 50%
Public Sector 0% 50% 50%

The results show that (46%-50%) of cyber security and the private sector professionals place the highest value
on relying on intuition under time pressure, while 50% of the military and defense professionals said their
reliance on intuition was “not at all or very little”.

The reliance on intuition by experience; “very little or not at all” was found to be was the greatest in the less
experienced professionals, less that 1yr (0%), 1-3yrs (50%); highly experienced (33%), compared with the mid-
level practitioners, 4-7yrs and 8-15yrs who had lower levels (14%) and (26%) respectively.

However, the highest level of reliance of intuition under time pressure was (50%) for less that 1lyr of
experience (25%); while for 1-3yrs, mid-level practitioners, 4-7yrs and 8-15yrs (43% and 37% respectively); for
the highly experienced, 8-15yrs and 15+yrs, the level was (37% and 29% respectively). The results seem to
show the highest variance among the least experienced practitioners (less than 1yr, 1-3yrs), with 0% for no
reliance, to 50% with a high reliance.

For “using intuition by profession”, the public sector scored highest for using intuition (50% relied strongly and
50% relied moderately) along with the private sector and cyber security professionals (50% and 46% agreed
strongly, respectively). The results differed for the military, 50% said they did not rely on intuition at all,
compared with 25% who relied moderately and 25% relied strongly.

2.5 Scenario
Scenario 3 asked participants to imagine;

You have an unusual dream about a major crisis — something like a widespread power outage that
disrupts communication and operational systems. The next day, the data at work seem to support
what you dreamt. Surprisingly, your colleagues say they had a similar dream and agree with your risk
assessment. This strange coincidence makes you question whether people around you — including
yourself — are interpreting the situation clearly. You begin to wonder if your team’s judgement is being
influenced by something other than reliable information, and whether your usual ways of processing
information, both digital and analogue, can still be trusted. What is your first reaction to this situation?
Please select one of the following choices: re-check the data carefully; pause decision-making until you
feel more certain; discuss the situation with someone outside the team; or, dismiss the coincidence as
irrelevant.
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The findings from the scenario choices are clustered around cohorts, the largest cohort comprised those who
rechecked data 37% followed by 30% who dismissed the scenario.

The next largest cohort, 19% paused further actions until they were clearer, and the final and smallest cohort
were those who discussed 13%. One individual indicated they would speak with a leader. The largest % of
selections were found in the recheck cohort; 1-3yrs (64%) and 15+ yrs professionals (48%) as compared the
mid-career professionals (18% and 16%). The dismiss group; was highest among the mid-career group (8-15
yrs, 47% and 4-7 yrs, 36%) as compared with the lower %’s for the younger (18%) and senior (19%) groups.

A number of respondents selected more than one choice, for a first choice to recheck the data, 45% follow by
discussing outside the team; notably, 41% of this cohort had no second response.

Table 3: Response to the scenario event, by years of experience

Years (yrs) of Re-check the data Pause decision- Discuss the situation |Dismiss the
experience carefully making until you feel |with someone coincidence as
more certain outside the team irrelevant
Less than 1; (1) (7) 64% 0% (2) 18% (2) 18%
1-3 yrs; (10)
4-7yrs; (10#) (2) 18% (2) 18% (2) 18% (4) 36%
8-15 yrs; (19) (3) 16% (5) 26% 2) 1% (9)47%
15+ yrs (27) (13) 48% (6) 22% (3) 11% (5) 19%
Sub-totals (25) 48% (13) 19% (9) 13% (20) 30%

#Note, 1 respondent indicated they would seek advice from a leader, not included above

Of those who posted the second choice, to discuss, a third choice to pause further actions was selected
(13%).For gender it was found that the majority of males were likely to re-check data (49%) while for females
the response was to discuss (36%), only 2 responses were returned for non-binary/ prefer not to say, re-check
data and dismiss.

3. Discussion

In examining the intuition findings, more junior professionals are at a learning stage, with limited self-
awareness, hence more likely not to trust any intuition, rather preferring to present qualified decisions as
compared with to a gut instinct. Mid-years experienced professionals are more likely to possess self trust,
validated by their experience (seen it before) tied in with their domain specific knowledge and training
(Medvegy, 2022). However, in highly trained personnel, for example, in the military, trusting intuition may
seem like cutting corners, taking decisions that are not defensible (Medvegy, 2022), in a similar vein, senior
professionals approaching retirement may take a safe bet. In addition, experienced military and security
practitioners may operate under conditions of zero trust or Al driven cyber security processes, reducing
intuition.

In terms of gender, the %'s presented here reflect the acknowledged over representation of males as found in
the industry (ISC2, 2024). Examining differences in gender-related behaviour, an explanation could be provided
by issues of socialisation, with males preferring to act alone, while females, represented by smaller numbers
(ISC2, 2024), may act more collaboratively, and hence enter into discussions.

Taking a decision to dismiss an unexpected event seems to contrast with those practitioners who rechecked
their data or those who discussed or paused actions. Looking at these actions in the context of trust decisions
and responses by age, the highest levels of response were by juniors (64%) followed by the senior practitioners
(48%), both in favouring re-checking data. As a response related to self-trust, this could indicate juniors
exercising caution associated with a lack of self-trust, as compared with seniors favouring further investigation.
However, in a crisis situation, both these results are could be seen as reflecting a lack of self-trust, causing a
delay in response. The second highest raking response was among the mid-year experienced cohort (4-7yrs
and 8-15yrs) both favour dismissing the incident (36% and 47% respectively). This result could be taken to
indicate that this cohort are motivate to take decisions, but the numbers of practitioners taking this decision
increased with age. This could indicate that the 8-15yrs cohort, who although they have a good deal of
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experience, close to half were dismissive. This response, although quick, could indicate a bias related to
training in zero trust or over confidence.

The scenario and intuition findings will be incorporated into future studies and help explore observations and
responses to systems on work focused on disinformation (Wylde et al., 2026), and the assessment of current
and potential future states as well as potential disruptions and solutions (Rasmus et al., 2025). As with all
research, limitations are inevitable; notably issues with self-reporting, thinking about an abstract scenario,
gender imbalance and the lack of statistical analysis. To overcome the problems with self-reported data, it is
recommended that future studies be conducted with practitioners in the workplace during critical incident
and/ or crisis management and using Al, this would allow real-time observations of behaviour and decision-
making. In thinking through abstract scenarios, future work could observe practitioners during table-top
simulations, Al scenarios and science fiction scenarios. For gender, future studies could seek to include more
females to redress the balance.

The contribution of the study highlights different responses according to age and experience; leading to three
recommendations for policy makers. Firstly, recognition that most security practitioners do not behave the
same due to issues including, sector norms and prior levels of experience. Secondly, training should be
directed at early stage and later stage career individuals to help build experience and overcome blind spots,
respectively. Thirdly, for military and defence personnel, participation should be encouraged in joint
operations with the private and public sectors, to allow experience of different aspects of decision-making
under different conditions and hierarchies- including Al.

4. Conclusion

Recent fines of big Tech companies illustrate the importance that practitioners demonstrate transparent,
compliant and auditable decision-making. This paper argued that although in practice, recognised standards
and guidelines are implemented by security professionals, the decision-making steps involved remain under
researched. The findings reported here highlight that there are distinct differences in practitioner’s decision-
making, related to experience and domain, highlighting key questions for future research.

The contribution raises important implications for policy makers, practitioners and scholars. To account for
differences in decision-making among security practitioners, it is recommended that training be developed to
addresses differing career and experience stages and domain knowledge. For example, in light of differences
found across practitioners from the public and private sectors and the military, is is suggested that operations
be conducted jointly among these sectors together with Al. This could allow practitioners to experience
working in different contexts with different decision hierarchies and among differing levels of experience and
training.
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