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Abstract: Critical infrastructure is vital to the economic, social, and technological survival and welfare of nations. Attacks on
these infrastructures can be devastating and can lead to serious consequences. The Top Management Team (TMT) is the
highest decision-makers who seal the fate of such organizations when it comes to risk management. Regulations and best
practices are demanding that the TMT take responsibility for the cybersecurity posture of the critical infrastructure
organizations to protect that infrastructure or prevent further damage. Critical infrastructure organizations often have a
combination of information technology and operational technology spread across a wider geographical area and extensive
regulation that can affect security investments and the TMT composition. Consequently, to effectively carry out their
responsibilities, the TMT requires cybersecurity competencies; therefore, the specific cybersecurity management
competencies that constitute these requirements need to be identified and tailored to their roles. To identify research in
this area, we surveyed prominent journals that publish on cybersecurity, management, and critical infrastructure. We used
search terms that address cybersecurity skills, knowledge, and attitudes necessary for top management in strategic decision-
making and cybersecurity risk management. To ensure the collection of relevant articles, the literature review follows a
systematic review process. A qualitative analysis method was employed to identify five thematic areas, namely leadership,
learning, organization, cybersecurity, and competency, through which management’s cybersecurity competencies are
positioned as strategic requirements that can impact organizational cybersecurity resilience. The strategic responsibilities of
the Top Management Team (TMT) are interestingly extending to cybersecurity management in organizations. They are also
required to align cybersecurity management with the organization’s strategic objectives. Thus, to effectively carry out their
responsibilities, the TMT requires cybersecurity competencies. This review has identified relevant cybersecurity skills,
knowledge, and attitudes that can be constituted as cybersecurity management competencies that will support TMT in the
critical infrastructure protection. The review also reveals research gaps due to the limited number of studies conducted
considering the entire TMT cybersecurity management competencies. This review provides a foundation for developing a
theoretical framework for studying TMT cybersecurity competencies in critical infrastructure organizations.
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1. Introduction

Critical infrastructures are consistently faced with an increasing number of attacks. Attacks or disruptions to
critical infrastructure can prove disastrous and can negatively affect their reliability and safety (Alcaraz and
Zeadally, 2015) with the effect going beyond one national border to another (Lehto, 2022).

These attacks may result in extremely high revenue losses (He et al., 2018), and financial loss is not the only
adverse effect can also lead to legal liabilities with serious repercussions (Dynkin and Dynkin, 2018). These
attacks are on the rise and are causing losses of billions of dollars (Cremer et al., 2022), as well as loss of market
capitalization (Mukhopadhyay et al., 2019). Consequently, directors are more likely to be held responsible when
organizations experience attacks (Frank, Grenier and Pyzoha, 2021). Thus, the senior leadership is critical in
ensuring responsible cybersecurity within organizations (Panteli, Nthubu and Mersinas, 2025).

The Top Management Teams (TMTs) play a central role in daily operations and are responsible for strategic
decisions (Bendig et al., 2023), with cybersecurity being one of their major responsibilities (Li et al., 2018). TMT
is duty-bound to ensure effective cyber risk management (Radu & Smaili, 2022). They need to possess
cybersecurity knowledge, competence, and skills (Garcia-Granados & Bahsi, 2020). Delegating cybersecurity risk
management to the IT department has proven insufficient (Rothrock & Kaplan, 2018). However, many leaders
remain inadequately equipped with a technical background for the tasks (Gale et al., 2022).

Various methods and techniques have been developed to enhance cybersecurity awareness among the TMT
(Taherdoost, 2024). While awareness aims to instil a proactive attitude toward cybersecurity, skills provide the
necessary tools for maintaining security hygiene (Haney & Lutters, 2020). However, their training and awareness
programs have received limited scholarly attention, and many remain unaware of key threats (Vrhovec &
Markelj, 2024). Moreover, memory retention from an awareness program tends to be short-lived (Ghafir et al.,
2018). The lack of sustainable cybersecurity programs within organizations is a recurring concern (Akter et al.,

1
The Proceedings of the 25th European Conference on Cyber Warfare & Security (ECCWS 2026)


mailto:Shehu.s.abubakar@jyu.fi
mailto:hanna.k.paananen@jyu.fi

Shehu Abubakar and Hanna Paananen

2025). Additionally, there is no consensus on the metrics for measuring the effectiveness of cybersecurity
awareness programs for TMT (Chaudhary et al., 2022).

Chowdhury & Gkioulos (2021b) conducted a literature review of 29 papers addressing workforce knowledge,
skills, and competencies. TMT competencies have not been specifically explored in reviews, except for the
finding that managers and top executives hold the mandate to ensure effective implementation of cybersecurity
measures in their organizations (Vidgren, 2020). This highlights the research gap concerning cybersecurity
competencies in top management.

This literature review seeks to answer the following question:

What cybersecurity management competencies have been identified that support TMT strategic responsibilities
for cybersecurity management in critical infrastructure organizations?

The paper is structured as follows: Section two defines key concepts, including the top management team,
competence, and cybersecurity management competence. Section three outlines the review methodology.
Section four presents the findings. Section five discusses the results, and Section six concludes the paper.

2. Key Concepts
2.1 Top Management Team

Numerous academics have examined the concept of the Top Management Team (TMT), they are organization’s
senior officers (Carpenter, Geletkanycz and Sanders, 2004). TMT are the top senior officers who make and
participate in strategic decisions (Amason, 1996). According to Menz (2012a) TMT consists of senior executives
with one or more functional responsibilities. They represent the highest and second-highest levels of executive
management (Wiersema, 1992). TMT exerts a significant influence on strategy formulation (Nielsen, 2010). They
are also responsible for planning and executing strategies (Wu et al., 2017), and are recognized as the senior
executives who manage the organization’s business (Gao, Wattal and Thatcher, 2025).

Li et al., (2022) identified members such as the chief executive officer, chief financial officer, vice president,
general manager, chief executive deputy general manager, and vice manager. Increasingly, the chief information
security officer has been included in the TMTs due to growing concerns about cybersecurity (Gao, Wattal and
Thatcher, 2025). Other roles include the chief information officer (Bendig et al., 2023), chief technology officer
(Gu, Wang and Mai, 2024), chief information officer, chief strategy officer, chief knowledge officer, chief
operations officer, and chief marketing officer (Menz, 2012b).

2.2 Competency

The term competence has attracted significant interest in organizational management (Salman, Ganie and
Saleem, 2020). Researchers from education, psychology, human resources, management, politics, and
information systems have aligned its meaning within their respective fields (Hoffmann, 1999; Bassellier,
Benbasat and Reich, 2003). Consequently, competence lacks a universally accepted definition (Jubb and
Robotham, 1997). Nonetheless, it continues to be applied across different perspectives

It is viewed as a combination of skills, performance, personal traits, or knowledge essential for the effective
delivery of a role (Brophy and Kiely, 2002). It represents the potential that leads to effective behavior and the
capability of an individual to perform successfully in a specific role (Anderson, Ahmad and Chang, 2024a).
Individual competence contributes to the organization’s core competence (Bassellier, Reich and Benbasat,
2001). Blomeke et al. (2015 p. 4) “criterion behavior as well as the knowledge, cognitive skills, and affective-
motivational dispositions that underlie that behavior.” More broadly, it reflects the behavior of an entity that
enables effective performance in its role (Woodruffe, 1993).

3. Method

To ensure the collection of relevant articles, the review follows the framework proposed by Okoli (Okoli, 2015)
which includes the following steps: 1) establishing the purpose of the literature review, Il) protocol, Ill) searching
for literature, 1V) practical screen, V) quality appraisal, VI) data extraction, VII) synthesis of studies, and VII)
writing the review.
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3.1 Purpose of the Literature Review

The objectives of this literature review are to identify and analyze articles on the cybersecurity competencies of
the top management team (TMT) in Cl organizations as follows:

e |dentify papers published in top information systems, cybersecurity, and critical infrastructure outlets
that address cybersecurity competencies necessary for top management in strategic decision-making
and cybersecurity management

e Analyze and evaluate the identified research articles to summarize findings related to TMT
cybersecurity competencies in critical infrastructure organizations.

e Reveal research gaps concerning cybersecurity competencies of the top management team in the Cl
organizations.

3.2 Protocol and Literature Search

We conducted a literature search on 14 journals with the search terms: (cybersecurity OR “Information
Security”) AND (“Top Management” OR “senior management” OR “executive officers”) AND (“Critical
Infrastructure”). We used the databases Web of Science, Scopus, and Google Scholar, as well as direct searches
of the listed journals. The initial search yielded: Google Scholar = 256, Scopus = 71, and Web of Science = 3, for
a total of 330 articles. This number was significantly lower than expected. Therefore, to increase the likelihood
of finding more relevant articles, a direct search in the chosen journals was conducted. These methods yielded
an additional 698 articles; combined with the 330 articles from Google Scholar, Web of Science, and Scopus, a
total of 1,028 articles were selected.

3.3 Practical Screening

During practical screening, papers were selected based on their title, abstract, year of publication 2003-2025,
discussion, results, and summary, English language, setting related to TMT cybersecurity competency, and
Senior Management staff as participants or subjects. Papers that focused on only technical aspects of
cybersecurity were excluded.

3.4 Quality Appraisal

Initially, only papers matching the keywords in their titles or abstracts were selected. A total of 104 papers from
the journals met these criteria.

Table 1: List of additional papers through forward and backward searches

SN Forward Cited Backward From the Ref. List

1 (Jewer and McKay, 2025) (Bassellier, Benbasat and Reich, | (Puhakainen and | (Barton et al., 2016)
2003; Benaroch and Chernobai, | Siponen, 2010)
2017; Haislip, Lim and Pinsker,
2021)

2 (Onibere, Ahmad, and | (Ashenden and Sasse, 2013)
Maynard, 2017)

3 (Anderson, Ahmad, and | (Ashenden and Sasse, 2013)
Chang, 2022)

The second selection process resulted in 31 papers that met the criteria. In addition to this selection, backwards
searches produced 1 paper and forward searches yielded 3 papers, as indicated in the table above.

Thematic analysis was adopted with inductive coding; therefore, themes are derived based on what the data
“tell us”.

3.5 Leadership

Strategic cybersecurity leadership comprises executives and managers - the top management team — identified
in the literature as those responsible for cybersecurity risk management, governance, and compliance. Their
strategic roles influence the organization’s cybersecurity risk posture, culture, and resilience. The literature
indicates that senior management plays a highly instrumental role in cybersecurity risk decision-making activities
(Ashenden and Sasse, 2013; Onibere, Ahmad and Maynard, 2017; Benaroch and Fink, 2021; Haislip, Lim and
Pinsker, 2021; Bendig et al., 2022; Shillair et al., 2022; Lorenz and Buchwald, 2023; Jewer and McKay, 2025; Sahin
and Vance, 2025)
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Several articles have viewed cybersecurity strategic responsibilities as resting on cybersecurity managers and
leaders, such as the CTO, CIO, and CISO (Ashenden and Sasse, 2013; Onibere, Ahmad and Maynard, 2017;
Kappelman et al., 2019; Anderson, Ahmad and Chang, 2022; Bendig et al., 2022; Ramezan, 2025; Sahin and
Vance, 2025), despite the limited access of CISOs to the board (RenA, 2022). Furthermore, the inclusion of the
ClO in the C-suite is being misunderstood (Bendig et al., 2022).

3.6 Organization

Organizational objectives, strategies, and policies should align with cybersecurity readiness, as security improves
when cybersecurity goals are integrated with broader organizational objectives (AlGhamdi, Win and Vlahu-
Gjorgievska, 2020; Anderson, Ahmad and Chang, 2022). In practice, the responsibilities of the TMT to their
organizations in ensuring effective information security governance and leadership accountability can
strengthen the organization’s security posture (AlGhamdi, Win and Vlahu-Gjorgievska, 2020; Alshaikh, 2020;
Shillair et al., 2022). We found strong connections between the organizational objectives and cybersecurity
strategic alignment, and leadership (Onibere, Ahmad and Maynard, 2017; Anderson, Ahmad and Chang, 2022).
Additionally, differences in the organizational levels affect cybersecurity management: large and small
organizations have boards (Anderson, Ahmad and Chang, 2022) SMEs may face constraints due to limited
resources (Almeida, 2025). Evidently, large organizations usually have a dedicated person in charge of
cybersecurity, while small organizations may not (Kappelman et al., 2019)

3.7 Cybersecurity

Cybersecurity management comprises a range of roles (Almeida, 2025) that require defense against threats and
defense against cyber threats is one of the cybersecurity strategic goals (AlDaajeh et al., 2022), which falls within
the purview of the top management (Shillair et al., 2022). Consequently, leaders need to adapt strategies in
combating these evolving cyber threats (Anderson, Ahmad and Chang, 2024b).

This theme reflects the continuously evolving nature of cyber threats, vulnerabilities, and risks, along with the
corresponding responsibility of the top management to ensure information security governance for
organizational success (AlIGhamdi, Win and Vlahu-Gjorgievska, 2020), and determination of response to cyber
threats (Shillair et al., 2022). The core of this theme highlights how TMT addresses, manages, and responds to
cybersecurity practices. Since information security needs to be addressed at the strategic level (Almeida, 2025),
this study underscores the critical role of the TMT in addressing these cybersecurity risks.

3.8 Learning

The theme learning focuses on the various education, training, and awareness initiatives adopted by
organizations, especially Cl organizations, to ensure employees acquire skills, knowledge, and competencies
needed to fulfill their responsibilities. Security education, training, and awareness (SETA) has been widely seen
to be one of the learning paths to increase cybersecurity culture . Anderson et al. (2022) reported that the SETA
program can be seen to be a marketing plan rather than an educational one, and an awareness program for top
management has been identified as one of the cybersecurity critical success factors for organizations (Yeoh et
al., 2022). However, no literature was found that specifically identifies a learning program mapped to the entire
TMT based on its strategic positions, composition, and commitments.

3.9 Competence

Technical competencies or hard skills are typically associated with cybersecurity professionals (Onibere, Ahmad
and Maynard, 2017; Furnell, 2021; Anderson, Ahmad and Chang, 2022) . Then again, competencies such as
communication skills, risk management, and incident response (Anderson, Ahmad and Chang, 2022, 2024b) are
identified as essential in organizational cybersecurity management processes.

The leadership and cybersecurity themes are linked through TMT’s strategic responsibilities. For example,
AlGhamdi et al.(2020) acknowledged the importance of the TMT in the success of information security. Haislip
etal., (2021) emphasized IT governance and (Shillair et al., 2022) highlighted the importance of top management
involvement in responding to cyber threats. Connections between leadership and competencies (Furnell, 2021;
Anderson, Ahmad and Chang, 2022; Ramezan, 2025) are crucial for top management in carrying out their
responsibilities. Some are intended for cybersecurity leaders in general (Anderson, Ahmad and Chang, 2022) or
for technical TMT members such as CISOs (Ramezan, 2025) Anderson et al. (2024) Focus on case-based learning
to support cybersecurity leaders in their roles and emphasize pedagogical learning accordingly. Additionally,
Alshaikh, (2020) reported alignment of cybersecurity awareness with an external campaign, identification of

4
The Proceedings of the 25th European Conference on Cyber Warfare & Security (ECCWS 2026)



Shehu Abubakar and Hanna Paananen

cybersecurity behaviours, establishment of a cyber champion network, and development of a brand for the

cyber team.

3.10 Synthesis

The literature includes works that consider competencies aiding in supporting top management in discharging
their cybersecurity strategic responsibilities in Ci organizations. For example, A. B. Anderson et al. (2022)

identified several cybersecurity competencies that include skills, knowledge, and attitudes.

However, the

identified competencies are found to be tailored to cybersecurity leaders. Similarly, Furnell (2021) identified
various cybersecurity competencies mapped to the technical members of the TMT. Figure 1 highlights the

identified connections among the themes.

Aligning Security with
Business Objectives

Security Governance
Compliance
Security Culture

Risk Management

Incident Response

Communication Skills

Figure 1: Connections between the identified themes

The study identified the following competencies in Table 2.

Table 2: Summarized connections among the themes

Cybersecurity
Strategic
Responsibilities

Source

Competency

Rationale

(Anderson, Ahmad, and
Chang, 2022) and
(Anderson, Ahmad, and
Chang, 2024b)

Communication skills

For intra- and inter-team communication and
discussions on cybersecurity activities, to enable
members to develop a common understanding of
terminologies in the decision-making process

Risk management

To facilitate their cyber risk management decision-
making process

Incident response

To facilitate their understanding of incident mitigation,
response, and remediation.

(Furnell, 2021)

Information security governance

To facilitate governance and compliance

Business resilience

Basic business resilience skills can enhance

anticipation, action, and defensive strength.

Compliance

To facilitate understanding of the relevant acts,
regulations, and compliance frameworks.

(Almeida, 2025)

Risk management, organizational
factors, and governance

To facilitate their cyber risk management decision-
making process
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4. Discussion

The research question of this study focuses on identifying the cybersecurity competencies critical to the TMT’s
strategic cybersecurity management in critical infrastructure organizations. However, the literature on such
competencies is very limited. Most studies examine the competencies of cybersecurity experts within the TMT,
with particular attention given to roles such as CIO, CISO, and CTO (Anderson, Ahmad and Chang, 2022, 2024b).
While the TMT comprises senior management, its functional diversity poses challenges to collaboration (Lorenz
and Buchwald, 2023). Consequently, the role of CISO as a technical professional within the team may create
functional diversity issues that affect overall decision-making processes (Ashenden and Sasse, 2013).

Our results indicate that board-level IT competencies have received some attention from researchers (Benaroch
and Chernobai, 2017; Benaroch and Fink, 2021; Jewer and McKay, 2025) Though their core cybersecurity
management competencies remain under-researched. The results indicate that many studies recognize the
critical importance of the cybersecurity strategic responsibilities for top management of critical infrastructure
organizations. However, most emphasize the competencies and skills of the technical members of the TMT, such
as CISO, CIO, CTO, and CDO (Ashenden and Sasse, 2013; Onibere, Ahmad and Maynard, 2017; Kappelman et al.,
2019; Bendig et al., 2022; RenA, 2022; Lorenz and Buchwald, 2023; Ramezan, 2025). Furthermore, the review
suggests that emphasis is often placed on specific TMT members regarding cybersecurity competencies, without
acknowledging that all team members share responsibility for organizational cybersecurity governance,
resilience, and compliance. Additionally, our review noted discrepancies about the composition of the TMT.
While this study does not aim to define team composition, it highlights the strong need for all TMT members to
be cybersecurity-proficient and acquire a certain level of cybersecurity management competencies to support
strategic cybersecurity management responsibilities and to aid in collective mindfulness (Jarveldinen et al.,
2025). This is very important in critical infrastructure, where information technology and operational technology
are a mix. Finally, we observed that only communication skills, incident response, and risk management are
considered, and only for cybersecurity leaders (Anderson et al., 2022, 2024). Information security governance,
information security strategy, and information risk management were also identified Furnell, (2021).

5. Conclusion

This study sets out to answer the research question: which cybersecurity management competencies have been
identified as supporting TMT strategic responsibilities for cybersecurity management in CI? Despite the strategic
importance of cybersecurity management in this sector, our results reveal very limited research addressing the
cybersecurity management competencies of the TMT. Most studies focus on the competencies of technical
roles, such as CIO, CISO, or CTO, neglecting the overall competencies of all members.

Our review found that although TMT composition, size, and skills vary depending on the size of the organization,
it is consistently evident that TMT is primarily responsible for the strategic decisions related to cybersecurity.

The results revealed five main themes that are crucial for critical infrastructure organizational cybersecurity
management processes: leadership, organization, cybersecurity, learning, and competence. This supports the
identification of competencies essential to TMT's strategic responsibilities. Finally, identifying cybersecurity
management competencies will support the enhancement of cybersecurity as the protector of the
organizational value creation capabilities of Cl. This review also represents a step toward creating a cybersecurity
framework tailored to TMT'’s strategic cybersecurity management responsibilities.

5.1 Limitations and Future Research

This study is limited to some journals. We chose to systematically study a limited sample of high-quality outlets,
but future research could identify additional central competencies through a broader search. This review can
extend into an empirical study that applies the identified competencies and assesses the extent of TMT's level
of cybersecurity management competencies in different types of organizations.

Ethic Declaration: | declare that ethical clearance was not required for this research

Al Declaration: | declare that Al was not used in the creation of the paper; however, Copilot and Grammarly
were used for grammar and proofreading.
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