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Abstract Modern IT infrastructure is undergoing a significant transformation, becoming increasingly complex and
decentralized as organizations move away from centralized on premise data centers toward hybrid, multicloud, and edge
computing models. This is a shift driven by the demand for higher resilience, lower latency, and the specialized requirements
of modern Al workloads running on the edge. While this shift improves operational efficiency, it introduces significant
challenges including limited visibility, legacy network bottlenecks, operational complexity, and a broadened attack surface
as a result of the decentralized edge based infrastructure requiring new security approaches that go beyond traditional
perimeter security. Adversaries increasingly exploit these decentralized environments for ransomware, espionage, or
coscripting devices into botnets for large scale attacks. The resulting breaches carry severe consequences including financial
loss, penalties from regulators, non-compliance and irreparable reputational damage. To address the aforementioned
challenges, this paper proposes a zero Trust Architecture integrated with Wazuh. Using Wazuh’s comprehensive monitoring
and incident response capabilities, organizations can implement a "never trust, always verify" framework that protects the
decentralized edge against modern threat vectors. This paper provides practical guidance for IT professionals and students
seeking to implement modern endpoint security and defend infrastructure against evolving cyber threats.
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1. Introduction

As the threat landscape continues to evolve alongside emerging technological trends, organizations must
continue to upgrade their IT infrastructure to remain competitive and efficient. However, many organizations
prioritize infrastructure upgrades with little consideration for security, often treating it as an afterthought. These
changes tend to introduce vulnerabilities into the environment, and without proper logging and monitoring of
system activities, these vulnerabilities can create significant security risks, which could potentially lead to
substantial losses if exploited by adversaries.

The absence of robust monitoring and detection capabilities creates major challenges for detection and
response teams, making it extremely difficult to identify and mitigate sophisticated threats such as advanced
persistent threats(APTs). A Security Information and Event Management (SIEM) system becomes essential in
this situation. A SIEM provides real-time visibility into the organization's security posture regardless of whether
your operations are on cloud or on premise, automates analysis of security events, and robust reporting to
ensure the organization maintains compliance requirements and well covered during forensic investigations in
the event of an incident.

Modern Security Information and Event Management (SIEM) solutions generally fall into two categories: high
cost commercial platforms and flexible open-source tools. Although industry leaders such as Splunk, FortiSIEM,
and IBM QRadar offer sophisticated automated capabilities as shown on Table 1, they carry significant licensing
fees that often create a security gap for small-to-medium enterprises (SMEs). These organizations often operate
without centralized monitoring, leaving them acutely vulnerable to cyber threats.

On the other hand, open source SIEM solutions provide robust functionalities for $0 in licensing. However, they
typically require extensive time resources through manual configuration and specialized expertise to integrate
it into existing IT infrastructures. In this paper, we explore Wazuh, an all in one open source security platform
that bridges this gap by unifying Extended Detection and Response (XDR) with traditional SIEM capabilities. It
provides enterprise grade features, including configuration assessment, malware detection, File Integrity
Monitoring (FIM), and automated vulnerability & threat detection and response. Architecturally, the platform
comprises the Wazuh Indexer, Server, Dashboard, and Agent, supporting modern deployment via Docker,
Kubernetes, Ansible, and Puppet.

Wazuh also allows integration with various threat intelligence sources such as VirusTotal, YARA, CDB Lists, and
AbuselPDB which ensures realtime detection of threats with an element of automated response to the detected
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threats, ensuring that your security team is always one step ahead of adversaries. This paper aims to show the
deployment of Wazuh anlT infrastructure and the necessary configurations that can be made to the tool for
malware detection , file integrity monitoring, threat and detection and response to suspect bruteforce attack
attempts.

Tablel: Comparative analysis of SIEM platforms

Platform Architecture Key Strength

Microsoft Sentinel Cloud Native Ecosystem Synergy: Near-zero
configuration for Microsoft 365,
Defender, and Entra ID logs

Splunk ES Hybrid/Cloud Data Maturity: Powerful search (SPL)
and the ability to correlate almost any
data source

IBM QRadar On-Prem/ Cloud Out-of-the-Box Rules: Excellent for
compliance with stable, pretuned
correlation engines

FortiSIEM Physical/Virtual appliance Unified NOC/SOC: Combines asset
discovery (CMDB), performance
monitoring, and security

Wazuh Open-source The Endpoint Edge: Native File Integrity
(On-Prem/Cloud) Monitoring (FIM) and EDR-like
capabilities for $0 licensing

2. Objective

The main objective of this paper is to show how to integrate Wazuh in an IT infrastructure environment, identify
the recommended key configurations required for threat detection, monitoring endpoints, and automated
incident response in the event of an attack. Our key focus will highlight the deployment of this critical tool and
the necessary configurations that will enable your organization to stay ahead of adversaries, providing blue
teams with more time to focus on actual threats, minimizing alert fatigue or danger of false negatives while at
the same time saving the organization running costs that would have been incurred in the option of using the
commercial tools.

3. Related Work

Endpoint protection plays a critical role as the first line of defense against cyber-attacks and remains a key
priority in safeguarding an organization's assets from threats. Various efforts have been put to address and
improve endpoint security. We see the work of A. Al Siam et al. (2025), where they developed a threat detection
and response solution solely meant for Linux endpoints, unlike in our approach where we show how Wazuh
caters not only for Linux endpoints but also endpoints running MacOS and Windows operating systems, which
ensures a centralized approach to monitoring all endpoints. Recent comparative analyses emphasize the
superiority of Wazuh among open source SIEM solutions (such as ELK and OSSIM) precisely due to this cross
platform compatibility, along with its integrated File Integrity Monitoring (FIM) and native active response
capabilities R. Amami et al.(2024).

We also see A. Al Siam et al.(2025) focusing on Extended Detection and Responses (EDRs) as a malware detection
solution, which highlights some of the capabilities to consider for an EDR for effective detection and response
to malware. This is indeed a great insight for organizations when sourcing an EDR, and they also go ahead to
provide a list of available enterprise EDRs. In our approach with Wazuh, we highlight its Extended Detection and
Response capabilities such as disrupting an ongoing brute force, slowing down the attacker, and providing the
security team with an alert for investigation. This is actively supported by recent research demonstrating the
effectiveness of Wazuh in instantly mitigating brute force attacks by deploying automated firewall drop actions
to block offending IPs after a configured threshold of failed logins as shown by K. Z. Htet et al(2025).
Furthermore, Wazuh drastically improves incident response times by allowing integration with messaging
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platforms such as Telegram, ensuring that security teams receive automated, real time alerts for high severity
threats through an experiment by C. Dhefanni et al.(2025).

Wazuh comes with out-of-the-box rules, the flexibility to create custom rules, and integration with threat
intelligence platforms such as VirusTotal, YARA, and CDB lists, which increase the probability of detecting zero-
day attacks and responding to them automatically based on your configurations. The integration of live threat
intelligence feeds, such as VirusTotal and AbuselPDB, into Wazuh's event pipeline has been empirically shown
to achieve threat detection rates of 95.0% and high alert precision with very low mitigation delays (averaging
2.8 seconds) via dynamic Indicator of Compromise (I0C) querying. Beyond reactive threat detection, Wazuh also
offers proactive endpoint defense using its Security Configuration Assessment (SCA) module to continuously
validate OS system hardening and ensure compliance with CIS benchmarks (R. Doynov et al, 2025). All of this is
available for free, offering a highly capable alternative compared to other commercial SIEMS, EDRs and XDRs
such as Crowdstrike, Microsoft Sentinel, Splunk ES, IBM QRadar, FortiSIEM etc

4. Methodology

We deployed the Wazuh server on Google Cloud as a docker container. We then configured Wazuh for FIM,
threat detection, and response as will be shown in the paper. We then deployed the agents on our endpoints
which comprised a Windows OS, MacOS and Linux operating system. We then centralized our configurations to
the respective OS type, which enabled us to create, modify, and push changes to our endpoints without the
need to physically do so for each machine. This enabled us to get logs from agents for analysis, detection, and
response in real time.

4.1 Wazuh Architecture

For this paper, we deployed Wazuh through the docker deployment option as a single-node stack, suitable for
small organizations compared to the multi-node stack that offers scalability for large sized organizations. Our
setup included Wazuh docker image on a Google Cloud Ubuntu 22.04 server instance, Cloudflare for our proxy,
and Wazuh agent installed on three endpoints running Windows OS, MacOS and Linux respectively. These agents
act as the first line of defense Host-Based Intrusion Detection system by detecting threats and forwarding the
alerts to Wazuh server, which runs another check against the configured rules before it can determine if the
detected threat is indeed positive and then apply the configured actions accordingly to contain it. Figure 1 shows
the Wazuh docker deployment architecture on Google Cloud and how the various components of Wazuh come
into play to enable it to monitor endpoints and detect malicious activities in real time.

a

Google Cloud

=

Wazuh Docker
Wazuh Server Wazuh Indexer Wazuh Dashboard
Wazuh Agent Enduser

Figure 1: Wazuh docker deployment architecture on Google Cloud showing the various components that
communicate with each other to make the platform work
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4.2 How Wazuh Works

1. The Wazuh agents installed on endpoints in IT infrastructure collect logs from their respective
endpoints and send the logs to the Wazuh server.

2. The Wazuh server parses the logs, decodes, and applies the configured rules to determine if there is
any data from the decoded information that matches the rules and if any exists, an alert is raised with
an id that specifies the kind of malicious activity detected for security analysts to review and analyze
further to confirm if indeed there was a compromise.

3.  Wazuh comes with out of the box default rules that are continuously updated and maintained by the
Wazuh team to address emerging threats and ensure effectiveness of its detection capabilities which
cover a wide range of security events and log sources, providing a great baseline for detecting
common security threats. Wazuh also provides an advantage of flexibility through custom rules, either
by creating new custom rules or modifying the default rules, which enable users to tailor Wazuh to
meet their unique IT infrastructure's needs, greatly enhancing its capabilities and effectiveness.

4. Over time, Wazuh collects information from the alerts received, endpoints, and environments being
monitored, and represents this information in dashboards and reports for review by security teams
providing an overview of the security posture of your organization.

4.3 File Integrity Monitoring

Malware frequently targets the Windows Registry to achieve malicious objectives, such as establishing
persistence and performing other malicious actions. The Wazuh file integrity monitoring module includes
Windows Registry monitoring that monitors commonly targeted registry paths to detect modifications.
VirusTotal integration uses the VirusTotal API to detect malicious content within files and directories monitored
by the Wazuh file integrity monitoring capability. Wazuh allows users to define directories of interest that
contain critical files such as system files and confidential information. Any changes made to files or directories
of interest will create an alert as shown in Figure 2, where a new suspicious file, suspicious-file.exe, has been
added to the monitored directory, Wazuh-test.

= W Discover New Save Open Share Reporting Inspect a @
wazuh-alerts-* M © B Search Dol | @~  Last7 minutes Show dates
Q search fi VFilter by type  © Y | syscheck.uname_after: root x | (@ Add filter

~ Selected flelds 2 hits 3
) _source May 30, 2026 @ 20:04:21.561 - May 30, 2026 @ 20:11:21.561 per  Auto ~

~ Popular fields

t agentname .

]

t | syscheck.uname._after E

v Avallable flelds

t _index ' 20:04 20:11

t agentid f timestamp per 10 seconds

t agentip Time _source

t data.integration y May 36, 2026 © 20:87:46.838  gysohack.uname_after: root syscheck.mtime_after: May 3@, 2826 © 20:87:45.800 syscheck.size_after: 68

syscheck.gid after: © syscheck.mode: realtime syscheck.path: /home/endpoint/malware_sample/suspect_file.exe

data.virustotal.description
syscheck.shal_after: 3395856ce81f2b7382dee72602f798b642f14140 | syscheck .gname_after: root 'syscheck.uid_after:

©

data.virustotal.error
syscheck.perm_after: ru-r--r-- | syscheck.event: deleted syscheck.md5_after: 44d88612feaBa8f36de62e1278abbo2f

data.virustotal.found syscheck.sha256_after: 275a021bbfb6489e54d4718997dbod1663fc695ec2fezaRcd538aabf651fdef syscheck.inode_after: 46

data.virustotal.malicious 5 May 38, 2026 @ 28:87:45.537 | gyscheck.uname_after: | root | syscheck.mtime_after: May 38, 2626 © 20:67:45.888 | syscheck.size_after: 68

data.virustotal.permalink syscheck.gid_after: B | syscheck.mode: realtige [ syscheck.path: /home/endpoint/malware_sample/suspect_file.exe

root permissions u dify __syseheck—strat—aTter: 3395856cef12b7382dee72602F7980642F14146 | syscheck.gname_after: root syscheck.uid_after: 8

data.virustotal.positives files in a monitored

syscheck.perm_after: | ru-r--r-- | syscheck.event: pdded| syscheck.mdS_after: 44d88612fea8aBf36de82e1278abbo2f

data.virustotal.scan_date syscheck.sha256_after: 275a021bbfb6489e54d471899f7dbod1663fc695ec2fezarcd538aabf651fdef syscheck.inode_after: 46

data.virustotal.shal

Figure 2: A suspicious file added to the monitored directories is detected by the FIM module
4.4 Threat Detection and Response

Wazuh uses the active response module to run scripts or executables on a monitored endpoint, acting on certain
triggers. The data flow for threat detection and response is provided in Figure 3. In our use case, we simulated
an ssh brute force attack against an Ubuntu endpoint and configured the active response module on the Wazuh
server to block the IP address of the attacker endpoint. The main objective was to prevent brute force attacks
from ssh. The active response module executed a script that blocked the IP address of the attacker when Rule
5763-sshd brute force trying to get access to the system got triggered.
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W. Settings

< Manager configuration

Edit ossec.conf of Manager

185 <executable>disable-account</executable>

186 <timeout_allowed>yes</timeout_allowed>
187 </command=>

188

189~ <command>

198 <name>restart-wazuh</name>

191 <executable>restart-wazuh</executable>
192 </command>

193

194~ | <command>

195 <name>firewall-drop</name>

196 <executable>firewall-drop</executable>
197 <timeout_allowed>yes</timeout_allowed>
198 </command>

199

200~ <command>

201 <name>host-deny</name>

282 <executable>host-deny</executable>

203 <timeout_allowed>yes</timeout_allowed>
204 </command>

285

206 - <command>

Victor Kipchirchir Bungei et al.

@ Refresh

Figure 4: Sample of Wazuh Manager configuration that disconnects connection to victim machine

Monitored endpoint

) .
Monitored & wazuhagent |
directory . X

Monitored
registry entry

v Rootcheck

Rootkit signatures

Agentd

Wazuh server

&) Wazuh manager

: Remoted
: frevees
directory :
. Pre-ecoding
Monitored | IS —eo B archives json
registry entry . Deceding
Syscheckd 1 —o [ siertsjson

.
Rootcheck: Rule matching

System calls

Figure 3: Wazuh threat detection and response workflow

Figure 4 provides a sample of Wazuh Manager configurations. This was followed by adding the active response
configuration for response to brute-force attack attempts as shown in Figure 5.

W. Settings

< Manager configuration

Edit ossec.conf of Manager

369~  <active-response>
370 <disabled>no</disabled>

371 <command>yara_windows</command>
372 <location>local</location>

373 <rules_id>100302, 100303</rules_id>
374 </active-response>

375 </ossec_config>

376

3771 <ossec_config>

3781 <active-response>

379 <disabled>no</disabled>

380 <command>firewall-drop</command>
381 <location>local</location>

382 <rules_id>5763</rules_id>

383 <timeout>18@</timeout>

384 </active-response>

385 | </ossec_config>

386

C Refresh [® save C Restart Manager

Figure 5: Wazuh Manager configurations for active response to brute-force attack attempts

The attacker and victim endpoints are shown in Figure 6. The adversary launched a ssh brute-force attack on the
victim endpoint using a payload through hydra, as shown in Figure 7 Wazuh detected the brute-force attack and
logged an alert as shown in Figure 8. After detection of this threat, Wazuh cut the connection between the victim
machine and the adversary, as evidenced by the 100% packet loss as shown in Figure 9.

File

endpoint@endpoint: ~

Actions Edit View Help

File Actions Edit View Help

Linux endpoint 6.12.13-amd64 #1 SMP PREEMPT_DYNAMIC Kali 6.12.13-1kalil (2025-02-11) x86_64 Linux attacker 6.12.13-amd64 #1 SMP PREEMPT_DYNAMIC Kali 6.12.13-1kalil (2025-02-11) x86_64
GNU/Linux

Figure 6: Attacker and Victim machine

GNU/Linux
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2 14 17:33:46
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ord authentication (method Teply 4) -

Figure 7: Attacker machine attempts a brute-force attack using hydra

= w. [ Thesthunting W e
| HV_H_‘V—\ | \‘ ‘\ T m*!_\fH*\ | -
625 hits
May 20,2025 (@ 237616183 - May 29, 2026 @ 232618184

& Export Formatied ® 692 avalable flds @ = Columns (3 Density ¢ 1fields sorted E3 Fullscreen

« timestamp agent.name rule.description ruteover ~ | rutesa
[@  May 29,2026 @ 23:22:45.4... endpoint File modified in /home directory. 5 100300
(@ May 29,2026 @ 23:21:48.3... endpoint Host Unblocked by firewall-drop Active Response 3 652
@ May 29,2026 @ 23:18:48.3... endpoint ssha: authentication failed. - Active response disconnects connection to protect endpoint 5760
@ May 29,2026 @ 23:18:48.2... endpoint Host Blocked by firewall-drop Active Response | @————— 3 651
@ May 20,2026 @23:1846.3.. ondpoint sana: suthenticaton e s s760
@  May 29,2026 @ 23:18:46.3.. endpoint ssna: brute force trying to get access to the system. Authentication falled. e—— —  Bruteforceattempt detected 10 5763
[@ May 29,2026 @ 23:18:46.3... endpoint sshd: authentication failed. 5 5760
@ May 29, 2026 @ 23:18:46.3... endpoint ‘sshd: authentication failed. 5 5760
[@ May 29,2026 @ 23:18:46.3... endpoint unix_chkpwd: Password check falled. 5 5557
(@ May 29,2026 @ 23:18:44.3... endpoint unix_chkpw: word check failed. 5 5557
[@  May 29,2026 @ 23:18:44.3... endpoint unix_chkpwa: d check failed. B 5557
[@ May 29,2026 @ 23:18:44.3... endpoint unix_chkpwd: Password check falled. 5 5557
@ Moy 25, 2026 @ 23:18:44.3... endpoint i cnkwo: Password check aled s ss57
@ May 29,2026 @ 23:18:42.3... endpoint sshd: authentication falled, 5 5760
@ May 25, 2026 @ 23:18:423... endpoint ssh: authenticaton falled. s s760

Figure 8: Brute-force attack is detected by Wazuh

attacker@attacker: ~

File Actions Edit View Help

: 0 -t 4 -1 endpoint -P passwords.txt 192.168.56.9 ssh
[sudo] password for attacker:
Sorry, try again.
[sudo] password for attacker:
Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use i
n military or secret service organizations, or for illegal purposes (this is
non-binding, these #*** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at

:18:38

[DATA] max &4 tasks per 1 server, overall & tasks, 20 login tries (1:

~5 tries per task

[DATA] attacking ssh://192.168.56.9 /

“CThe session file ./hydra.restore was written. Type "hydra -R" to resume
ssion.

— 1 192.168.56.9
PING 192.168.56.9 (192.168.56.9) 56(84) bytes of data.

A

— 192.168.56.9 ping statistics —
49 packets transmitted, @ received, 100% packet loss, time 49949ms

Figure 9: Wazuh responds to attack by disconnecting the connection between attacker machine and victim
machine
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4.5 Malware Detection

In recent emerging threats, traditional methods that rely solely on signature-based detections fail to capture
new threats. Signature-based approaches struggle to detect zero-day attacks, polymorphic malware, and other
evasion techniques used by threat actors. As a result, organizations are at risk of undetected data breaches and
exfiltration. Having a SIEM in place with malware detection capabilities that not only rely on malware signatures
for detection but use heuristics for user and entity behaviour analytics enables organizations to detect and
respond to sophisticated and evasive threats effectively.

Our setup integrated threat intelligence sources such as VirusTotal which enabled Wazuh to detect malware in
real time and raised alerts when it identified the malicious files by comparing the identified indicators of
compromise with the information stored in the CDB lists (constant databases). These lists can store known
malware indicators of compromise, including file hashes, IP addresses, and domain names. The screenshots
shown in Figure 11 and Figure 12 show the process from the time a malicious file is downloaded to an endpoint
to the time it is detected by Wazuh through the VirusTotal Threat intelligence integration.

= W. Discover New Save Open Share Reporting Inspect a @

= [ Search DAL B v  Last15 hours Showdates |  Refresh

V| ruledeve:12te14 x | (D Add filter
4hits 8

May 29, 2026 @ 16:54:18.370 - May 30, 2026 @ 07:54:18.370 per  Auto ~ Number of security vendors that flagged
the file as malicious \

Count

timestamp per 10 minutes \
m,’gu)iflle,'i?SzBZIbbf\:64B9954d471B99f7db9d1GESfcé‘JSeEiFeZEZEASSBaabféS‘\fdafidslect)om’?*i?SzBZIbbﬂ:GAB‘JeS-‘ld471899f7db9d1GESfCBQSeciFSZEZd“ASSBaabféS‘h‘d[

5 May 30, 2026 © 07:38:11.136  jnput.type: log agent.ip: 192.168.56.9 agent.name: endpoint agent.id: 861 manager.name: wazuh.manager data.origin.module: wazuh-exec data.origir

data.version: 1 data.parameters.alert.agent.ip: 192.168.56.9 data.parameters.alert.agent.name: endpoint da(a.parameters.alert.agent.)d:\ 801

Responsible for alerting—___ \
Tdsta-parameters.alert.manager.name: wazuh.manager data.parameters.alert.data.integration: virustotal  data.parameters.alert.data v1rustc(ii.sh31 330
272602798642 14148 | data.parameters.alert.data.virustotal.malicious: 1 data.parameters.alert.data.virustotal.total: 68 data.parameters alert.data.v

1 | data.parameters.alert.data.virustotal.positives: 66  data.parameters.alert.data.virustotal.source.shal: 3395B55csmf2b7382dee72662f795b667\ﬁ41AG
. !
> May 30, 2826 @ 67:38:16.421 | jnput,type: log agent.ip: 192.168.56.9 agent.name: endpoint  agent.id: 861 |manager.name: wazuh.manager data.integration: virustotal datajvirustota

Location of malicious file———— | 81F2b7382dee72602f798b642f 14140 | data.virustotal.malicious: 1 |data.virustotal.total: 68 |data.virustotal.found: 1 [data.virustotal.positives: [66

data.virustotal.source.shal: 3395856ce81f2b7382dee726621/98b642TTATM| data.virustotal.source.file: /home/endpoint/malware_sample/suspect_file.exe
data.virustotal.source.alert_id: 1780141688.5445343 data.virustotal.source.mdS: 44d88612feaBa8f36de82e1278abbo2f data.virustotal.permalink: | https://
m/gui/file/275a621bbfbe489e54d471899F7dbod 1663 c605eca fe2a2ca538aabf651fdof /detection/f-275a821bb be489e54d471899F7dbod1663fc605eca fe2a2c4538aabf651do

Figure 11: The malicious file downloaded on the monitored endpoint is detected by Wazuh through
VirusTotal threat intelligence integration

)~ [~]
malware_sample/suspect_file.exe https://secure.eicar.org/eicar.com

ved % Xferd Average Speed Time Time Time Current
Dload Upload Total Spen Left Speed
0 —:—: 3 9

8

[} ot bl H —i-

b=[l=l

Figure 12: A malicious file is downloaded on the monitored endpoint

Wazuh Manager detected the malware and created an alert of the suspicious executable file as shown in Figure
11. From the alert received on Wazuh we were able to get a link to VirusTotal for this specific malicious file
where we checked the threat intelligence sources that reported that it was indeed malicious, as shown on Figure
13.
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Figure 13: Malware score based on VirusTotal
4.6 Configuration Assessment

Wazuh gave an overview of endpoints based on the operating system running on the endpoint, it then checked
this against the Centre for Internet Security benchmark for the specific operating system. This ensured that all
endpoints in our experiment were hardened according to the standard.

Wazuh provided a view into the configuration assessment of all endpoints used in our experimental IT
infrastructure, as shown in Figure 14. Endpoints are given a percentage score of compliance to the CIS
benchmark as well as provide the list of checks that Wazuh ran against the endpoint and the result, making it
easier and convenient for system administrators to patch up non-compliant endpoints, ensuring all critical assets
are effectively hardened.

= W Configuration A. endpoint a

e

CIS DISTRIBUTION INDEPENDENT LINUX BENCHMARK

//\‘ @ Passed (83) CIS Distribution Independent Linux Benchmark v2.0.0. ©
® Failed (99)
( Passed Failed Not applicable Score End scan
@ Not applicable (8) o
\ 83 99 8 45% May 29, 2026 @
\b 20:38:33.000
Checks (190) G Refresh ¢4 Export formatted
Searct waL
Policy
D Titie Target Result
CIS Distribution Independent Linux Benchmark v2.0.0.
36020 Ensure nodev option set on /home partition. Command: findmnt -kn /home o Failed ~
Rows per page: 15 <1 36021 Ensure nodev option set on /dev/shm partition. Command: findmnt -kn /dev/shm o Passed v
36022 Ensure nosuid option set on /dev/shm partition. Command: findmnt -kn /dev/shm o Passed v
36023 Ensure noexec option set on /dev/shm partition. Command: findmnt ~kn /dev/shm ® Failed
36024 Disable Automounting. Command: systemctl is-enabled autofs ® Passed v
36025 Disable USB Storage. Command: modprobe -n -v usb-storage o Failed ~
Rationale

Restricting USB access on the system will decrease the physical attack surface for a device and diminish the possible vectors to introduce malware.

Remediation
Edit or create a file in the /etc/modprobe.d directory ending in .conf Example: vim /etc/modprobe.d/usb-storage.conf and add the following line: install usb-storage /bin/true Run the following command to
unload the usb-storage module: rmmod usb-storage.

Figure 14: Onboarded endpoints configuration assessment with a score card based on passed and failed
checks with recommendations to patch up

4.7 Limitations

Despite providing Extended Detection & Response(XDR) and SIEM capabilities at zero licensing costs, equating
the free license with a zero cost or zero risk operation would be detrimental in evaluation of open source
solutions. The open-source nature of the platform masks significant architectural, operational and security
limitations that shift the burden of platform maturity and scaling efficiency onto the organization. Below are
some of the limitations and tradeoffs to consider:
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e The platform lacks a built-in load balancing mechanism which would require organization deploying
Wazuh at scale to acquire a separate external load balancing solution

e High false positive burden if not properly tuned which necessitates expert level tuning to address false
positives which can be time consuming and labor intensive

e Wazuh does not have internal integrity controls over its own alert data. If an attacker gains root access
to the Wazuh Manager, logs and alerts can be manipulated. Organizations must implement a
compensating control, such as shipping alerts to an immutable storage solution

5. Recommendations

False positives are security alerts incorrectly classified to suggest a threat when there is no threat. This poses a
significant challenge in cybersecurity, as alerts often overwhelm security teams, leading to alert fatigue,
potentially diverting their attention from detecting and responding to actual threats. Below are some of the
recommendations to minimize false positives in your SIEM tool and enhance its effectiveness, as well as boost
the productivity of your security team:

e Fine tune SIEM depending on how your IT infrastructure is set up, be it on premise or cloud to
minimize false positives.

e  Customize SIEM rule sets by enabling only the rules relevant to your environment to reduce noise and
focus on genuine threats.

e Set appropriate alert thresholds on SIEM to balance between detecting suspicious activity and
avoiding alert fatigue amongst your security teams.

e Use machine learning models for adaptive learning as seen in the evaluation on the use of Large
Language Models (LLMs) to classify security alerts with the aim to reduce false positives in a Security
Operations Center (J. Roy et al, 2026)

6. Conclusion

In an era defined by decentralized infrastructure and increasingly sophisticated adversarial tactics, a robust SIEM
solution is no longer an enterprise luxury, but a strategic necessity for organizations of all sizes. However, the
true efficacy of such a system lies not in its deployment alone, but in its customization to unique operational
requirements of an organization. When properly tuned, a SIEM provides a vital "360-degree" visibility across
hybrid, cloud, and edge environments, effectively bridging the visibility gaps that traditional security perimeters
leave behind. By providing real time telemetry and identifying behavioral anomalies, the platform affords
security teams the critical lead time necessary to disrupt the attack lifecycle before significant damage occurs.

Crucially, the open-source nature of platforms like Wazuh democratizes high tier security by eliminating the
prohibitive licensing fees associated with commercial big data security tools. This accessibility allows small-to-
medium businesses which often face the same threats as global corporations but with a fraction of the budget
to implement enterprise grade monitoring and compliance frameworks. Furthermore, the integration of
automated active response capabilities represents a paradigm shift in incident management. By delegating the
mitigation of known commodity threats to automated workflows, organizations can significantly reduce their
response time to security incidents. This automation empowers resource constrained security teams to move
away from the fatigue of manual triage, allowing them to dedicate their expertise to high-level threat hunting
and long-term strategic resilience. Ultimately, by marrying the principles of Zero Trust with the accessible power
and customizability of open source monitoring, organizations can transform their security posture from a
reactive, fragmented defense into a unified, proactive ecosystem capable of defending the modern digital
frontier

Ethical Declaration: Ethical clearance was not required for this research.

Al Declaration: Al was used primarily to rectify grammatical errors and helped to formulate better structured
sentences to improve readability.
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