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Abstract: Biological design offers a promising framework for addressing the sustainability and security challenges associated
with long-duration space exploration. By drawing upon biological principles such as resource cycling, modularity, hierarchical
feedback, self-repair, and adaptive response, biological design can support the development of regenerative life-support
systems, resilient infrastructure, and closed-loop operational architectures beyond Earth. As biological and digital systems
become increasingly integrated within future mission environments, however, new cyberbiosecurity challenges emerge at
the interface between living systems, automation, artificial intelligence, and cyber-physical infrastructure. This perspective
paper examines the role of biological design in advancing sustainable and secure space biology. Through an exploratory
review of relevant literature and the development of a partial taxonomy of biological design domains, the paper evaluates
applications including autonomous biosafety, space bioprocess engineering, in-situ biomanufacturing, biologically grown
architecture, and astro-ecological systems. Particular attention is given to Digital-to-Biological Attack Vectors, defined as
pathways through which compromise of digital systems may produce unintended biological consequences within mission-
critical environments. The paper offers the consideration that biological design should be considered as a sustainability
strategy as well as a cyberbiosecurity imperative for future deep-space missions. By integrating biological resilience with
secure digital architectures, biological design can contribute to the development of adaptive, regenerative, and cyber-
resilient extraterrestrial ecosystems capable of supporting long-term human presence beyond Earth.
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1. Introduction

Biological design plays a foundational role in space biology by enabling both the investigation of cellular
processes in extraterrestrial environments and the development of living systems to support long-duration
missions. This imperative is driven by an increasing number of calls for sustainable space exploration, rejecting
the current disposable mentality which relies on expensive, non-regenerative solutions that are environmentally
and economically unsustainable for deep-space endeavors (Losch et al., 2024; Zimon et al., 2024). Products and
solutions in space biology research and utility significantly impact the 17 Sustainable Development Goals.
Therefore, there is a need for sustainable space development to be regarded as a goal, perhaps SDG 18, which
in turn impacts the other remaining SDGs (Figure 1). This paper argues that biological design provides the critical
conceptual toolkit for this required architectural shift, by leveraging inherent biological attributes, such as
resilience, modularity, and self-repair, to secure the vital bio-digital interfaces that govern all future deep-space
critical infrastructure.
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Figure 1: This figure was shown in poster form by Subramanian and Palmer at the 2025 American Society of
Space and Gravitational Research Conference (Subramanian and Palmer, 2025) and illustrates the
additional space-focused considerations within the proposed 18th SDG vs SDGs 1-17. It draws
inspiration from figures in works by Afshinnekoo et al. (2020), Losch et al. (2024), and Zimon et al.
(2024)
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In this context, biological design is defined as the intersection of biomimicry and biodesign, integrating both
concepts within products, architectures, and processes to support sustainability. Biomimicry solves design
challenges by modeling nature’s systems, forms, and functions (Verbrugghe et al., 2023), as demonstrated by
optimization algorithms inspired by slime mold movement (Li et al. 2020) and ant colony navigation (Zhang et
al. 2022). Biodesign, by contrast, incorporates living components directly into products (Myers 2012), including
bio-concrete containing self-repairing bacteria (Seifan et al., 2016) and mycelium-based construction materials
(Myers 2012). While biomimicry primarily promotes efficiency, biodesign emphasizes sustainability through
regenerative materials and processes (Myers 2012).

As these technologies become autonomous components of life-support and habitation systems, they introduce
cyber-physical resilience challenges through embedded digital control and monitoring. Cyberbiosecurity
addresses vulnerabilities arising at the intersection of biological systems, digital technologies, and cyber-physical
infrastructures (Greenbaum, 2023; Potter and Palmer, 2023). In space biology, it focuses on protecting digitally
controlled biological systems supporting life support, bioprocessing, environmental monitoring, habitat
maintenance, and in-situ resource utilization. In this paper, a Digital-to-Biological Attack Vector refers to any
pathway through which manipulation of digital or cyber-physical systems produces unintended biological
outcomes, including compromised bioprocesses, contamination events, degradation of biological materials, or
broader mission-critical failures.

To explore biological design through a cyberbiosecurity framework, Section 2 presents a partial taxonomy of five
domains: Autonomous Biosafety and Digital-to-Biological Attack Vectors; Space Bioprocess Engineering and
Cyber-Resilient Digital Twins; On-Demand In-Situ Biomanufacturing and Responsive Diagnostics; Cyber-Physical
Resilience in Biologically Grown Architecture; and Specialized Applications in Interplanetary Systems and Astro-
Ecologies. This taxonomy provides a framework for identifying Digital-to-Biological Attack Vectors across each
domain and links biological design to cyber defense requirements for deep-space infrastructure.

2. Potential Areas for new Biological Designs and Development
2.1 Autonomous Biosafety and the Digital-to-biological Attack Vector

As missions extend beyond low Earth orbit and into deep space, microbial contamination has emerged as a
critical concern in habitat design and life-support systems. Contaminating microbes pose a dual threat: they can
compromise astronaut health and degrade biologically integrated infrastructure. The management of microbial
colonization must be an integral aspect of both the architecture and its maintenance systems. Addressing this
concern requires the incorporation of new biological design strategies that are adaptive, self-monitoring, and
capable of autonomous remediation (Dove et al, 2025). A simple and efficient way to address water
contamination in hydroponic systems is to use a biological design approach where the water system itself mimics
natural ecological niches, and at the same time integrates biological systems themselves into the product design.
For example, using single-cell organisms such as ciliates that consume bacteria in freshwater systems (Dopheide
et al.,, 2011). Due to the non-invasive and non-pathogenic nature of these ciliated organisms, no additional
modifications need to be made to the system; regular maintenance of hydroponics, including improved filtration
and UV sterilization, may be sufficient to maintain these mini-ecosystems. A growing field of micro and
nanostructured surface engineering addresses several impacts on biomedical applications. The modifications
performed to the surfaces of these materials are known to influence cell-material interactions (Luong-Van et al,
2013). However, an integration of principles of biological design will be required to increase the efficacy,
durability, sustainability, and cost-effectiveness of the above products. For example, mimicking structures such
as shark skin, cicada wings, etc., which are known to have anti-microbial properties due to their inherent design,
will be crucial for product design (Jin et al., 2024). Additionally, adding a biodesign element to the product by
using sustainable compounds such as chitosan that are both structurally robust and also biodegradable will be
crucial to the sustainability of these surfaces. Studies are underway to program microbes to perform specific
tasks, such as detecting contamination or releasing antimicrobial compounds in response to environmental
triggers. For example, engineered biosensors embedded within habitat walls or air filtration matrices could be
designed to fluoresce, change color, or alter conductivity in the presence of harmful microbial metabolites or
biofilms. These sensors could interface with remediation strains programmed to produce biofilm-disrupting
enzymes, antimicrobial peptides, or quorum-quenching molecules to inhibit microbial proliferation (Reed and
Dunaway, 2019). This design strategy allows the architecture itself to become a dynamic participant in biosafety,
shifting the burden of microbial control from manual to autonomous systems. However, a compromise of the
digital interface governing these sensors and remediation strains could weaponize engineered organisms or
disable critical remediation functions, turning a safety system into a significant vulnerability.
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Microfluidics, specifically Lab-on-a-Chip (LoC) platforms, are crucial for the next phase of space exploration,
which demands rapid, in-situ analytical measurements on other planets (Covone et al., 2021). Traditional
analytical chemistry methods are ill-suited for remote space applications due to their requirement for advanced
machinery, sterile conditions, and large sample volumes. LoC biosensors, offering miniaturization, a low
chemical footprint, high sensitivity, and low payload requirements, are ideal for space biology (Cinti et al., 2023).
A sustainable biological design strategy involves using microorganisms, such as the single-cell eukaryote
Tetrahymena, as biological microbots for LoC systems. The well-studied chemotaxis, galvanotaxis, and artificial
magnetotaxis in Tetrahymena can be leveraged under varying gravity conditions to gather complex information
from Lunar and Mars samples using minimal fluid volumes (Kim et al., 2009, Kim et al., 2010; Kim et al., 2012;
Hellung-Larsen et al., 1990). Furthermore, by feeding Tetrahymena ferromagnetic nanoparticles, these
biological microbots can be used in artificial magnetotaxis experiments to establish ciliated cell substrates in
fluid channels, potentially assisting microfluidic flow in LoCs by mimicking fluid movement in human tissue via
ciliary wave motion. Hypothethically, as these biological microbots or analogues become integrated with
autonomous sensing and analytical platforms, manipulation of sensor inputs, control algorithms, or
communication pathways could alter sampling behavior and analytical outputs, creating additional Digital-to-
Biological Attack Vectors within future space-based diagnostic systems.

2.2 Space Bioprocess Engineering (SBE) and Cyber-resilient Digital Twins

A burgeoning sub-field of space biology is the interdisciplinary area of design known as space bioprocess
engineering (SBE). The goal of SBE is to develop and integrate biological systems that support the nutritional,
medical, and environmental needs of astronauts during interplanetary missions and long-term habitation
(Berliner et al., 2024). This includes not only producing oxygen and food but also fabricating pharmaceuticals,
recycling waste, and maintaining air and water quality using biological processes. In this context, biological
design becomes foundational; its principles enable the construction of systems that are not only functional but
regenerative, self-maintaining, and adaptable to changing mission conditions. Rather than viewing biological
components as isolated tools, SBE treats them as integrated modules that work in concert to reduce reliance on
Earth-based resupply and enhance mission autonomy.

Biological design, as applied in SBE, draws on evolutionary strategies such as modularity, hierarchical feedback,
and resilience to develop systems that can self-repair, grow in situ, and respond dynamically to environmental
stressors. For instance, engineered microbial consortia may be programmed to switch metabolic pathways in
response to carbon dioxide concentrations or radiation levels, supporting both air recycling and real-time
diagnostics (Menezes et al., 2015). Similarly, growable biostructures such as fungal mycelium for habitat
insulation offer low-mass, high-efficiency solutions for construction in off-Earth environments (Jones et al.,
2017). The integration of biodesign with automation, synthetic biology, and material science in SBE ensures that
bioprocessing platforms are not only robust and scalable but also capable of contributing to closed-loop life-
support systems. As missions push beyond low Earth orbit, the relevance of SBE continues to grow, embodying
a shift from passive environmental control to proactive, biologically driven adaptation. Securing the digital
control systems governing these elements of modularity, hierarchical feedback, and self-repair is paramount to
prevent catastrophic system failures that could arise from malicious interference.

Digital twins of complex biological systems can initialized with initial parameters and continuously updated with
real-time sensor data, enabling predictive maintenance and autonomous control in simulated space missions
(Homaei et al., 2024; Abraham et al., 2025). These sophisticated models can integrate sub-modules for factors
like zero-G fluid dynamics and radiation-damage, allowing for the refinement of repair-pathway predictions and
shielding designs. Furthermore, the use of closed-loop machine-learning controllers and advanced analytical
sensors allows for dynamic adjustment of life support systems, while generative algorithms facilitate in silico
evolution for trait optimization. These digital twins can be indispensible for cyberbiosecurity defense, enabling
continuous, dual-domain anomaly detection by comparing real-time biological and cyber-physical signals against
expected models, thereby flagging both compromised software and emergent bioprocess failures.

2.3 On-Demand In-situ Biomanufacturing and Responsive Diagnostics

Advances in synthetic biology, as described earlier, will be imperative to manufacturing fuels, self-repairing
polymers, metabolizing products, and even generating energy and light. An integrated loop system, for example,
exemplifies efficiency that can be achieved through combining biological factories with the precision of synthetic
chemistry. Wallace and Balskus (2015) demonstrated that through pairing styrene-producing E. coli with
designer micelles, complex chemical reactions can occur in a safe, water-based environment, eliminating the
need for toxic solvents. This 'green' approach minimizes the hardware footprint while enabling the on-demand
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synthesis of high-value materials from fuels to self- repairing polymers. This work has since been built upon by
numerous teams for other products. These can promote the creation of valuable components in a sustainable
way for long-duration space habitation.

Engineered organisms and biomaterials can be integrated into spacecraft interiors or environmental control
systems to detect and respond to threats such as toxic gas buildup, microbial contamination, or equipment
failure. For instance, synthetic gene circuits can be encoded into bacteria to fluoresce in the presence of specific
contaminants or radiation levels, offering real-time bio-indicators for system health (Llorente et al, 2022; Koehle
et al., 2023). By functioning as intelligent, living diagnostics, these responsive materials can enhance autonomy
and reduce the operational burden on human crews. Their skillful, integration supports proactive risk
management, particularly during missions operating in communication-limited environments. However,
because these manufacturing and diagnostic systems rely on digitally controlled biological processes, they can
be inherently exposed to Digital-to-Biological Attack Vectors. Compromise of sensor networks, control software,
or genetic programming may suppress warning signals, manipulate outputs, or generate unintended biological
outcomes within autonomous mission environments.

2.4 Cyber-Physical Resilience in Biologically-grown Architecture

Beyond low Earth orbit, biologically grown architecture offers a promising strategy for reducing launch mass
while enabling adaptive, self-repairing infrastructure. Mycelium-based composites, algae-derived materials, and
engineered living systems can support long-duration habitation through autonomous growth, repair, and
environmental adaptation (Myers, 2012; Jones et al., 2017; Brandi¢ Lipiniska et al., 2022; Mitchell et al., 2025).
In parallel, digital twin technologies and closed-loop biosensing systems increasingly used in terrestrial
biomedical and industrial environments can be adapted for space habitats. These digital counterparts of
biological systems enable real-time monitoring of growth rates, structural integrity, and biosafety conditions.
Applied to space architecture, they could facilitate autonomous detection of stress fractures, environmental
degradation, and biological contamination while supporting the targeted deployment of structural
reinforcements and remediation measures. The integration of predictive modeling, artificial intelligence,
adaptive biomaterials, and cyberbiosecurity-by-design principles can represent a significant advancement in the
development of resilient infrastructure (Potter, Mossberg and Palmer, 2023; DiEuliis, Imperiale and Berger,
2024; Dove et al., 2025). By combining continuous monitoring with autonomous response capabilities, such
systems can improve operational reliability while reducing dependence on human intervention in
communication-limited environments.

By embedding adaptability, autonomy, and self-repair into structural materials, biological design strategies offer
a transformative approach to off-Earth habitation. These approaches not only address the practical
requirements of space biology but also extend the frontier of architecture toward systems that are responsive,
regenerative, and inherently alive. Such concepts reflect an emerging vision of “living structures” capable of
maintaining their own bio-integrity through continuous interaction between biological processes and digital
control systems. Beyond operational functions, biophilic and bio-integrated habitats may also improve astronaut
psychological well-being and cognitive performance during prolonged missions, particularly under conditions of
isolation and confinement (Firth, 2022). Feedback derived from microbial colonization and environmental
monitoring can reveal vulnerabilities in surface geometry, material porosity, and airflow patterns, informing
iterative design improvements in habitats intended to grow, self-assemble, or adapt to extraterrestrial
conditions.

However, the reliance on digital feedback introduces a critical cyber-physical vulnerability. Corrupted sensor
data or compromised control systems could undermine autonomous resilience by providing inaccurate
information regarding a habitat’s structural or biological condition. On Earth, contamination control in
biomanufacturing environments often depends on resource-intensive sterilization protocols; in space, such
approaches must evolve into lightweight, decentralized, and autonomous systems. Consequently, future
biological designs may incorporate genetic sensors, self-healing biofilms, and cyber-physical interfaces capable
of detecting and mitigating contamination in real time. In this context, microbial contamination management
becomes a core design function within regenerative and responsive habitats (Greenbaum, 2023).

2.5 Specialized Applications: Interplanetary Systems and Astro-ecologies

Biodesign-based strategies for in-situ product synthesis include integrating products into spacewear, such as the
'Wanderers' collection by Oxman's research group, designed for astrobiological exploration. A key example is
Living Mushtari, a 3D-printed wearable embedded with synthetic microorganisms to enhance biological function
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and generate energy from sunlight (Mediated Matter Group, 2017). This biodesign utilizes a symbiotic
association where photosynthetic cyanobacteria convert sunlight into sucrose, which then fuels other
microorganisms (like E-coli or yeast) to produce pigments, drugs, food, fuels, or scents. The design's biomimetic
aspect is a 3D-printed structure resembling the human intestine (58 meters of channels) that facilitates
cyanobacteria flow via peristaltic-like movement. Transparent sections ensure sunlight access for the
microorganisms. Other 'Wanderers' products share a similar goal: to interact with the destination environment
to produce biomass, water, air, light, energy, bio-mineralized human bone, or fluorescence. Research, notably
from Dr. Neri Oxman's former MIT Media Lab group, has explored biological design for space applications. The
"Maiden Flight" project is a key example, sending queen and nurse bees within a metabolic support capsule
aboard Blue Origin’s New Shepard (Mediated Matter Group, 2021). This capsule, a 'synthetic astro-ecology,'
combined human-made components with natural honeycomb-like structures built by the bees, offering a
familiar, sustainable, and evolving environment. This biomimetic and biodesign approach is crucial for
understanding crop pollination beyond Earth by addressing questions like the viability of reproduction and
subsequent function upon Earth reintroduction (Strom, 2019). Integrating biological systems with wearables,
autonomous habitats, and astro-ecologies requires complex interactions between living organisms and digital
platforms. These bio-digital interfaces introduce Digital-to-Biological Attack Vectors through which
compromised software or sensor systems may disrupt biological performance, ecological stability, and mission
outcomes. Consequently, cyberbiosecurity is helpful as a foundational element in the design of future astro-
ecological systems.

3. Discussion on Challenges in Sustainable Interplanetary Exploration

The integration of biological design principles offers a path for tackling the entrenched, systemic challenges of
interplanetary endeavors. Beyond the immediate technical hurdles, missions face critical policy, economic, and
ethical dilemmas, all of which are encapsulated by issues of long-term sustainability and planetary security that
biological systems have navigated quite well over the course of evolution. Closed-loop material cycles,
decentralized decision-making, and emergent robustness are all hallmarks of design and function found in
biology that stakeholders can use to fundamentally shift away from an extractive, terrestrial-dependent model.
The bio-inspired approaches mentioned as used towards modeling mission architectures on principles of
biological resilience directly address the financial viability through resource circularity (e.g., in-situ resource
utilization and waste recycling), strengthen legal and governance regimes by embedding self-repair and
adaptability into protocols, and critically enhance planetary protection measures by fostering ecosystemic
responsibility and minimizing biological contamination risks through contained, balanced systems. Dedicated
and substantial funding for research into interplanetary sustainability and mission architectures is paramount.
Nations that prioritize and achieve breakthroughs in these areas can gain a profound strategic, economic, and
geopolitical advantage. This leadership will not only define the future of space exploration but also foster
domestic technological innovation with broad applications, as they connect to many bio-adjacent industries with
deep skill sets that have been left out of recent space-related economic growth initiatives. Blending expertise
here provides the potential to position shrewdly led nations to the forefront of the next era of human endeavor.

4. Conclusion

Biological design offers a transformative framework for sustainable and secure space exploration by aligning
mission systems with the adaptive logic of life itself. This paper's core contribution is the establishment of a
partial taxonomy across five critical domains, systematically linking the promise of biological design directly to
the necessity of cyber defense in deep-space critical infrastructure. The reliance on evolutionary strategies such
as modularity, resource recycling, and self-repair must be coupled with robust cyberbiosecurity protocols to
ensure resilient infrastructure. We illuminated how bio-integrated systems like Space Bioprocess Engineering
and Biologically-Grown Architecture introduce critical Digital-to-Biological Attack Vectors that must be secured
against malicious interference. Beyond technical security, this biologically driven approach offers models for
tackling systemic policy, economic, and ethical challenges in interplanetary endeavors, promoting resource
circularity and critically enhancing planetary protection measures. Ultimately, this requires a fundamental shift
in human systems thinking from previous versions of seeking total environmental control to designing in
harmony with ecological processes. Astronauts and mission specialists must be trained to steward these living
systems and recognize emergent failure modes. By fusing imagination with ecological intelligence and
embedding biological design into the fabric of future missions, humanity can build resilient, regenerative, and
resource-aware extraterrestrial ecosystems, positioning ourselves as explorers of space, and more importantly,
co-evolving participants in its living potential.
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