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Abstract: Cryptography plays a fundamental role in information security, being directly related to maintaining important 
properties such as confidentiality and integrity. Many of the algorithms that form the basis of cryptography are based on 
mathematically difficult computational problems, such as prime number factorization and discrete logarithm. However, the 
use of quantum computing algorithms poses a threat to some of these cryptographic systems, making communication 
systems and protocols that use them vulnerable. One example is Delay-Tolerant Networks (DTNs), which have high 
applicability in space systems and military contexts, but present challenging characteristics for secure implementation. One 
initiative to combat this threat is the development of algorithms resistant to quantum attacks, collectively known as post-
quantum cryptography. These algorithms are based on other mathematical classes that do not have a known optimized 
solution for quantum or classical computers, but, on the other hand, present greater computational, storage, and data 
transmission demands. Due to these characteristics, their use must be evaluated according to the context, considering the 
degree of security required in conjunction with processing, memory, and routing limitations. Thus, this work aimed to 
conduct a survey of the main characteristics and challenges of cryptographic systems to counter quantum cryptanalysis, 
paying special attention to the post-quantum algorithm Module-Lattice Key-Encapsulation Mechanism (ML-KEM), as well as 
its vulnerabilities to hardware-level implementation attacks and spaceborne radiation environments. Furthermore, the main 
architectural characteristics of DTNs were presented, and security aspects and challenges described in the Bundle Protocol 
Security (BPSec)—specifically regarding the amplification of message-flooding vulnerabilities under expanded post-quantum 
payloads—were addressed. Finally, suggestions for future work were presented based on opportunities identified 
throughout the study. 
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1. Introduction 
The use of cryptography is fundamental for information security, contributing to systems that transmit, store, 
or manipulate data achieving fundamental characteristics like confidentiality and integrity, in addition to others 
such as authentication. Such systems vary widely according to criteria such as computational power and data 
transfer through computer networks. These characteristics can impose additional restrictions on the use of 
cryptography, such as delay-tolerant or disruption-tolerant networks (DTN), designed for delayed/disrupted 
connectivity environments. 

On the other hand, attacks on encryption systems known as cryptanalysis can lead to the compromise of an 
algorithm’s key, and consequently the data of those who use it. For example, the Data Encryption Standard (DES) 
was a symmetric encryption standard that, after years of use, became vulnerable due to the increase in 
computational power available for cryptanalysis. This led to the development of a new, more computationally 
expensive symmetric cryptographic standard, the Advanced Encryption Standard (AES). 

However, new attacks are constantly being developed, making use of new algorithms and increased computing 
power, such as the latest quantum cryptanalysis algorithms. This new threat has led to the need to develop new 
cryptographic algorithms, which gave rise to post-quantum cryptography. These algorithms, however, may 
require greater computational power and a larger volume of stored and transmitted cryptographic data, which 
poses an additional challenge for DTN networks. 

Therefore, researchers must analyze the use of schemes that allow for the secure establishment of keys, while 
simultaneously meeting the constraints of the systems in which they will be applied. To understand the need for 
post-quantum cryptography in military and satellite DTN networks, this study first evaluates the imminent 
threats posed by quantum cryptanalysis. 
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2. Quantum Cryptanalysis 
2.1 Grover's Algorithm and its Impact on Symmetric Cryptography and Hashing 

Grover's algorithm is a quantum algorithm for searching unstructured databases, such as an unordered vector 
of numerical data. The algorithm offers a quadratic speedup compared to classical methods, that is, while a 
classical computer requires on the order of 𝑁𝑁 evaluations to find an item in a space of 𝑁𝑁 elements in the worst 
case, Grover's algorithm requires only 𝑁𝑁0.5 operations (Preston, 2023). 

This result has direct implications for AES. Because of it, systems need to use at least AES-256 (32 bytes, of 256 
bits, key) to remain resistant to Grover's algorithm (Rao et al., 2017). Hash functions are also targeted by the 
algorithm, making the use of SHA-256 necessary to resist quantum cryptanalysis (Preston, 2023). 

2.2 Shor's Algorithm: History and Implementation Challenges 

Another quantum algorithm applicable to cryptanalysis was proposed by Peter Shor in 1994. This algorithm 
solves integer factorization and discrete logarithm problems in polynomial time, offering an exponential 
speedup over the best-known classical algorithms, such as the Number Field Sieve (Shor, 1997). Also, theoretical 
improvements have been proposed, such as Regev's algorithm, which reduces the number of quantum gates 
required to O(n³/²) (Regev, 2025). Such results directly compromise widely used public-key cryptosystems, 
including RSA and Elliptic Curve Cryptography (ECC) (Rao et al., 2017).  

The practical implementation of Shor's algorithm, however, faces significant physical challenges, mainly related 
to quantum decoherence—the loss of coherence due to the interaction of the system with the environment 
(Chuang et al., 1995). Historically, experimental demonstrations have been limited to small numbers due to the 
requirement for precise control over the qubits. 

One of the first notable implementations occurred in 2001, using Nuclear Magnetic Resonance (NMR) to factor 
the number 15 using 7 qubits. Although successful, the experiment highlighted the difficulty of scalability due to 
decoherence and the complexity of spin coupling networks (Vandersypen et al., 2001). 

To overcome resource limitations, later approaches focused on circuit optimization. In 2012, a photonic 
implementation factored the number 21 using a "qubit recycling" technique. This iterative version of the 
algorithm replaces the n-qubit control register with a single qubit reused n times, reducing the total resource 
demand to about one-third of the standard protocol, demonstrating a viable path to scalability (Martín-López 
et al., 2012). 

More recently, hybrid approaches such as Variational Quantum Factoring (VQF) have been tested on 
superconducting processors. Experiments factoring larger numbers have revealed that, in addition to traditional 
decoherence, coherent errors represent dominant barriers to the successful execution of quantum optimization 
algorithms (Karamlou et al., 2021). 

Although implementing the Shor's algorithm is still a challenge, continuous progress has been made, leading to 
the need to seek new cryptographic solutions to prevent the compromise of information security. 

3. Module-lattice Key-encapsulation Mechanism 
To counter the previously mentioned quantum cryptanalysis algorithms, one approach involved developing a 
new class of classical cryptographic algorithms, collectively known as post-quantum cryptography (Bavdekar et 
al., 2023). Although other methods have been studied (Bavdekar et al., 2023), lattice-based cryptography has 
been standardized by NIST for use in key establishment and also in digital signatures (NIST, 2024a, 2024b). 
Lattices are algebraic structures where certain computational problems, such as the Module Learning With 
Errors (MLWE) problem, are believed to be intractable for both classical and quantum computers. 

For key establishment, the first chosen algorithm was the Module-Lattice-Based Key-Encapsulation Mechanism 
(ML-KEM). ML-KEM consists of three fundamental operations (Alagic et al., 2025), which are also represented in 
the scheme in Figure 1: 

• Key Generation: a pair of encapsulation/decapsulation keys is generated by one party (Alice), and the 
encapsulation key is sent to the other party (Bob); 

• Encapsulation: after receiving the encapsulation key, Bob performs an operation that generates the 
shared secret in both plaintext and ciphertext form, which is then sent to Alice; and 

• Decapsulation: Alice receives the ciphertext and uses her key to decrypt the shared secret. 
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Note. Source: Alagic et al. (2025) 

Figure 1: ML-KEM overview 

The process described above can occur in two distinct ways, ephemeral or static. In the first, for each generation 
of a shared secret, the entire process must be performed, and the generated keys must be discarded after use. 
In the second, the key generation is done once, and the encapsulation key is distributed to all parties who wish 
to generate a shared secret. It should be noted that the generated secrets are distinct from each other (Alagic 
et al., 2025).  

The proponents of the algorithm specified three sets of parameters: ML-KEM-512, ML-KEM-768, and ML-KEM-
1024, targeting security categories 1, 3, and 5, respectively. Table 1 shows the size values for the three 
configurations. 

Table 1: ML-KEM settings (values in bytes) 

Algorithm Encapsulation key Decapsulation key Ciphertext Secret key 

ML-KEM-512 800 1632 768 32 

ML-KEM-768 1184 2400 1088 32 

ML-KEM-1024 1568 3168 1568 32 

Note. Source: NIST (2024) 

Regarding practical deployment, ML-KEM demonstrates high versatility and can be implemented across diverse 
software and hardware architectures, including central processing units (CPUs), graphics processing units 
(GPUs), application-specific integrated circuits (ASICs), and field-programmable gate arrays (FPGAs) (Nguyen et 
al., 2025). This adaptability extends to extreme operational environments such as space systems, where the 
algorithm has proven viable on radiation-hardened FPGAs and embedded space-grade processors (Kim, 2026).  

However, deployment in these specialized environments is bounded by severe physical and hardware 
constraints that mandate careful resource optimization (Kim, 2026; Nguyen et al., 2025). Most critically, 
spaceborne implementations are generally prohibited from utilizing standard external DDR memory due to its 
susceptibility to radiation-induced single-event upsets (SEUs), forcing the cryptographic subsystem to rely 
entirely on severely limited on-chip static memory (Kim, 2026). Furthermore, these systems must operate within 
strict power budgets while handling the transmission of larger post-quantum keys over highly constrained 
telemetry bandwidths (Kim, 2026). 

The security of ML-KEM against both classical and quantum computing adversaries is fundamentally derived 
from the hardness of the MLWE problem, which establishes a baseline security of indistinguishability under 
chosen-plaintext attack (IND-CPA) (Avanzi et al., 2021). According to the NIST evaluation criteria, this passive 
IND-CPA security framework is considered sufficient for purely ephemeral key exchange protocols, (NIST, 2016). 
For the static deployments, the scheme applies a Fujisaki-Okamoto (FO) transform to the underlying IND-CPA-
secure encryption to achieve the required indistinguishability under adaptive chosen-ciphertext attacks (IND-
CCA2) (Avanzi et al., 2021). 
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Despite its robust mathematical foundations, practical deployments of ML-KEM remain susceptible to physical 
hardware exploits, which is a critical consideration for exposed nodes in Delay Tolerant Networks (Nguyen et al., 
2025; Renita et al., 2025). These physical vulnerabilities bypass theoretical protections and are predominantly 
divided into passive Side-Channel Attacks (SCA) and active Fault Injection Attacks (FIA) (Ravi et al., 2024). 

Passive SCAs exploit unintentional physical leakages, such as power consumption and electromagnetic (EM) 
emanations (Renita et al., 2025). The decapsulation phase is particularly vulnerable; attackers can utilize Deep 
Learning-enhanced Side-Channel Analysis (DL-SCA) to extract secret polynomial coefficients during Number 
Theoretic Transform (NTT) or point-wise multiplication operations (Hoang et al., 2024; Renita et al., 2025). This 
technique is highly efficient, requiring as few as 50 traces, and can successfully compromise even hardware 
implementations that use parallel architectures (Hoang et al., 2024). By exploiting these leakages, adversaries 
can construct practical plaintext-checking or decryption-failure oracles to systematically recover the secret key 
(Ravi et al., 2024). 

In addition to power and EM leakages, ML-KEM is threatened by timing-based vulnerabilities, notably the 
KyberSlash exploits (Bernstein et al., 2024; Ji et al., 2025). These vulnerabilities occur when compilers optimizing 
for code size inadvertently introduce variable-time division operations during ciphertext compression or 
message decoding (Bernstein et al., 2024). Because the execution time of these operations depends on the 
secret inputs, they reliably leak key information, allowing systems to be compromised remotely or without 
advanced physical measurement probes (Bernstein et al., 2024). 

Finally, ML-KEM is also threatened by active manipulation through Fault Injection Attacks (FIA), which 
deliberately induce transient hardware errors (Renita et al., 2025). Advanced FIA techniques include loop-abort 
faults induced via electromagnetic pulses, which target the standardized KECCAK hash function across all 
operational phases (Wang et al., 2025). These faults allow adversaries to bypass permutations or zeroize crucial 
arrays to effortlessly recover secret random seeds (Wang et al., 2025). Other critical fault vectors include 
corrupting NTT twiddle factors, forcing nonce reuse during the sampling of ephemeral secrets, or using clock 
glitching to completely skip the final ciphertext equality check—effectively downgrading the protocol to weaker 
indistinguishability under chosen-plaintext attack (IND-CPA) security (Ravi et al., 2024; Ji et al., 2025).  

4. Delay/Disruption Tolerant Networks 
Delay-Tolerant and Disruption-Tolerant Networks (DTNs) are designed to operate in contexts where the use of 
the traditional TCP/IP protocol stack presents limitations, such as high error rates, delays that can reach the 
order of days, and lack of end-to-end connectivity (Cerf et al., 2007; Gao et al., 2015). DTNs can be applied in 
scenarios such as underwater networks, satellite networks, sensor networks, or battlefield networks (Cerf et al., 
2007; Gao et al., 2015). Bravo et al. (2025) analyzed the use of LunaNet, which uses the DTN architecture, on 
the International Space Station for a period of eighteen days, conducting a series of experiments to verify its 
behavior and performance (Bravo et al., 2025). The characteristics of DTNs are also being integrated into 
vehicular network projects, Vehicular-DTN (Pereira, 2011). Some studies have also been conducted on the 
application of DTNs in rural areas (Abdeljabar et al., 2025; Hanifah et al., 2025). 

A disruption scenario is represented in Figure 2, where the network becomes partitioned, preventing the routing 
of packets between the source and destination. To address the problem of lack of connectivity and high error 
rates, the nodes belonging to DTNs use a store-and-forward approach in which packets are stored so that they 
can be transmitted when the link is re-established (Cerf et al., 2007). 

DTNs utilize the Bundle Protocol (BP), where the term "bundle" refers to the packet used. BP acts as an overlay 
layer over other network and transport protocol stacks, called Convergence Layers, allowing different networks 
to be interconnected (Burleigh et al., 2022). Figure 3 shows a DTN formed by two different networks connected 
so that BP applications (BP app) can exchange messages. The variety of Convergence Layers is represented by 
the pairs 𝑇𝑇𝑇𝑇/𝑁𝑁𝑁𝑁, with 𝑥𝑥 varying from 1 to 3.  
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Note. Adapted from NASA 

Figure 2: Disrupted DTN where the source and destination nodes are unreachable 

 

Note. Source: Burleigh et al. (2022) 

Figure 3: Overlay BP with different stack convergence layers 

Security in DTN networks is provided by the Bundle Protocol Security (BPSec) protocol, defined in RFC 9172. 
BPSec was designed to operate independently of the network topology, applying security services directly to the 
data, rather than protecting the communication channel, since end-to-end connectivity is not guaranteed 
(Birrane & McKeever, 2022). The protocol does not impose fixed cryptographic algorithms; instead, it uses 
context identifiers to abstract the cipher suite and parameters used (Birrane et al., 2023). 

The introduction of post-quantum algorithms imposes additional challenges on key management, mainly due to 
the larger size of keys and signatures. BPSec facilitates this transition by allowing additional security parameters 
(such as encapsulated keys or salts) to be transported within the security blocks themselves (Birrane et al., 2023). 
Key management must consider that, in a DTN, a key valid at the time of sending may have expired by the time 
of reception, requiring security policies that take network latency into account. Not only that, but one must also 
consider the challenge of distributing keys in an environment where there may not be end-to-end connectivity 
for the execution of the protocols (Birrane et al., 2023). 

Building on these connectivity challenges, the store-carry-and-forward paradigm uniquely exposes Delay 
Tolerant Networks (DTNs) to a range of operational threats. Because DTNs strictly require cooperation between 
intermittent nodes to deliver messages, they are highly susceptible to routing misbehavior (Nabais et al., 2021). 
The most critical threats include Black-hole attacks, where compromised nodes silently drop received messages 
instead of forwarding them, and Wormhole attacks, where adversaries tunnel packets through hidden, low-
latency links to manipulate the perceived network topology (Altaweel et al., 2023; Nabais et al., 2021). 
Additionally, attackers may launch Sybil attacks by forging or stealing multiple identities to aggressively influence 
routing decisions and intercept traffic, exploiting the fundamental nature of opportunistic contacts to disrupt 
the network (Altaweel et al., 2023). 
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Furthermore, the resource constraints of DTN nodes make them prime targets for Denial-of-Service (DoS) and 
Distributed DoS (DDoS) attacks (Khalid et al., 2023; Zekkori et al., 2021). Adversaries may deploy flooding attacks, 
overwhelming the network with genuine, replicated, or entirely forged bundles to rapidly deplete node buffers 
and congest available wireless bandwidth (Khalid et al., 2023; Zekkori et al., 2021). In environments like space 
information networks, where components are physically inaccessible and structurally constrained, these 
resource-exhaustion attacks can be catastrophic. By forcing legitimate nodes to drop crucial packets due to 
buffer overflow, flooding halts communication and critically degrades the network's packet delivery ratio 
(Sharmin et al., 2025; Zekkori et al., 2021). 

5. SWOT Analysis 
5.1 Strengths 

• Robust Quantum Resistance: ML-KEM utilizes the Fujisaki-Okamoto (FO) transform to provide strong 
indistinguishability under adaptive chosen-ciphertext attacks (IND-CCA2), ensuring that data remains 
secure against both classical and future quantum adversaries. 

• Computational Efficiency: Compared to other post-quantum algorithms, ML-KEM is efficient for 
memory and processing-constrained environments because it leverages the Number Theoretic 
Transform to optimize polynomial multiplications with minimal resource overhead. 

• Protocol Adaptability: The Bundle Protocol Security standard utilized in DTNs allows the integration 
of post-quantum cryptography without requiring fundamental architectural changes. 

5.2 Weaknesses 

• Resource Overhead: ML-KEM demands significantly larger key and ciphertext sizes compared to 
classical cryptography; for instance, ML-KEM-768 requires an 1184-byte encapsulation key and a 
1088-byte ciphertext. This heavy data footprint might conflict with the buffer constraints of DTN 
nodes. 

• Synchronous Assumptions in Asynchronous Networks: ML-KEM key exchange assumes prompt 
communication, which is not always possible in DTNs. A post-quantum key valid at the time of 
transmission may expire before reaching its destination, complicating key management. 

5.3 Opportunities 

• Environmental Immunity to Implementation Attacks: Assuming the nodes are physically inaccessible 
(e.g., satellites), it’s practically impossible for adversaries to attach measurement probes or use 
electromagnetic equipment to launch passive Side-Channel Attacks or active Fault Injection Attacks. 
Furthermore, the extreme latency and frequent disruptions inherent to the DTN architecture 
completely mask the minute clock-cycle variations required to execute remote timing attacks, 
rendering vulnerabilities like the KyberSlash exploits ineffective. 

• Specialized Hardware Integration: Advances in space-grade Field-Programmable Gate Arrays (FPGAs) 
allow ML-KEM to be implemented efficiently using entirely on-chip static memory, avoiding the need 
for external DDR memory. 

5.4 Threats 

• Amplification of Flooding Attacks: Because DTNs are highly susceptible to DoS and flooding attacks, 
the substantially larger payload of ML-KEM keys and ciphertexts makes it much easier for remote 
adversaries to rapidly exhaust node buffers and wireless bandwidth. 

• Environmental Faults: Even without physical access by a human attacker, space-based DTN nodes are 
constantly bombarded by galactic cosmic rays and radiation. This environment induces Single-Event 
Upsets —random bit flips in memory that can corrupt keys or intermediate computations, effectively 
mirroring the disruption of a malicious Fault Injection Attack. This threat is particularly acute for ML-
KEM, because its expansive public key and ciphertext sizes present a vastly larger operational memory 
profile than classical cryptography, reducing the mathematical probability of error-free state 
retention across the system. 

6. Future Work 
Based on the topic discussed and the SWOT analysis, three recommendations for future work involving the use 
of post-quantum cryptography in systems connected to DTNs are presented. 
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• Investigate decentralized, latency-aware key management policies for ML-KEM in DTNs. Future 
studies must specifically address the 'Synchronous Assumptions' weakness by exploring how to 
handle key expiration, asynchronous certificate revocation, and delayed authentication in an 
environment where a post-quantum key may expire before reaching its destination; 

• Evaluate the performance impact of ML-KEM’s large cryptographic payloads on various DTN routing 
protocols. Because the substantial size of post-quantum keys exacerbates the network's susceptibility 
to resource-exhaustion and flooding attacks, future research should investigate lightweight, 
randomized routing algorithms (such as k-RAND) or anomaly detection mechanisms to dynamically 
protect node buffers from being overwhelmed by cryptographic traffic; and 

• Explore the hardware-software co-design of Hardware Security Modules (HSMs) optimized for post-
quantum cryptography in space systems. Future work should focus on implementing ML-KEM within 
the strict confines of on-chip static memory (avoiding DDR), while developing fault-tolerant 
architectures to mitigate Single-Event Upsets (SEUs) from cosmic radiation, which can fatally corrupt 
keys and mirror malicious Fault Injection Attacks. 

7. Conclusion 
The imminent threat of quantum computing requires a shift towards post-quantum cryptography to ensure long-
term security. This work explored this transition, focusing on the Modular Lattice-Based Key Encapsulation 
Mechanism (ML-KEM) and the dynamics of deploying it within Delay-Tolerant Networks (DTNs) for space 
systems. 

While ML-KEM is theoretically robust, practical deployments are susceptible to physical hardware exploits, such 
as passive Side-Channel Attacks (SCA), active Fault Injection Attacks (FIA), and remote timing vulnerabilities like 
KyberSlash. However, the unique environmental characteristics of DTNs actually provide a natural defense 
against these threats. For physically inaccessible DTN nodes like satellites, it is practically impossible for 
adversaries to attach measurement probes required to launch local SCAs or FIAs. Furthermore, the extreme 
latency and frequent disruptions inherent to the DTN architecture completely mask the minute clock-cycle 
variations necessary to execute remote timing attacks, rendering vulnerabilities like KyberSlash ineffective. 

Despite this environmental immunity to certain implementation attacks, significant challenges remain. The 
substantial resource overhead of ML-KEM, specifically its larger key and ciphertext sizes, amplifies existing 
network-level vulnerabilities in DTNs. This heavy data footprint makes constrained nodes much more susceptible 
to resource-exhaustion and flooding attacks. Additionally, space-based DTNs must contend with radiation-
induced single-event upsets (SEUs) which corrupt keys and intermediate computations, effectively mirroring the 
disruption of malicious fault injections without requiring a human attacker. 

Addressing these challenges will require investigating decentralized, latency-aware key management policies, 
developing lightweight routing algorithms to protect against payload-amplified flooding, and exploring fault-
tolerant co-designs to mitigate radiation hazards in space systems. 
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