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Abstract: Since the launch of ChatGPT, a growing number of generative artificial intelligence (AI) chatbots have entered the 
market. Although chatbots have the potential to help students learn, misusing them to complete assessments raises 
questions about the authenticity of the work and puts students at risk of academic misconduct. Given the crucial role of 
assessments in evaluating students’ learning performance, uncertainties about the authenticity of the work call into question 
the extent to which students have achieved the intended learning outcomes. This study conducted a thematic analysis to 
provide an overview of the challenges that chatbot misuse may pose to student learning performance evaluation, followed 
by the various mitigation strategies to overcome these challenges. This study searched the Education Resources Information 
Centre (ERIC) database for peer-reviewed articles published in scholarly journals after 30 November 2022 (the launch date 
of ChatGPT, as this study focuses on generative AI rather than other types of AI) and until 30 April 2024. The thematic analysis 
of 17 articles identified five major themes (and respective sub-themes) in the discussions of these articles, i.e., reasons 
students use chatbots for assessments, challenges that chatbots may pose to student learning performance evaluation, 
mitigation strategies, detection strategies, and counter-detection strategies. As chatbots become more prevalent and 
powerful, the study's findings provide education stakeholders with insightful information on the implications of students 
misusing chatbots for assessments and how this affects their learning performance evaluation. 
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1. Introduction

Generative artificial intelligence (AI) chatbots’ (e.g., Google’s Gemini, Microsoft’s Copilot, and OpenAI’s 
ChatGPT) ability to easily generate content for a wide range of topics at the command of a prompt has made 
such chatbots a popular tool among students to help with their assessments (Ansari et al., 2023; Ayanwale and 
Ndlovu, 2024; Tang and Chaw, 2023). Students can benefit from leveraging chatbots for tasks such as 
paraphrasing text, generating ideas, searching for information, etc. (Farrokhnia et al., 2024; Nugroho et al., 
2024). Chatbots can quickly complete these tasks, despite concerns about the accuracy and originality of their 
outputs (Altun et al., 2024; Khalil and Er, 2023). 

However, some students may misuse chatbots to complete their assessments (Crompton and Burke, 2024; Kooli, 
2023), e.g., by copying and submitting chatbot output as their original work. Because assessments typically 
measure students' levels of achievement in the intended learning outcomes (Gao et al., 2020; Gerritsen-van 
Leeuwenkamp et al., 2019), misusing chatbots to complete assessments not only undermines students' ability 
to learn essential skills but also distorts assessment grades or marks, misrepresenting the students’ true learning 
performance (Kooli, 2023). 

Although academic literature has discussed the impacts of chatbots on student assessment, these discussions 
often occur in silos. Therefore, this study intends to perform a thematic analysis to synthesise the discussions, 
identify themes, and explore the relationships between these themes. Specifically, this study aims to provide a 
deeper and expanded answer to two research questions: (1) What are the challenges chatbots may pose to 
student learning performance evaluation if students misuse chatbots to complete their assessments, and (2) 
What are the measures to mitigate these challenges? 

The study's findings contribute to the overall understanding of the implications of misusing chatbots for 
assessments and provide stakeholders in the education system, such as educators, students, policymakers, and 
administrators, with an overview of the challenges that misusing chatbots for assessments may pose to student 
learning performance evaluation, as well as mitigation strategies to address these challenges. 

The remainder of this paper provides a background to the research, explains the research design and method, 
presents the study’s findings, and concludes with a discussion of the study’s findings and future research 
directions.  
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2. Research Background 

Student assessments are an essential part of the teaching and learning process. Depending on the purpose and 
objective of the assessment, educators typically use a variety of assessment methods, including reports, 
presentations, projects, exams, case studies, tests, and so on, to evaluate student learning performance to 
determine quality of work, progress, and areas for improvement (Flores et al., 2015; Neto et al., 2023). Broadly, 
assessment methods can be categorised into two types: formative and summative. Formative assessments 
provide information about students' progress towards the intended learning outcomes, whereas summative 
assessments measure student achievement of the intended learning outcomes (Lau, 2016).  

Accurate evaluation of student learning performance provides meaningful feedback for continuous 
improvement in teaching and learning, policymaking, and governance (Al-Thani et al., 2014; Chaudhry et al., 
2023). Educators and education institutions use the results of assessments to evaluate the effectiveness and 
quality of teaching and learning. They then implement necessary changes, such as modifying teaching and 
learning policies, strategies, activities, and assessments, to improve future student performance in achieving the 
learning outcomes (Biggs, 2014; O’Neill and Padden; 2022).  

To accurately reflect the student's learning performance, it is essential that the assessment is the student's own 
work and that the student has put in their best effort to complete it. However, the emergence of chatbots, which 
can generate answers to nearly any question despite concerns about their accuracy, exposes educators and 
education institutions to the possibility of students misusing these chatbots and submitting the generated 
answers as their own (Dwivedi et al., 2023). This misuse of chatbots for assessments not only raises concerns 
about academic dishonesty, but also challenges the fundamental purpose and objective of student assessment, 
potentially misleading educators and education institutions about students' true learning performance (Kooli, 
2023). 

3. Research Design and Method 

3.1 Thematic Analysis 

Thematic analysis is a qualitative data analysis method that aims to identify and interpret repetitive patterns 
(themes) in the data, and the relationships between those themes, that are underlying certain aspects of a 
phenomenon (Boyatzis, 1998; Braun and Clarke, 2006). This study followed the reflexive thematic analysis 
approach as outlined in Braun and Clarke’s (2006) six-phase guide: (1) familiarising with data, (2) generating 
initial codes, (3) searching for themes, (4) reviewing themes, (5) defining themes, and (6) producing the report. 

3.2 Database and Article Screening Process 

This study searched for articles that expressly addressed the challenges that generative AI may pose to student 
assessment in an educational setting. To find these articles, this study searched the Education Resources 
Information Centre (ERIC) database via ProQuest. This study did not limit the search to any specific educational 
disciplines, levels, or assessment methods, as the intention was to find articles discussing assessments in the 
broader context of chatbots. The search utilised a specific search string (see Figure 1 for the search string) and 
restricted the results to peer-reviewed, scholarly journals. This study conducted the search on 01 May 2024, and 
as the focus was on generative AI, limited the search to articles published after 30 November 2022 (ChatGPT's 
initial launch date). The search returned 120 articles.  

o screen articles that were eligible for the thematic analysis, this study first examined the titles and abstracts of 
individual articles, and 92 articles were rejected based on several specific criteria (see Figure 1 for the criteria). 
This study then read the full text of the remaining 28 articles. This process removed another 12 articles. In 
addition, the analysis identified three more articles via citations in some of the articles. This study reviewed 
these additional articles but eliminated two of them. In total, this study deemed 17 articles eligible and included 
them in the thematic analysis. Figure 1 depicts the flow diagram of the screening process. 
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Figure 1: Flow diagram of the screening process (adapted from the PRISMA 2020 statement (Page et al., 
2021)) 

3.3 Data Analysis 

The dataset consisted of the articles identified through the screening process. Each article is deemed a data item 
in thematic analysis. After reading the individual articles to have a broad understanding of what they discussed, 
this study began extracting data that described certain aspects that were relevant to the research questions. 
The data extracts were typically a partial or complete sentence or paragraph. This study then coded the 
individual data extracts. It is possible to code a data extract one or more times to different codes. To maintain 
coding consistency, the coder was the same person who diligently applied the codes.  

This study generated the codes following an inductive (data-driven) approach to look for thematic similarities 
across the data items (Braun and Clarke, 2006; Braun and Clarke, 2021). The inductive approach works without 
referring to an a priori framework but to look for themes that reflect the data. This study generated a preliminary 
list of 34 codes during data analysis. 

A subsequent review of the codes indicated that some of them shared similar characteristics with an underlying 
theme. As a result, this study followed an iterative approach of merging these similar codes, reducing the 
number of codes to 19, and then categorising the 19 codes into five main themes. Each main theme consisted 
of several sub-themes, respectively. To validate the codes (which are also considered sub-themes), this study 
reviewed them again, both at the level of the coded data extracts and the dataset. It appeared that these codes 
reflected coherently the underlying patterns in the data.  

4. Study Findings 

This study identified five main themes in the data, i.e., reasons for using chatbots for assessments, challenges 
that chatbots may bring to student learning performance evaluation, mitigation strategies, detection strategies, 
and counter-detection strategies. There appears to be a relationship between the themes. Figure 2 depicts the 
thematic map, which includes the final five main themes and their sub-themes (denoted by bulleted points). 
There are 19 sub-themes. 
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Figure 2: Thematic map (bulleted points denote sub-themes) 

4.1 Reasons for Using Chatbots for Assessments 

Some discussions in the articles indicated four main reasons why students leveraged chatbots for help with their 
assessments: (1) cognitive offloading (e.g., Alexander et al., 2023; Bai et al., 2024; Perkins, 2023); (2) academic 
pressure and stress (e.g., Crawford et al., 2023; Perkins et al., 2024; Yeadon et al., 2023); perceived benefits 
versus risks (e.g., Adilov et al., 2024; Nikolic et al., 2023); and minimum resources required (e.g., Bai et al., 2024; 
Lancaster, 2023; Yeadon et al., 2023).  

4.2 Challenges That Chatbots may Pose to Student Learning Performance Evaluation 

Most of the discussions in the articles focused on academic integrity violations (e.g., Lancaster, 2023; Nikolic et 
al., 2023; Perkins et al., 2024). Some specific examples include misinformation (Alexander et al., 2023; Chaudhry 
et al., 2023); questionable references (Bai et al., 2024; Niloy et al., 2024); plagiarism (Elkhatat, 2023; Ibrahim, 
2023); biases (Alexander et al., 2023; Mao et al., 2024); cheating (Adilov et al., 2024; Chaudhry et al., 2023); 
misuse (Crawford et al., 2023; Mao et al., 2024); academic misconduct (Lancaster, 2023; Perkins, 2023); 
originality (Elkhatat, 2023); and authentication (Crawford et al., 2023). 

A large percentage of discussions highlighted the possibility that chatbots, if misused, could hinder students 
from learning higher-order thinking skills such as critical thinking, creativity, analytic thinking, problem solving, 
and knowledge application (e.g., Bai et al., 2024; Blanke, 2024; Chaudhry et al., 2023; Mao et al., 2024; Niloy et 
al., 2024). Several discussions underlined that students could use chatbots as a shortcut tool (Blanke, 2024), 
outsourcing cognitive skills to chatbots (Chaudhry et al., 2023) and thus failing to satisfy learning outcomes 
(Lancaster, 2023). Some discussions, on the other hand, emphasised that if students did not gain essential skills 
from their learning (Chaudhry et al., 2023) or did not achieve the learning objectives (Alexander et al., 2023), or 
if the reputation of education institutions was in doubt (Crawford et al., 2023), the perceived value of education 
could decline.  

Some discussions focused on compromised assessment reliability and validity when it was uncertain whether 
the assessments truly reflected student learning performance or achievement (e.g., Chaudhry et al., 2023; 
Gorichanaz, 2023; Ibrahim, 2023). A few discussions also raised concerns that students could gain an unfair 
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advantage by misusing chatbots to complete their assessments, even if unintentionally, and perform better than 
their peers who did not (e.g., Chaudhry et al., 2023; Perkins et al., 2024; Yeadon et al., 2023). 

Other discussions stated that uncertainty about the authenticity of students’ work (Blanke, 2024) could have 
potential adverse effects on trust relationships between students and lecturers, as well as between humans and 
technology (e.g., Bai et al., 2024; Mao et al., 2024; Gorichanaz, 2023) and could lead to accusations of academic 
misconduct (e.g., Gorichanaz, 2023; Perkins, 2023; Lancaster, 2023). 

4.3 Mitigation Strategies 

Many of the discussions in the articles suggested designing assessments to make it more difficult for students to 
misuse chatbots. Some specific examples include oral or physical assessment (Blanke, 2024; Gorichanaz, 2023; 
Yeadon et al., 2023); authentic assessment (Gorichanaz, 2023; Kortemeyer, 2023; Nikolic et al., 2023); skill-based 
assessment (Nikolic et al., 2023); critique of chatbot responses (Blanke, 2024; Kortemeyer, 2023; Perkins et al., 
2024); interview-based assessment (Nikolic et al., 2023); specific requirements (e.g., discipline, framework, pre-
approved topics) (Lancaster, 2023; Perkins et al., 2024); and podcasts (Crawford et al., 2023). Some discussions 
also called for incorporating AI as part of the assessment (e.g., Lancaster, 2023; Perkins et al., 2024) and 
developing assessment policies (including rubrics) (Alexander et al., 2023). 

Some discussions emphasised the importance of institutional academic integrity policies (e.g., Alexander et al., 
2023; Chaudhry et al., 2023; Lancaster, 2023), honour codes (e.g., Elkhatat, 2023), and the development of 
student moral characters (e.g., Crawford et al., 2023). Other discussions also highlighted the need for use policies 
or guidelines that promote the ethical, safe, and transparent use of AI (e.g., Gorichanaz, 2023; Mao et al., 2024; 
Perkins et al., 2024). 

Concerning academic integrity and use policies, many of the discussions in the articles also stressed the need for 
educators and students to receive training and education on the ethical use of chatbots and their limitations 
(e.g., Gorichanaz, 2023; Lancaster, 2023; Mao et al., 2024), academic integrity policies (e.g., Chaudhry et al., 
2023), and detection of AI-generated text (e.g., Alexander et al., 2023; Perkins et al., 2024). 

Furthermore, some discussions pointed out the importance of designing learning to incorporate AI to teach 
students the AI skills they would need in the future (e.g., Bai et al., 2024; Kortemeyer, 2023; Nikolic et al., 2023). 
Such new skills could include prompt engineering (Alexander et al., 2023; Crawford et al., 2023), AI literacy (Mao 
et al., 2024), ethics (Nikolic et al., 2023), and greater emphasis on analysis and critical thinking (Blanke, 2024). 

Other discussions touched on the need to engage stakeholders to better understand their perspectives on the 
use of AI. These stakeholders should include educators, students, education institutions, AI developers, etc. (e.g., 
Bai et al., 2024; Chaudhry et al., 2023; Lancaster, 2023).  

4.4 Detection Strategies 

Most of the discussions in the articles outlined the use of software to detect misuse of chatbots but raised 
concerns regarding its reliability and accuracy (e.g., Adilov et al., 2024; Ibrahim, 2023; Perkins et al., 2024). While 
software tools could detect AI-generated text, detecting AI-generated ideas proved more difficult (Gorichanaz, 
2023). Some discussions focused on using human judgement to detect misuse (e.g., Chaudhry et al., 2023; 
Lancaster, 2023; Mao et al., 2024) and training educators to recognise AI-generated text by identifying specific 
features, such as questionable references or complex language (Perkins et al., 2024), spelling mistakes, or 
sentence construction (Alexander et al., 2023).  

4.5 Counter-Detection Strategies 

Some discussions in the articles noted how some students attempted to evade detection of their chatbot misuse 
by employing various strategies (e.g., Gorichanaz, 2023; Nikolic et al., 2023), such as prompt engineering or 
writing short sentences in bullet style (Perkins et al., 2024).  

5. Discussion and Conclusions 

The study's findings indicate that because chatbots are user-friendly and cost-effective, students are inclined to 
use them to reduce their cognitive load (Alexander et al., 2023; Bai et al., 2024; Perkins et al., 2024). 
Consequently, students who are experiencing academic pressure and stress may be more inclined to misuse 
chatbots (Crawford et al., 2023; Perkins et al., 2024; Yeadon et al., 2023). These findings are consistent with 
Alshurafat et al.'s (2024) findings that factors such as pressure and technology accessibility may lead to chatbot 
misuse. Besides, students who misuse chatbots may be willing to prioritise perceived benefits over the risks of 
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academic misconduct (Adilov et al., 2024; Nikolic et al., 2023). Given that students may use chatbots for cognitive 
offloading, education institutions could set clear use policies about how the students could do so ethically. For 
instance, education institutions could allow the use of chatbots for legitimate cognitive offloading tasks such as 
editing support (Nikolic et al., 2023), grammar checking, and idea generation (Crawford et al., 2023). 

The study's findings reveal that educators frequently use software to detect AI-generated text to prevent 
chatbot misuse for assessments, despite such software's limited reliability and accuracy (Adilov et al., 2024; 
Alexander et al., 2023; Ibrahim, 2023). In addition to using software, educators also rely on human judgement 
for detection (Chaudhry et al., 2023; Lancaster, 2023; Mao et al., 2024). This practice is consistent with 
suggestions to train educators to more accurately identify AI-generated text (Alexander et al., 2023; Perkins et 
al., 2024). It appears that chatbots and detection software are competing to outdo one another. As chatbots 
improve their capabilities, this may become a recurring scenario in which they play catch-up with one another 
(Nikolic et al., 2023). Students who misuse chatbots, on the other hand, will adopt strategies like prompt 
engineering to evade detection (Gorichanaz, 2023; Nikolic et al., 2023; Perkins et al., 2024).  

The study's findings highlight the challenges that chatbots may pose to student learning performance evaluation 
if students misuse chatbots to complete their assessments. It appears that students who misuse chatbots face 
the possibility of academic integrity violations (Lancaster, 2023; Nikolic et al., 2023; Perkins et al., 2024), and the 
misuse will also compromise the reliability and validity of assessments in measuring students’ true learning 
performance (Chaudhry et al., 2023; Gorichanaz, 2023; Ibrahim, 2023). This casts further doubts on these 
students' learning performance in terms of achieving the learning objectives, meeting the learning outcomes, 
and whether they have indeed grasped essential higher-order thinking skills in their studies (Blanke, 2024; 
Chaudhry et al., 2023; Lancaster, 2023). As a result, the value of education and education institutions' reputation 
may be questioned (Alexander et al., 2023; Chaudhry et al., 2023; Crawford et al., 2023). Students who misuse 
chatbots may also gain an unfair advantage over their peers, if the misuse is undetected, which creates an unfair 
situation for student learning performance evaluation (Chaudhry et al., 2023; Perkins et al., 2024; Yeadon et al., 
2023). Additionally, doubts or accusations that arise about the authenticity of the assessments would in turn 
affect the trust between students and lecturers, which is detrimental to student engagement (Mao et al., 2024). 

The study's findings identify several mitigation strategies for overcoming the challenges arising from students 
misusing chatbots for assessments. Education institutions should establish clear academic integrity policies, 
including plagiarism and cheating, and use policies that clearly define acceptable and unacceptable use of 
chatbots (Gorichanaz, 2023; Lancaster, 2023; Perkins et al., 2024). Furthermore, it is critical to effectively 
communicate these policies to educators and students (Perkins, 2023) through training and education 
(Alexander et al., 2023; Gorichanaz, 2023; Mao et al., 2024). It is also vital to engage key stakeholders in the 
education system to better understand their perspectives while formulating policies (Alexander et al., 2023; Bai 
et al., 2024; Chaudhry et al., 2023). This study's findings also indicate that, given the capabilities of chatbots, 
there is a need to redesign assessments into skill-based or authentic formats to improve their reliability and 
validity for measuring student learning (Blanke, 2024; Gorichanaz, 2023; Yeadon et al., 2023). On top of that, 
there is also a need to redesign learning to increase emphasis on higher-order thinking skills to better equip 
students with essential AI competences for the future (Chaudhry et al., 2023; Kortemeyer, 2023; Nikolic et al., 
2023). This finding supports Guo and Lee’s (2023) and Tlili et al.’s (2023) assertions that, with proper learning 
design, chatbots can assist students in developing thinking skills.  

In conclusion, the thematic analysis synthesises and categorises the discussions in the articles into five major 
themes, each with respective sub-themes, and identifies the relationships between these themes. Students find 
reasons and benefits for adopting chatbots to assist them with their assessments, and they may employ counter-
detection measures to prevent detection in the case of chatbot misuse. However, the integrity of the education 
system is challenged when chatbot misuse undermines the reliability and validity of assessments for 
performance measurement, resulting in the perception that the assessments may not accurately reflect 
students’ true learning performance (Kooli, 2023). The education system must address these challenges with 
effective mitigation strategies rather than depend on detection strategies that fail to address the underlying 
challenges (Khalil and Er, 2023). The study’s findings will help educational stakeholders better understand key 
discussions on the use of chatbots in student assessment, specifically the challenges that chatbot misuse may 
pose to student learning performance evaluation, and the various mitigation strategies to address these 
challenges. 

Future research may consider two direcƟons. First, broaden the scope of the themaƟc analysis by including 
arƟcles from a wider range of databases to corroborate the themes idenƟfied in this study or uncover new 
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themes. Secondly, use the themes idenƟfied in this study as a framework to apply other research methods, such 
as quesƟonnaire surveys or experiments, to triangulate the findings. 
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