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Abstract: Information security attacks targeting human nature, such as phishing, are rising rapidly. Information security
Awareness (ISA) programs have been proven to be valuable proactive measures that increase Return On Investment (ROI)
regarding information security enhancement. These programs tend to focus on concepts and technical aspects. Although
these customary instruction methodologies have their preferences, trainees can additionally take advantage of educational
techniques that are more intuitive and situation driven. This study aims to increase the efficiency of learning in such
programmes by using design science to create an artefact for learning and then testing the acquired knowledge. Design
science will be used as a research method. The creative method, a brainstorming technique, and five steps in design science
are performed: explicate the problem, define requirements, design and develop artefact, demonstrate artefact, and evaluate
artefact to develop a process framework to respond to this problem. The problem is explicated with a literature review and
the requirements to be met by Game-Based Learning (GBL) are set. The first artefact, which is an interactive book support
quizzes, crossword puzzles, multimedia such as video, and “complete the word” simple games that enhance the learning
process. The second artefact is a printed board game with hackers and cards with the goal to support the learning process
and assess the ability of the participants to respond and take actions based on this new knowledge. At last, limitations that
exist in security education such as lack of user-centered modules and limited guidelines from learning theories are elaborated
and future work is also presented.

Keywords: Information security awareness, security assessment, computer security, Game-Based Learning, Collaborative
Learning, Serious Games, Multi-player Games

1. Introduction

Information security attacks targeting human nature, such as phishing, are rising rapidly. As systems are
becoming more complex for attackers to exploit, the human factor becomes a target of high interest. The
organization's risk of threats increases when users of ICT systems are unaware of cybersecurity (Filippidis, et al.,
2018). Current awareness training methods lack effectiveness, but gamification shows promising results due to
its ability to counter several weaknesses of existing training, by stimulating motivation and engagement of
participants (Ng Jia Jian & Intan Farahana Binti Kamsin, 2018).

The problem that this research tries to solve is the lack of efficiency of ISA training in educational institutions.
This study aims to increase the efficiency of ISA training in the field of higher education and more specifically
among teachers and students. Design science is used to create a cybersecurity interactive book artefact for
learning and then testing the acquired knowledge with a second artefact which is a board game. This approach
enables teachers and students of higher education to learn and test their security knowledge in an interesting
and fun way that interactively encourages knowledge acquisition with the goal to play and win over their
opponents. This activity engages the players in fun but also motivates practice and learning effectively.

This research aims to answer the following research questions:
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e How can an interactive book artefact help to improve ISA learning for teachers and students?
e How can gamification be applied to educational ISA training in order to improve it?

The game is an interactive board game which supports practicing knowledge in cybersecurity through a variety
of questions designed to measure understanding of the subject. Players have personality cards that are
representing the different personality styles of hackers. The game starts with the player with the higher number
of dice and continues clockwise. Players have to draw a question card and answer them correctly. Also, the game
includes fun unexpected events like a duel box, where a player can challenge another player as an opponent.
The player that answers first and correctly takes the other player's position on the board.

This paper is structured as follows. The next session presents background on ISA and gamification. Then, follow
the methodology and the presentation of the artefact. Limitation of the research, conclusion and future research
concludes our paper.

2. Background

This section presents literature on similar approaches to the problem and proposed solutions. Then, we study
knowledge creation and different methods in order to elicit the content that will be used for the training from
information security books and develop the interactive book and the game artefacts in an accurate way. Through
this section challenges and approaches to the problem will be presented.

3. Relevant research

Gjertsen, et al. (2017), used design science to produce an artefact that would result in increased motivation and
learning outcomes. A gamified interactive prototype application was developed based on interviews with
security experts and a workshop with regular employees at two companies. Then the artefact was evaluated by
employees in a second workshop. Their results indicate that gamification has the potential to increase
behaviour. They created a prototype that has the goal to improve the knowledge of the trainees on information
security, but they were not evaluating the change in behavior which is a significant pitfall that should be avoided
when designing such applications because artefact evaluation is a critical stage of the design science process.
“Cyber hygiene”, is a term that exists and is commonly used by the time this paper is published, which refers to
the behavior development of the users. This means that the literature study was not complete for the specific
problem that was described, and this leads to a limited scope and a weak artefact that does not effectively solve
the problem. Below, Figure 1 shows the behavior models to position cyber hygiene.
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Figure 1: Behavior model to position cyber hygiene, (Maennel, et al., 2018)

Scrimgeour & Ophoff (2019) used a design science research approach with several iteration cycles to create a
practical method to implement an information security awareness campaign (ISAC) within an organization. Then,
the campaign was evaluated based on the impact, effectiveness and results of each step, as well as the feedback
from the participants. The results of the study show a valid method for implementing an ISAC. Although the
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limitation of statistical generalization exists within a single case study, researchers propose that analytic
generalization is possible. Another limitation is that certain steps within the method proved time-consuming
and confusing to some participants.

Rieff (2018), in order to improve information security awareness training effectiveness, used Hevner’s seven
guidelines (Hevner, et al., 2004) concerning design science to develop a framework. The framework is designed
to guide developers in gamifying cybersecurity awareness programs. An empirical case study proved the usability
of the framework through gamification of an existing program and compared participant experiences between
the existing training and the gamified one. First, a literature study was made to study the contructs of
cybersecurity awareness which led to a newly developed model. Then, gamification mechanics were applied to
cybersecurity awareness training and a framework was designed. The framework aligned and applied within the
organization. Following, the artefact was evaluated by performing observed expert interviews and research
contributions such as the artefact and cybersecurity awareness construct models were discussed. After that,
literature studies concerning cybersecurity awareness and gamification were performed to construct the
framework. The research was conducted iteratively and the initial framework design is followed by expert
interviews and a case study. As the last step, the research is communicated and presented through a framework
with two layers of abstraction. The study results show a higher perceived increase in cybersecurity awareness in
the gamified training when compared to existing training, although not significantly higher.

Silic & Lowry (2020) used a mix of design science research, kernel theory and hedonic-motivation system
adoption model (HMSAM) to increase the efficacy of information security training. A study with 420 participants
shows that fulfilling users’ motivations and coping needs through gamified security training can result in
statistically significant positive behavioral changes. A long-term field experiment showed that gamification can
be used to foster training systems that are less invasive of employees’ everyday work routines, that provide
intrinsic motivation to learn and comply with security efforts, and that provide the efficacy necessary so that
employees will comply.

4. Knowledge Creation

Knowledge creation in information security is still lacking clarity. Creation of IS security knowledge remains an
ad hoc process (Belsis & Kokolakis, 2005). This situation prevents the organization from creating security
knowledge.

The organization cannot create knowledge on its own, but by the actions of the human capital and the
interaction that takes place within the group. This interaction between tacit and explicit knowledge is called
knowledge creation (Nonaka & Takeuchi, 1995).

Nonaka (1991) created the SECI model which is the acronym for the four dimensions of knowledge: Socialization,
externalization, combination and internalization. The interaction between tacit and explicit knowledge based on
the SECI model creates four basic patterns for creating knowledge in any organization (see also Figure 2):

1) From Tacit to Tacit: one shares tacit knowledge directly to another (Socializing).

2) Explicit to Explicit: when combining discrete pieces of explicit knowledge into a new whole
(Combination).

3) Tacit to Explicit: when one articulates the foundations of the tacit knowledge acquired and converts
it to explicit knowledge that permits sharing with the team (Externalization).

4) Explicit to Tacit: when a new explicit knowledge is shared and others begin to internalize it like
extend and reframe their own tacit knowledge (Internalization).
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Figure 2: Knowledge creation types

SECI model introduces a kind of spiral knowledge. One first learns tacit knowledge (socialization). Then,
translates this into explicit knowledge (articulation). Then, the knowledge is combined (combination). Finally,
through the experience of creating something new they enrich their tacit knowledge base (internalization). At
last, the same procedure starts again at a higher level (spiral) (see Figure 3).
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Figure 3: The knowledge spiral

5. Methodology

Design science framework by Johannesson and Perjons (2014) consists of five steps: explicate the problem,
define requirements, design and develop artefact, demonstrate artefact, and evaluate artefact.

For the first activity, explicate the problem resources from the literature that are used as described in
Johannesson and Perjons (Johannesson & Perjons, 2014, p. 92). For defining the requirements activity, a
literature study alongside the specific domain constraints were considered. The following proposed tasks were
set based on the literature:

1. Define project scope: clear definition of the context which will define the education material properly.

2. Define stakeholders: educational employees, students, and visitors to the universities.

3. Define learning objectives: what we want the trainees to be able to do after the training. This includes
the ability to demonstrate basic understanding of the information security threats and vulnerabilities,
the ability to identify risks and perils of common information security threats associated with e-learning
activities, to become aware of the significance of adopting preventive habits to enhance cyber hygiene
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behavior, to become aware of the most common information security techniques and best practices
and to know when risky behavior from their side can potentially impact the equivalent organization.

4. Extract categories, key elements, and knowledge: categories that are useful to the learning actors, key
elements like terms and transformation of information found in the literature to knowledge as
suggested by Nonaka & Takeuchi (1995).

5. Define book and application requirements: different requirements for the interactive book that will
enhance the learning process and the board game created to assess knowledge acquisition were
defined.

Data collection uses a literature review for the categories, key elements and knowledge extraction. As artefact,
an interactive book that supports video, puzzles, crosswords, word completion and interaction with the user
was selected for the learning part. A second artefact, a board game based on quizzes was selected for the
assessment part of the process. For the development of both artefacts the creative method which is a
brainstorming technique to collect ideas was used. For demonstration and evaluation of the interactive book a
second iteration was performed and a prototype of the artefact was demonstrated to all project team members
for evaluation and improvement suggestions. The board game was evaluated on dozens different iterations by
playing, and feedback was used to improve it. Figure 4 presents the methodologies that used for each step of
the design science process.
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Figure 4: Steps of Design Science method (Johannesson & Perjons, 2014, p. 78)

6. Artefact presentation

The first artefact, is an interactive book, which supports quizzes, crossword puzzles, multimedia such as video,
and complete the word simple games that enhance the learning process.

For the interactive book, the moodle platform and h5p moodle plugin was selected. Six categories were elicited
from the literature with their key elements and a hundred multiple-choice questions were developed. Next, 63
images were designed in total and mapped with the questions. The learning categories are backup, remote
access, data security, password security and management, social engineering (phishing, pharming, etc.), and
software attacks (viruses, worms, denial of service). Each question is written simply and educationally so the
trainee can have a good explanation of each answer. Playability of learning and assessment of the web and
mobile version of the app was performed. At last, User Interface and User experience were assessed. Figure 5
shows a screenshot of the interactive book which is the learning part of the Cyber Hygiene Game App.
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Figure 5: Cyber Hygiene Interactive book.

The second artefact is a printed board game with hackers and cards with the goal to support the learning process
and evaluate the change in the ability of the participants to respond and take actions.

Purpose of the game is to practice cybersecurity knowledge by answering questions (trivial game) which are
carefully designed in order to boost understanding of the subject. The game starts with the player with the
highest number of dice and continues clockwise. If the players answer correctly, move forward in the board the
steps written on the card depending on its degree of difficulty, unless a hidden hacker card or source code card
tells them otherwise. If they answer incorrectly, then the next player takes turn. There are six personality cards
and depending on how many players there are, they take a card at random and place it closed in front of them.
Each personality gives the player a unique attribute, however, they can only use it once and will have to reveal
their card to the other players. Question cards include questions that players are asked to answer and have
graded difficulty (Easy = 1 step, Medium = 2 steps, Difficult = 3 steps). When a player falls on one of the 3 duel
boxes (boxes with swords), they can choose another player as an opponent. A third player will take 3 question
cards in their hand and ask the questions one by one. Whichever player answers first correctly and faster that
the other wins the duel. Hacker cards are cards that have a hacker on the back. When a player falls on these
boxes, they draw a card and read the command given to them without the other players seeing what is written
on it. They can use it in that round, but they can also keep it turned upside down in front of them. The same
goes for source code cards. The winner is the player who manages to complete the entire round of the board by
answering the questions correctly and thus gaining steps to move forward. Figure 6 shows a presentation of the
board and the back side of the cards of the game.
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Figure 6: Presentation of the board game

7. Limitations

This research tries to treat the problem of effectiveness in information security awareness training although
limitations apply. First of all, this research is limited by key actors who are university teachers and students.
Next, the research is limited by its specific context which applies to users that have no technical background and
the use of systems is very specific. Generalization of this research is still possible but is something that needs
verification. Research scope definition, key actors, learning objectives, categories, key elements, and knowledge
extraction for information security awareness from literature was performed carefully, but still further
verification with actual deployment of the results on a real case is needed. Game design and game engine
creation was tested repeatedly, but still more cases are needed for feedback and improvements.

8. Conclusions

In this study, we used design science to create artefacts in order to improve efficiency of information security
awareness training. The study starts with introduction and motivation of the problem which is the lack of
efficiency of ISA training in educational institutions. This research aims to improve learning by an interactive
book artefact for knowledge acquisition and a board game used to boost learning and assess the acquired
knowledge. At first, participants were separated in two groups. The first group took a simple quiz in order to
assess their current knowledge and then they asked to read a textbook. Some days later, they took the quiz
again to assess knowledge acquisition. Another group of participants took the quiz and then asked to use the
interactive book for learning and then play the board game. A few days later, the second group also took the
quiz. Results show better understanding for the group that played the game, but a broader sample is needed for
more accurate results. Studying literature on the subject equipped us with a good starting point and foundations
on how to treat the problem. Knowledge creation process helped us to transform information into knowledge
chucks, and to choose a proper game type and style for this kind of information. The presented artefacts are
improvements to flat information learning and provide an alternative way for information security awareness
training in a fun and educational way. Design science by Johannesson and Perjons (2014) and its five steps
provide a clear forward method for artefact design and development.
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9. Future work

As future work, multiple game scenarios will ensure the evaluation, and the educational value will be measured
more accurately. This includes different types of scenarios, for example by scenario-based story telling. Next,
technological developments to improve student engagement and learning effectiveness, such as virtual reality,
web virtual world technologies, 3D in a game-like setting are considered an effective next step for user
engagement on the gamification part of the study. In the methodology part, the study of frameworks that
provide educational guidelines for further improvement of the content and the game are also in our future plans.
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