Cultivating Collective Armor: Towards a Collaborative Cybersecurity
Resilience Framework for SMEs

Nangamso Mmango® and Tapiwa Gundu?
tUniversity of South Africa, Pretoria, South Africa
2Nelson Mandela University, Ggeberha, South Africa

nangamso.mmango@yahoo.com
tapgun@gmail.com

Abstract: As Small and Medium-sized Enterprises (SMEs) increasingly integrate digital technologies into their operations,
they face escalating cybersecurity threats that challenge their limited financial and human resources. Historically,
cybersecurity was not a primary concern for many SMEs due to their minimal reliance on cyberinfrastructure. However, the
growing dependency on digital systems has exposed them to significant risks, necessitating robust cybersecurity measures.
This research introduces a cybersecurity resilience framework specifically designed to enhance the cybersecurity posture of
SMEs through collaborative efforts. Drawing upon principles of collective intelligence, shared resources, and shared
responsibility, the proposed framework promotes a holistic approach that merges advanced technological solutions with
collaborative practices among SMEs, industry stakeholders, and governmental entities. By enabling SMEs to pool their
cybersecurity resources and capabilities, the framework aims to provide a comprehensive defence against cyber threats
that could not be achieved by individual entities alone. The research delves into key collaborative literature to ground the
framework in proven strategies and existing successful models of collaboration. It highlights how collective action can be a
powerful tool in overcoming the inherent vulnerabilities of SMEs to cyber threats. To validate the effectiveness and
applicability of the framework, it went through an expert review process involving cybersecurity professionals and
stakeholders in the SME sector. This study not only underscores the necessity for SMEs to adapt to the evolving
cybersecurity landscape but also provides a practical blueprint for collective defence. The framework’s emphasis on shared
responsibility and mutual aid presents a shift from traditional, isolated cybersecurity approaches to a more integrated and
cooperative strategy. This has the potential to significantly enhance the resilience of SMEs against cyber threats,
safeguarding their operations and contributing to the overall stability of the digital economy. Future research directions
include the application of the framework across various industries and global contexts to evaluate its versatility and impact
under different regulatory and threat environments.

Keywords: SMEs, Small and medium-sized enterprises, Cybersecurity resilience, Collective intelligence, Collaboration,
Information sharing

1. Introduction

In today's interconnected world, the proliferation of digital technologies has significantly transformed the
business landscape, offering unprecedented opportunities for innovation, scalability, and market reach
(Shahadat et al., 2023). However, this digital integration also comes with heightened vulnerabilities,
particularly for Small and Medium-sized Enterprises (SMEs) (Gundu and Mmango, 2024). As these enterprises
increasingly depend on digital infrastructures for their operations, they become prime targets for cyber threats
that are both sophisticated and relentless. Unlike larger corporations, SMEs often lack the necessary resources
(financial, technical, and human) to effectively combat these cyber threats. This disparity not only places them
at greater risk of cyber incidents but also potentially jeopardises their financial stability, customer trust, and
long-term viability.

Traditional cybersecurity approaches, which primarily focus on individual organisations fortifying their
defences, are proving insufficient under the current threat landscape. The dynamic nature of cyber threats
requires more than just isolated efforts; it demands a collaborative approach to cybersecurity (Safitra, Lubis
and Fakhrurroja, 2023). Recognising this need, this paper proposes a Collaborative Cybersecurity Resilience
Framework specifically tailored for SMEs. This framework is designed to leverage the collective intelligence,
resources, and capacities of various SMEs, industry partners, and governmental entities.

Drawing from the principles of collective intelligence and shared responsibility, the proposed framework
advocates for a holistic approach that integrates technological solutions with collaborative practices. This
approach not only aims to enhance the individual cybersecurity postures of SMEs but also seeks to fortify the
broader business ecosystem against potential cyber threats. By fostering a culture of information sharing,
collaborative threat intelligence, and joint response mechanisms, the framework empowers SMEs to
collectively defend against and respond to cyber incidents.

523
Proceedings of the 19th European Conference on Innovation and Entrepreneurship, ECIE 2024


mailto:nangamso.mmango@yahoo.com
mailto:tapgun@gmail.com

Nangamso Mmango and Tapiwa Gundu

This introduction sets the stage for a detailed exploration of the proposed framework, including its conceptual
underpinnings, operational mechanisms, and potential benefits. It also outlines the structure of the paper,
which will delve into relevant literature, describe the framework's components, and discuss the findings from
an expert review. The ultimate goal of this research is to offer SMEs a viable solution to enhance their
cybersecurity resilience and ensure their sustainable growth in the digital age.

2. Related Literature
2.1 Small and Medium-sized Enterprises (SMEs)

SMEs play a pivotal role in driving economic growth, job creation, and social development (Gherghina et al.,
2020). With a diverse and vibrant entrepreneurial landscape, SMEs contribute significantly to the country's
Gross Domestic Product (GDP) and provide employment opportunities, particularly in sectors such as
manufacturing, agriculture, retail, and services. However, SMEs in South Africa face a unique set of challenges
that can hinder their growth and sustainability. These challenges include limited access to finance, inadequate
infrastructure, regulatory burdens, skills shortages, and market access constraints. Additionally, factors such as
political instability, economic uncertainty, and social inequality can further exacerbate the challenges faced by
SMEs.

Despite these obstacles, SMEs in South Africa demonstrate resilience, innovation, and entrepreneurial spirit.
Many SMEs leverage technology and digital platforms to overcome traditional barriers and access new
markets. Moreover, the COVID-19 pandemic has heightened both the vulnerabilities and resilience of SMEs in
South Africa. Many SMEs have faced unprecedented challenges due to lockdown measures, supply chain
disruptions, and reduced consumer demand. However, the crisis has also spurred innovation and digital
adoption among SMEs, accelerating trends towards e-commerce, remote work, and digital transformation.

2.2 Challenges Faced by SMEs in South Africa

Government initiatives like the Small Enterprise Development Agency (SEDA) and the Department of Small
Business Development (DSBD) provide crucial support to SMEs in South Africa (Meyburgh, 2022), though many
still struggle due to limited access and extensive need. Key challenges include restricted access to finance,
exacerbated by high-interest rates and stringent lending criteria (Nanziri and Wamalwa, 2021), and significant
infrastructural constraints such as unreliable power and poor internet connectivity that hinder operational
efficiency and growth. Additionally, SMEs face a critical shortage of skilled labour, particularly in technology
and innovation-driven sectors (Shaikh et al., 2021), compounded by the brain drain phenomenon (Ahlback,
2015). Market access is another significant barrier, with SMEs contending with limited marketing budgets,
regulatory hurdles, and intense competition from larger corporations (Scheers, 2011). The socio-political
environment further complicates the landscape, requiring SMEs to be adaptable and resilient amid political
and economic instability (Griffiths, Gundry and Kickul, 2013; Hamiza, Takwi and Rashid, 2020). Cybersecurity
also poses a growing challenge as SMEs become more reliant on digital technologies. Many lack adequate
cybersecurity measures, making them vulnerable to attacks like phishing and ransomware. Addressing these
challenges requires a collective effort from financial institutions, government, and educational bodies to
develop tailored solutions and robust cybersecurity frameworks that protect SMEs and ensure their
sustainable growth.

2.2.1 Cybersecurity threats

Small and Medium-sized Enterprises (SMEs) in South Africa face a variety of cybersecurity risks, and this study
although it has discussed several other challenges faced by SMEs, its main focus is on the cybersecurity threat
challenge. One of the most common threats is phishing attacks, where SMEs are targeted with fraudulent
emails designed to steal sensitive information (Naqvi et al., 2023). These businesses are also particularly
vulnerable to ransomware, a type of malware that locks access to the victim’s data, often forcing them to pay
a ransom to regain access (Yuryna Connolly et al., 2020). Data breaches pose another significant risk, especially
as SMEs may store critical customer and financial information but typically lack the sophisticated security
measures larger corporations might have (Pantelis et al., 2021). Insider threats are also a concern, arising
either from negligence or malicious intent, with employees potentially exposing the company to cyber threats
by mishandling data or falling for phishing scams (Gundu, Maronga and Boucher, 2019). Additionally, while
advanced persistent threats (APTs) are more commonly associated with larger entities, SMEs involved in
critical supply chains might also find themselves targets of these prolonged, stealthy cyberattacks. Lastly, the
use of outdated and unpatched software can leave SMEs susceptible to a variety of cyber threats, further
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exacerbating their vulnerability in a landscape where cyber threats are becoming increasingly sophisticated.
Traditional, cybersecurity strategies typically focus on implementing individual defence mechanisms, such as
firewalls, antivirus software, and employee training programs. However, these measures often prove
inadequate in addressing the dynamic and sophisticated nature of modern cyber threats (Mitrofan, Cruceru
and Barbu, 2020). Moreover, SMEs may lack the financial resources and technical expertise required to deploy
and maintain robust cybersecurity solutions effectively (Gundu and Mmango, 2024). In light of these
challenges, there is a pressing need for a collaborative approach to cybersecurity that leverages collective
intelligence and shared responsibility within the SME ecosystem. By pooling resources, knowledge, and
expertise, SMEs can enhance their cybersecurity resilience and better defend against cyber threats.

3. Research Methodology

The research aims to establish a robust foundation by integrating the Qualitative Research Approach (QRA)
and Design Science Research Methodology (DSRM). Qualitative research was the most suitable for this study
as it seeks to uncover underlying meanings and perspectives of collaboration, and cybersecurity issues related
to start-up entrepreneurs through literature review. This then highlighted the aspects that will make up the
proposed framework for cybersecurity management of start-up entrepreneurs and their collaboration for
cybersecurity resilience. Through the thematic analysis technic, this qualitative approach seeks to provide rich
descriptions and interpretations of social phenomena, aiding in deriving meaningful conclusions. Design
Science Research Methodology (DSRM) offers a systematic framework within Information Systems (IS)
research for developing innovative solutions to real-world problems (Dresch, Lacerda and Antunes, 2015).
Because DSRM priorities the creation of practical artefacts and solutions, that is the reason it was chosen for
this study.

3.1 Design Science Research Methodology

The DSRM process involves problem identification, objective definition, design and development of the
artifact, demonstration of its functionality, and rigorous evaluation to assess its performance and impact as
dipticted in Figure 1. By communicating the research findings to relevant stakeholders, DSRM ensures the
dissemination of outcomes to inform future research and practice. Through the application of DSRM, the
research endeavoured to create practical framework aimed at addressing the challenges faced by Small and
Medium-sized Enterprises (SMEs) in cybersecurity resilience.

a Identify - Define - Design & =P Demonstration P Evaluaton [ | Communication
§ 2 problem & objectives of Development 2 a
ag| mobvale |gf asolubon | 8| Find sutable | 3| Observenow |&S|  Scholarly
g g E 2 Z context © 2 effective, 32| publications
‘E w | Define problem | o | Whatwoulda | 2 Artifact < gz efficient TE
S Z| betterartifact |© o EE 5%
Show accomplish? ; Use artifact to g Iterate back Professional
importance 2| solve problem fo design publications
Problem- Objective- Design & Client /
Development
centered centered centered Context
itiati i
initiation solution initiation initiated
Possible research entry points

Figure 1: DSRM Process (Dresch, Lacerda and Antunes, 2015)

3.1.1  Problem identification

The identified problem is cyber threats that represent a formidable obstacle to the success of SMEs,
presenting a diverse range of risks from cyberattacks to data breaches. Cyberattacks can disrupt essential
business processes, leading to costly downtime and productivity losses. Additionally, financial implications
such as theft of funds or ransom payments can strain SME budgets and jeopardise financial stability and
reputation.
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3.1.2  Objectives definition

In addressing the significant threat posed by cyberattacks and data breaches to SMEs, the objectives of this
study are to identify and assess potential threats and design a framework, aimed at enhancing cybersecurity
resilience among SMEs through a collaborative approach. The framework leverages shared intelligence and
resources, improving SMEs' ability to withstand cyberattacks through collective risk assessments, shared threat
intelligence, and coordinated incident responses. The last objective involves expert review to refine the
framework for practical application.

3.1.3  Design and development

Building on the findings of the literature review, the design and development phase centred on crafting a
comprehensive framework aimed at assisting SMEs in enhancing their cybersecurity posture through
collaboration. The framework was tailored to give guidance on how they can collaborate to address the
specific needs and challenges faced by SMEs, combating their drawbacks in terms of factors such as limited
resources, technical expertise, and evolving threat landscapes.

3.1.4 Demonstration

After the development of the first version of the framework, the next critical step was to demonstrate its
functionality and effectiveness in addressing the identified problem. This demonstration was provided to the
experts who were evaluating the framework.

3.1.5 Evaluation

Experts in cybersecurity and entrepreneurship undertook a rigorous evaluation of the framework, a crucial
step in the research or development process. This evaluation aimed to assess the framework's usability and
anticipated impact. This thorough evaluation process ensures that the framework effectively enhances
cybersecurity measures, mitigating risks and safeguarding against cyber threats while promoting changes in
business behaviour towards prioritising cybersecurity.

3.1.6 Communication

This study employs various channels of communication to disseminate research findings, including academic
conferences, journal publications, social media platforms, SMEs imbizo (conventions), business summits,
business blogs, and other relevant platforms. The aim is to ensure that the insights gained from the study,
including the developed framework, reach a diverse range of stakeholders. The study utilises social media
platforms to reach a wider audience, including SMEs, policymakers, and practitioners, facilitating broader
discussions and knowledge dissemination.

4. Introducing the Proposed Framework

The section outlines the proposed framework aimed at strengthening the cybersecurity defences of SMEs
through a collaborative approach. It details the essential components of the framework, including its
foundation based on literature.

4.1 Foundation in the Literature

The constructs of the "Collaborative Cybersecurity Resilience Framework for SMEs" framework are deeply
rooted in established literature on collaboration as summarised in Table 1. This section outlines how each
component of the framework aligns with recognised practices, principles, and research findings from the
literature on collaboration. By grounding our approach in a strong theoretical basis, we ensure that the
strategies implemented are not only practical but also supported by academic and professional studies.

Table 1: Summary of Literature review

Theme Short Description Articles
Define the Identify Risks: Assess the common cybersecurity risks facing start-ups in your (Nguyen et al., 2020;
Nged and network or region. Pedersen et al.,
e . . o ” 2021; Busch et al.,
Determine Scope: Decide whether the collaboration will focus on specific 2024)
sectors, technologies, or geographical areas.
Build a Core | Assemble a Leadership Group: Gather a small team of committed individuals (Sun et al., 2020;
Tang, Vezzani and
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Theme Short Description Articles
Team from different start-ups who are passionate about cybersecurity. Eriksson, 2020; Devi
etal., 2023
Define Roles: Assign roles such as project leader, financial advisor, technical )
expert, and communications officer.

CO_I‘ld_UCt Understand Best Practices: Research existing cybersecurity frameworks and (Andrews-Todd and
Preliminary | pegt practices. Consider frameworks like NIST or ISO/IEC standards as Forsyth, 2020;

Research X

references. Ramezani and

. . . . .| Camarinha-Matos,
Survey Potential Participants: Engage with other start-ups to understand their 2020)
specific needs and the challenges they face in cybersecurity.

Prepare a Highlight Benefits: Emphasize the mutual benefits such as shared knowledge, | (Afifi, Kalra and
Clear Value | o4y ced costs through pooled resources, and enhanced collective security. Ghazal, 2020; Penuel
Proposition .

. . . etal., 2020; Xu,
Address Specific Needs: Tailor your message to show how the collaboration Wang and Wang
addresses specific cybersecurity challenges faced by each startup. 2023) ’
L_lSt_E Leverage Contacts: Start with your existing business contacts, industry groups, | (Ramezani and
Existing and professional networks to find interested parties. Camarinha-Matos,
Networks
- . . 2020; Sun et al.,
Attend Industry Events: Participate in startup conferences, cybersecurity 2020)
seminars, and business networking events to meet potential collaborators.
Organise an | Host a Webinar or Workshop: Provide a platform where startups can learn (Soller, Wiebe and
Introductory | 5hout cybersecurity threats and the importance of collaborative defence Lesgold, 1994;
Meeting or . ) .
E strategies. Steiber and Alange,
vent
- . . . . " . 2020; Busch et al.,
Facilitate Discussions: Allow for open discussion so that participants can voice 2024)
their concerns and interests.
Follow Up | Regular Updates: Keep potential collaborators informed with updates on (Hwang and Cha,

Persistently

progress, developments, and upcoming meetings.

Personal Engagement: Engage personally with key decision-makers to
understand their reservations and work through any objections.

2018; Afifi, Kalra and
Ghazal, 2020;
Nguyen et al., 2020)

Facilitate Simplify Joining Process: Make the process of joining the collaboration as (Penuel et al., 2020;
Easy. simple and straightforward as possible. Sutrisno et al., 2023;
Onboarding X . . Xu, Wang and Wang,
Provide Support: Offer support for new members to integrate into the 2023)
network smoothly, including technical assistance and access to shared
resources.
Develop Identify Resources: Determine what resources are needed, such as funding, (Steiber and Aldnge,
Shared technical tools, and human capital. 2020; Tang, Vezzani
l;l'ools and . . and Eriksson, 2020;
esources | Resource Sharing Agreements: Develop agreements on how resources will be .
Devi et al., 2023;
shared and managed. Sutrisno et al., 2023)
Showcase Immediate Gains: Demonstrate quick wins that can be achieved through (Hwang and Cha,
Immediate | c||ahoration, such as immediate access to shared cybersecurity tools or 2018; Andrews-Todd
an?_el.rxlg- collective bargaining power. and Forsyth, 2020;
Benefits Long-Term Strategy: Outline the long-term strategic advantages, like ongoing :L-::jlilsar:' SSZL;)CaS
improvement in cybersecurity posture and resilience against future threats. ’
Outreach Share Successes: Publicize successful outcomes to attract more participants (Soller, Wiebe and
and and support. Lesgold, 1994;
Expansion

Expand Network: Consider expanding the collaboration as more startups and
resources become available.

Pedersen et al.,
2021; How and
Cheah, 2023)
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4.2 Collaborative Cybersecurity Resilience Framework for SMEs

The framework includes actionable strategies and steps for creating a cohesive and proactive collaboration
among participating SMEs as illustrated in Figure 2. Each component of the framework is clearly defined and
designed for easy adoption and efficient coordination among the interested SMEs.

Identify Risks Determine Scope

Assemble a Leadership Group Define Roles

Understand Best Practices Survey Potential Participants

Highlight Benefits Address Specific Needs

Leverage Contacts Attend Industry Events

Host a Webinar or Workshop Facilitate Discussions

Regular Updates Personal Engagement

Simplify Joining Process Provide Support

Identify Resources Resource Sharing Agreements

Showcase Early Successes Long-Term Strategy

Share Successes Expand Network

Figure 2: Collaborative Cybersecurity Resilience Framework for SMEs

Implementing the framework provides several significant benefits to SMEs. Through collaborative risk
assessments, SMEs gain a comprehensive understanding of potential cybersecurity threats and vulnerabilities.
This collective intelligence allows for better-informed decision-making and prioritisation of security efforts,
focusing resources on the most critical areas. The shared understanding of risks leads to a more robust
defence against cyber threats. The framework leads to Information-sharing platforms that provide a
centralized venue for exchanging real-time threat intelligence, best practices, and mitigation strategies. This
ensures that all participating SMEs have access to the latest information and can learn from each other’s
experiences and insights. Such platforms also facilitate rapid dissemination of information about emerging
threats and effective defensive measures, keeping all members up-to-date and better prepared.

Engaging in policy advocacy and collaboration with regulatory bodies enables SMEs to contribute to the
development of cybersecurity policies that reflect their interests and needs. This active participation helps
shape a regulatory environment that supports secure, sustainable growth for SMEs, ensuring that their voices
are heard and considered in policy decisions.
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5. Discussion

Securing SMEs from cyber threats using collaboration yields a multitude of benefits from safeguarding their
operations, finances, and reputation. By ensuring the protection of sensitive customer and business data,
SMEs mitigate the risk of data breaches and safeguard against both financial and reputational damage. This is
crucial for maintaining the trust of customers and partners, who expect their data to be handled securely.
Defending against cyber threats also ensures uninterrupted business operations, minimizing downtime and
maintaining productivity levels. This continuity is essential for safeguarding revenue streams and maintaining
customer satisfaction, as operational disruptions can lead to significant losses and damage to customer
relationships.

Enhanced cybersecurity protects SMEs from financial losses associated with cyberattacks, which can include
ransomware payments, legal fees, regulatory fines, and the costs related to data recovery and system
restoration. By preserving their financial stability, SMEs can allocate resources more effectively towards
growth and development rather than crisis management. A secure operation also preserves an SME's
reputation and trustworthiness among customers, partners, and stakeholders. A single data breach can cause
irreparable damage to a brand's reputation, making cybersecurity a critical component of reputation
management. Demonstrating strong cybersecurity measures can also provide SMEs with a competitive
advantage in the marketplace. It instils confidence in customers and partners, distinguishing these businesses
from less secure competitors. This advantage is increasingly important as customers become more aware of
and concerned about digital security.

Compliance with cybersecurity regulations and standards is another critical benefit, helping SMEs avoid legal
liabilities, penalties, and the reputational damage that can result from non-compliance. This fosters trust and
credibility within the regulatory landscape, which is becoming more stringent as the digital threat landscape
evolves. A secure SME is also better positioned to pursue growth opportunities, expand into new markets, and
attract investment. Stakeholders and potential investors recognize a commitment to cybersecurity and
effective risk management as key indicators of a company's long-term viability and governance standards.
Finally, effective cybersecurity measures provide SME owners and stakeholders with peace of mind, knowing
that their business and assets are protected against cyber threats. This allows them to focus more on strategic
initiatives and business growth, rather than being preoccupied with the potential for digital disruptions.

5.1 Anticipated Challenges of Implementing the Collaborative Cybersecurity Resilience Framework for
Start-Up Entrepreneurs

While the framework presents a promising approach to enhancing cybersecurity resilience among SMEs,
several anticipated challenges may arise during its implementation. One significant challenge could be the
reluctance of some SMEs to engage in collaborative efforts due to concerns about sharing sensitive
information or perceived competition with other businesses. Overcoming this resistance will require fostering
a culture of trust and transparency among participants, as well as emphasizing the mutual benefits of
collaboration in strengthening cybersecurity defences. Many SMEs operate with limited financial and human
resources, making it challenging to allocate resources for cybersecurity initiatives. Implementing the
framework's capacity-building initiatives and participating in collaborative activities may require SMEs to
invest additional time, money, and personnel, which could strain their already stretched resources.

Compliance with existing legal and regulatory frameworks, such as data protection laws and industry-specific
regulations, may pose challenges to information sharing and collaboration among SMEs. Navigating these legal
and regulatory complexities while ensuring privacy and confidentiality will require careful consideration and
possibly advocacy efforts to address any barriers that hinder collaboration.

SMEs may lack the technical expertise or infrastructure to implement advanced cybersecurity measures or
participate effectively in information-sharing platforms. Providing accessible and user-friendly tools and
resources, as well as offering training and support, will be essential to overcoming these technical barriers and
ensuring broad participation in the framework.

Maintaining long-term engagement and commitment to the framework, as well as adapting it to evolving
cyber threats and technological advancements, will be critical for its sustainability. SMEs may face challenges
in keeping up with rapid changes in the cybersecurity landscape and may require ongoing support and
guidance to remain resilient over time. Addressing these anticipated challenges will require proactive
measures, collaboration among stakeholders, and ongoing evaluation and refinement of the framework to
ensure its effectiveness and relevance in safeguarding SMEs against cyber threats.
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6. Conclusion

SMEs face a unique set of challenges, including limited access to finance, inadequate infrastructure, regulatory
burdens, skills shortages, and market access constraints. However, they demonstrate resilience and
innovation, leveraging technology and government support initiatives to overcome barriers and drive
economic growth. The research highlights the growing vulnerability of Small and Medium-sized Enterprises
(SMEs) to cybersecurity threats as they navigate the digital landscape. It emphasises these SMEs do not have
adequate knowledge and resources to address these threats. To address this challenge, the study introduces a
framework, which advocates for a collaborative approach to bolstering cybersecurity resilience among SMEs.
The framework is grounded in principles of collective intelligence and shared accountability, aiming to merge
technological solutions with collaborative practices involving SMEs, industry partners, and governmental
bodies.

The research methodology in this study integrates the qualitative research approach with Design Science
Research Methodology (DSRM), emphasising the development of a practical solution to a real-world problem.
The literature review gathered relevant insights from reputable academic databases, employing rigorous
selection criteria to ensure the credibility and relevance of sources.

The proposed "Collaborative Cybersecurity Resilience Framework for SMEs" offers a proactive and
collaborative approach to cybersecurity, recognising the interconnectedness of SMEs and their shared
vulnerabilities to cyber threats. By embracing collective intelligence and shared responsibility, SMEs can
enhance their cybersecurity posture and mitigate the risks posed by increasingly sophisticated cyber-attacks.

Future studies could assess the framework's applicability and effectiveness across various geographical regions
and industry sectors. This would help to understand how cultural, economic, and regulatory differences impact
the implementation and success of collaborative cybersecurity practices.
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