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Abstract: This work, entirely based on a documental research strategy, consists of an analysis of the technological evolution 
of the machining processes with Computer Numerical Control machines regarding the new concept of Industry 4.0. This 
concept involves integration of cyber-physical systems with the manufacturing processes, the use of the Internet of Things 
in industrial processes and the development of complex virtual systems. An attempt was made to understand how current 
processes can be adapted or changed to the concept under study when analyzing the evolution of  machining tools for CNC 
machines. A thorough study was done to adopt the distinguishing features of the Industry 4.0 concept, applying it to 
machining processes in CNC machines. The use of virtual technology in machining tools is still a subject in development, and 
it was one of the main focus of this work. The main factors that can influence directly or indirectly the production processes 
of a factory with CNC machines were analyzed. The types of machining processes for CNC machines and the types of 
machining tools developed with virtual technology possibilities were studied and explored. Following the analysis, 
suggestions for future applications and for improvements in production structures are proposed. 

Keywords: CNC tools; computer numerical control; computer aided manufacturing; cyber-physical systems; internet of 
things; virtual technology; industry 4.0 

1. Introduction  
The work related to this research consisted of an analysis of the technological evolution of the machining 
processes with CNC (Computer Numerical Control) machines regarding the new concept of Industry 4.0. The 
concept fits into the current transformation process for the so-called fourth industrial revolution, which involves 
the integration of cyber-physical systems (CPS) with the manufacturing processes and the use of the Internet of 
Things (IoT) in industrial processes, among other characteristics (Kagermann et al, 2013). The main objectives of 
this work were: 

1. To adopt the distinguishing features of Industry 4.0 by applying it to the machining processes in CNC 
Machines. 

2. To study the issues related to the technological evolution of the tools used in CNC machines with virtual 
technology. 

3. To study and analyse the integration factors for production systems that include a CAM (Computer Aided 
Manufacturing) software, a tool with virtual technology and a CNC machine. 

4. To develop proposals for future applications and enhancements on the studied topics. 

In order to carry out this project, a detailed analysis of numerous primary, secondary and tertiary literary sources 
was carried out in relation to the proposed topic of Industry 4.0 and to the principles it approaches, correlating 
it with the machining processes in CNC machines and with production tools with virtual technology possibilities, 
which are currently under development. All the relevant information was synthesised so that it was possible to 
develop a complete and detailed knowledge and understanding regarding the proposed research. 

Simultaneously and in parallel, and in order to reach the first objective of this work, a thorough study was done 
in an attempt to adopt the features of Industry 4.0 by applying them to the machining processes in CNC 
Machines. With the knowledge acquired, a framework was established relating the features of Industry 4.0 and 
the machining processes, in order to present suggestions for an improved operational condition for machining 
processes with CNC machines.  

One of the main factors that influences the development of machining processes in CNC machines are the tools 
used in CNC machining processes for the production of parts, components or similar artefacts (Fountas et al, 
2016). Therefore, for the development of the second objective, it was necessary a thorough study of the issues 
related to the technological evolution of the tools used in CNC machines with virtual technology. The use of 
virtual technology possibilities in machining tools is still a subject in development (Chen et al, 2015). It was 
analysed the main factors that can influence directly or indirectly the production processes of a factory with CNC 
machines (Shneor, 2018). 

When virtual technology is considered, the need for software is inevitably addressed. In CNC machining 
operations, a CAM software performs machining simulations for CNC machines. Often, it is made in a not very 
efficient way, because there is a considerable need for the programmer's knowledge, because it depends on the 
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type of CNC machine, on the tools that are used, on the kind of workpiece material and on production data 
(cutting speed, RPM, cutting feed, etc.)(Liu et at, 2007). The programmer transmits all this information to the 
software. If there is any incorrect information, or if it is not according to the type of material, or if there is non-
ideal machining data, there will be a direct impact on the execution of the machining process. The third objective 
of this work is related to this situation. As such, it was studied and analysed the information flows of a production 
system that includes a CAM software, a tool with virtual technology possibilities and a CNC machine. The aim 
was to verify how this set can jointly work, and what changes are necessary to improve this production process, 
so that the communication system can work more efficiently without being so dependent on the need of the 
programmer's knowledge. That objective was integrated with the concept of Industry 4.0 to achieve the main 
objective, as mentioned above. In the sequence of this work, a framework for an improved production model 
will be proposed, which involves an alternative architecture for the structure of the model.  It will also provide 
the basis for better understanding the possibilities for application in the future, having in mind the concept of 
Industry 4.0 (Deng et al, 2018). The last objective of this work is to propose future applications concerning the 
mentioned topics. 

2. Methodology  
The methodology used during the development of this work was based on a documental research strategy. The 
bibliographic research was based in scientific publications and on searches made on several databases, including 
SCOPUS, Web of Science and Science Direct. The search strings were related to the machining area, and included 
machining processes, CNC machines, CAM and CAD software, machine tools, Industry 4.0, cyber-physical 
technology, Internet of Things, smart factory, social networks. The criteria for article selection was based on the 
direct relevance to the main research object of the study, which was CNC machines, CNC machine tools and 
industry 4.0 concept. The methodology of this work also has been based on one of the author´s experience of 
programming and operation of CNC machines with machining processes engineering, and from data derived 
from direct observation and experimentation with these production processes. 

3. Exploring the literature and articulating new possibilities  

3.1 The Concept of Industry 4.0 
The definition of the term Industry 4.0 was first presented in 2011 in an edition of the Hannover Fair as a project 
in the High-Tech Strategy of German Industry (Hermann et al, 2015). Shortly thereafter, in the year 2013, the 
German working group presented a report about Industry 4.0 (Hermann et al, 2015). The report defined the 
environment for Industry 4.0, which included a strong customization of the products obtained with high 
flexibility of mass production, presenting an introduction of systems with own organization (own automation, 
own configuration, own diagnosis, etc.) to obtain an adequate connection between the real world (people and 
machines) and the virtual world (Devezas et al, 2017). This new approach to industrial processes is centered on 
the intensive use of advanced Information and Communication Technology (ICT) resources in order to ensure 
greater flexibility in production systems and processes, as a consequence of the increasing complexity of 
products and supply chains (Faller et al, 2015). The concept has been caught up by many stakeholders and 
currently many agents around the world are initiating projects and programs to ensure competitive 
enhancement through adaptation to digital transformation (Kagermann et al, 2013). 

The main purpose of Industry 4.0, enabled by the convergence and integration of existing, emergent and new 
technologies, is the creation of smart factories. These are capable of managing process complexity, operate with 
less disruption, and more efficiently. The interaction between humans, machines and resources resembles a 
social network (Kagermann et al, 2013). In these installations, cyber-physical systems monitor physical plant 
processes and make decentralized decisions. Physical systems are converted into objects of the Internet of 
things, communicating and collaborating with each other and with humans in real time through wired and 
wireless networks connected to the Web (Marr, 2016). 

3.2 CNC tools with CPS capabilities and CNC machines 
A new tool with cyber-physical technology potential has emerged in the CNC machining area. The technology is 
a combination of sensors, algorithms, the cloud, data analysis, and connectivity with Internet of Things (Sandvik-
Coromant, 2018). The traditional tools do not have the capacity to collect and transmit in real time operational 
information during the process execution.  The new tool raises up the opportunity to analyze the implications 
for future production when used on CNC machines, and in this research it will be used as a way to do that. 
Digitalization of manufacturing opens new opportunities to improve productivity and effectiveness (Botkina et 
al, 2018) 
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This new tool provides cyber-physical technological potential. Cyber-physical systems correspond to the physical 
and the virtual systems integrated in a network that brings together physical resources and processes (Gorecky 
et al, 2014). In these networks, multiple information circulates from different sources, which is monitored and 
synchronized between the factory and the cyberspace (Lee et al, 2015).  The tool with CPS potential has two 
main dimensions or implications, one regarding the CPS and the other IoT, both related to the concept of 
Industry 4.0. 

3.3 Cyber-Physical Systems and CNC Tools 
The emerging concept\approach of cyber-physical systems focus on the integration of computational 
applications with physical devices and it is designed as a network of interactive physical and cybernetic elements 
(Leitão et al, 2016) The CPS controls and monitors real-world physical infrastructures and have a high impact on 
industrial automation. 

On CNC machine tools, the manufacturing resources are the parts of the physical system which are required in 
order to perform machining tasks. Manufacturing resources are the tools and materials, such as cutting tools, 
machine tools, fixture and parts, and also the machining environment, like vibration and temperature. The CNC 
machine tool makes a specific work task with given manufacturing resources. Through the operation status data, 
the resulting work, quality and productivity of the CNC machine can be expressed by the characteristic 
parameters in the work process (Sandvik-Coromant, 2018). 

The CPS model of a CNC machine tool work process includes a model input, which consists of two parts, the 
work task and the manufacturing resources, while the output is the corresponding operation status data when 
the machine tool performs a task (Chen et al, 2015). The CPS model of a CNC machine tool work process can be 
defined in association with the work task, manufacturing resources and operation in the cyber system in parallel 
with the physical system. 

In CNC tools, the cyber-physical system works by taking the application data through connected software and 
hardware, with sensor-equipped tools that are adjusted to control and monitor machining performance in real 
time (Villalba-Diez et al, 2021). The CNC machine is controlled via accurate on-site data dashboards, through the 
cloud and via integration with the user’s software and machine environment. The tool with CPS potential 
connects into existing software, offering two-way connectivity and accurate data quality. In these networks, 
multiple information circulates from different sources that is monitored and synchronized between the factory 
and cyber space (Lee et al, 2015) 

The information captured by the tool is informed to the CNC machine and manager\operator through CPS 
connected software and hardware, where the data could be managed and monitored to get a better precision 
and quality on production in real time. The tool gives the information in real time execution, and if some problem 
happens, the tool can detect it and a reliable solution can help avoid or minimize machine tool and workpiece 
damage. The operator can monitor the machining process in real-time and interact with the machine tool when 
the tool detects, e.g., overload forces. These can help the operator on time execution, where other actions are 
programmed if some problem occurs. 

3.4 Internet of Things and CNC Tools 
The Internet of Things is an extension of the current Internet, which provides to the objects the possibility to 
connect to the Internet, but with computing and communication capabilities (Jang et al, 2018). CNC tools 
connected via Internet of Things can monitor the machining performance and make decisions about how to 
optimize the processes based on accurate information. Cloud-based analytics and local systems enable the use 
of all the data collected on machining operations. 

The design of cyber-physical systems and the implementation of their applications need to rely on IoT enabled 
architecture and protocols, to be able to manage and process large datasets, and to support complex processes 
to manage and control those systems at different scales. The large-scale nature of IoT based CPS can be 
effectively and efficiently supported by cloud computing infrastructures and platforms, which can provide 
flexible computing power, resource virtualization and high-capacity storage for data flows and ensure security, 
protection and privacy. The IoT is a key domain in which data streams are generated, and the volume of this 
data is expected to increase (Jang et al, 2018). 

The Internet of Things is responsible for sensing the physical world, and for networked and interconnected 
objects that are exclusively addressable, like the sensors on a CNC tool. So, they take the information flow of the 
abstraction process through sensors and transfer it to the Internet with world connectivity, where it is 
transferred to the cloud computing infrastructures and platforms, which can provide flexible computing power, 
resource virtualization and high-capacity storage for data flows and ensure security, protection and privacy. 
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3.5 Communication between CAM software, tools with cyber physical capabilities and CNC 
machines 

New tools with cyber physical systems potential in CNC machining raise the opportunity to know how it could 
work integrated with a CAM software and a CNC machine (Moor et al, 2021). The main aim of this chapter is to 
study how a CAM software works in communication between a tool with CPS capabilities and a CNC machine. 

The introduction of computer graphics allows the creation of virtual workpieces on the computer, and to handle 
and study them. The universal application of computer aided systems brings substantial benefits to the 
manufacturing area. CAM involves a software associated with functions in manufacturing engineering, process 
planning and CNC programming (Dubovska et al, 2014). 

We could say that for most of the steps from the manufacturing model (CAM) to the CNC program creation, the 
work is being executed in the cyber world. There is the possibility that the CAM software does the simulation in 
the cyber world and then, if the process has no problems there, it could be executed in the real world, following 
two procedures: first, the simulation on CAM is done, and then it follows the process execution on the CNC 
machine. The two procedures are not simultaneous.  

With CNC tools with CPS, complemented with software packages, it will be pertinent to know what the 
implications of this procedure and what changes could be done on CAM. In the case of the tool developed by 
Sandvik Coromant (2018), which is mentioned in this work as a mean to explore the concepts mentioned before, 
the tool with CPS potential provides a Toolguide software that communicates with CAM software, and there is 
a facility to choose the ideal tool and parameters to do the simulation on CAM before going to the machine. This 
facility uses an open API (Application Programming Interface) and the possibility to connect with the tool library 
and tool management systems on CAM. While programming on CAM, the programmer does not create a tool to 
execute the simulation on software, because it is already provided by the Toolguide. So, the communication 
between the CAM software, the CNC machine and the software of the CNC tool are still not working in an 
integrated way and on real time when machining the physical workpiece. It nevertheless contributes to decrease 
the time on process simulation on CAM software, giving the information about the process executed from the 
data and suggesting parameters to use in certain materials. The information executed in real time could then be 
transferred to the software for future applications on CAM simulation. As the data could be saved on the Cloud 
during the process execution, the software with API connected with CAM could help the programmer when he 
is programming, facilitating with information about what is the ideal tool to be used in the process and the right 
parameters that could be used for specific materials. 

3.6 Integrated production involving tools with CPS capabilities, CNC machines and CAM software 
within the concept of Industry 4.0 

This section aims to show how a tool with CPS and the CNC machines communicating with CAM could work 
integrated through a communication architecture.The technology combination of CNC tool with CPS capabilities, 
CNC machine and CAM software helps to transform the actual production processes on Industry 4.0 
environment through the IoT and CPS, the interface of the physical world and cyber world (Trstenjak et al, 2017). 

This combination of the technology with a CNC tool with CPS capabilities, CNC machine and CAM software, could 
transform the actual production processes on Industry 4.0 environment. With the CNC tool there is the capacity 
to transfer the information in real-time to the cyber world, and the process, the human and the machine could 
have a virtual and real interaction, helping to increase the productivity and reduce the waste time (Siddharta et 
al, 2021). 

The main purpose of Industry 4.0 is the creation of the so-called smart factory, which is capable of managing 
process complexity, operate with less disruption, and more efficiently, through the interaction between humans, 
machines and resources, resembling a social network (Kagermann et al, 2013). The smart factory environment 
consists of a new integrative real-time intercommunication between every manufacturing resource that could 
help increase the manufacturing efficiency (Pereira et al, 2017). The smart factory environment of the Industry 
4.0 concept, the CNC machine and CAM software, and the sensors and software combination provided by the 
CNC tool with CPS potential allow an intercommunication between the real world and the cyber world, giving 
the information to the operator\manager about what is happening in real time manufacturing. Thereby, this 
change could improve the traditional manufacturing process, upscaling to a smart manufacturing process the 
machining area. The main adaptations\transformations are: 

1. CNC tool with CPS capability gives the information on process execution in real-time: On traditional 
processes execution using the traditional CNC tools, there is no capacity to give information about what 
is going on during the machining execution (cutting temperature, roughness, vibration, etc.). A CNC tool 
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with CPS enables the capacity to transfer this information and transmit it to the software through the 
sensors, and the operator\manager has the possibility to verify the crucial points to manage or alter if 
necessary. Thereby, it creates an Industry 4.0 cyber virtual and real interaction (Villalba-Diez et al, 2021). 

2. CNC tool with CPS capability gives the information about CNC machine: Similarly, to the previous point, 
in the traditional process execution using the traditional CNC tools, there is no capacity to give 
information about machine health. Although other ancillary technologies may provide this information, 
they will not do it through the CNC tool. The CNC tool with CPS capability creates the ability to transfer 
the information about the machine health, enabling the detection of some problem during the process 
execution on CNC machines, and triggering alterations or maintenance. This is another aspect of the 
concept of Industry 4.0, where multiple information from different sources that are monitored and 
synchronized between the factory and cyberspace (Lee et al, 2015; Ahmad et al, 2020). 

3. Human interaction on the process in real-time: In the traditional process execution on CNC machine: 
There is no human interaction when the machine is working during the machining process. If some 
problem occurs on the machine or in the tool during the process execution, the implementation of a 
CNC tool with CPS potential enables the possibility for the software to give information to the operator 
and machine about what it is happening in real-time and changes to correct the problem can be made. 

4. Cutting tool information saved on a cloud: In traditional mechanical CNC tools, there is no capacity to 
save the cutting information on the cloud. By using the CNC tool with CPS capability during the process 
execution, it is possible to save the information on the cloud in real-time, and there is the possibility to 
save the actual information of the process and to use it later in future production processes with similar 
characteristics. Intelligent processing will support IoT applications by collecting data from databases and 
Network service providers can process a large volume of messages instantly through cloud computing. 

5. CAM Software supported by CNC tool software on virtual world: The software from the tool with CPS 
capability could connected to the CAM with the API (Application Programming Interface), giving the 
possibility to use the virtual library of tools with CPS on virtual process execution for simulation. All 
information filed by the operator on CAM is transferred to the program when generated on a post-
processor. The interaction between systems based on high-performance software and dedicated user 
interfaces, integrated with digital networks, create a new universe of functionalities for systems on 
Industry 4.0 (Longo et al, 2017). 

4. Proposals for future process applications 

4.1 Real time measurement 
As it follows from the topics that were addressed in this study, CNC machines are working centred on a three-
dimensional space (X, Y and Z axes)(de Souza et al, 2020). The feed movement is realized by individual or 
simultaneous axes movement (Bosetti et al, 2014). Thereby, the three-dimensional machines (machines for 
measurement) are based on a three-dimensional space as well. Some of them are called CNC Coordinate 
Measuring Machine, and are specifically designed for measuring components on the production line while 
keeping pace with modern machine tools. 

The software from the tool with CPS capability could provide in the future similar information about 
measurement, just like the measurement machines provide nowadays (Koleva et al, 2015). The most common 
process to make a measurement on a workpiece on a three-dimensional machine is collecting the point through 
the sensors by the probe. 

We suggest that the measurement will not be based on point collection using a probe as a sensor to collect the 
dimensions but, alternatively, it will be done by the CNC tool with CPS during the process execution. Following 
the path of the axes previously programmed, the CNC tool could collect measurement information and transfer 
it to the CNC machine. The process measurement is a very sensitive process, and it needs a sensor (probe or 
CNC tool with CPS capability) to collect the information. We suggest that the measurement with the CNC tool is 
done by using the tool for finishing on process machining (tool used to remove small material and give the 
finishing on the surface). As the tool follows its path, the information is transferred to the CNC machine. If the 
CNC software has the capacity to do an automatic correction, the movements of the machine could compensate 
the variations of measurements transferred by the tool. In consequence, there will be no human intervention 
to make the measurement and no waste with machine stoppages. 

Until nowadays, the measurement on CNC machines was not done because there were no CNC tools with 
capacity to transfer the measurement information during the process execution. The measurement information 
is done only by probe (sensor measurement) on physical contact. Since the new CNC tool with CPS capability has 
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been implemented in the machining area with capacity to transfer the information during the process execution, 
this procedure could be now done. 

4.2 Flow information model 
In the process execution of CNC machines using a CNC tool with CPS capability, the tool has the capacity to send 
the information about roughness, vibration, cutting and temperature. Thus, we suggest that the improvements 
to process architecture implies the implementation of two main dimensions, the tool enabled measurement and 
the communication with social networks through the tool with CPS capability (Figure 1).  

The proposal for tool measurement on CNC machines is to use the CNC tool with CPS capability giving the 
information about the measurement on process execution through the sensors, where the workpiece could be 
measured during the process execution and, when the process is done, the workpiece would be already 
measured, and no time would be lost with machine interruptions. The tool would follow the programmed axes 
path during the measurement, collecting measurement information and transferring it to the CNC machine 
through the software and hardware. 

The process measurement is a sensitive process that needs a sensor to collect the information. The idea is to do 
the measurement with the CNC tool using the tool for finishing operation. This option implies less removal of 
material on process machining. The tool software will send the information collected by the tool sensors to the 
software and hardware of the CNC machine as shown in Figure 1.  Thereby, the software of the CNC machine 
has to be modified compared to the actual software on CNC machines. The machine software has to be able to 
collect the information on real-time and make the changes automatically. This is one of the most important 
steps for the development of this proposal. The software will communicate with the tool making the automatic 
compensation. CNC machines are working centred on a three-dimensional space (X, Y and Z axes) and the three-
dimensional machines work in three-dimensional space as well to make the measurements. This possibility is 
viable for development, it will be a technology combination between the software from CNC machines and 
three-dimensional machines. The software from the tool and the machine will work in articulation with each 
other, exchanging information about measurement during the process execution. We know that during the 
process execution there are numerous parameters to be considered, such as material, RPM, speed, insert, 
among other aspects that could influence the process execution. Thereby, the initial step to implement the 
proposal is to do the measurement of the basic process execution on CNC lathe machines for finishing surfaces, 
as a first implementation, test and analysis of the proposed idea. 

 

Figure 1: An information flow model between CNC tool with CPS capability, CNC machine and CAM 
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The software of the CNC machine will have the capacity to interpret the measurement as the three-dimensional 
machine works, answering automatically to the changes during the process execution (finishing with 
measurement).This process will consist on the adaptation of the actual software on CNC machine software, 
because the actual software is not able to do the automatic corrections, because there is not a CNC tool with 
the capacity to do the measurement during the process execution. Thereby, on the process simulation using a 
CAM software in the cyber world, it could be created a new operation function, the operation of measurement, 
where the programmer could select this function to do the simulation on the virtual world. 

In general terms, the information flow proposed in the model of Figure 1 is as follows. First, it starts with the 
communication flow with the CAM on the cyber world, and the process simulation using the CNC tool with CPS 
capability is keeping the same steps of the currently used processes, until the creation of a CNC program. 
However, there are some new possibilities. The information processed in real time (by the CNC tool with CPS 
capability) could be transferred to the software for future applications on CAM simulation. As the data could be 
saved on the cloud during the process execution, the software with API (Application Programming Interface) 
connected with CAM could help the programmer when he is programming, facilitating and providing information 
about what is the ideal tool to be used in the process and the right parameters to be used for specific materials. 

Then, the CNC program is received by the CNC machine for process execution in the physical world. New 
possibilities also emerged at this stage. As the machine is already prepared for process execution, the CNC tool 
with CPS capability and the CNC machine start to work together. The sensors from the CNC tool collect the 
information during the process execution, keeping it on the cloud and then, through the software, the 
information is transferred to CAM for future simulations, and to the social network, and is keeping the 
communication integrated with the CNC machine for information exchange. 

The new feature of communication with a social network embodies communication possibilities of a CNC tool 
with CPS capability with the Internet of Things. The CNC tool could communicate with social networks (e.g. 
dedicated, professional, social networks), where groups can discuss the problem in real time or post as a 
discussion. The yellowish brown fields in Figure 1 show the main differences of the process compared to actual 
ones 

5. Conclusions  
The work related to this research consisted of an analysis of the technological evolution of the machining 
processes with CNC machines, having in mind the new concept of Industry 4.0. In order to reach it, a thorough 
study has been done to adopt the features of Industry 4.0 applying it to the machining processes in CNC 
Machines.  

One of the main factors that influence the development of machining processes in CNC machines are the tools 
used in CNC machining processes for production. Issues related to the technological evolution of the tools used 
in CNC machines with virtual technology capability were considered. A better understanding of how the virtual 
technology works with machining tools on CNC machines was done. It was possible to analyse the main factors 
that can influence directly or indirectly the production processes of a factory with CNC machines.  

This study enabled a better understanding about virtual technology addressed by software on machinability. We 
used a new tool with cyber-physical capability that has emerged in the CNC machining area as way to 
demonstrate how this kind of tool technology could work on CNC machines. It provided the opportunity to study 
how a CAM software works in communication between the tool with CPS capability and the CNC machine, 
presenting the CAM connection possibilities and its implications. A study and analysis of how a production 
system can work in an integrated way between the tool with CPS capability, the CNC machine and the CAM 
software within the concept of Industry 4.0 has been done, providing a better understanding of how this recent 
technology implementation of machining processes could be adapted under the concept of Industry 4.0. 

Finally, following the original proposals presented regarding the integration of CNC tools and machines, a 
general proposal for an improved production system in the machining area was made. This proposal showed 
how this new production model could work, integrating a tool with CPS capability, the CNC machine and the 
CAM software, giving a new idea of communication and interaction between them. 
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