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Abstract: In recent years, the integration of artificial intelligence (Al) technologies has gained widespread attention in the
education sector. This study explores the impact of ChatGPT, a deep learning-based natural language model, on teaching
and learning processes in Higher Education Institutions (HEIs). In the education sector, the use of ChatGPT can be a double-
edged sword, on the one hand, it can lead to innovation in the sector, on the other hand, there are also risks associated with
it. By reviewing scientific papers published since the launch of ChatGPT in November 2022, this study identifies and discusses
the main research themes investigated as well as opportunities and risks of integrating ChatGPT in HEls. On this basis, it
provides a more comprehensive understanding of the potential role of ChatGPT and similar solutions in shaping the future
of higher education. The findings inform educators, education policy makers and researchers about the ongoing discourse
on the integration of Al technologies in higher education and offer practical recommendations for optimizing the benefits of
ChatGPT while considering potential risk factors to optimize student learning and the learning experience in HEls.
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1. Introduction

Technological advancements, especially the new generation of artificial intelligence (Al), have emerged as pivotal
change agents of work, life, and communication modes (Hill-Yardin et al., 2023). Al technologies, characterized
by their capacity to process big data and simulate human-like intelligence and actions fundamentally reshape all
industries and the whole society (Strzelecki, 2023; Yu, 2023; Montenegro-Rueda et al., 2023).

Generative Al differs from traditional Al models, as instead of making predictions based on identified patterns,
these advanced Al models produce novel outputs and can support self-learning, meaning that they can
continuously enhance people’s knowledge base and improve their decision-making processes through iterative
interactions with data (Yu, 2023). Furthermore, as they are powered by transformer designs, Large Language
Models (LLMs) like ChatGPT (Generative Pre-trained Transformer) skillfully navigate the complexities of natural
language processing and generate contextually relevant responses to prompts and inquiries. ChatGPT is a
conversational Al chatbot proficient in mimicking human-like communication with the end user (Dempere et al.,
2023). With around 100 million users only a few months after its release, ChatGPT has become the fastest-
growing app in history (Strzelecki, 2023).

In the context of education, ChatGPT can revolutionize teaching and learning processes (Lim et al., 2023). Trained
on extensive data, it can comprehend linguistic nuances and generate human-like coherent text autonomously.
In HEIs, Chat GPT can positively affect various academic activities, for example, create interactive learning
experiences, assist students in comprehending teaching materials (Wang et al., 2017), and facilitate personalized
learning (Fuchs, 2023; Dempere et al., 2023.). ChatGPT'’s intuitive conversational interface facilitates real-time
interaction, empowering students to seek academic assistance and clarify their doubts in real-time. Moreover,
its adaptive algorithms serve individual learning styles and preferences, fostering a tailored learning experience.
Personalized learning has proven to improve student’s learning engagement and academic achievements (Wu,
2017). ChatGPT can also assist teachers in HEls in creating customized learning plans tailored to the individual
student’s needs and enable data-driven insights into student performance and adaptive assessment (Fuchs,
2023). In general, a tailored approach to individual student needs could improve student services, student life,
and student overall experience and in that way help HEIs to increase student retention (Dempere et al., 2023).

However, the integration of ChatGPT in post-secondary education is not without challenges. Although ChatGPT
has the potential to improve the quality of academic writing and make research more accessible to non-experts,
it also brings challenges regarding the authenticity and reliability of generated solutions and authorship issues
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(Dwivedi et al., 2023). The major concerns related to using ChatGPT in HEIs are unethical data gathering, privacy
issues, unlawful use of data (Dampere et al., 2023), academic dishonesty, plagiarism, and cheating (Yu, 2023; Gill
et al.,, 2024), decreasing human interaction in the learning process (Fryer et al., 2017), over-reliance on Al and
ChatGPT that can negatively impact students’ cognitive abilities (Shiri, 2023; Dwivedi et al., 2023), augmenting
preexisting prejudices through data training (Fuchs, 2023), Al-generated hallucination errors, that are Al-
generated responses not explained by training data (Strzelecki, 2023) and finally the absence of regulation
surrounding ChatGPT (Strzelecki and ElArabawy, 2024).

With potential innovations but also great challenges brought by ChatGPT into education, we have witnessed
tremendous speculation among stakeholders in academia (Fuchs, 2023). Therefore, this paper positions itself
within a rich debate about the possibilities and challenges of using ChatGPT in HEIls to contribute to the
understanding of the positive and negative aspects of using ChatGPT in HEIs and anticipate future integration of
ChatGPT and Al tools in the education sector.

2. Method

A literature review was conducted to develop a better understanding of the topic, identify gaps in knowledge,
suggest promising avenues for future investigation, and locate contributions to the field of research (Donthu et
al., 2021). The Web of Science database was used to identify relevant articles due to its high quality and scientific
rigor, which is widely recognized in academic circles. The terms 'Chat GPT' and 'education' were used to search
for relevant articles. This search resulted in 34 documents. These articles were analyzed using the VOSviewer
software tool. The application of the tool led to the automatic removal of 13 articles because they were not
relevant to the topic under study. A cluster analysis was performed on the remaining 21 articles.

3. Results

In this section the results of the cluster analysis are presented. To determine the most important research
themes that were pursued in the reviewed articles,, bibliographic coupling was used. A minimum of five articles
per cluster was required, resulting in three clusters. The analysis produced the cluster network depicted in Figure
1, which includes cluster (1) Transformation in Digital Communication, cluster (2) Chat GPT in Academia, and
cluster (3) ChatGPT in the Study of Medicine.
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Figure 1: Bibliometric Network

3.1 Cluster 1 - Transformation in Digital Communication N = (8)

In the current digital landscape, language models like ChatGPT, which are based on advanced architectures such
as GPT, play a central role in redefining the interaction between humans and machines (Chen et. al, 2024). These
models not only understand linguistic contexts in an enhanced way but can generate contextualized texts,
ranging from virtual assistants to autonomous content creation as well (Tsai et. al, 2023).

Despite the advances in technology, ethical considerations play a significant role in their development. It is
crucial to address challenges such as bias in training data to ensure equitable application (Preiksaitis and Rose,
2023).

These technologies have vast applicability, transforming not only everyday interactions with virtual assistants
but also the dynamics of digital content generation (Kumar et. al, 2023). However, ethical challenges highlight
the need for constant improvement, especially regarding fairness in the use of these tools (Hyde et. al, 2024).
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Current research aims to enhance the contextual comprehension of these models and effectively address the
ethical challenges they pose. In the future, there is an anticipated shift towards even more natural human-
machine communication, with research focusing on interpreting multimodal inputs and processing complex
linguistic contexts (Smith et. al, 2023).

3.2 Cluster 2 - Chat GPT in Academia N = (8)

The use of artificial intelligence has brought about significant changes in academia, and ChatGPT, as a powerful
language model, has played a crucial role in this context (Bartoli et. al, 2024). Its ability to understand and
generate text contextually and coherently makes it a valuable tool for students and researchers.

However, the implementation of ChatGPT in academia poses certain challenges. Ethical issues surrounding the
responsible use of technology, transparency in relation to algorithms, and concerns about possible biases built
into the model are currently areas of debate (Borger et. al, 2023). Additionally, the effective integration of
ChatGPT into educational processes requires careful consideration of how to balance aiding human creativity
with preserving academic integrity.

However, ChatGPT presents exciting opportunities for learning and collaboration. ChatGPT can be used as a
brainstorming tool to generate ideas and explore concepts (Yu and Guo, 2023). Additionally, its ability to
understand specific contexts can facilitate interaction with students by offering clear explanations of complex
topics and providing personalized support.

As Fuchs (2023) reiterates Al continues to evolve, so it is crucial to embrace a balanced approach to incorporating
ChatGPT into academia. Exploring the capabilities of ChatGPT to enhance creativity, support teaching, and boost
research can result in significant advances. However, it is imperative to address ethical concerns and ensure that
ChatGPT is a tool that augments, rather than replaces, the human experience in academia (Yu, 2023).

3.3 Cluster 3 — ChatGPT in the Study of Medicine N = (5)

The integration of ChatGPT into the field of medicine marks a significant shift in the way students and healthcare
professionals access information and collaborate on research. This advanced language model presents ample
opportunities to improve medical learning and practice (Lower et. al, 2023).

Its capacity to handle large amounts of data and retrieve contextual information enables swift access to current
medical knowledge. Students can explore a variety of topics, including diagnoses and innovative treatments, to
improve their understanding and make informed decisions (Grewal et. al, 2023).

In the clinical field, ChatGPT serves as a valuable support tool. It can assist in formulating diagnoses by reviewing
clinical data and suggesting evidence-based treatment options. Additionally, it facilitates clinical discussions
among healthcare professionals, promoting the exchange of knowledge and perspectives (Lockie and Choi,
2023).

However, implementing ChatGPT in medicine presents challenges. Ethical issues, such as patient privacy and the
reliability of the generated information, require careful attention (Lower et. al, 2023). It is also important to
recognize the limitations of the model and understand that it does not replace clinical experience and human
judgment (Lockie and Choi, 2023).

As ChatGPT becomes more integrated into the field of medicine, it is crucial to maintain a balance between the
advantages of this technology and an ethical approach that acknowledges its limitations (Lockie and Choi, 2023;
Lower et. al, 2023).

4. Opportunities for Integration of ChatGPT in Higher Education

In this section, the potential opportunities of integrating ChatGPT in higher education are presented.

4.1 Personalized Learning for Students

ChatGPT comes closer to the idea of personalized learning as it can accommodate the needs, interests and
abilities of individual students and in turn could lead to higher engagement and better learning outcomes (Fuchs,
2023). Personalized learning is facilitated by incorporating students’ language patterns and feedback (Dampere,
2023). The students could have access to personalized learning plans adjusted to their needs (Fusch, 2023).
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4.2 Boosting Learning Efficiency and Supporting Cognitive Initiative

ChatGPT has significant advantages in improving learning efficiency (Yu, 2023) and supporting the cognitive
preparing students for work in Al era (Yu, 2023). Responding immediately to students’ inquiries, ChatGPT
provides personalized tutoring and speeds up students’ learning (Hwang and Chen, 2023). It may be like a ‘study
buddy’ to help students reflect on learning materials (Strzelecki and ElArabawy, 2024). This technology is not
only a tool that assists in crafting emails and writing essays (Dampere, 2023), but it can also unleash students’
creativity and critical thinking (Yu, 2023; Tan, 2023). ChatGPT may inspire students to generate alternative ways
of thinking and expressing ideas (Strzelecki and ElArabawy, 2024). The application of ChatGPT may enhance
students’ cognitive learning, as it prompts students to articulate their thoughts, analyze information, evaluate
arguments, and formulate logical responses, thus fostering their critical thinking.

4.3 An Important Resource for Educators

The results indicate that ChatGPT supports the learning process, i.e. represents a new and interesting resource
for educators. ChatGPT provides them with a versatile teaching tool that can be used not only to design and
deliver more innovative teaching, but also to increase students' motivation to learn and engagement in class (Yu,
2023). This technology can also help educators to design personalized learning materials, improve the quality of
teaching and support students' learning experiences (Yu, 2023; Strzelecki and ElArabawy, 2024). ChatGPT can
support the instructors in creating personalized learning plans that include content, activities, and assessments
adjusted to the individual student’s needs (Fusch, 2023).

5. Risks of Integration of ChatGPT in Higher Education

This section presents the risks identified in the reviewed papers regarding the integration of ChatGPT in higher
education.

5.1 Potential Escalation of Plagiarism and Cheating Among Students

ChatGPT brings a great academic integrity risk in the education sector (Yu, 2023; Strzelecki and ElArabawy, 2024).
Students may use ChatGPT-generated content and present it as their work without proper acknowledgment
(Mhlanga, 2023). In that way, students misrepresent their knowledge, skills, abilities, and academic
achievements violating academic integrity. Using ChatGPT to complete assignments may lead to academic
dishonesty and cheating behaviors (Strzelecki, 2023; Yu, 2023). Based on identified academic dishonesty risks,
many schools and HEls have been alarmed by the launch of ChatGPT and even banned the usage of ChatGPT
and Al tools considering it academic fraud and cheating (Yu, 2023; Dempere et al., 2023). While some from
academia suggest that students write by hand during class sessions to ensure full control over students’
performance and achievements, others emphasize the relevance of teaching digital literacy (Dempere et al.,
2023). It becomes obvious that HEIs have to adjust teaching and examination standards to ensure that students
adhere to academic integrity when using new Al technologies (Mhlanga, 2023).

5.2 Over-reliance on ChatGPT

Scholars have also pointed out the challenges of over-reliance on ChatGPT and Al tools. Excessive dependence
on ChatGPT and Al may hinder the development of essential cognitive abilities, such as understanding ability
(Yu, 2023), analytical and critical thinking skills (Dwivedi et al., 2023; Fuchs, 2023), problem-solving skills (Tan,
2023), and research abilities (Shiri, 2023). Students, who do not do their assignments until the last minute, may
create their work entirely based on ChatGPT and without their independent thinking and problem-solving skills.
In this case, students are just passive learners who accept the responses generated by ChatGPT, without critical
thinking and questioning the relevance and accuracy of the information provided (Fuchs, 2023). Recent surveys
revealed that most American college students use Chat GPT to complete homework tasks and to write papers
and essays (Dampere, 2023; Yu, 2023; McGee, 2023). This trend of over-reliance on Al technology in learning
may significantly limit students’ learning outcomes and development (Yu, 2023) and their ethical awareness (Tan,
2023).

5.3 Reducing Human Interaction

The integration of ChatGPT in HEls also poses a risk of reducing human interaction in learning (Dampere, 2023).
As ChatGPT provides immediate responses to students’ queries, there is a risk that students rely solely on the
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ChatGPT information and guidance, bypassing interactions with their teachers (Yu, 2023). Replacing human
interaction in the learning process may impede students’ ability to develop strong and trustful relationships with
their instructors and lower their engagement and learning outcomes (Fryer et al., 2017).

5.4 Misinformation and Stereotyping

This risk includes the inaccurate transmission of information and unverified content (Tan, 2023), spreading
misinformation and unpredictable outputs referred to as hallucinations (Dampere, 2023). Hallucinations have
been caused by data beyond its training set. If the training data is not adequate, i.e. it is of low quality, the Al-
based tool might learn incorrect or incomplete patterns, which further leads to inaccurate responses (Strzelecki
and ElArabawy, 2024). Misinformation may negatively affect learning outcomes if learners do not scrutinize the
information generated by ChatGPT (Tan, 2023). Moreover, if the Al system is trained on biased data, it might
reinforce existing biases and inequalities in higher education (Fuchs, 2023). Therefore, it reinforces existing
biases and perpetuates inequalities in education. For example, if the system is trained on biased or incomplete
data, it might generate responses reflecting these biases, thereby leading to a reinforcement of existing
inequalities and a failure to challenge and disrupt discriminatory practices in higher education.

5.5 Lack of Regulations

Although many risks have been related to over-reliance on ChatGPT and similar Al tools, many scholars agree
that banning these tools is not an adequate solution (e.g. Dwivedi et al., 2023, Yu, 2023). However, it is critical
to develop digital literacy in the education sector and ensure that teachers and students use ChatGPT correctly
and responsibly facilitating their independent thinking and creativity (Yu, 2023; Fuchs, 2023).

6. Conclusion

Based on a literature review this paper explored the impact of the ChatGPT on teaching and learning processes
in Higher Education Institutions. The articles included in the study were subjected to a cluster analysis, which
resulted in three different clusters, namely: (1) Transformation in digital communication, (2) ChatGPT in science
and (3) ChatGPT in medical studies. The review also allowed the identification of opportunities and risks
associated with the integration of ChatGPT in the teaching and learning processes. Concerning the opportunities,
the current body of learning suggests that it facilitates personalized learning, boosts learning efficiency, and
supports cognitive initiatives. Moreover, both educators and students appear to benefit from its use as it
complements or supports teaching or learning-related activities. In terms of potential risks, the results suggest
that the use of ChatGPT can reinforce or trigger plagiarism and cheating. Over-reliance on ChatGPT also harbors
the risk that students, instead of trying to solve a task themselves, “outsource” it to ChatGPT and thus reduce or
forget their ability to approach a problem. This over-reliance could also lead to less interactions with other
students or teachers. The findings also addressed the issue of content quality/accuracy and possible
consequences. The lack of regulations in this regard was listed as a further risk.

In summary, it can be concluded that while the integration of ChatGPT and similar tools can improve the teaching
and learning processes of HEls, there is a concurrent need to navigate ethical considerations and strive for
continual improvement in their development and application. The results emphasize the importance of
permanent communication and education measures aimed at both groups, i.e. students and teachers. Both
groups need the necessary tools to be able to use ChatGPT in a targeted manner for learning and teaching. The
focus should be less on bans and more on the development and empowerment of capable and informed
individuals. However, this work cannot be undertaken by universities alone, but requires close cooperation with
upstream learning institutions, starting with kindergartens. This means that there is a need for ChatGPT usage
regulations that cover the entire development/learning process of a person from kindergarten, through school,
training, university, and beyond. The study provides the basis for further studies on the topic. For example, it
would be interesting to use an experimental design to find out whether and to what extent the learning success
of students differs between those who study scientific skills ChatGPT supported and those who study ChatGPT
without support. A similar design could also be set up with university lecturers to find out whether the learning
objectives are achieved similarly, better or worse by using ChatGPT.
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