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Abstract: Despite the widespread introduction of privacy protection laws globally, many organizations continue to treat 
privacy compliance as an administrative practice focusing on compulsory policies and documentations. However, many 
organizations have treated privacy protection compliance as a way to enhancing organizational dynamic capabilities from 
effectively using technology, people and processes required to implement privacy protection. Drawing on the Technology-
Organization-Environment (TOE) model, Institutional Theory, and the Dynamic Capabilities View (DCV), the paper proposes 
that developing Substantive Privacy Compliance (SPC) through meeting regulatory, organizational, and technological 
requirements enables organizations enhance their dynamic capabilities. Theoretically, it fills the gap between the 
institutional legitimacy view and the dynamic capabilities lens, providing a comprehensive explanation of how external 
pressures can develop adaptive organizational capabilities. Practically, the model emphasizes the critical role of integrating 
privacy governance in both strategic and operational activities in enriching the firm’s resilience and sustainable 
competitiveness. 
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1. Introduction 
In the modern digital economy, personal data has emerged as a strategic asset to facilitate innovation, 
personalisation and value creation in divergent sectors (Birch et al., 2021). Governments worldwide, in turn, 
have been passing stricter privacy laws, such as the General Data Protection Regulation (GDPR) in the European 
Union (General Data Protection Regulation (GDPR)), or California Consumer Privacy Act (CCPA) in the United 
States ("California Consumer Privacy Act (CCPA)", 2018), all of which have required organizations to strengthen 
privacy management systems. Such legal frameworks are not intended to be a simple procedures checklist, they 
require proven accountability, internal controls and ongoing operational correspondence. Consequently, privacy 
compliance has ceased to be a back-office or legal issue but it has become a fundamental organizational concern 
directly affecting customer confidence, digital transformation, and future competitiveness (Schäfer et al., 2023). 

However, organizations still found it hard to fulfill these expectations and implementations vary across industries 
(Li et al., 2022). Although there are management systems and standards for examples ISO/IEC 27701 (Iso/Iec, 
2019) and the NIST Privacy Framework (Standards & Technology, 2020) have developed for practical controls, 
analysis of these information systems and data governance documents inevitably show fracturing and lack of 
verified and predictive measures (Raji Abraham et al., 2019). In other words, current standards (ISO, NIST) mainly 
describe what is expected to be performed, however, do not quantify the actual results and ability of the system 
to improve over time. They fail to predict whether the company is actually prepared to adjust for changes, learn 
and enhance their compliance behaviours. The lack of predictive measures in existing privacy management 
standards highlights the need to reconceptualise privacy compliance as an organizational capabilities. In 
addition, evidence has indicated that the compliance effort into privacy protection is  rather reactive and 
motivated by the fright of penalty or damaged reputation instead of being strategic (von Davier et al., 2023). 
This type of privacy compliance could meet expectations from the external auditors but fail to facilitate 
substantive compliance in which privacy protection becomes an internalised ability (Klymenko et al., 2023). 
Consequently, organizations that are not well-prepared for preemptive privacy compliance will exhibit a 
corrosion of customer and partner confidence (Martin et al., 2017). More than that, such organizations are 
susceptible during a constant rate of technological transformation and a revolution in the regulatory demands 
(Saeed et al., 2023). 

Information security research has long stressed technical security to enforcing privacy controls, which is mainly 
concerned with encryption, access control, intrusion detection and secure architecture (Delso-Vicente et al., 
2025). These approaches are necessary, but they can be criticized as simply being unaware of the social, 
managerial and organizational processes involved in long-lasting privacy management. Moreover, many theories 
and frameworks have been used to explain compliance at an individual behavioural level but fail to explain 
compliance as an organizational process (Herath & Rao, 2009).  
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On the other hand, organizational compliance and legal literature focuses on the interpretation of regulations, 
audit processes and procedures, and relatively little on how organizations operationalize compliance (Khan, 
2025). As such, privacy compliance is often predicated as a fixed requirement as opposed to an adaptive 
organizational capability. Such difference in technical and managerial frames causes a critical theoretical 
ambiguity: why some companies can maintain privacy performance whereas others fail to do so, despite 
comparable regulatory pressure and technological drivers. That is, the existing behaviour and technical frames 
fail to explain how company adapts to the regulation of privacy. In other words, there is an interdisciplinary gap, 
with no unified model that connects the technological, legal and managerial dimensions of privacy compliance. 

This paper suggests an alternative approach to theorizing privacy compliance that views it as a dynamic 
capabilities within an organization rather than a requirement or status quo (Bernardo et al., 2024). In this 
perspective, privacy compliance entails the intuiting and continually reshaping routines to provide effectiveness 
in the long run (Alrub & Sánchez-Cañizares, 2025; Waldman, 2021). This interpretation keeps the legal privacy 
compliance with the strategic management theory as a bridge between the information security, governance 
and organizational capabilities building. It also gives a reason why organizations that manage privacy in a 
strategic manner are likely to be more successful in terms of trust, resiliency, and data-driven innovation. In 
general, we posit that privacy compliance is to be theorised as an organizational dynamic capabilities. 

2. Background 
Over the past decades, early research on privacy focused on individuals, mainly investigating to understand 
users’ feelings and responses to privacy protection including who they trust, and under what circumstances they 
distribute information online (Bélanger & Crossler, 2011). Diverse theories including the Theory of Planned 
Behavior (Ajzen, 1991), Protection Motivation Theory (Rogers, 1983), Neutralization Theory (Altamimi et al., 
2018), Control/Restricted Theory, Cognitive Theory of Multimedia (Lee et al., 2013), Deterrence Theory (Kuo et 
al., 2017), and  Theory of Reasoned Action (Sher et al., 2017), are leveraged to comprehend how privacy concerns 
are perceived by individuals. While useful in explaining attitudes and intentions, these models keep privacy at 
the individual level and focus on user behavior. Few research has examined  privacy issues at the organization 
level (Martin et al., 2017) and organzsational level processes underlying sustained compliance remain 
underexplored.  

This focus begins to shift as the concept of data protection has become a strategic asset and organizations 
increasingly recognize that implementing privacy controls cannot be  a single project (Bennett, 2018). The firms’ 
privacy compliance involves cross-functional structures, governance routines, resource allocation as well as 
strategic alignment which are beyond individuals’ behavioral perspectives. The classical behavioral models do 
not provide a description of an organization’s learning and adaptation process to changes in the market, 
technology, and legal environment (Raju Abraham et al., 2019).  

Moreover, existing research shows that firms often approach privacy safeguards as reactive and protective 
mechanisms focused on risk avoidance and legal defence, rather than as strategic capabilities integrated into 
organizational learning and innovation (Parks et al., 2017).  This reactive orientation is perpetuated by regulatory 
environments that emphasise penalty avoidance and bureaucratic formality, including extensive documentation 
and audit submission requirements (Grant & Crowther, 2016). As a result, privacy management currently is seen 
as an administrative burden.  

In spite of this, there is another perspective, companies may view privacy compliance as Substantive Privacy 
Compliance (SPC), not limited to procedural privacy compliance and can internalize privacy values. In other 
words, they are able to integrate them into its regularly repeated processes, and make compliance an adaptive 
capabilities. Although it has been used to explain a proactive action in sustainability, it has not been expanded 
in privacy research (Hyatt & Berente, 2017). Our study redefines the concept of privacy compliance in terms of 
a capacity building where organizations can use resources and other capabilities to improve not only compliance 
performance but also long-term competitiveness.  

3. Proposed Substantive Privacy Model 
This paper puts forward an integrated conceptual model that explains how Technology – Organization – 
Environment (TOE) factors (Tornatzky et al., 1990)  coupled with institutional pressures ((DiMaggio & Powell, 
1983) constitute the development of the SPC and how SPC, in turn, generates the emergent dynamic capabilities 
in organizations. The model represents an evolutionary view where privacy compliance is regarded as not an 
end goal but a phase in the continual process of development of adaptive capabilities.  
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3.1 Substantive Privacy Compliance  

The conceptualisation of privacy compliance has traditionally been seen as a legal or procedural construct (Ataei 
et al., 2018). The current research, however, show that organizations differ in compliance adherence and 
internalisation (Issaoui et al., 2023). This difference leads to the concept of  SPC, which is the form of compliance 
that goes beyond the statutory compliance and is the actual expression of privacy ideals that are reflected in the 
strategy of an organization, its activities, and culture (Failla, 2020). 

Formal or symbolic compliance means an organizational effort to present compliance by the means of 
documentation, audit, or certification and not necessarily incorporating privacy values into routine decision 
making (Berrone et al., 2009). These compliances are usually inspired by the coercive forces and their purpose 
is not to pursue efficiency but rather legitimacy (Hyatt & Berente, 2017). Conversely, substantive compliance 
could be understood as a real behaviour alteration, which represents the level of privacy principles’ learning, 
adoption, and performance in the organization (Chen et al., 2025). It is evident that companies go beyond the 
mandatory requirements such as deploying privacy-by-design principles, conduct training of employees, 
encouraging open communication, and introducing accountable governance systems (Yang & Kim, 2025). These 
activities help enhance responsibility, create more trust and develope competitive advantages for companies 
(Schäfer et al., 2023). Viewed through the DCV lens, SPC allows organizations to sense the changing regulatory 
and technological cues, seizing opportunities through reorganization privacy governance and resources, and 
turn organizational routines into privacy centric culture. 

3.2 TOE Framework and Institutional Theory 

The initial design of the TOE framework by Tornatzky et al. (1990) is a classic framework in the process of 
innovation adoption. It proposes three contextual dimensions, namely technology, organization, and 
environment, on which the assimilation of new technologies or the management practices rely. The 
technological environment entails internal and external technologies pertinent to the firm including information 
infrastructure, data management processes and automation mechanisms that enable the privacy compliance 
(Oliveira & Martins, 2011). All privacy governance facilitates the process of data discovery, consent 
management, and auditing, all of which are needed to ensure a regulatory compliance (Ali et al., 2025). The 
costs of implementation, complexity and compatibility with existing systems as well as skill deficiencies make 
implementation however a difficult process (Chander et al., 2021). 

Organizational contexts are associated with internal properties of innovation adoption, such as support by the 
leaders, competence of employees, formalization of the processes, and communication of privacy policies 
(Salleh & Janczewski, 2016). These are the aspects that dictate the capabilities of an organization to integrate 
compliance processes and strengthen them within the organization and culture (Iwaya et al., 2022; Raddatz et 
al., 2025).  

Lastly, the environmental context or the external pressures exerted by the governmental regulations, industry 
standards, and competition that compel organizations to change (Layode et al., 2024). The privacy compliance 
is highly affected by privacy laws and regulations. The compliance efforts are also driven by the stakeholder 
expectations like the customer, partner, investor and public expectations concerning the protection of the 
personal data (Gupta, 2025). Despite its usefulness as a descriptive framework to study contextual influences, 
the TOE framework has been criticized as being inactive by nature. It is adoption intention phase and does not 
give an insight into how organizations change and remain compliant in the process (Nguyen et al., 2022).  

The Institutional Theory describes the impact of the external societal and regulatory expectations on the 
organizational privacy behaviour via coercive, normative and mimetic pressure (DiMaggio & Powell, 1983; Scott, 
2017). These pressures in the proposed model are the environmental and institutional pressures that lead to 
the development of SPC. Coercive forces are obtained through legal penalties, normative through professional 
norm, and mimetic through imitation by peers. The examples of the coercive pressures are the legal regulations, 
such as the GDPR and CCPA, where the organizations are under a compulsion to observe the privacy 
requirements in order to avoid fines, reputational costs, and the legal penalties (Kakooza et al., 2025). The 
professional associations, certification programs and industry wide standards provide normative pressures that 
outline what is acceptable (Hyatt & Berente, 2017). Mimetic pressures are the pressure that occurs as a result 
of imitating others who were viewed as successful or effective in relation to their privacy practices (Zhang et al., 
2022). They encourage firms to go beyond the merely symbolic compliance and internalize privacy norms, using 
SPC, which turns the external forces of legitimate conduct into dynamic capabilities. The Institutional Theory is 
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not intense on the processes of internalizing and sustaining compliance practices, although it sheds more light 
on the effects of compliance (Hu et al., 2007).  

3.3 Dynamic Capabilities View 

This part explains how SPC is the working mechanism that develops these three aspects of dynamic capabilities 
(DC), sensing, seizing, and transforming, in privacy management. In this paper, we apply the Dynamic Capabilities 
View (DCV) developed by Teece (2007) to explain the internal mechanism through which organizations 
transform contextual and instutional pressures into adaptive privacy routines. The difference between DC and 
other operational capabilities is that DC allows organizations to perceive new opportunities and threats arising, 
exploit them with the help of mobilizing resources and alter internal structures to remain competitive 
(Eisenhardt & Martin, 2000). In the context of privacy management, the DC indicate the ability of the firm to 
transform procedural compliance to the learning and adaptive approach that responds to evolving regulatory 
requirements, technological changes, and stakeholder expectations (Klymenko et al., 2023). This ability 
establishes in three dimensions including sensing, seizing and transforming which are interdependent (Zahra et 
al., 2006). Sensing refers to searching the technological and regulatory environment to determine the risk of 
privacy, consumer expectations, and new legal requirements (Konopik et al., 2022). Seizing means organizing 
technical, human, and managerial resources to create and put into effect the right compliance schemes, either 
privacy-by-design methodologies or automated consent management systems (Quayson et al., 2023). It also 
means building privacy training programs, developing data management processes, and implementing data 
protection technologies (Labadie & Legner, 2023). Turning them into routines and refining them on a regular 
basis is called transforming the privacy awareness to organizational routine and culture (Schilke & Helfat, 2025). 
As the previous discussion of SPC mentions, this paper will highlight the dynamic capabilities functionality, and 
through it, organizations can become dynamic learners as opposed to passive rule followers in reacting to the 
changing privacy regulations (Pigola & Da Costa, 2023).  

3.4 Synthesis 

A synthesis of TOE, Institutional Theory and the DCV as an integrated theoretical approach to SPC provides more 
insight into the matter (Abdurrahman et al., 2024). The TOE and Institutional perspectives are the two main 
perspectives that elaborate on the antecedent conditions, explaining why organizations are implementing 
compliance initiatives by the interaction of internal enablers and external pressures (Lee et al., 2023). 
Nevertheless, such structures do not give much information about the process of maintaining and extending 
compliance after adoption. They are supplemented by the DC which explains the processual and transformative 
mechanism that compliance is embedded through repeated learning (Kiss, 2025; Samsudin & Ismail, 2019).  

Figure 1 describes how SPC mediates the influence of contextual factors such as technological, organizational, 
and environmental factors (based on the TOE framework) and the institutional pressures, such as coercive, 
normative, and mimetic forces (based on the Institutional Theory) represented under environmental factors, on 
a firm’s dynamic capabilities. 

 
Figure 1: Proposed conceptual framework 

4. Contributions 
A number of implications are found in redefining the privacy compliance as DC to the theoretical advancement 
of privacy governance, and organizational compliance studies. First, the paper closes the divide between the 
privacy compliance and the DC theory, bringing the two together into a single conceptual framework. The 
incorporation of these areas provides this view with a stimulus to shift researchers out of the natural positions 
of silo thinking and interpret compliance as a dynamic organizational competency (Solaimani, 2024). Second, 
this stance opposes the existing perception of compliance as a reactive, punishment motivated act and suggests 
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a capabilities interpretation based on learning, adaptation and change. This change allows theorists to 
conceptualize compliance with privacy not only as the series of externally enforced norms of conduct but as a 
strategic resource capable of defining organizational resilience and value creation over time. Third, the DC lens 
offers a coping mechanism of privacy management how organizations develop, remain stable or even 
deteriorate with time. A DCV anticipates process of lifelong learning, which allows the richer empirical modelling 
and provides space to longitudinal, multilevel, process modelling research designs. 

Managerially, considering privacy compliance a DC can urge executives and security leaders to reconsider the 
incorporation of privacy into the organization strategy and operations. Instead of handling privacy as a cost 
center whose main aim is to evade penalties, managers could position it as a capabilities focus which enhances 
customer security, facilitates digital transformation, and innovation. This view also shows how the investments 
should be directed at the technical controls and also to the organizational routines, cross-functional coordination 
and sustained training. Finally, considering privacy compliance as a dynamic capabilities gives managers the 
strength to develop resilience, competitive advantage based on trust, and synchronize privacy programs with 
the overall organizational objectives.  

5. Future Directions and Conclusion 
The focus on the privacy compliance as DC presents a number of potential research directions in the future. 
First, it is evident that there must be an effort to come up with measurement tools that can include the 
multidimensional character of the privacy DC. Second, empirical testing is needed to assess the way that dynamic 
privacy capabilities will be expressed in highly regulated industry, including fintech, health and startup 
companies. Third, the connection between the privacy incidents, organizational learning and capabilities 
enhancement is to be investigated in future research. Lastly, the advent of artificial intelligences (AI) and 
algorithms makes the issue of AI governance and its influence on privacy capabilities a new debate.  

In conclusion, this paper suggests that privacy compliance should not be viewed as a very limited legal 
requirement or even a set of documented controls, but as an organizational dynamic capability, which changes 
regulatory requirements into organizational resilience. 
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