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Abstract: While the digital environment, and in particular social media, surrounds not only human’s identity and its societal
functions projection, e.g., institutional and financial aspects, it also captures both individual and collective thoughts regarding
former, ongoing, and future concepts, trends, and incidents placed in the physical world, in the digital environment, or in
both which could impact both individual and collective consciousness, behaviour, and attitude towards different dimensions
of reality. Accordingly, an initial attempt to define and model responsible digital security behaviour was made and ongoing
discourses and Al-based solutions for tackling and containing social manipulation mechanisms exist in this domain.
Noteworthily is that dedicated attention to understanding and modelling responsible digital security behaviour in social
media for tackling and/or countering social media manipulation, e.g., disinformation and misinformation, still lacks. To this
end, this research aims (i) to capture the factors influencing user behaviour towards tackling and/or countering social media
manipulation, (ii) to build a Machine Learning model that assesses user’s responsibility in relation to tackling and/or
countering social media manipulation mechanisms, and (iii) propose a set of socio-technical recommendations for building
resilience to such mechanisms. To accomplish these research objectives, a Design Science Research methodological approach
is taken by designing, developing, and evaluating the model proposed through exemplification. Finally, this research aims to
enhance digital security awareness and resilience to social media manipulation of users and policy decision-makers to
manage and further extend in a responsible and safe way the digital environment.

Keywords: information operations, cyber operations, cyber security, digital security, responsible security, digital security
behaviour, Bayesian networks.

1. Introduction

With each day more people and organizations are projecting their identity, vision, and (diverse dimensions of)
their existence in the social media realm. On the one hand, this further facilitates the grow of information
together with exchange and communication among different users, communities, and societies (Cinelli et al.
2019). On the other hand, focusing on the scale and intensity of its impact, the information communicated and
exchanged can be either real or false through intentional alteration and manufacturing or unintentional through,
e.g., mistake. This could lead to implications and consequences like discreditation, confusion, behaviour change
and negatively influencing decision-making processes, time, and resources allocated during crisis, and alter
public perception in social, political, economic, and health settings (Bontcheva et al. 2020; Chockalingam &
Maathuis, 2022). Such social manipulation campaigns are the ones conducted for addressing and influencing
people’s perspectives on historical and political aspects like in the wars in Syria and Ukraine by specialized cyber
troops (Filton, 2016; Bradshaw & Howard, 2018; Pavlik, 2022), on climate change issues (Mavrodieva et al. 2019),
and on symptom, vaccine composition, and vaccination impact during the Covid-19 pandemic and Infodemic (Li
et al. 2022). While such issues are continued to be addressed by researcher and practitioner communities
together with dedicated social platforms, organizations, and governments through dedicated solutions like
campaigns, alerts, fact checking, and filtering algorithms, it all comes down to the level of user behaviour. The
user must be aware and proactively address social manipulation by building resilience and further effectively
tackling and/or countering it. This represents an important knowledge gap that this research intends to tackle
which may lead to a new research path in this direction. Accordingly, this research aims to (i) gather and cluster
influential factors that correspond to the responsible digital security behaviour in social media, and (ii) develop
an Al-based model for assessing such behaviour. Hence, the following research questions are defined:

e What are the influential factors representing the responsible digital security behaviour when tackling
and/or countering social media manipulation?

e How to develop an Al assessment model that classifies the responsible digital security behaviour in
social media as being responsible or not?

Hence, while through the first research question features of the responsible digital security behaviour are
captured, they are further used in the second research question to build an Al-model that assesses this
behaviour. To tackle these questions, a Design Science Research methodological approach is considered based
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on a literature review conducted in the digital/cyber security, social media manipulation, psychology, behaviour
and cognitive science, and Al domains. Hence, the contributions of this research can be summarized as follows:

e Identifies and categorizes the factors contributing to building a responsible digital security behaviour in
combating social media manipulation.

e Addresses the need for building an Al model for producing and enhancing awareness and resilience to
social media manipulation.

The reminder of this article is structured as follows. Section 2 settles the context while discussing relevant
scientific studies and governmental strategies and policies. Section 3 highlights the research methodology used
for achieving the aim of this research. Section 4 presents the working definition of this research and prepares
the terrain for Section 5 where influencing factors are gathered and clustered into three different categories.
Section 6 discusses the developed model and evaluation through demonstration. Conclusively, Section 7
summarizes the findings of this research and presents future research ideas.

2. Social Media Manipulation Related Research

Taking into consideration the complex nature and the multi-facetted aspects of this research, multidisciplinary
research is conducted capturing relevant characteristics from the digital/cyber security, social media
manipulation, psychology, behaviour and cognitive science, and Al domains. Furthermore, this research is
positioned in the existing body of knowledge.

The first step in assessing and further building user and/or social platform capacity for countering social media
manipulation is awareness. Accordingly, Ki-Aries & Faily (2017) identify human factors for building persona-
centered information security awareness stressing that such a perspective allows building a security capacity
(skills) adaptive in time for generating a positive contribution when avoiding, containing, or reducing risks and
corresponding malicious incidents. Next to awareness, behavioural change to existing or possible future risks is
necessary. On this, Perski et al. (2017) conduct a systematic review on digital behaviour change and engagement.
They point out among others, the importance of psychological influencing factors like experience, motivation,
and self-efficacy. Bada et al. (2019) stress the need for including human factors, and particularly, psychological
factors when building cyber security awareness campaigns and solutions. Moreover, Mashiane & Kritzinger
(2018) propose a conceptual taxonomy for cyber security behaviour to categorize it including security awareness
and possible naive mistakes that users could make. Kamarulzaman, Shuhidan & Wahid (2022) propose a
framework for capturing the effect of information security behaviour on the relation between digital literacy
and information security culture including factors, e.g., critical thinking and problems solving, which are relevant
to this research.

Going further into the social media realm, Ansar & Goswami (2021) conduct a survey on characteristics and
detection methods applied to fake news and consider that their spread is done either through malicious
accounts or through echo chambers. Such detection mechanisms rely on evaluating the content, source, and
social response to it. Particularly, Caled & Silva (2022) conceptualize social media manipulation mechanisms such
as disinformation and misinformation, further reflecting on cognitive vulnerabilities like bias that influence
human behaviour and address the necessity of developing solutions based on multidisciplinary research.
Traberg, Roozenbeek & van der Linden (2022) bring back attention to an old socio-psychological theory, i.e., the
inoculation theory, for immunizing governments and social media companies by pre-exposing them with
different social manipulation doses. It means building relevant scenarios from where they can learn how to
recognize and combat social media manipulation. Regarding social media manipulation, Pennycook & Rand
(2021) investigate the reasons why people believe and further share false or highly misleading information/news
online. They emphasize that people are better judging truth from falsehood when evaluating political
concordant news, while poor judgement is related to their lack of careful reasoning and when using heuristics
like familiarity. At the same time, they also acknowledge that there is a substantial disconnection between what
people believe and what they share in social media due to inattention, e.g., not properly checking the source of
information. Effron & Helgason (2022) discuss three psychological factors that contribute to countering social
media manipulation: partisanship, imagination, and repetition, and directly relate them to current social
constructs, i.e., political polarization, alterative facts being pushed by leaders, and technology that amplifies
social media manipulation. Furthermore, Reisach (2021) assesses the responsibility that social media platforms
have in regards with countering disinformation and societal polarization. They also scrutinize that social media
platforms have the capacity to minimize societal risks by taking responsible action in corresponding societal

145
Proceedings of the 10th European Conference on Social Media, ECSM 2023



Clara Maathuis and Sabarathinam Chockalingam

domains, i.e., human rights, education, and transparency of algorithmic decisions. The role of social media
platforms on countering manipulation mechanisms like disinformation is analyzed by Horowitz et al. (2022).
Herein, the authors stress the importance and responsibility that social platforms have for producing fact-based
content and building intelligent anti-disinformation solutions. Specifically on social media content, Schreiner,
M., Fischer, T., & Riedl (2021) identify its role and relevant characteristics together with its relation to user’s
emotions and corresponding emotional responses. Moreover, Moran, Muzellec & Johnson (2019) analyze user
engagement in social media and under this umbrella they capture in a conceptual model the following actions
taken on content: clicks, links, comments, and shares. At the same time, several Al-based solutions continue to
be developed and proposed in different settings as discussed in the comprehensive review conducted on deep
learning detection solutions by (Mridha et al. 2021). To this end, Maathuis & Chockalingam (2022a) proposed a
definition and an Al-based assessment model for responsible digital security behaviour which clusters the
influential factors on such behaviour as human, infrastructure, and policy-based. The concept introduced, and
the implemented model represent the basis of this research on top of which different discussed studies
contribute to.

At a governance level, ITU (International Telecommunication Union) released a report on countering digital
disinformation while the freedom of expression is respected by analyzing different international disinformation
responding mechanisms together with the impact on the right of freedom of opinion and expression, touching
as well corresponding concepts like online privacy and dignity issues Bontcheva et al. (2020). The European
Commission tackles disinformation and misinformation through different policies, strategies, and programs for
protecting values and democratic systems, e.g., the Strengthened Code of Practice on Disinformation, the Action
plan on disinformation, and the European Democracy Action Plan were developed (EC, 2022). NATO continues
to maintain its readiness to actively deal with disinformation and misinformation campaigns and operations “in
a unified manner”. This is done through fact-based, credible public communications, debunking false narratives,
and further sharing proper and transparent “information, insight, and best practice” (NATO, 2020). At the same
time, to mention some efforts of social media platforms, e.g., the identification and removal of accounts
conducting inauthentic engagement on Facebook, Instagram, TikTok, and YouTube platforms. However, further
efforts on transparency, accountability, and actively countering social manipulation are necessary (Bay et al.
2020). These efforts reflect the existing necessity of understanding and strengthening user’s behaviour by
building corresponding social media manipulation combating mechanisms and solutions.

3. Research Methodology

To capture and cluster the influential factors that contribute to developing responsible digital security behaviour
for countering social media manipulation, a multidisciplinary stance is adopted. Taking into consideration the
fact that the aim of this research reasons with a deep societal need and its underlying technicality, this research
follows the Design Science Research methodology (Peffers et al. 2007; Peffers, Tuunanen & Niehaves, 2018). In
terms of the model development, we adapt and extend the Responsible Digital Security Behaviour model
proposed by Maathuis & Chockalingam (2022a) to combat social media manipulation. Consequently, the model
proposed represents to the best of our knowledge the first modelling effort in this direction while stressing the
necessity of further building explainable and responsible Al-based models for tackling societal challenges
(Maathuis, 2022a; Maathuis, 2022b). Consequently, the following research activities are taken:

Problem Identification and Solution Objective: In recent years, the number, complexity, scale, and impact of
social media manipulation has significantly increased reaching from precisely smaller target audiences to
broader dynamic and imprecise (target) audiences reflecting direct social and technological engagement
advancements (Maathuis, Pieters & van den Berg, 2018b). In this area, next to stakeholders like social media
platforms, dedicated organizations, and governments, users must be digitally aware and responsible for properly
preventing and countering social media manipulations mechanisms. Accordingly, through a literature review in
the domains involved conducted on scientific databases like IEEE, ACM, and Springer using combinations of
keywords like ‘social manipulation’, ‘disinformation’, ‘misinformation’, ‘digital awareness’, ‘security behaviour’,
and ‘Al’, this research aims to capture influential factors for developing a model for representing digital security
behaviour in social media for combating social media manipulation.

Design and Development: The factors are identified and clustered, and a Bayesian Belief Network model is
designed and developed in this research considering the model introduced by Maathuis & Chockalingam
(2022a). That model considers three clusters of factors, namely human, infrastructure and policy while tackling
general digital security aspects. In the model introduced in this research, all categories of factors are extended
while new ones particular to the social media domain are added. Specifically, the only common cluster between
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the initial model and the one proposed in this research is the human factors model, but the one proposed here
add other factors like Social_influence and Cognitive_bias, while the other two clusters are different:
infrastructure and policy clusters from the initial model are replaced with content and social media clusters in
the model proposed in this article. The choice for building the model proposed in this research using BBN is their
nature and capability of representing knowledge characterizing a domain or a problem, representing
probabilistic relationships between characterizing variables (factors in our case), reasoning about uncertain
information and aspects, i.e., social media activities, and predictive modelling, i.e., being able to predict in which
situation one’s behaviour could be considered digitally responsible in social media. To add to these benefits of
building BBN models are their easy of use in different decision-making processes, their explainability power since
they are easy to understand and interpret, and their transparency characteristic since they support verification
and validation using different types of data and scenarios generated by both real incidents and experts.

Demonstration and Evaluation: The model proposed is demonstrated and evaluated through demonstration on
two different instantiations that capture two different user settings, i.e., the first one which reflects a
responsible behaviour versus the second one which reflects an irresponsible behaviour towards countering
social media manipulation.

Communication: The factors, model, and results obtained are disseminated through this article and
corresponding presentations.

4. Responsible Digital Security Behaviour Countering Social Media Manipulation

Grounded on disintermediation and technological advancements, efforts built for influencing, disturbing, or
damaging decision-making processes, opinion, belief, and/or behaviour of a target audience imply either a
singular or a combination of more strategies and mechanisms like disinformation and misinformation (Cinelli et
al. 2019). Such mechanisms should be flexible and tailorable and are labelled in the context of social media as
social media manipulation. A few such examples are generating confusion, tensions, and conflict among the
components of target society, and discrediting, destabilizing, undermining, or promoting specific (sub)groups of
target society (Mazarr et al. 2019). Since social media manipulation increased in scale, volume, and distribution
speed (Kapantai et al. 2021), both increased conventional media exploitation and exposure is created and given
to, respectively (Fitzpatrick, 2018; Bada et al. 2019). However, confusion about the meaning of specific social
media manipulation mechanisms like disinformation and misinformation still exists. Concretely, these
mechanisms are macro-concepts as they include specific techniques like deep fakes, fake news, and rumors.
Accordingly, disinformation refers to the intentional use of altered or fabricated information while
misinformation implies the use of misleading or inaccurate information in an unintentional way (Caled & Silva,
2022; Guess & Lyons, 2020; Petratos, 2021). To tackle these mechanisms, apart from the detection and
countering solutions developed by researchers plus social media platforms and organizations, awareness, and
resilience of global users through instruments like inoculation theory and prebunking for pre-emptively building
cognitive, social, psychological, and emotional resistance to such threats, are necessary (Traberg, Roozenbeek
& van der Lindern, 2022; Fard & Maathuis, 2021). Such instruments call for enhancing existing or building new
digital security behaviour in a responsible way in relation to tackling and/or countering social manipulation
mechanisms. To this end, this research extends the definition for responsible digital security behaviour which
points to how the agent acts in relation to a digital system in a given (digital) context respecting agreed norms,
procedures, and values of agent’s organization Maathuis & Chockalingam (2022a). This implies that when
referring to responsibility we mean in this research the combination of ethical, legal, and social norms and values
that both organizations and agents have. Hence, the working definition for responsible digital security behaviour
in social media is considered:

Responsible Digital Security Behaviour in relation to tackling and/or countering social media manipulation is
the way an agent (e.g., user) acts in relation to a social media component (e.g., content, other accounts, policy)
in each (digital) context with respect to the agreed norms, procedures, and values of the social media platform.

5. Clustering Influencing Factors

The previous section introduced the working definition of this research. Furthermore, factors that influence it
are captured and clustered considering human, content, and social media dimensions together with the
interaction design as well as goal, role-based persona design, and content aspects and model introduced by
(Nielsen, 2015; Wu et al. 2019; Maathuis & Chockalingam, 2022a) and captured in Table 1 and further explained:
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e Input variables: human factors which include user related aspects, content factors which contain
relevant content characteristics, and social media factors which include tackling and/or countering
mechanisms in a socio-technical perspective.

e  Output variable (target): Influence which can be responsible or irresponsible.

Table 1. Influential factors

Human Factors =  Experience (High, Medium, Low}
(Perski et al, 2017; Ki-Aries & Faily, 2017; | = Critical thinking sand problem solving skills {High, Medium,
Mashiane &  Kritzinger 2018, 2018; Low)

Chowdhury, Adam & Skinner, 2019; Bontcheva | *  Belief and motivation (High, Medium, Low)
et al, 2020; Pennycook & Rand, 2021: Effron & | ®  Security awareness (True, False)

Helgason, 2022; Kamarulzaman, Shuhidan & | ® (Naive] mistakes (True, False)
Wahid, 2022; Caled & Silva, 2023 s Self-efficacity/Response efficacity (High, Medium, Low)

s  Time/space pressure (True, False)

s Spogial influence/Peer behaviour (High, Medium, Low)
=  Emotional conditions (True, False)

=  Cognitive bias (High, Medium, Low)

*  Morality (High, Medium, Low)

Content Factors =  Source check (True, Falze)

(Wu et al., 2019; Moran, Muzellec & lohnson, | = Information evaluation (True, False)

2019; Reisach, 2021; Ansar & Goswami, 2021; | =  Content engagement/Social response (High, Medium, Low)
Schreiner, Fischer & Riedl, 2021; Traberg,
Roozenbeek & van der Linden 2022; Horowitz

et al, 2022)
Social Platform Factors «  Policy applicationfaction (True, False)
{Reisach, 2021; Effron & Helgason, 2022; | =  Risk perception in relation to sharing/content amplification
Horowitz et al,, 2022; Caled & Silva, 2022) (High, Medium, Low)
*  Countering/Combating mechanism effectiveness  [High,
IMedium, Low)

«  Countering/Combating mechanism management [High,
Medium, Low)

6. Model Design and Evaluation

Once the factors were identified and clustered, the modelling process starts by first briefly discussing the Al
technique used, i.e., Bayesian Belief Networks. This represents a powerful formalism for automated reasoning
with uncertainty incorporating probabilistic information and facilitating decision making processes in a diverse
plethora of domains and applications (van der Gaag, 1996). This technique is used for building the model
proposed in this research as it allows the incorporation of both qualitative and quantitative approaches in a
complex and uncertain environment like social media. Accordingly, the qualitative component is a Directed
Acyclic Graph which contains variables and relations/edges between them, and the quantitative component
relates to the CPT (Conditional Probability Tables) which captures conditional probabilities for all child-parent
variables states (Marcot & Penman, 2019), as depicted in Figure 1. As this research predicts the influence of
factors identified, then it embeds a predictive reasoning approach, i.e., reasoning from cause (upper layer) to
effect (lower layer).
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Figure 1. Proposed model without evidence provided.

In this model example values are used to demonstrate its functional mechanism while further evidence is
provided on concrete cases of responsible versus irresponsible behaviour captured in Figure 2 and Figure 3.

In the first case shown in Figure 2, evidence is set in the upper layer as follows: Experience = ‘Low’, Security
awareness = ‘False’, Emotional conditions = ‘True’, Cognitive bias = ‘High’, Information evaluation = ‘False’, and
Risk perception = ‘Medium’. Hence, the posterior probability (57%) is computed for the Influence target variable
to ‘Not_responsible’. This implies that the user shows an irresponsible digital security behaviour in relation to
combating social media manipulation as it can be influenced by emotional narratives, staged videos, and
polluted data (Bontcheva et al. (2020). Consequently, the user should be trained either based on individual
initiative or through a collective initiative taken by social media, dedicated organizations, and governments, to
be aware, alert, and effective in such situations considering a diverse plethora of possible situations in different
manipulation contexts and settings (Horowitz et al. 2022), e.g., concrete, and transparent incident analysis and
implications based on the dynamics involved in the ongoing war in Ukraine.

In the second case depicted in Figure 3, evidence is set in such a way: Experience = ‘High’, Critical thinking =
‘High’, Self-efficacy = ‘High’, Cognitive bias = ‘Low’, Information evaluation = ‘True’, and Risk perception = ‘High’.
Hence, the posterior probability (53%) is computed for the Influence target variable to ‘Responsible’. This implies
that the user shows a responsible digital security behaviour in relation to combating social media manipulation
mechanisms since is difficult to be manipulated. Accordingly, the user should remain further alert and effective
while remaining open to media governance initiatives like policies and advises to further maintain and further
strengthen this behaviour (Reisach, 2021).
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7. Conclusions and Future Work

Seeing the progress, blend, and pervasiveness of technology (Jongepier & Klenk, 2022) in all societal domains
allows one to understand that with and through information capturing evil or malicious intentional goals,
manipulation could be inflicted in one’s belief and behaviour in diverse digital environments like social media.
This directly reflects exploiting users’ vulnerabilities which could produce major implications and consequences
to both targeted user audiences as well as to other collateral ones (Maathuis, Pieters & van den Berg, 2018a).
To be aware and further build (intelligent) tackling and/or countering social media mechanisms, the four
cornerstones of an engaging security culture need to be considered: responsibility, trust, communication, and
cooperation (Ki-Aries & Faily, 2017). As the last two aspects represent a different type of research than the one
conducted herein, the first two aspects are correlated and directly tackled in this research by building a
responsible digital security behaviour model for social media using Al. Accordingly, multidisciplinary research is
conducted using the Design Science Research methodology, and relevant influencing factors on this behaviour
are gathered and clustered in three categories of factors: human, content, and social media platform. Moreover,
the model proposed classifies the predicted behaviour as being responsible and irresponsible and is evaluated
through demonstration based on synthetical data. The model can represent a basis for establishing proper user
socio-technical recommendations for either building or enhancing the responsible digital security behaviour in
relation to social media manipulation.

Furthermore, other dimensions and influence factors will be considered in future research through a socio-
technical approach to capture, assess, and instantiate, e.g., governance, legal, and ethical factors to building
and/or enhancing responsible digital security behaviour when dealing or countering social media manipulation.
Conclusively, this research contributes to building responsible, transparent, and accountable Al-based solutions
for developing awareness and resilience actively preventing, identifying, dealing, and countering social media
manipulation which continues to increase in complexity, intelligence, and adaptivity.
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