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Abstract: Long-duration crewed missions and orbiting habitats such as the International Space Station (ISS) present unique
intersections of biological and cybersecurity risks. Cyberbiosecurity, a hybrid field that combines biosecurity and
cybersecurity in the investigation of system vulnerabilities, is being addressed across multiple domains of Earth but
remains underexplored in space environments. The closed-loop life-support, modular robotics, and telemetric control
systems aboard space stations create novel attack surfaces, while microgravity and radiation alter microbial behavior in
ways that could exacerbate bio-contamination risks. Additionally, the use of artificial intelligence (Al) for equipment health
monitoring, autonomous robotics, and crew support introduces new vulnerabilities, as adversarial inputs or model
poisoning could compromise critical diagnostics and decision-making aids. Cloud-based infrastructures used for off-board
data storage, analytics, and command relay further expand the threat surface, requiring rigorous cloud security,
encryption, and isolation protocols to prevent unauthorized access or data exfiltration. This paper explores potential attack
vectors in both cyber- and bio-informed arenas across launch, transit, and orbital habitats, and proposes forward-looking
countermeasures for these proposed attacks. We outline a framework that incorporates ethical and legal considerations,
including crew privacy rights and compliance with international space treaties and biosafety regulations. By combining Al-
robust design principles, secure cloud architectures, and clear legal guidelines, our approach aims to present ideas to
safeguard space-based biological operations, uphold crew well-being, and ensure mission resilience against emerging
cyberbiological threats.
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1. Introduction

Human presence in space (from government ventures) to emerging commercial habitats depends on the tight
integration of life-support, command-and-data handling, robotics, and biomedical research modules (Everroad
et al, 2024). Space-station systems are highly interdependent and are projected to become more intertwined:
novel proposed systems include encrypted telemetry of experimental samples with specialized hardware,
remote maintenance using robotic arms, and crew health parameters fed through environmental controls
(Putz, 1999; Fink et al, 2014; Mora et al, 2016; Khodadad et al, 2021; Overbey et al, 2024). While these systems
face significant implementation challenges, the evaluation of their security is underdiscussed in the literature.
Conventional cyber threats could disrupt environmental or command systems, and biological risks may be
expedited by an attacker maliciously manipulating life-support protocols (Skopik et al, 2012; Elgabry, 2023;
Sreejalekshmi, 2024; Khan et al, 2024; Oh et al, 2025). For instance, a fungal bloom caused by airflow
stagnation on a hypothetical mission in space could allow Cladosporium to accumulate near avionics panels,
and if an attacker alters filter replacement schedules via a compromised digital or cyber-physical interface,
both crew health and critical systems could be jeopardized.

This interface between biosecurity and cybersecurity has been extensively discussed, but their use is over-
represented in terrestrial environments since 2018 and under-discussed in the context of space (Elgabry and
Johnson, 2024; Potter & Palmer, 2023). Considerable amounts of literature treat space cybersecurity and
biological control separately, and incident reports (e.g., software resets, environmental-control failures) may
find themselves operating with an insufficiently unified vulnerability assessment. This work bridges that gap by
exploring cyberbiosecurity in a representative space habitat environment and proposes practical mitigations
and policy recommendations. We conclude with directions for future research and operational practice. This
work is by no means fully inclusive, but it aims to offer a conversation starter; we cannot assume that these
matters are not already being discussed, after all. Simplified versions of terms will be used to increase
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accessibility among our audience, which we expect to be diverse among those in aerospace, biology, and
cybersecurity. This position paper emphasizes both the practice and law of biocybersecurity relevant to the
theater of space, and provides appropriate practical preparation as well as proposed legal frameworks to guide
the development of this exciting, nascent field.

2. Space-Station Biocybersecurity: The Architecture and Vulnerabilities of an Integrated
Cyber-Biologic Threat Landscape

The central feature of cyberbiosecurity is that biological assets are used as intermediaries or targets in attacks
that involve computerized systems (Murch et al., 2018; Elgabry & Johnson, 2024; Potter & Palmer, 2023).
Space stations are an excellent example of high-risk, high-value cyberbiosecurity targets: they are significantly
automated, long-duration human biological habitats used in the hostile environment of space and are
fundamentally cyberbiological. One essential space habitat feature that exemplifies this cyberbiological nature
is the Environmental Control and Life Support System (ECLSS) (Traweek & Tatara, 1998; Berger, 2008; Sorokin
& Markov, 2008; Messerschmid & Bertrand, 2013). The ECLSS is the combined on-board hardware, software,
and biochemical support system used to simulate Earth’s natural, regenerative life-sustaining resource supply -
it predominantly recycles water via waste reclamation and filtering and revitalizes air using flow through
filtration chambers and oxygen generation by electrolysis (Cowan et al, 2022). However, the elegance of the
ECLSS belies its risk as a high-value target: it is an essential automated biophysical network where any lapse in
security can be exploited by attackers. For example, an ECLSS operating on legacy command and data handling
(CDH) protocols, using firmware updates that do not have a verifiable origin and without encryption, may
prove deadly for the crew: sophisticated air and water control systems could be modified or halted outright,
and astronauts could be held hostage for ransom payment or political motives (Asaju et al, 2024; Hazra et al,
2024; lvey, 2024; Badke et al, 2025). Even miscommunication of resource status, biomass, waste, atmosphere
stabilization, or improper utilization could be disastrous, as significant planning and coordination is required to
maintain closed-loop regeneration onboard a space habitat (Caraccio et al, 2014). An attacker may seek to
exploit insufficiently protected CDH protocols while disguised as an approved user, either by repeating prior
commands at an inappropriate time (replay attack) or inputting their own malicious commands (uplink
spoofing) (Torabi et al, 2021; Lai et al, 2022; Martinez et al, 2023). Limited time to fix software errors,
especially for space missions far from Earth, and stringent reliability requirements further magnify these risks,
as solutions can be delayed despite immediate mission-critical needs.

Consequences of an attack may not be immediately obvious: over days, closed-loop habitats can dramatically
expedite genetic drift and small-scale evolution. If not closely monitored, microbial genetic selection pressure
may increase virulence, favor one species over another, and increase biofilm formation (Nnaji et al., 2024;
Osta-Ustarroz et al., 2024; Onofri et al., 2025). This has implications for automated water-processing filters on
space stations; scheduled biocidal treatments, necessary for regular filter cleaning, can be targeted in an
attack to delay or cease function. This would allow many known contaminant microbes aboard space
biohabitats to multiply out of control, as many form biofilms that increase their virulence and decrease their
vulnerability to conventional biocidal products (Vance et al., 2022; Justiniano et al., 2024; Beitle et al., 2024;
Herrera-Jordan et al., 2024). Similarly, maliciously reprogrammed automated microbial monitoring systems
could suppress contamination alerts, promote resistant strains of microbes, or skew biomass estimates,
delaying crew interventions until risks become unmanageable. For example, human immune system
dysregulation is a well-known consequence of space travel (Lv et al, 2023). Fecal-oral transmission of endemic
diseases can spread rapidly among crew if filtration of reclaimed wastewater is tampered with, and an entire
crew affected by a diarrheal disease when potable water is scarce could prove lethal (as was common among
terrestrial expeditions in the past) (Barrila et al, 2021). The same goes for any undetected upper respiratory
infections in a crew member, whether already on a team or joining a space station from Earth: tampered air
filtration could render quarantining ineffective, and the aforementioned immune weakening could put
astronauts at increased risk of life-threatening pneumonia (Mermel, 2013). Reprogrammed robotic
manipulators in astrobiology experiments may mishandle containment units, releasing engineered or
opportunistic microbes into the habitat's air or water systems. Unauthorized access to sequencing devices
further enables exfiltration and tampering with genomic data, masking emerging infections, or facilitating the
engineering of novel biothreats. Another attack vector exists along maintenance of microbial populations
essential for broader life support function: altering micro-environmental controls may so dramatically disrupt
microbial ecology that populations become unstable and ultimately collapse, leaving a broken link in the ECLSS
recycling chain. In addition to crew safety, mission success is at risk, as numerous experiments could be
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compromised: an attacker intercepting encrypted sensor data could spoof readings, altering experimental
results in a way that may not be detected until after the mission is over.

Emerging commercial habitats may create new security issues if they use third-party payload racks and
specialized interfaces without proper interoperability, governance, and security. Vulnerabilities may emerge
from undiscovered flaws in programming that are found by malicious actors; the mix of connected, disparate
electronic and biocentric hardware presents unique risks, especially within microgravity. This includes
personal devices like smart inhalers and glucose monitors, especially if they connect to station systems. The
supply chain poses risks, as well: third-party hardware or firmware may hide dangerous payloads that could
activate once in orbit. For example, insiders might change microbial monitoring schedules or system settings to
conceal a biothreat or cause system malfunction (Zafar et al, 2021; Panunzio et al, 2021; Nahar et al, 2022;
Pietraru et al, 2023; Seiden et al, 2023). Each part of the network can be a potential entry point for attacks
(Babajide et al, 2025; Babcinschi, 2025; Saroka et al, 2025). Together, these cyber and biological threats form a
deeply intertwined attack landscape that demands unified, layered defenses combining cryptographic
hardening, network segmentation, anomaly detection, supply-chain attestation, and bio-containment
protocols to protect both the digital and biological integrity of space habitats.

3. Cloud Infrastructure in Space Habitats: Threat Surfaces and Resilience

Cloud computing enables remote analytics, telemetry processing, and data sharing across sensors and servers
(Aderinto, 2025; Kua et al., 2021; Wang et al., 2025). In space habitats, onboard computers can collect and
perform lightweight preprocessing on critical data, then transmit to Earth-based cloud platforms for more
intensive computations. Insights gleaned from the terrestrial processing can then be sent back to the space
habitat for interpretation. Yet all transmissions hold the potential for man-in-the-middle attacks, sensor
spoofing, data exfiltration, and artificial intelligence (Al) model poisoning (Ahmed & Kashmoola, 2021; Bajcsy
et al, 2025; Korada, 2024).

For instance, adversarial interference in microbial sensor data could suppress contamination alerts, delaying
mitigation (Usynin et al, 2025). Cloud-based environmental monitoring algorithms utilizing compromised
inputs can place crew safety at risk. In the current commercial cloud infrastructure environment, this risk is
compounded due to the sharing of computational resources among several independent users, a cost-saving
measure known as “multitenancy.” Multitenancy becomes a risk when sensitive mission data is stored and
processed on servers also used by independent (and possibly malicious) users. Sophisticated attackers could
erode barriers within virtualized tasks, expose data that may lead to inferring mission operations, extract
restricted data, or sabotage hardware operation by feeding automated controls incorrect information for their
function (Javeed et al, 2023; Lou et al, 2024). Of course, the collection and processing of health-related
information in cloud systems raises legal and ethical challenges related to patient privacy, data sovereignty,
and regulatory compliance (Chakilam et al, 2025; Shafik et al, 2025).

To mitigate the risks associated with terrestrial cloud integration in space operations, encouraging continuous
authentication is essential, ensuring that every interaction, from onboard subsystem communication to
remote mission controller contact, undergoes permission validation, encryption, and authorization. By
incorporating federated learning, model training can be distributed across platforms without centralizing
sensitive data, preserving the confidentiality of crew health, genomic, and environmental telemetry while
reducing transmission exposure. Audit trails that cannot be altered, supported by systems based on
distributed, but cryptographically linked, data structures used to record events (such as those seen in
blockchain-based ledgers) can further strengthen accountability. This can provide tamper-evident tracking of
system access and configuration changes; the choice of blockchain ledger would need to be developed with
space-based stakeholders in mind. Next, quantum computing has potential to undermine existing encryption
standards; the adoption of cryptographic algorithms that are quantum-resilient must become standard for all
mission-critical communications. Accompanying this concern is the fact that most cloud infrastructure is
physically located on Earth. Both jurisdictional and geopolitical concerns in terms of data sovereignty and
state-sponsored interference present additional challenges for the deployment of the technology mentioned
here. Further, mismanagement of privilege escalation during mission transitions, where users retain
unnecessary access across cloud environments, can exacerbate vulnerabilities. Despite these risks, cloud
computing remains invaluable for its scalability, redundancy, and ability to alleviate onboard processing
demands. Its secure implementation depends on dynamic access management, real-time auditing, and
adherence to stringent, jurisdiction-aware governance frameworks that balance operational agility with
uncompromising biocybersecurity.
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4. Countermeasures and Resilience Strategies

Having discussed how an attacker might exploit space habitat systems, it is worthwhile to turn our attention to
methods of preventing such an intrusion. First, communications channels must be secured: data transmission
to and from the spacecraft must be cryptographically hardened to prevent snooping by unauthorized parties
or timing delays, as either opens the space crew to harm by way of malfunctioning equipment. Additionally,
firmware images must carry digital signatures that are verified by hardware-rooted, ID-based, system-specific
bootloaders. Critical on-board networks must be sandboxed with firewalls, so that life-support and bio-
monitoring systems are isolated from payload and crew internet; this reduces the ability for attackers to gain
unprivileged access to sensitive systems. To this end, biological analysis platforms (whether scientific or
clinical) should operate using only necessary network connectivity, and any removable storage should undergo
fingerprinting that checks against corruption before analysis. Any introduction of third-party modules needs
clear, consistent digital watermarking and hardware attestation, with an immutable ledger of component
provenance and firmware hashes that tracks all physical and digital components allowed to join any (isolated)
network. Following good security practice includes that physical and digital third-party components are not
installed or enabled without a clear rationale and appropriate permissions.

Besides securing and isolating avenues for an attack, an addition security can be provided by active
surveillance of networks: lightweight machine-learning monitors (or even simple activity thresholds) can
establish baseline telemetry patterns for ECLSS, robotics, and bio-sampling subsystems, flagging deviations
that suggest sensor spoofing or schedule manipulation. Insider-threat management relies on multi-person
authorization for critical commands, such as filter-change scheduling and tamper-evident audit logs, which can
only be accessed by independent safety officers.

In the event of a breach or intrusion, one last line of defense is preparing a crew to operate a space habitat
under a compromised network. For example, subsystem redundancy and manual override capabilities, such as
mechanical valve bypasses for life support, ensure that the crew can maintain essential functions without
network connectivity.

5. Limitations

A thorough discussion of cyberbiological threat assessment and preparation is incomplete without
acknowledging the limitations of our analysis. Several factors constrain our understanding of spaceflight
cyberbiological risks: first is data availability. Both private and public space programs restrict access to their
data under proprietary agreements or classified status. This makes open analysis of cyberphysical system
architecture, incident investigations, and even interoperability queries difficult. The rapid pace of system
evolution through hardware upgrades, software patches, and architectural overhauls also means that any
known vulnerability solution can become outdated within months.

6. Ethical and Legal Implications

Space activities are expected to grow tremendously within the next few years: this is bolstered by both the
emergence of new cost-effective satellite systems and the incorporation of automated systems control (Gal et
al, 2020). The use of automated systems in space highlights a series of important ethical considerations,
considering the shift from “computer-assisted human choice and human-ratified computer choice” to non-
human analysis, decision, and action selection (Gal et al, 2020). We previously described the physical and
ethical risks of automated system control in space, recommending scrutiny of all deployed systems, and
highlighted the rapid and varying development timelines such automated systems possess. An advanced legal
framework is recommended to match with the emerging developments of Al. (Soroka & Kurkova, 2019). Space
law, the branch of law that governs the activities and technologies relating to space, can be used to establish
this framework; in particular, multiple international laws were put forth from 1967 to 1979 to guide conduct in
space, including The Outer Space Treaty of 1967, The Rescue Agreement of 1968, The Liability Convention of
1972, The Registration Convention of 1976, and the Moon Agreement of 1976 (Dempsey, 2015; Pagallo, Bassi,
& Durante, 2023). Four treaties are noteworthy and are highlighted in this paper. The agreements mentioned
within Figure 1 were significant in developing not only the responsibilities of States' obligations regarding
astronauts but also in addressing the complexities of space tourism (Dempsey, 2015).
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The Outer Space
Treaty provided a
basic framework
for explorationin
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practice regarding
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and restrictions of
States in space.
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1968 — Rescue Agreement

The Rescue
Agreement was built
on gains of the Outer
Space Treaty, and it
highlights and
international
agreement
concerning rescue
obligations of
astronauts and the
requirement to return
space objects, which
have importance
towards stewardship
of shared resources

1972 — Liability Convention

The Liability Convention
was adopted to create a
legal framework to
address space
activities and
compensation forthe
harm of space objects.
Key provisions of the
treaty are absolute
liability, faculty-based
liability, joint liability,
and claims and
compensations

1976 — Registration Convention

The Registration
Convention
established a
framework for the
registration of
space objects,
and increased
cooperation of

activities in outer
space

(Dempsey, 2015; Pagallo et al, 2023)

Figure 1: A Primer on Space Law

The increasing use of purely autonomous Al systems to analyze and make decisions in space is controversial.
Additionally, there are several issues concerning Al in space which includes fault liability, due diligence, and
several other legal standards and should all be revisited (Lyall & Larsen, 2017; Pagallo et al, 2023). However,
most state parties have developed their own regulatory frameworks regarding space-related activities.
However, two issues arise from allowing States to regulate themselves. First, there is no coordination nor
autonomy in the development of the legal framework. Second, there will be varying levels of accountability for
private organizations based on where they are incorporated. Therefore, the law should reinforce strict liability
regulations with an extension of current tortious liability to “tackle compensation gaps in accidents” caused by
Al. Furthermore, the unique challenge of outer space lends the recommendation of the adoption of specific
standards, e.g. standards implemented for every space mission (Pagallo et al, 2023).

6.1 Suggested Legal Framework

The suggested legal framework for Al in space, in Figure 2, mirrors the framework established by NASA. Any Al
developed for space should be fair, explainable and transparent, accountable, secure and safe, human-centric
and societally beneficial, and scientifically and technically robust. Our focus, for this paper, is the accountable
aspect of the framework. (MclLarney et. al. 2021). Al deployment in space systems needs clear attribution of
fault, paired with scrutiny of design and deployment; legal framework selection benefits stakeholders when
weighted heavily towards the impact of the developed and deployed system (Walia, 2024). Organizations
should be legally required to: respect intellectual property rules; develop Al systems that have a documented
framework; develop monitoring systems and report their findings; and register the Al system with applicable
space agencies. Helpful areas of development that can strongly serve humanity as we step boldly into the stars
include (1) advocating for policy changes that declassify non-critical incident data and mandate standardized
reporting frameworks, (2) developing open-source terrestrial testbeds that replicate station subsystems to
enable public security research, (3) convening interdisciplinary working groups of cybersecurity specialists,
biologists, and aerospace experts to co-develop integrated guidelines, and (4) implementing adaptive
monitoring regimes that continuously update risk assessments in step with system upgrades (Murch et al,
2018; Guise et al, 2023; Zimmerman et al, 2025).
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Figure 2: Suggested Framework
7. Conclusion

We have outlined several cyberbiological attack vectors, from remote tampering of on-board environmental
monitors to unauthorized critical systems access via Earth-linked cloud computing infrastructure. To counter
these threats, we proposed a suite of multilayered controls tailored for spaceflight: cryptographic hardening of
communication, network, and biological segmentation to isolate critical networks, active surveillance of
telemetry data, and a legal framework to ensure proper development and utilization. Despite significant gaps
in understanding arising from government security, vendor non-disclosure restrictions, and the rapid evolution
of station configurations, advancing space cyberbiosecurity will demand coordinated efforts. As humanity
ventures beyond low-Earth orbit to lunar bases, Mars transit habitats, and eventually to deep space
exploration, embedding robust cyberbiosecurity measures from the design phase will be essential to
safeguarding crew health, ensuring mission success, and recruiting confidence towards building the
exhilarating future of humans exploring beyond Earth. The pathway to that secure future begins today.

Ethics declaration: Not Applicable.

Al declaration: Al was not used in the final product of this paper. Use was limited to organization of initial
drafts.
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