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ICCWS Preface

These proceedings represent the work of contributors to the 18th International Conference
on Cyber Warfare and Security (ICCWS 2023), hosted Towson University, Baltimore County,
Maryland, USA on 9-10 March 2023. The Conference co-Chairs are Richard Wilson, Towson
University, Baltimore County, Maryland, USA, and Major Brendan Curran, from National
Security Agency’s Space Cybersecurity Office in Fort Meade, Maryland.

ICCWS is a well-established event on the academic research calendar and now in its 18th year,
the key aim remains the opportunity for participants to share ideas and meet the people who
hold them. The scope of papers will ensure an interesting two days. The subjects covered
illustrate the wide range of topics that fall into this important and ever-growing area of
research.

The opening keynote presentation is given by Justin Fanelli, Technical Director, Dept of Navy
PEO Digital, on the topic of Can Zero Trust Restore Our Ailing Trust? The second day of the
conference will open with an address by Dr. George R. Lucas, Stockdale Center at the U.S.
Naval Academy. His talk is titled Military Ethics & Algorithmic Warfare: from the Battlefield to
the Cyber Domain

With an initial submission of 136 abstracts, after the double blind, peer review process there
are 53 Academic research papers, 6 PhD research papers, 12 Masters Research papers and 1
work-in-progress paper published in these Conference Proceedings. These papers represent
research from Brazil, Austria, China, Estonia, Finland, Germany, Israel, Italy, Kenya, Nigeria,
Pakistan, Russia, Saudi Arabia, Slovakia, South Africa, Sweden, Switzerland, Taiwan, UAE,
Uganda and the United Kingdom.

We hope you enjoy the conference.

Richard L. Wilson

Towson University, Baltimore County
Maryland, USA

March 2023
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majoring in data mining and information management at the School of Management and
Economics, University of Electronic Science and Technology of China (UESTC) and an Assistant
lecturer at the Department of Informatics, SD Dombo University of Business and Integrated
Development Studies, Wa, Ghana.

Hilary Finch is a masters student at Old Dominion University at the School of Cybersecurity.
As a former educator of almost 10 years, she brings a unique perspective to the importance
of research in cybersecurity. She currently serves as the Educational Liaison for CySecSol, LLC,
an organization that brings underrepresented communities into the field of cybersecurity.

Alexia Fitz is an undergraduate student at Towson University dual majoring in International
Studies and Political Science with a minor in Human Rights and History. She has found a
passion for researching laws of war and WMDs. She plans on continuing her academic career
with a master’s in security studies, followed by law school.

Courtney Fleming attends the Air Force Institute of Technology (AFIT), Wright-Patterson AFB,
OH studying for her Master’s degree in Cyber Operations. She graduated from Mississippi
State University with a Bachelor’s degree in Mathematics in 2018. Her research interests
include space cybersecurity, cyber attack tactics, and software vulnerability analysis.

Elizabeth Fox is a research psychologist at the Air Force Research Laboratory, Wright-
Patterson Air Force base, Ohio. She received her PhD in Human Factors and Industrial-
Organisational Psychology from Wright State University in 2019. She develops and applies
models of performance and neural activity to assess cognitive processes and inform system
design and automation.

Virginia A. Greiman, Assistant Professor (Global Cyber Law and Governance and Megaprojects /
Infrastructure Planning, Boston University). Served as a U.S. Department of State delegation
diplomatic head in Eastern/ Central Europe, Asia and Africa and held high level appointments with the
U.S. Department of Justice. Researches and publishes: cyber resilience, cyber law/regulation, nuclear
cyber security, and global infrastructure megaprojects.

Brandon Griffin is a current cybersecurity student with CySecSol. He has received a bachelor’s degree
in kinesiology from Old Dominon University in Norfolk, Virginia. Brandon is interested in
cyberbiosecurity, informational warfare, social media and the relationship they have on national
security.
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George Grispos - Assistant Professor of Cybersecurity (School of Interdisciplinary Informatics,
University of Nebraska, Omaha). Received a MSc. in Computer Forensics and E-Discovery and
his Ph.D. in Computing Science (University of Glasgow). Research interests: digital forensics,
cybersecurity, residual data, and incident response. Has conducted research with Fortune 500
Organizations (financial services and manufacturing sectors), and law enforcement agencies.

Mischa Hansel leads IFSH’s "International Cybersecurity" (ICS) research focus. His research
interests encompass cybersecurity strategies and military postures as well as multilateral
efforts to regulate offensive cyber operations. He completed his PhD with a thesis on conflict
and cooperation in the field of international cybersecurity at the University of Cologne.

lan Heffron is a Captain in the United States Air Force and currently attends the Air Force
Institute of Technology. He has a background in computer science and serves as a Cyberspace
Operations Officer. He has served overseas in South Korea and in Germany.

Thomas Heverin is the lead of Girls Learn Cyber, Inc., a training company for K-12 girls in
cybersecurity. He holds a Ph.D. focused on cybersecurity, the CISSP, and years of
cybersecurity experience. He led research and development projects for the U.S. Navy after
serving as a Surface Warfare Officer.

Isabelle Heyl, is currently a student at the University of Stellenbosch. | grew up in
Johannesburg and moved to Stellenbosch in 2019. | am 21 years old and passionate about my
studies and my hobbies such as triathlon and guitar.

J.S. Hurley joined ODNI in December 2020 focusing on the use of advanced data science tools
and techniques and cyber intelligence. Hurley previously served as Professor at NDU in CIC
focused on data analytics and cyberspace strategies and formerly as Senior Manager,
Distributed Computing, The Boeing Company, in the Network Systems Division.

Gazmend Huskaj: Head of Cyber Security (GCSP). Previously, doctoral student in Cyberspace
Operations (Swedish Defence University). Was Director of Intelligence on Cyber-related issues
in the Swedish Armed Forces. A veteran five years plus of duty in conflict and post-conflict
areas including two Balkan tours and one in Central Asia. Current work: capacity-building,
dialogue, and policy analysis.

Harry Kantola (LtCol) is currently appointed as Research Manager at Finnish Defence
Research Agency. He holds a General staff officers’ degree (Licentiate) from the Finnish
National Defence University, a Master’s degree in War studies from the Swedish National
Defence University and a Post Graduate certificate in Cyber Defence and Information
Assurance from Cranfield University, UK.

Hamdi Kavak is an Assistant Professor in the Computational and Data Sciences Department
and co-director of the Center for Social Complexity at George Mason University. His research
interests lie at the intersection of data science and modeling & simulation. His email and
website addresses are hkavak@gmu.edu and http://www.hamdikavak.com.
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Maria Keinonen is a senior research officer and a PhD student for Military Sciences in the
National Defence University in Finland. In her doctoral research, she focuses on the study of
cyber deterrence from the perspective of a small state.

Christiaan Klopper is a master’s student in IT focusing on big data science at the University of
Pretoria, SA. He received his BEng in electronic engineering from the University of Pretoria in
2010. His main research areas are data science, big data analytics and developing a self-
learning cyber defence system that can discover undetectable threats.

Alex Korb is a PhD student and graduate research assistant at Old Dominion University,
Virginia, USA. He received his Master’s degree in International Studies in 2019. His primary
research interests are cyber- and information warfare, globalization and internet culture, and
disinformation.

Frank Korving obtained his Master’s degree at Tallinn University of Technology, Estonia in
2022. He has been a security practitioner for a large Nordic financial institution for the last
five years.

Gentry Lane is the CEO & Founder of ANOVA Intelligence, a cyber national security software
company. She is a senior software executive, statistician and cyberpower military strategist.
She holds a DoD-appointed position to NATO STO, is a Senior Fellow at the Potomac Institute
& Fellow at the National Security Institute.

Yee Wei Law is a Senior Lecturer at UniSA STEM, University of South Australia. His research is currently
focusing on space system security, adversarial machine learning and machine diagnostics.

Martti Lehto, PhD (Military Sciences), Col (GS) (ret.): Cyber security (University of Jyvaskylad). Over 30
years of experience as developer and leader of C4ISR Systems in Finnish Defence Forces. He has over
200 publications, research reports and articles on the areas of C4ISR systems, cyber security and
defence, information warfare, air power and defence policy.

Joe Littell (joseph.littell@westpoint.edu): US Army psychological operations officer and
research scientist at the Army Cyber Institute at the United States Military Academy. His
research focus on information warfare and disinformation. He holds degrees a bachelor's
degree in Computer Science from the University of South Florida and a master's degree in
Data Science from Duke University.

Rich Losier is a high-energy, leader driving collaborative security innovation. He has a proven record
of rapid prototyping for strong business results. He is a thought leader for DevOps in preparation for
IP licensing or M&A activity. Through personal values of integrity, respect, courage and commitment,
Rich is a perpetual learner, team-builder, and positive organizational force.

Clara Maathuis is Assistant Professor in Al and Cyber Security at Open University in the
Netherlands. With a PhD in Al and Military Cyber Operations from Delft University of
Technology, she is involved in teaching different Al and cyber security courses and conducts
research in Al, cyber/information operations, military technologies, and social manipulation.
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Bill Mahoney is the Charles and Margre Durham Distinguished Professor in Cybersecurity at
the University of Nebraska at Omaha, where he teaches both undergraduate and graduate
cybersecurity classes. His research areas include code obfuscation, reverse engineering and
anti-reverse engineering techniques, and vulnerability analysis. An additional interest is in
vulnerabilities with critical infrastructure equipment.

Dwayne McDaniel has been working as a Developer Relations professional since 2015 and
has been involved in tech communities since 2005. He loves sharing his knowledge, and he
has done so, by giving talks at over a hundred events worldwide. Dwayne currently lives in
Chicago. Outside of tech, he loves karaoke, live music, and performing improv.

Sean McElroy has built financial services products throughout his 20-year career. He serves
as the CSO of Lumin Digital, a digital banking fintech. Previously, he co-founded Alkami
Technology. Sean is a Ph.D. student in Dakota State University’s Cyber Defense program and
earned a Masters of Science in Information Security Engineering from the SANS Technology
Institute.

Lisa McKee, a highly regarded security and privacy expert, has 20 years of industry
experience, and a regular featured speaker at conferences and events globally including RSAC.
Her Ph.D. is in Cyber Defense and dissertation in Privacy from Dakota State University where
she shares her passion for privacy and security as an associate professor.

Anthony Monge is a retired US Naval officer and currently a PhD candidate at the University
of South Alabama in Mobile. His current research is in Controller Area Network (CAN) Bus
security for vehicles and similar Cyber-Physical systems. He currently resides in the Dallas-
Fort Worth area with his wife and children.

Kenneth Myers is a doctoral student in the cybersecurity program at Marymount University,
Arlington, VA, USA. His main research areas are identity and access management,
cybersecurity workforce planning, and digital identity.

Ghislaine Nasibu Mwana, | am currently working toward a Doctor of Science in Cybersecurity.
My thesis dissertation topic is “Cybersecurity consideration when adopting blockchain
technology in the accounting field”. | have a Master of Accountancy degree from the George
Washington University. My researches are oriented toward how technology can impact the
financial sector and processes.

Tabisa Ncubukezi is an academic at the Cape Peninsula University of Technology. She has
done her PhD in the same institution. Her primary research areas are communication
networks, cloud computing, cyber security, and e-Learning.

Victor Kwarteng Owusu is a Ph.D. candidate at the Faculty of Management and Economics,
Tomas Bata University in Zlin, Czech Republic. He has two publications to his credit. He has
also attended conferences across Europe and the United Kingdom including British Academy
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of management (BAM), hosted by Manchester business school. His main research area is
organizational performance.

Toyosi Oyinloye is a lecturer at the University of Chester, UK. Her main research area is in
software exploitation and software protection methods which she has been studying for the
past three years in her doctorate. She has authored other related papers as outcomes of her
study.

Ada Peter is a Professor, Digital Media, and International Security. She explores the processes
of cyber weaponization, terrorism, and conflict to help governments make informed decisions
about warfare in the fifth domain.

Gowri Prathap holds a bachelor of science degree in Computational and Data Sciences from
George Mason University (GMU). She is currently a TECDP analyst working at Cigna. Before
joining Cigna, she worked as a research and teaching assistant at GMU. Her research interests
are Artificial Intelligence and Machine Learning.

Jyri Rajamaki is Principal Lecturer in Information Technology at Laurea University of Applied
Sciences and Adjunct Professor of Critical Infrastructure Protection and Cyber Security at the
University of Jyvaskyld, Finland. He holds D.Sc. degrees in electrical and communications
engineering from the Helsinki University of Technology, and a PhD in mathematical
information technology from the University of Jyvaskyla.

Michael A. Reyneke received his B.S. in Computer Engineering from Utah Valley University in
2017. He is currently a Cyber Operations masters’ degree student at the Air Force Institute of
Technology. His current research interests include the Internet of Things, wireless
communications, critical infrastructure protection, cyber-physical systems security/sensing,
national security, and reverse engineering.

Rebecca Rohan is a resident in the Doctorate of Science in Cybersecurity program at
Marymount University, Arlington, Virginia, U.S. She received a MS in cybersecurity with
concentrations in forensics and intelligence from Utica University, Utica, NY, in 2012. Her
main research areas are maritime cybersecurity, cybersecurity education, cybersecurity
intelligence, and diversity in cybersecurity.

Saminu Salisu is the CTO of Bilic.io, and a PhD student at Vienna University of Technology,
Austria. His research interests are Information Visualisation, Visual Analytics, Uncertainty
Visualisation and Spatio-Temporal Visualisation. He is also the co-founder of Bird on-chain
analytics protocol.

Issah Abubakari Samori has a background in Biomedical Engineering and currently works as
an Artificial Intelligence Engineer. He focuses on building Al solutions for challenges in
biomedicine and healthcare. Outside of building these Al solutions, he is also interested in the
implications these solutions have on cybersecurity and biocybersecurity
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Donna M. Schaeffer is a Professor in the School of Technology and Innovation at Marymount
University. Dr. Schaeffer has published more 100 articles and papers, book chapters, and
encyclopedia entries. She serves as Co-Chair of Transform Learning Working Group at the
National Institute of Cybersecurity Education, and held leadership positions in professional
associations.

Nkata Sekonya is a postgraduate student in Computer Science at the University of
Johannesburg, SA. He received his BSc in Information Technology from the University of
Johannesburg in 2021. His main research interests are digital forensics, critical infrastructure
protection, and the internet of things.

Alan Shaffer is a Senior Lecturer and Associate Chair of Academics for the Computer Science
Department at the Naval Postgraduate School. His research interests include cyber operations
and security, computer systems modelling and verification, and data science. He has been
involved with the IEEE Symposium on Security and Privacy as Organizing Committee
Treasurer.

Siphesihle Sithungu is from Johannesburg, South Africa and holds an MSc in Computer Science
(University of Johannesburg). He is a lecturer at the University of Johannesburg, and his research
interests are artificial intelligence and critical information infrastructure protection. Mr Sithungu is a
technical committee member for the International Conference on Computational Intelligence and
Intelligent Systems.

Dr Sidney Smith graduated from Towson University with a BS in Computer Science in 1990, a MS from
TU in 2013, and a D.Sc. in 2019. He began his career with the US Army in 1990 and is currently a
Computer Scientist for the Army Research Laboratory. He holds these professional certifications:
CISSP, CISA, and CAP.

Simone Stephen is affiliated with the Old Dominion University School of Cybersecurity. Her
areas of research interest currently include cyberbiosecurity, bioeconomics, mechanical
engineering, aerospace engineering, space systems, cybersecurity, security awareness,
environmental management, digitalization, education, and artificial intelligence.

Christelle Steyn, a student nearing the end of my masters studies at the University of
Stellenbosch. | have an interest in cybersecurity and information systems and combined these
fields with my interest in nature and wildlife conservation for my research.

Jake Street is a PhD student and Academic Associate and Nottingham Trent University, UK.
His research is focused on creating solutions for protecting children online from social
engineering attacks e.g. Online Grooming, as well as observing the additional factors that
make these attacks complex to mitigate.

David Tileston is a cybersecurity engineer and exercise developer at Carnegie Mellon
University's Software Engineering Institute (SEl). His experience at the SEl over the past 7
years includes dynamic defense research, cybersecurity curriculum development, cyber
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exercise ranges, and infrastructure automation. David previously worked as a tool developer
for 2 years as an Army Civilian.

Stephen Treacy, Anoop Sabu, Thomas Bond, Joseph O’Sullivan, Jack Sullivan, and Peter
Sylvester are research collaborators based out of Cork University Business School, Ireland.
This project was the result of a Masters’ thesis developed from the MSc in Information
Systems for Business Performance in conjunction with ForcePoint Cybersecurity.

Maureen S. Van Devender is currently pursuing a Ph.D. in Computing at the University of
South Alabama with a research focus on cybersecurity risk assessment. Her publications
include the topics of cybersecurity vulnerability of networked medical devices and privacy
preserving techniques in data that contains personally identifiable information.

Namosha Veerasamy is a computer scientist in the field cyber security research and
governance for over 15 years. She received her PhD from the University of Johannesburg. She
is currently employed as a senior researcher at the Council for Scientific and Industrial
Research (CSIR) in Pretoria. She also holds CISSP and CISM certifications.

Andreas Weinand received his Dipl.-Ing. degree (M.Sc) from the TU Kaiserslautern, Germany
in 2015. He is currently pursuing the Dr.-Ing. degree (Ph.D) at the Institute for Wireless
Communication and Navigation at the RPTU Kaiserslautern, Germany. His research interests
are in the area of reliable and secure wireless systems for machine type communication
(MTC).

Dana Beth Weinberg, PhD, is a Professor of Sociology and Data Analytic at Queens College-
CUNY. She currently studies influence operations and the ways they leverage and weaponize
narratives. She is the Director of the New War Research Consortium, a civil-military
collaboration combining academic insights and practical solutions for national security policy.

Benjamin Yankson is an assistant professor and Cybersecurity practitioner with several years
of experience in various technical leadership roles in information technology security within
the healthcare and education industries. His research focuses on loT Security, Privacy,
Cybersecurity Threat and Risk Assessment, Security Auditing/Compliance, and Digital
Forensics. In addition, he has served as a reviewer and TPC member of several conferences
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