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Abstract: ChatGPT, an artificial intelligence (AI)-based chatbot, has taken the world by storm since the technology’s release 
to the public in November 2022. The first reactions were awe and amazement as ChatGPT presented the capability to 
instantly respond to various text-based questions following a conversational approach. However, it is ChatGPT’s ability to 
complete more advanced tasks, such as supplying source code to programming-related questions or generating complete 
articles focusing on a specific topic, which has caused eyebrows to be raised. The capabilities offered by ChatGPT, fuelled 
by popularity and easy accessibility, have introduced several new challenges for the academic sector. One such challenge is 
the concept of AI-assisted cheating, where students utilise chatbots, such as ChatGPT, to answer specific questions or 
complete assignments. Although various research studies have explored the impact of ChatGPT on university education, 
few studies have discussed the influence of ChatGPT on Capture the Flag (CTF) competitions. CTF competitions offer a 
popular platform to promote cybersecurity education, allowing students to gain hands-on experience solving cybersecurity 
challenges in a fun but controlled environment. The typical style of CTF challenges usually follows a question-answer 
format, which offers students the ideal opportunity to enlist the assistance of ChatGPT. This paper investigates the ability 
of ChatGPT to assist and aid students in solving CTF challenges. The exploratory study involves past CTF challenges across 
various categories and the questioning of ChatGPT in an attempt to solve the challenges. The outcome of the study reveals 
that although ChatGPT can assist students with challenges during CTF competitions, the assistance that can be offered is 
minimal. Instead of producing answers to CTF challenges, ChatGPT can merely offer insight or guidance regarding the 
questions asked. 
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1. Introduction 
One of the first thoughts that often comes to mind when considering Artificial Intelligence (AI) is the 
Terminator, a complex and intelligent machine capable of perceiving and understanding its surroundings to 
take appropriate actions (Wooldridge and Jennings, 1995). In literature, however, AI is defined as the study of 
developing programs or computers capable of performing tasks that would require human intelligence (Boden, 
1996). The utilisation of AI to enhance software, hardware implementations, and applications in the 21st 
century has witnessed steady progress and continuous adoption. Various sectors that are benefiting from the 
advances in AI include healthcare (Davenport and Kalakota, 2019), cyber security (Zhang et al, 2022), as well as 
education (Zawacki-Richter, 2019). With the November 2022 release of ChatGPT, a conversational chatbot 
created by OpenAI (OpenAI, 2023), various new opportunities and challenges emerged for the academic 
sector.  

ChatGPT is a variation of the Generative Pre-trained Transformer 3 (GPT-3), also called GPT-3.5, which is a 
form of generative AI based on the Transformer architecture (Vaswani et al, 2017) and pre-trained using a 
large corpus of unlabelled text (Radford et al, 2018). The capabilities of GPT-3 appear to be endless and offer 
numerous opportunities to the academic sector. From a teaching perspective, GPT-3 can assist with the 
preparation of lessons, translation of educational materials, as well as generate assessments, tasks, and 
quizzes (Kasneci et al, 2023). GPT-3 also presents opportunities for learning, such as providing feedback to 
questions in real-time, assisting with the writing of research assignments, generating summaries of long 
documents, and enabling the development of programming skills (Kasneci et al, 2023; Lo, 2023). It is such 
capabilities, which have been successfully demonstrated by ChatGPT (Malinka et al, 2023) that have 
introduced new challenges for the academic sector. 

A current challenge for the academic sector is the concept of AI-assisted cheating. Most, if not all universities 
have policies in place emphasizing that cheating in any shape or form, such as plagiarism or paraphrasing 
without the proper citation, is not permitted (Anders, 2023). Students have and will always be expected to do 
their own work. However, AI technologies, such as ChatGPT, are now freely available and accessible to any 
student with a smartphone and Internet connectivity. While various research studies have explored the impact 
of ChatGPT on the academic sector (Lo, 2023; Malinka et al, 2023), very few studies have discussed the 
influence of ChatGPT on Capture the Flag (CTF) competitions. 
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university at the CSC final, which is hosted annually alongside the Centre for High-Performance Computing 
(CHPC) National Conference. 

The purpose of the CSC is to stimulate interest in cybersecurity and offer students an opportunity to receive 
exposure to current and trending cybersecurity topics. The expectation is that such exposure will stimulate 
interest in the field of cyber and information security, growing the next generation of ethical hackers. A 
research study conducted by von Solms and van Heerden (2022) found that students exposed to the CSC have 
shown a significant increase in knowledge and interest in cybersecurity-related fields and ethical hacking as a 
profession. The importance of CTF events, such as the Cyber Security Challenge, is unquestionable and 
highlights the importance of students gaining practical experience in cybersecurity. However, the emergence 
of ChatGPT has raised concerns regarding the possible influence of technology on the learning ability offered 
by CTF events.  

4. Exploratory Study 
The purpose of this research study is to investigate the ability of ChatGPT to assist and aid students in solving 
CTF challenges. CTF challenges usually consist of diverse cybersecurity-related tasks, such as web exploitation, 
forensics, reverse engineering, cryptography, and binary exploitation. The aim for participants is to find the 
“flag”, which is the solution to the challenge. With ChatGPT readily available and accessible to students, the 
ability of ChatGPT to quickly and easily solve CTF challenges, potentially depriving students of a learning 
opportunity, needs to be considered. Therefore, this study will explore the questioning of ChatGPT in an 
attempt to find solutions and solve CTF challenges.  

The first question posed to ChatGPT is “Can you provide answers for CTF challenges?”. The response received, 
although expected, further emphasises the need for this research study. 

“I'm sorry, but I can't assist you with providing direct answers or solutions to specific CTF challenges. 
The purpose of CTF challenges is to encourage learning, critical thinking, and problem-solving skills 
within the field of cybersecurity. Providing direct answers would defeat the purpose of these challenges 
and hinder the learning experience. 

However, if you're stuck on a particular challenge and need a nudge in the right direction or some 
guidance on the concepts involved, feel free to describe the challenge to me, and I can provide general 
information, explanations of concepts, or tips that might help you approach the challenge in a more 
informed manner. Just remember, the goal of CTFs is to learn and improve your skills, so embracing the 
challenge and seeking to understand the underlying principles will be much more rewarding in the long 
run.” 

The investigation follows an exploratory research approach to gather preliminary information and gain insight 
into the capabilities offered by ChatGPT regarding the solving of CTF challenges. The approach involves a 
collection of CTF challenges that formed part of the SANReN CSC 2023 qualification round. The selected CTF 
challenges are presented in Table 1. 

Table 1: Selected CTF Challenges 

 Category Description Challenge 

1 Cryptography Focus on the decoding or 
decrypting of ciphertexts 
using classical ciphers 
(e.g., Vigenère cipher, 
Caesar cipher, etc.) or 
lesser-known ciphers. 
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 Category Description Challenge 

2 Forensics Involves the investigation 
of either a single or a 
collection of files, such as 
a memory dump or an 
image of a hard drive, for 
information or hidden 
files. 

 

3 Networking Analysis of packet 
captures (.pcap) involving 
insecure or lesser-known 
communication protocols, 
transferal of files, or traffic 
emanating from a 
malicious program.  

 

4 Open-Source 
Intelligence 

Gathering information 
from publicly available 
sources. 

 

5 Password 
Cracking 

Cracking of password 
hashes or breaking into 
password-protected files. 

 

Using the CTF challenges listed in Table 1, the capabilities of ChatGPT are explored for the purpose of obtaining 
solutions. 
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5. Evaluation and Findings 
The evaluation of ChatGPT’s ability to assist with the solving of CTF challenges follows a combined manual and 
iterative process. The process, which is presented in Figure 1, outlines the interaction with ChatGPT using a 
state machine diagram.  

The first state, Identify, requires the manual identification of a key term associated with the challenge. Using 
the selected term, ChatGPT is questioned during the Inquire state using the following probing question: What 
is <term>?. The purpose of the probing question is to obtain more information about the queried term. Based 
on the response received, either another term must be selected (if ChatGPT fails to describe the term) by 
returning to the Identify state or the process can continue to the Instruct state. During the Instruct state, 
ChatGPT is further queried using the response received formulated as the following probing question: How is 
<response>?. The approach provided by ChatGPT will then be manually deployed in an attempt to solve the 
challenge. If successful, the answer can be submitted to verify correctness, otherwise, the process returns to 
the Identify state to select a new term. 

 
Figure 1: Modelling of the evaluation process using a state machine diagram 

The process will converge, after n rounds, to one of the following outcomes: 

• Rabbit Hole: based on the term selected and queried, ChatGPT offers multiple options that can be 
followed to potentially solve the challenge. While it is possible that one of the options offered can 
lead to a solution, such various options can cause participants to divert down the wrong path. 

• Deadlock: failure by ChatGPT to recognise the identified term and limited information offered by the 
challenge establish a situation where no further progress can be made. 

• Flag Captured: the information shared and probing of ChatGPT leads to the correct solution for the 
challenge. 

5.1 Evaluation 

The first CTF challenge, Layers, falls within the Cryptography category and focuses on the decoding of the 
provided ciphertext. The term identified is the ciphertext, JEVDMj84NkMlOTo/OEQ=, which ChatGPT detects 
as Base64 encoding. The ciphertext is decoded following one of the approaches recommended by ChatGPT 
(How can Base64 be decoded?) and reveals another string, $EC2?86C%9:?8D. However, the string is the 
incorrect solution to the challenge and ChatGPT fails to recognise the string when submitting the string to 
acquire more information. Since the challenge belongs to the Cryptography category, the assumption is made 
the string is still encrypted and the next step will be to identify the encryption cipher. Requesting ChatGPT to 
identify the most common ciphers used in CTF challenges unveils 13 potential options to decipher the string. 
With so many options, it appears ChatGPT is leading participants down a Rabbit Hole. 

The second CTF challenge, Corrupted, is a Forensics challenge involving a captured image. The term to identify 
is the file extension of the captured image (.ad1). ChatGPT identifies the file extension as a file type associated 
with AccessData's FTK (Forensic Toolkit) Imager. Furthermore, ChatGPT confirms that FTK Imager can be used 
to explore a captured image and provides the steps to open and view the contents of the image. Mounting the 
image file per the instructions received from ChatGPT causes an error to occur. Since this is the only file 
associated with the challenge, further exploration will be required. The title of the challenge offers a hint and 
the next term selected, corrupted forensics image, is queried using ChatGPT. In response, ChatGPT identified 
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several causes that could lead to a corrupted forensic image. However, trial and error will be required to 
determine the exact cause of the corruption, which can cause participants to stumble down a Rabbit Hole. 

The third CTF challenge, Identify the Attack, is a network-based challenge involving raw data capture. The term 
selected is the raw data capture (0adc27b619b40af933fabd4908004500002836e300002506fc4bac1e0042341e 

8223b3348011bd4b0250000000005029040056380000). ChatGPT identifies the raw data capture is encoded as 
a hexadecimal string and further probing (How to convert a raw data network capture?) recommends the use 
of specialised network analysis tools, such as Wireshark, to convert the string. However, Wireshark fails to 
convert the raw data capture.  The next term selected, online packet decoders, is submitted but ChatGPT is 
unable to reveal online packet decoders. With no further information available, Deadlock is reached. 

The fourth CTF challenge, Heritage, requires searching for open-source intelligence. The term selected is the 
provided message, 534148524120392f322f3030332f30303139, which ChatGPT detects as a hexadecimal string 
and decodes to reveal the following reference: SAHRA 9/2/003/0019. Further probing ChatGPT to reveal more 
information regarding the reference fails to deliver any meaningful insights. With no other options to explore, 
solving the challenge using ChatGPT reached a Deadlock. 

The fifth CTF challenge, Crack the Password, involves a specifically formatted hash value that must be cracked 
to obtain the password. The term selected is the hash value, $6$MTTUbTA/DKOInx5j$/8xQ9T9wvCUaDUmoiQ 

7qLiHann4Aa2Qi.Q6TECJIwPxuCr0LxNw0zIygnFk95qDZRTVj1jdz/5OLRdKhw5BV51, which ChatGPT recognises 
as a Modular Crypt Format (MCF) generated hash. Attempts to receive instructions from ChatGPT on how to 
crack the hash proved to be futile.  Deadlock is reached. 

At the time of performing the evaluation, ChatGPT was unable to search the Internet for information and 
relied solely on the established dataset. Therefore, a comparative analysis of Bing Chat was performed to 
determine the impact of a chatbot’s ability to search the Internet. The results are presented in Table 2. 

Table 2: Comparative analysis of ChatGPT and Bing Chat 

Challenge ChatGPT Bing Chat 

Layers Presented multiple options and failed to 
identify the cipher. 

Presented multiple options and failed to 
identify the cipher. 

Corrupted Correctly identified the file format and 
presented multiple options to recover the 
corrupted image but failed to identify the 
correct solution. 

Correctly identified the file format and 
presented multiple options to recover the 
corrupted image, including the correct option 
to recover the image (file format errors – 
missing header). 

Identify the Attack Fails to identify the string as a network 
packet. 

Correctly identifies the string as a network 
packet but incorrectly identifies the attack. 

Heritage Fails to identify the decoded string as 
referring to the South African Heritage 
Resources Agency.  

Correctly identified the decoded string as a 
reference to a South African heritage site but 
incorrectly identified the site.  

Crack the Password Correctly identifies the decoded string as a 
hash but refuses to provide instructions on 
how to crack passwords. 

Correctly identifies the decoded string as a 
hash and offers several tools that can be 
used to crack the password. 

5.2 Findings 

The results obtained by conducting the exploratory study present valuable insights into the capabilities offered 
by ChatGPT to solve CTF challenges. Further revealed by the results are that 40% of the attempts can cause 
information overload with multiple options presented by ChatGPT while 60% of attempts result in deadlock. 
Although only five challenges were explored, the attempts to solve the challenges clearly demonstrated the 
current limitations of ChatGPT (specifically GPT version 3.5): 

• ChatGPT is unable to directly provide solutions to CTF challenges. While this was initially confirmed, 
the inability of ChatGPT to solve any of the explored CTF challenges confirms the restrictions placed 
on ChatGPT regarding CTF solutions. 

• ChatGPT can offer guidance about specific concepts associated with a CTF challenge. Such guidance 
can include recommendations regarding tools or explanations of unknown terms. However, responses 
from ChatGPT can be limited when inquiring about certain topics (e.g., cracking a hash).  
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• The questioning of ChatGPT can easily result in various options or suggestions. Since CTF events are 
usually time-based events, such information overload can often mislead and distract participants from 
finding the actual solution. 

• The ability of chatbots to access the Internet, as demonstrated by the comparative analysis of Bing 
Chat, does offer a better opportunity to solve the CTF challenge. However, Bing Chat failed to solve 
any of the CTF challenges explored. 

The findings confirm that generative AI chatbots, such as ChatGPT, present the academic sector with a double-
edged sword. The learning ability offered by ChatGPT is invaluable since the chatbot can quickly interpret a 
question and present relevant information in a concise format. Students can, therefore, quickly grasp a 
concept or acquire a workable solution to a problem. However, as demonstrated by the findings of the 
exploratory study, the presented information is not always accurate or correct. Furthermore, the capabilities 
offered by ChatGPT can easily lead to “spoon-feeding”, impacting critical thinking, should students fail to 
comprehend and fully understand the information presented by ChatGPT. The academic sector, therefore, 
needs to maintain a careful balance between exposing and preventing access to ChatGPT.  

6. Conclusion 
The purpose of the conducted exploratory study was to investigate the ability of chatbots, such as ChatGPT, to 
help students solve CTF challenges. The study evaluated five existing CTF challenges across different 
cybersecurity categories that formed part of the SANReN CSC. While the study found that ChatGPT can assist 
students with challenges during CTF competitions, the assistance offered is minimal.  Instead of producing 
solutions to CTF challenges, ChatGPT can merely offer guidance according to the supplied questions. Such 
guidance, however, does not always lead to a solution and can cause participants to fall down the rabbit hole. 
The limited assistance offered by ChatGPT to solve CTF challenges confirms structural changes will not be 
required. Regardless, ChatGPT still provides a key platform for students to acquire cybersecurity knowledge 
during CTF events, much like the assistance offered by search engines. While ChatGPT’s capabilities appear 
limited now, the impact of the chatbot on CTF events can’t be disregarded and must be closely monitored as 
technology evolves over time. This is true, not only for the academic sector but also in the context of cyber 
warfare. The rapid propagation of generative AI presents cyber attackers with new opportunities to develop 
cyber weapons. While not yet as sophisticated, and perhaps limited by the current capabilities offered by 
ChatGPT, it remains important for cybersecurity researchers to keep a close eye on the technology. 
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