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Abstract: The validity and integrity of digital evidence and the chain of custody are crucial to all digital forensic investigations.
All new evidence and access logs of the original evidence should be logged in a document called the ‘chain of custody’. This
document shows the timeline of any piece of evidence from the time it was recorded until the end of the investigation. In a
traditional digital investigation, trusted parties, such as an investigator, are allowed access to the digital evidence and follow
a strict process when dealing with data. These trusted parties have the capability to alter the data making the evidence
inadmissible in a court of law. Alternatively, these trusted parties may also alter the data accidentally or with malicious
intent, due to a lack of transparency and non-repudiation. Blockchain technology can solve this issue, however, existing
research shows that adopting blockchain does not provide adequate transparent access control mechanisms. Consequently,
this makes blockchain difficult to adopt due to the one-to-one mapping and the inability to easily validate the chain of custody
and evidence admissibility. Current methodologies rely on an external off-chain access control mechanism, which,
regrettably, remains susceptible to potential breaches that could compromise its integrity and validity. This paper proposes
an enhanced model to provide access control through smart contracts, ensuring immutability, flexibility, transparency, and
non-repudiation of both the access control mechanisms and the digital evidence itself. This is achieved by moving the access
control mechanism to the blockchain. This tracks any changes made through the access control mechanism, further ensuring
transparency and integrity. This smart contract-based access control builds off role-based access control, allowing for more
complex hierarchies to be used. This model aims to allow for both modularity, making adoption easier for existing digital
forensic tools, and encouraging digital investigation and litigation to become more streamlined. Existing tools can easily
integrate with the proposed model adding an extra layer of non-repudiation, transparency, and integrity.
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1. Introduction

In the realm of digital data and information, the concepts of digital evidence and integrity stand as paramount
pillars, ensuring the reliability and trustworthiness of electronic information in an ever-evolving digital
landscape. Digital evidence encompasses data or information stored or transmitted in binary form, serving as a
credible and admissible source of evidential information in a court of law (International Organization for
Standardization, 2015). Examples of digital evidence include log files, text files, images, and emails. This digital
data becomes difficult to preserve owing to no inherent measures to prove its legitimacy (Casey, 2002). A hash
function is not sufficient alone as it can only show the file has not been modified since the calculation of the
hash (Rivest, 1992).

A strict process is followed when a digital investigation is conducted and is referred to as the Digital Forensic Life
Cycle (International Organization for Standardization, 2012). The steps taken include Acquisition, Identification,
Collection, Report, and Preservation. During the acquisition and reporting processes, every interaction with a
piece of evidence is documented such that the analysis findings can be repeatable and verifiable (Stoykova,
2023). The Chain of Custody (CoC) is a document that tracks all changes in any facet of the investigation. This
may include the evidence itself or investigator logs generated by digital forensic software. The integrity of this
log must be maintained in order for the evidence to be admissible in a court of law (Prayudi and Sn, 2015). If
this log is altered or tampered with in any way, the entire investigation could be put in jeopardy (Sadiku, Shadare
and Musa, 2017). The preservation process of digital evidence in regards to storing the chain of custody becomes
extremely difficult (Giova, 2011; Prayudi and Sn, 2015). Monitoring the chain of custody during a digital
investigation can be quite challenging when attempting to use the standard paper-based approach (Giova,
2011). Therefore, a more reliable and less error-prone approach is to have a digital-based chain of custody.
However, this brings challenges regarding its integrity such as ensuring the digital data that was acquired during
acquisition did not change during the investigation and was not maliciously modified. This is due to the fact
digital data is much easier to modify and can be done remotely with minimal traceability (Cosic and Baca, 2010;
Lone and Mir, 2019; Prayudi and Sn, 2015). Hence, a novel model becomes imperative for the safeguarding of
chain of custody integrity. Implementing a digital CoC introduces its own unique set of challenges, as there will
be a constant need for updates, making it infeasible to securely store a hash in a fixed location, as the hash
naturally updates with the ongoing updates to the CoC throughout the investigative process.
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Blockchain maintains CoC integrity through digitally signed transactions grouped into blocks, generating a hash.
Changes invalidate the chain, causing a snowball effect (Nakamoto, 2008). Existing research (Bonomi, Casini and
Ciccotelli, 2018; Burri, et al., 2020; Lone and Mir, 2019; Tian, et al., 2019; Yan, et al., 2020) utilized blockchain as
a method for CoC immutability, however, it lacks built-in access control mechanisms as well as integration into
other tools. This paper developed a model that allows for more intricate access control mechanisms with the
integration of modular storage engines for digital evidence.

2. Related Work

Digital evidence management and access control are core aspects of any digital investigation and several models
and strategies have been researched in the field (Chopade, et al., 2019; Lone and Mir, 2019; Singh, Ikuesan and
Venter, 2022; 2019). It is evident that blockchain remains the best method for transparency and immutability,
however, due to the intricacies of blockchain and the complex technical knowledge and proper use of the
technology it becomes poorly adopted. The work by Bonomi, Casini and Ciccotelli (2018), proposed a blockchain-
based chain of custody framework, utilizing a private or permissionless blockchain. The solution contains
evidence logs, a front end, and a confidential evidence database distributed across trusted entities. One
drawback of the solution is the computational overhead when accessing the CoC, as it requires all transactions
of the blockchain to be queried. Moreover, a significant issue arises when considering access control, as each
individual piece of evidence is solely linked to a single owner, which makes it extremely difficult to work as a
team. One possible approach might include distributing the private key among various team members, however
distributing a private key is highly risky and can easily result in the key falling into the wrong hands.

Burri, et al. (2020) propose a mixed-chain approach that uses both private and public chains, eliminating the
need for a dedicated frontend. A trusted party manages the private chain, while a public chain is used for
verification and transparency. This technique creates anchor points, allowing verification of blocks before they
are uploaded to the public chain. However, this approach raises integrity concerns as it allows for modification
of the private chain without affecting the public chain's immutability and verification.

Yan, et al. (2020) propose a shift from a singular owner model to a revocable ciphertext policy attribute-based
encryption, allowing multiple people to collaborate on the same case. This method ensures blockchain integrity
and non-repudiation, enhancing teamwork. However, this approach may expose the door for a 51% attack due
to the use of attribute-based access control. A hybrid system with a group signature scheme and role-based
access control could address this issue. This paper treats each piece of evidence as a transaction, not a block, so
each transaction is chained. This type of system makes consensus procedures like mining difficult and
computationally expensive because the nonce must be calculated per transaction, not per block.

Current studies have demonstrated the potential of blockchain technology in maintaining the integrity of
the CoC. However, there exists a requirement for advanced access control methods that enable collaboration
among investigative teams, as well as a faster way to build a CoC. There is also a need for more measures
allowing for the user to interact directly with external sub-systems along with the blockchain such as integration
with external storage systems.

3. IntegriStore

The proposed model ensures the integrity and non-repudiation of both the chain of custody along digital
evidence. It is split into three (3) main components, namely Blockchain, Storage Engine, and a Web Interface as
shown in Figure 1. The Blockchain provides the needed integrity, transparency, and non-repudiation, while also
containing the information to build and maintain the CoC. The Storage Engine is responsible for the actual
physical storage of the digital evidence. The Web interface provides a layer of abstraction for the user and allows
them to interact with both the blockchain and the storage engine from a single interface.

169
Proceedings of the 19th International Conference on Cyber Warfare and Security, ICCWS 2024



Adir Miller and Avinash Singh

Blockchain

Smart Contract

Evidence Evidence
Management Access :
Slgnecll
T T Transaction

Contains
Roles
Logs

RBAC Server Access
Control
Events
Emit
Storage Engine
Reads
——» Webinterface > APl |« 5| Secure
Storage

User

Figure 1: High-level model
3.1 Blockchain

The core of the model is the blockchain, ensuring the integrity of the evidence through cryptographically linked
blocks. The consortium blockchain was chosen out of the 4 most common blockchain types (Private, Public,
Consortium, and Hybrid (Arooj, Farooq and Umer, 2022)). A public chain uses distributed nodes across members
of the public, private is hosted by a single entity, hybrid is a mixture of public and private, and lastly consortium
deploys the nodes across trusted parties. Using a public chain is infeasible due to the monetary cost required to
execute transactions on the blockchain. Finally, the system would be unsuitable because of the wait times for
blocks to be mined on public chains (Doubloin, 2023). A private chain cannot be used since it would significantly
reduce the integrity of the system. The hybrid chain suffers from the same cost aspect as the public chain, leaving
the consortium blockchain as the best option.

In this case, trusted parties are government institutions such as courthouses and federal buildings. While
distributing the chain can increase the risk of someone maliciously getting a copy, it would be difficult to parse
as all information is in hash form with no context.

3.1.1 Smart contract

The smart contract handles the role-based access control, the evidence management, server access control and
evidence access. Having the contract responsible for such a load places strain on the blockchain. However, this
is done so that the chain of custody logging becomes inevitable. In contrast, regular systems can have instances
where information and changes do not get logged. Every investigation should have a dedicated smart contract,
thereby enabling distinct roles and evidence management for each investigation. This approach introduces a
layer of encapsulation, where each investigation is encapsulated within its dedicated smart contract. Even after
an investigation concludes and the associated evidence is removed from the storage engine, the smart contract
perseveres as a lasting record. This then serves as a permanent history of that investigation which uses minimal
storage since evidence is not stored on the chain.
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3.1.2 Role based access control

The contract is built by extending the Open Zeppelin Role Based Access Control (RBAC) Scheme (OpenZeppelin,
2023), which inherits and adds more functionality to the access control scheme. In this scheme each role has an
admin role, where a role cannot be the admin of itself. Multiple roles can, however, have the same admin,
creating a tree-like structure as seen in Figure 2. The root structure of a system terminates with "0x0", and no
user can hold this role. A root role is the root of their branch and can add other root roles, but they have no
control over them. A user can hold multiple roles, but they cannot hold a role that is the admin of another role
they have. A user can assign users to sub-roles but cannot be added to root roles. Any role can be deleted, and
once removed, it cannot be added back. This is to ensure proper logging and data integrity. In IntegriStore,
integrity and confidentiality can be maintained if a root role is compromised. The storage engine can ignore calls
using the compromised contract, and a new contract with new root roles can be made. The integrity is still
maintained implicitly, since the logs are immutable, and no one can delete or modify them. The evidence,
therefore, is far more likely to be accepted in a court, as the trust in the CoC remains fully intact.

Root
o roles

Branch

B n Branch

Figure 2: Role

3.1.3  Evidence management

For efficient evidence management, groups were implemented, allowing for the bundling of multiple pieces of
evidence together. The smart contract keeps track of which roles have access to which groups. A user that holds
a role that has access to a group, can upload an evidence hash to the smart contract. This will trigger an event
that acts as the log for the chain of custody. An event tracks who added the evidence, the group it was added
to, and the evidence itself in the form of a SHA256 hash. This is the only form of evidence stored on the chain.
No other information about the evidence apart from its hash is stored. The contract is not designed to replace
the storage/metadata of evidence, rather it is designed to assist the storage engine in adding a layer of
immutability. A piece of evidence cannot be “removed” from the contract. If any changes need to be made or
the wrong piece of evidence is added, then a new add call needs to be created which will result in a new event.
The system is designed to be completely immutable, as any removal or change capability would hinder the
credibility of the investigation and logs. A system of giving the user the ability to move evidence as well as remove
evidence while logging these changes, may be possible, but is not explored in this paper.

3.1.4  Server access control

In instances where the external storage engine needs to make requests and transactions to the blockchain, the
normal RBAC scheme will not work due to the storage engine having different actions from the user. To solve this,
the contract keeps a list of addresses that are supported “servers”, i.e. addresses that are trusted servers that
may perform server-related actions. This list can be updated, however, only root admins can add/remove these
servers from the contract. One example of an operation that only a server can perform, is calling the
saveEvidence function. This function indicates a particular piece of evidence has been saved to the database of
a storage engine. The necessity for the storage engine to call the contract to provide a confirmation upon saving
a piece of evidence, stems from the two-stage process of evidence storage. Initially, the hash is uploaded to the
blockchain, and only once this is completed will the server accept and securely store the corresponding evidence.
This deliberate two-stage design guarantees the comprehensive and accurate logging of all pieces of evidence
within the chain of custody.
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3.1.5 Evidence access

Since the actual evidence is stored off-chain in a storage engine, the investigator will need to interface with this
storage engine to download and upload evidence. If the storage engine were to only use its internal access
control mechanisms, it would defeat the entire purpose of the smart contract. In the case of downloading /
uploading evidence, the smart contract determines if the user has access to a piece of evidence or the ability to
upload it to a particular group. This gives rise to a minor challenge concerning how a user provides verification
to the storage engine. To resolve this issue, the “personal_sign” feature of MetaMask is used (Consensys, 2023).
To guarantee that the request of a user to store evidence is logged, the user must first make a call to the contract
to request for evidence, after which the process as highlighted in Figure 3 is then carried out. The unique hash,
generated for each request along with the Evidence Access event, prevents against any replay attacks.

BlockChain Storage Engine

Request evidence (EviD,Role)

Check request
Gen Hash, H1

Emit RequestEvidence (H1,Sender,EviD)

H1

Sign H1 with Private :
Key Giving SH1 i
Requeleviﬂence[Ev‘lD.SHiml

Get RequestEvidence &
EvidenceAccess Events

Events

Get RoleGranted &
Events

Events

Verify Call

D Emit EvidenceAccess(EvID,H1)

Evidence

Figure 3: Sequence diagram for evidence access
3.1.6 Events

An event is an immutable log that is attached to a signed transaction when it is emitted from a smart contract.
The event log (along with the transactions) implicitly becomes the CoC. Figure 4 shows an example of a decoded
event on the blockchain, using Ganache (ConsenSys Software Inc, 2022). This event log is immutable as it is
attached to the transaction. It is comprised of a signature (A in Figure 4.), and the parameters (C-D in Figure 4.).
If the parameters are indexed, it means that the blockchain can be queried to only return events that match a
particular filter. This could be used, for example, to get all pieces of evidence uploaded by a particular person.
While log provision is one of the primary functions of these events, they serve another pivotal role. Every
alteration made to the contract's state is associated with a prescribed event, allowing the event history to
effectively encapsulate and describe the current system state. This allows the contract state to be calculated by
replaying the events in chronological order. The API will use these events to verify a request from a user during
the evidence access and upload stage as shown in Figure 3.

—ma @x76b9863cc9d1fB67853d4934499c0a86f1435088c5a6330F208ee3elc746443d (0)

Figure 4: Example event on Ganache
3.1.7 Signed transaction

Each call to the contract is essentially a signed transaction that is sent to the blockchain. If the transaction is
verified, it gets accepted and put into a block, making it secure and immutable. Since the user must sign this
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transaction with their private key it means that each transaction in the blockchain can be traced back to an
address allowing for the needed aspect of non-repudiation.

3.2 Web Interface

To improve adoption and assist the user in interacting with the smart contract, a web interface was utilized. A
web interface removes the need of a user to install any application as well as improving device compatibility.
The web interface is required to conceal the complexity and intricacies of dealing with the smart contract
functions. It is responsible for abstracting the connection between blockchain and user, and user and API.
Abstracting into a single interface, allows the user to focus solely on the investigation while the web interface
manages the underlying complexity of simultaneously dealing with the 2 sub-systems (Blockchain and Storage
Engine). It is crucial that the web interface allow the user to interact with the blockchain directly. The alternative
would require the user to pass their private key along, which could negatively impact the safety of the system.

3.3 Storage Engine

The storage engine is responsible for the physical storage of evidence. Storing the evidence on a chain would be
too costly. Storing the evidence in any highly distributed manner creates issues of privacy. Highly distributed
storage works extremely well for its use case, however, when dealing with investigations where data is extremely
sensitive and potentially voluminous, it becomes a breach of privacy. The storage engine, therefore, needs to
resemble a highly secure centralized system with redundancy. The access control of this system is achieved
through the blockchain, as described in Figure 3. The storage engine does not verify the user from a username
and password. All verification is achieved through the private key of the user, the events, and the smart contract.
To further improve security, more access control can be added by means of Multi-Factor Authentication. This
paper does not define a particular storage engine. It is designed to be modular and integrate with any storage
engine, provided the base API functionality to interface with the smart contract is present. Although trusted
parties receive access to the blockchain, this does not imply that they also have authority over the storage
engine. The blockchain may be hosted by one entity, and the storage engine by another. This makes it possible
for a single blockchain to increase in efficiency and integrity, while supporting various storage engines installed
or used by digital investigators. However, the storage engine also needs to have its own processes for evidence
storage, as well as privacy preservation. For this existing secure storage models such as SecureRS (Singh, Ikuesan
and Venter, 2022) and Digital Witness (Nieto, Roman and Lopez, 2016) can be used.

4. Prototype

The prototype was developed using Ganache, an Ethereum-based blockchain, to facilitate the development and
deployment of smart contracts. The contract was developed using tools like Hardhat (Nomic Foundation, 2023)
and Truffle (ConsenSys Software Inc, 2022), with a solidity-based contract. The web interface, API, and storage
engine were built on a single Python flask (Ronacher, 2023) server, with the connection between the user and
blockchain carried out client-side through Web3js (ChainSafe, 2023) and EtherslJs. MetaMask was used as a
wallet provider and for 'personal_sign' features. A straightforward interface was designed using HTML and
Bootstrap to hide the complexities associated with both systems from the user. This paper uses the Flask server's
local filesystem for file management, allowing direct access control through the APl. Web3.py (Ethereum
Foundation, 2023) is used for communication between the APl and the blockchain. The API is streamlined, with
a simplified database containing hashes and their corresponding keys. This approach enhances usability by
storing role and group names as hashes on the blockchain, providing a more contextual understanding of data.

Since the storage engine is not the focus of this paper as it is designed to be interchangeable, the local filesystem
of the Flask server was used. This allowed the file management to be done directly through the API with only
one extra layer of abstraction, which was the access control of the API. The APl itself is built into the flask server.
Web3.py (Ethereum Foundation, 2023b) was used for the communication between the APl and the blockchain.
The API did not make any transactions itself, instead it uses Web3.py (Ethereum Foundation, 2023b) to get
events from the blockchain. Web3.py (Ethereum Foundation, 2023b) provides the ability to query the blockchain
for all events that contain a particular parameter or match a filter. For example, these events were used for the
“Verify call” section of Figure 3. This design choice facilitated the creation of a highly streamlined APl with a
simplified database containing hashes and their corresponding keys (names). This approach greatly enhanced
usability, as both the role and group names are stored solely as hashes on the blockchain. Consequently, the
system can seamlessly replace the hash with the associated string, to provide users with a more contextual
understanding of the data.
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Figure 5: Web Interface
5. Discussion

To benchmark the proposed model and prototype, a comparative analysis was carried out comparing existing
research. From Table 1, it is observed that IntegriStore is feature rich and is the only model that allows for role-
based access control and contract access control. It is also suggested that the model is unique in allowing for the
handling of access control directly through a smart contract, forcing it to be logged directly onto the CoC.
IntegriStore is a model that allows for the integrity and non-repudiation of any form of digital data. Since the
contract only keeps track of the hash and not the metadata, there is no limitation on the type of data. Any form
of data that can produce a hash, may be tracked with the contract. This implies that the model has the capability
to store and process more than just digital evidence. One example scenario involves using the model to control
physical access control, wherein access cards employing a private key, are utilized to authenticate individuals.
In this context, rather than downloading evidence, the focus lies on gaining entry to an evidence room. The
model is built around its modularity and its ability to be attached to existing storage engines. Different digital
forensic investigations and accompanying tools may differ in the way that they are conducted. The role of the
digital forensic investigator and the tools necessary to manage the system, will evolve over time. IntegriStore is
designed to evolve and adapt with necessity and change. The storage engine that is required to work with the
system is considered external to the actual model, allowing it to be swapped out for whatever tool is needed by
the user. It is also possible for the storage engine to be swapped out during an investigation. This would involve
taking the current storage engine offline and moving the evidence to a new secure storage engine. After the
move, the new storage engine should report the hashes of the evidence it received to the blockchain where it
can be ensured no evidence was altered or removed. This allows for evidence integrity and preservation to be
maintained when evidence is moved to a new storage engine. This is useful if a vulnerability is detected in the
current storage engine as it can be swapped out while the CoC and Evidence Hashes remain secure on the
blockchain.
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Table 1: Comparative Analysis of IntegriStore

Feature IntegriStore (Bonomi et (Yan et al., (Burri et al., (Santamaria

al., 2018) 2020) 2020) et al., 2023)
Evidence Integrity v v v v v
Chain of custody Integrity v v v N v
Nonrepudiation v v v v v
Role-based access control N4 X X X X
Group evidence Ownership | X v v X
Contract Access control v X X X X
Multi Key signature X X V4 X X
Smart contract v v X X v
Storage Engine Integration V4 X X v V4

6. Conclusion and Future Work

This study introduces an innovative model designed to ensure the integrity and preservation of digital evidence
and the chain of custody, ultimately increasing the likelihood of digital evidence being deemed admissible in a
court of law. The foundation of this model relies on blockchain and smart contract technology, where
IntegriStore comes into play. IntegriStore incorporates smart contract-driven role-based access control,
eliminating the constraint of a single owner per piece of evidence. This, in turn, fosters improved collaboration
among team members during digital forensic investigations. Furthermore, by entrusting access control to the
smart contract, the logging of the chain of custody becomes guaranteed. What is particularly advantageous is
that the system can read the blockchain state directly from indexed events, allowing for seamless integration
with external subsystems without burdening the blockchain with additional overhead. The web interface offers
users direct interaction with both the blockchain and the storage engine, simplifying the overall experience.
However, a notable limitation of this model pertains to the potential complexity and size of the smart contract,
which may present challenges in terms of management and navigation. For future work, it is recommended that
efforts be directed toward creating a more streamlined, smart contract structure. This would help optimize the
management of the blockchain while maintaining the effectiveness of the model. A proof of concept has been
developed to showcase IntegriStore's feasibility and its ability to preserve the chain of custody, providing a
strong foundation for future refinements and expansion of the model. Future research could explore ways to
make the model more scalable and adaptable to different use cases, potentially offering a valuable tool for the
digital forensic investigators’ community.
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