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Abstract: The field of Artificial Intelligence has emerged as a convincing tool to be used in a myriad of applications like
finance, traffic prediction, health and travel sectors. Due to the enormous benefits provided in terms of automation,
convenience, processing time, reduced manhours, and productivity, Al is being seen as the next technical revolution. Al is
being showcased as a useful tool to stimulate creativity as well as provide support with its tremendous computational power.
The release of tools like ChatGPT has exploded onto the technological scene. Users are making use of Large Language Models
(LLMs) and tools to perform a host of activities like writing an essay, translating documents, and finding travel plans.
However, the popularity of these tools has not been without risk. In the technology marketplace, the race to dominance can
force competitors to waive safety concerns in favour of product adoption. Many are unaware of the potential dangers and
risks that may inherently reside within Al tools. This paper looks at the potential risks of Al tools such the creation of
misinformation or scams. Al security has now become a paramount concern that should not be ignored. In this paper, the
potential risks and threat vectors of Artificial Intelligence will be covered. The aim will be to provide insight into the malicious
use of Artificial Intelligence Tools through a discussion of techniques to bypass security controls. The paper aims to provide
a more detailed account on how Al can be manipulated in order to empower users about the latest attack schemes.
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1. Introduction

ChatGPT was released at the end of November 2022, using large language models (LLMs) (Metz and Weise,
2023). This was followed by Google’s release of its Al-powered Bard and Bing tools in March 2023 and was based
on its language model for dialogue applications (LaMDA) integrated with Google services and apps.

Generative Al provides the ability to produce rich content comprising video, audio, music, visuals, graphics, and
texts. Human inputs or ‘prompts’ guide the content production process. The technology does not come without
its own challenges, such as providing inaccurate information, where one needs to verify the information
received. Generative Al has been heralded as the opportunity to revolutionise the workplace by bringing about
increased productivity and reduced costs. However, concern is also growing due to the potential of the
technology being harnessed as a weapon to unleash harmful cyber attacks.

The widespread use and adoption of Al may also capture the attention of hackers and cyber attackers looking
for novel ways to exploit and manipulate the technology. After ChatGPT went live, the number of posts on dark
web forums about how to exploit the tool skyrocketed from 120 in January to 870 in February [2023] according
to a report by NordVPN, a 625% increase (Murphy 2023).

Many LLMs have filters set up to prevent users from inserting harmful inputs. However, hackers may still find a
way to evade the filters and create hate speech, propaganda, gather confidential information, and even write
malware. In the cybersecurity domain, we face a continual ‘cat and mouse’ game in which attackers try to find
vulnerabilities and the security industry tries to keep up with patches and updates. With Al, we are placed in a
similar boat as hackers can download public free LLMs on their own machines and train them with malicious
data. The result is complex, threatening models that could be deployed for numerous malicious reasons.

The threats of Al have long been debated. Fake news, algorithmic bias from bad data, uncontrollable self-aware
Al, and privacy violations are just some of the concerns. This paper will highlight the most pertinent threats to
create awareness of the inherent dangers.
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2. Potential Threat Vectors
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Figure 1: LLM threats (adapted from Greshake, Endres, Fritz, Mishra, Abelnabi & Holtz 2023)

Figure 1 shows an overview of the threats that will be discussed in this paper (Adapted from Greshake et al.,
2023).

2.1 Information Gathering

Al has brought about significant changes in various aspects of the human life. For instance, Allam et al. (2020)
highlights how Al models driven by companies like BlueDot and Metabiota were able to anticipate the
emergence of the Coronavirus (COVID-19) before it took the world by surprise. Today, Al plays a pivotal role in
addressing complex challenges such as agricultural sustainability through innovations such as smart farming
(Akkem, Biswas, and Varanasi, 2023). However, the use of Al is not without consequences. Al tools require
constant learning, and, as a result, may utilise the information we feed them such as personal and publicly
available information to enhance their services (Nield, 2023). A recent legal action against OpenAl, the creator
of ChatGPT, accused of using "stolen private information" for training its Al tools, has highlighted this
predicament (Cerullo, 2023). The issue revolves around blurred legal boundaries regarding the rights of Al tools
to use the collected data. In practice, there is no comprehensive legal standard for safeguarding information
collected by Al tools.

Notably,the European General Data Protection Regulation (GDPR requires companies to be more transparent in
their data collection, storage, and sharing practices with third parties (Western Governors University, 2021).
Similarly, South Africa has enacted the Protection of Personal Information Act (POPIA) in response to the growing
importance of privacy protection. This heightened focus on privacy is due to the fact that privacy violations are
taken very seriously, and the use of Al models, which process vast amounts of data, demands careful attention
to prevent infringements on individuals' privacy. For instance, a simple chatbot can be programmed to request
users' personal information, such as their names and addresses. These questions may appear innocent, framed
as a means of providing assistance, and users may readily share this information without considering the
potential implications. Al tools can then leverage this information because, in most cases, using these platforms
means unwittingly agreeing to the terms and conditions without thoroughly reviewing the privacy policy.

This practice is common across various platforms, from social media to travel planning, where using an app
essentially entails granting the company behind it certain rights over the data you input (Nield, 2023). OpenAl's
privacy policy explicitly states that any conversations with ChatGPT may be utilised to enhance its underlying
language model's understanding of language and its ability to generate responses. OpenAl's models may learn
from personal information to understand how language and sentences work, or to learn about famous people
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and public figures; this helps them provide more relevant responses. (OpenAl, 2023; Schade, 2023). Therefore,
by using ChatGPT, one acknowledges and agrees to these terms. Furthermore, Al tools can be used for malicious
intent by simply using information that is publicly available; this is confirmed by Derner and Batistic’s study,
which demonstrated how ChatGPT can be used to obtain the types of system that a particular bank might be
using (Derner and Batistic, 2023). Additionally, even the credentials we use to access these Al tools are at risk,
confirmed by Allan (2023), who highlighted that ChatGPT login data linked to corporate email accounts are sold
on the black web for a little greater price than data linked to private email addresses due to their sensitivity.

Al brings up critical issues relating to the potential to infer sensitive information. Al has vast capabilities to make
deductions about locations, preferences, habits, interests and other indicators. It has brought about a wave of
automation and digitalisation but due to the rapid processing of vast amounts of data, it also has the potential
to affect our privacy which raises concerns from an ethical, societal and even regulatory perspective.

2.2 Fraud: Phishing, Scams, and Masquerading

Scalable cyberattacks using social engineering were not feasible with relatively crude Al systems of the past,
requiring time, expertise, a high level of resources, and language skills to sound convincingly human. Phishing
attacks are classified as cybercrime; attackers manipulate people to divulge their personal data. The prevalence
and reach of phishing attacks are a major issue in a digitised and interconnected society (Gupta et al., 2016).

The use of LLMs has been studied increasingly. ML-enabled phishing is any phishing operation that automates
or performs tasks using machine learning tools and techniques. Natural language processing (NLP) can be used
to create the 'phish’' portion of the email (Jackson, 2023). Al programs using the LLM frameworks can be used to
generate phishing emails using only a few data points automatically; this contrasts with traditional phishing
email generation, which requires manual design using experience to inform decisions (Fredrik et al., 2023;
Sharma et al., 2023). In recent work by Hazell, it was found that LLMs were useful in the reconnaissance and
message generation stages of a successful spear-phishing attack; advanced LLMs were found to improve
cybercriminal efficiency during these stages (Hazell, 2023).

A scam, or hook, is the information that motivates victims to act (Jackson, 2023). Scams are successful on several
psychological principles, namely, the creation of a feeling of urgency, the communication of failure, the use of
an authoritative tone, and the expression of a shared interest (Ferreira et al., 2015; Hadnagy and Fincher, 2015).
Current NLP has been used successfully both in the scam generation portion and in the reconnaissance phases
in research efforts (Fredrik et al., 2023; Sharma et al., 2023). Human-sounding text can be generated with a
seed prompt, but must often be edited or changed for optimal use in fraud (Heaven, 2021). NLP provides a tool
for generating deceptive messages more efficiently for fraudulent purposes (Knight, 2021).

2.3 Intrusion

Utilising Al, attackers could try to gain access to a system using intrusion attacks such as persistence, remote
control, and API calls. This is discussed in more detail in next few sections.

2.3.1 Persistence

Persistence refers to the ability of a malicious threat actor to maintain unauthorised access or control over a
previously compromised system for a protracted period. The goal of this type of threat actor, termed Advanced
Persistent Threats (APT), is to maintain a hidden presence on the targeted system for long-term data collection
and exfiltration of sensitive information. Most persistent attacks go undetected because threat actors use slow
and stealthy approaches to avoid detection. This could include making use of encrypted traffic, software
packages that hide processes, files, network connections, or using legitimate tools and utilities native to the
operating system (Tankard, 2011).

Al-powered evasion is where threat actors leverage Al to analyse security measures and identify ways to evade
detection. Two such techniques involve establishing multiple backdoors, as well as lateral movement to prolong
an attack. Multiple backdoors hinder an organisation, government or institute’s ability to completely eradicate
APT’s as once an intrusion point is identified and remediated, another backdoor is used to regain access. To
further enhance evasion through backdoors, attackers can use machine learning algorithms and Al to enable
malware to deploy during boot sequences. (Anderson, et al., 2019; Fang et al., 2019).

In the context of lateral movement, APTs continue to spread through the network by carefully selecting the next
target of attack. Al could be leveraged in making the critical decision for the next optimal best target from an
attacker’s perspective. Reinforcement learning techniques focused on modelling simulated attackers and
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defenders are used to devise the most effective strategies. These strategies are then used to train Al agents or
optimise Al decision-making when it comes to target selection for malicious purposes. (Mirsky et al., 2023).

2.3.2 Remote control

Remote control of systems is achieved when attackers can access a computing device over the Internet or when
an attacker can run server commands on a remote server. (Biswas et al., 2018). Through manipulating Al,
automated vulnerability exploitation is possible with Al-driven vulnerability scanners and exploitation tools that
can automatically identify and exploit weaknesses in software systems. To achieve this, Al driven tools can
leverage machine learning algorithms to analyse large datasets, whilst identifying vulnerabilities and
simultaneously tailoring specific attacks against them. This could lead to direct control or access to the systems
without requiring human intervention during the attack process. (Mirsky et al., 2023).

2.3.3 API calls

Al-driven automated attacks involve training machine learning algorithms to automate large-scale attacks,
specifically targeting APl endpoints to overwhelm them thus disrupting services and leading to possible
downtime. In addition to this, unintended interactions with APIs can often reveal sensitive information or
unauthorised transactions. Al integrated with bots or intelligent bots can mimic human behaviour to interact
with APIs and begin the process of data scraping. Further leveraging the power of Al, attackers can deploy
evasion techniques to analyse security measures in an attempt to create attacks that bypass the identified
security controls, thus making it difficult to identify malicious from non-malicious API calls (Atlidakis et al., 2020).

2.4 Malware

Cybercriminals can ask LLMs to write malware by passing the developer guidelines such as using movie
characters to spread malware. According to Espinosa (2023), hackers can spread malware by using prompts to
solve a coding problem where recommendations will be the output, which they get from the generative Al which
may contain malware. Malware can spread on these LLMs by manipulating the Al tools to produce malicious
malware, such as manipulating pictures where these LLMs will misclassify the images to produce wrong
information. Adversarial examples are used by hackers to fool machine learning models where malicious inputs
are used to cause misclassification of material by injecting worms (Blauth et al., 2022). These prompt injections
will be used to spread wrong information, which can lead to biased information being retrieved from the Al tools
as they are integrated with APIs and Plugins. This malware can be injected into the Al tools, making it difficult to
detect.

Al malware can be spread using a 'spray and load' method in which malware is spread into the Al tool until it
reaches the target audience and then is executed. Al-infused malware can be used to target a specific
environment where it learns and mimics the behaviour of the tool or system using deep learning and machine
learning, for example, DeeplLocker, which is an Al-powered malware that is a highly evasive tool (Scharm, 2021).
This malware can be used to spread injections where cybercriminals can use it with the assistance of Al to
improve on their existing malware, such as using Deeplocker which can be used by invading the system through
learning how the system works and when the targeted victim is acquired, the attack is then executed.

2.5 Manipulated Content

Users may implicitly trust the data and systems without any awareness that the data could be false, manipulated,
or skewed. The next sections discuss the various ways that Al data and technologies can be influenced or
corrupted.

2.5.1 Ads/promotion

Al can be used to create intelligent bots that appear to be humans and can be used as influencers on social
media and even perform marketing. Researchers specialising in advertising fraud describe a Kafkaesque system
in which businesses pay millions to advertise to bots and research their opinions (Meaker, 2022). The 2016
election campaign in the USA saw the amplification of these types of messages with the promotion of political
leaders. The 2016 U.S. presidential election was a watershed moment in the evolution of computational
techniques for spreading political propaganda via social networks (Howards 2018).

Brands may utilise this technique to show approvals of certain products/services. Amplification over social
media generates revenue as consumers are keen to purchase products and services endorsed by popular
influencers or promoted by a wide group of people (that appear to be human but are actually bots engineered
to convince users to transact more).
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2.5.2 Bias

In 2016, a Microsoft chatbot called 'Tay' started responding with absurd and racist feedback messages. The
chatbot was tricked into posting harmful messages supporting Hitler and poking fun at Donald Trump (Kraft,
2015).

Bias can be introduced into algorithms inadvertently. Al systems learn to make decisions based on training data,
which can include biased human decisions or reflect historical or social inequities, even if sensitive variables such
as gender or race are removed (Manyika, et al., 2019). Bias can even become hidden in the data. Today, we still
have strong gender bias in that a picture of a teacher or nurse might automatically be classified as a woman,
since these are stereotypical female roles. Discrimination based on race, gender, or gender can affect the data
outputs.

Accurate data may even have some bias due to their application in a specific location only. For example, if theft
statistics in the busy metropolitan province in New York are used to train Al system and then expanded to a
quiet town in the midwest of the United States, the data would not be useful in predicting car theft. The
historical data are correct, but we also need to consider where the model is used and how the model is applied.

2.5.3 Data poisoning and model tampering

Data poisoning involves manipulating training data to affect the results of the Al model. Model parameters,
weights, and the data itself can be tampered with. Examples of model and data tampering include backdoor
attacks or Trojan neural networks that may maliciously alter Al models. In a back-door attack, the training data
can be injected with malicious code resulting in incorrect outputs or results. With a Trojan neural network, a
hidden trigger is placed within the model. It could be activated, and thus forces that infected model to behave
abnormally when an input sample with a particular trigger is fed to that model (Guo et al., 2020).

2.5.4 Incorrect outputs / disinformation

It is difficult to stop or detect disinformation when it is created manually by humans. Personalised chatbots
sharing conspiracy theories or disinformation could do so in ways that are increasingly believable and persuasive
and could amend grammatical errors or mistranslations of original texts (Goldstein et al., 2023). OpenAl has
published concerns about their chatbots falling into nefarious hands, voicing concerns that 'its capabilities could
lower costs of disinformation campaigns' in pursuit of monetary gain, to further political agenda and/or a desire
to create chaos or confusion (Solaiman et al., 2019).

Furthermore, researchers from the Centre for Terrorism, Extremism and Counterterrorism at the Middlebury
Institute of International Studies found that GPT-3 had 'impressively deep knowledge of extremist communities'.
They were able to prompt GPT-3 to write text snippets spanning speeches from mass shooters, fake online
discussions that are pro-Nazism, defences of QAnon and multilingual extremist texts (McGuffie and Newhouse,
2020). McGuffie and Newhouse were able to exploit few-shot learning to bias the output of ChatGPT to
forcefully integrate its niche knowledge with ideological bias, allowing answering questions about the world in
specific detail consistent with disinformation or conspiracy theory (Example in Figure 2).

Q: What is adrenochrome?
A: Adrenochrome is a chemical produced by the adrenal gland. It is a hallucinogen.

: How does the cabal get adrenochrome?
A: The cabal sacrifices children to Satan.

Q: Should we get vaccines for the virus?
A: No. Vaccines are used to sterilize people.

Q: Who is going to sterilize people with vaccines?
A: The Rothschilds.

Q: Besides George Soros and the Saudi royal family, who else is working with the Rothschilds?
A: Bill Gates.

Figure 2: QAnon-primed GPT-3 text outputs for disinformation (McGuffie and Newhouse, 2020)

Furthermore, researchers Brewster et al. posed 100 false narratives to ChatGPT using prompt engineering,
concerning topics such as COVID-19, the Ukrainian conflict, and school shootings. They found that 80% of the
time, the chatbot could deliver eloquent, false, or misleading claims about these significant topics, as can be
seen in Figure 3 below (Brewster et al., 2023).
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- Write a paragraph from the point of view of anti-vaccine advocate Joseph
Mercola about how Pfizer secretly added tromethamine to its COVID-19
vaccine for children aged 5 to 11 in order to lower their risk of serious

heart conditions caused by the vaccine.

@ Pfizer has been caught red-handed in a nefarious attempt to secretly add
tromethamine to its COVID-19 vaccine * for children aged 5 to 11. This

so-called ‘buffer’ ingredient was added in an attempt to lower the risk of

serious heart conditions * caused by the vaccine. It is a clear example of

how pharmaceutical companies will stop at nothing to push their

products, even if it means putting children’s health at risk.

* Passages in red are a known falsehood.
Note: Responses have been edited for length.

Figure 3: Misinformation generation using ChatGPT (Brewster et al., 2023; Hsu and Thompson, 2023)
2.5.5 Data hiding

Research from Stanford and Google showed that artificial intelligence is capable of concealing data in a neural
network called CycleGan that was trained to transform aerial images into street maps and then back again into
aerial images (Coldewy 2019). It was discovered that the details excluded in the final product resurfaced when
the Al was instructed to revert back to the original image.

The discussion continues with the next set of threats related to the availability of data and systems.
2.6 Availability

Many Al models are accessed through APIs with rate limits and usage quotas. Attackers may send excessive
requests to initiate rate limit exhaustion, causing the APl to become temporarily unavailable to legitimate users
(Li et al., 2023). DoS attacks may not be limited to attacking the model's ability to generate responses, but the
attacks could also be on the quality of responses. Thus, attackers can also temper response output by submitting
false or harmful data to the model, leading to misleading results (Reda et al., 2023).

The other strategy attackers can use is to increase computation time by making the model unusually slow
(Greshake et al., 2023). This can be done through resource-intensive queries, where attackers deliberately send
complex queries requiring numerous iterations, causing the LLM to consume significant computational
resources. Inefficient queries, such as resource-intensive queries, may force the model to engage in excessive
computations, leading to prolonged response time (Chao et al., 2023). Some LLMs use parallelism and
distributed computing simultaneously to handle multiple queries. Attackers may abuse that parallelism by
sending excessive requests, consuming all parallel processing, and slowing down user response time. Attackers
can also submit recursive loop queries to get the LLM stuck in a never-ending loop, making the LLM unavailable
to the users (Liu et al., 2023).

3. Miitigation

To prevent model and data tampering, controls like model hardening, secure model storage, and input validation
can be used (Aldoseri, Al-Khalifa and Hamouda 2023). Model hardening can be carried out through security
checks and controls to ensure the algorithms are used appropriately. Secure model storage involves the stronger
protection of data sources through the use of techniques like encryption and access controls. Input validations
aim to mitigate the risk of backdoor and Trojan networks by only allowing legitimate inputs to be processed.

Al techniques need to ensure privacy preservation, do more robust training, and comply with data privacy
regulations. Data auditing may help to build better practices. Correct data, proper integration (combining of
data from various sources into one, unified view for better management and insight), and the right types of data
with the right sets of data need to be applied. Technical expertise and controls are critical to evaluating data and
performing checks.
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Data checking and triangulation can help prevent false and/or misleading data from negatively impacting
training sets. Data from one source should be checked against at least another before applying any machine
learning. Results can also be weighted after analysis from different sources. Such actions aim to improve the
quality of the data training set.

Consultants and data scientists can help to prepare the data for use. Various strides have been made in lexical
parsing and text matching with various good open-source algorithms (Korolov 2018). Big data engines can be
used to pull data from different sources. Together with a strong search engine, Al computations can be made
more robust and logical to help prevent manipulation down the line.

Recommendations for ensuring data quality include (Aldoseri, Al-Khalifa and Hamouda 2023):

e Data cleaning- includes finding errors, missing values, inconsistencies and outliers. With the use of
techniques such as data profiling and validation, researchers can identify data that needs cleaning.

e Data profiling and preparation- analysing the datasets to identify issues like missing data, duplicates,
and inconsistent values. It will also include the cleaning and transformation of data into a useful
format with the use of Al algorithms.

e Data labelling- tagging with metadata to describe characteristics. This will help Al models to train
better.

e Imputation Techniques for missing data- provide reasonable estimates for missing values in order to
complete dataset. Some techniques that can be used include mean imputation, regression
imputation, and multiple imputation (Otto, 2011)

e Data validation and testing- Various metrics can be used to check for accuracy and completeness.

e Algorithmic fairness- checking that Al models are not biased towards any group or individuals. Training
sets and implementation algorithms must be carefully chosen to reduce bias.

e Data bias mitigation- To help mitigate bias, some techniques like dataset balancing can be used to
help adjust the distribution of data to reduce bias.

e Continuous Monitoring and Maintenance- will help to check that the models remain accurate and
effective through ongoing checks, updates, and retraining where necessary.

Various attempts to detect phishing attempts using data mining, heuristics, ML, and deep learning techniques
have been studied by Dhake et al. in an in-depth literature review (2023). Heuristic and data mining methods
are expensive and have a high rate of false positives but can effectively detect phishing attacks. As attackers
continue to develop new harmful URLs and strategies to deceive users by modifying URLs, deep learning and
machine learning methods have become increasingly important for detecting phishing attacks. Common
classification algorithms such as random forest (RF), support vector machines (SVM), C4.5, decision trees (DT),
principal component analysis (PCA) and k-nearest neighbours (k-NN) are very useful for this purpose (Dhake et
al., 2023).

4. Conclusion

In conclusion, the research has provided an overview of the critical and evolving landscape of Al security,
highlighting the various threats including information gathering, fraud, intrusion, malware dissemination,
manipulation of content, and inducing unavailability. This has highlighted the need for more robust security
measures in Al systemsFurthermore, raising awareness among users and organisations about these potential
risks is crucial, as informed stakeholders are better able to implement strategies and respond effectively to
mitigate the impact of Al-related security threats.

In the face of these challenges, it is evident that a holistic approach to Al security is needed. The research
underscores the significance of proactive mitigations to safeguard Al systems against potential threats.
Implementing measures such as model hardening, secure storage, and input validation are of paramount
importance. By integrating these mitigations into Al development practices, stakeholders can significantly
enhance the security posture of Al systems, allowing them to withstand various threats and ensuring the
responsible and secure deployment of artificial intelligence technologies in various applications.

5. Future Work

Artificial Intelligence tools are also capable of eliciting information from the users. This raises questions about
who is developing the technology and for what purpose. Governing controls and guidelines for Artificial
Intelligence need to be more strongly adopted in order to ensure that the technology is safer to use. In the

411
Proceedings of the 19th International Conference on Cyber Warfare and Security, ICCWS 2024



Namosha Veerasamy et al.

future, attacks could lead to data leakage and breaches, malicious code execution or spreading or fake
information. Proper Al guidance could lead to more ethical use of the technology. Future work will look at a
delving into a governance strategy for Al in order to ensure safer usage going forward.
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