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Abstract: The growing popularity of wearable devices, particularly for medical and fitness applications, has increased reliance
on these technologies for tracking biometric data. These devices typically transmit data in multiple stages, beginning with
Bluetooth Low Energy (BLE) connectivity, followed by transmission to internet-enabled devices, and ultimately to cloud
storage. Each communication step introduces potential cybersecurity vulnerabilities. Understanding the functionality of
wearable devices, the data transmission process, and the associated cyber risks, is crucial to safeguarding users against
cyberattacks. This paper explores the types of sensors used in wearables, the data transmission workflow, and the
cybersecurity challenges involved. It also discusses potential preventative measures to mitigate these risks.
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1. Introduction

The number of Americans using wearable devices (WD), such as smartwatches or fitness trackers, continues to
grow at rapid rates. According to a survey sponsored by the National Institute of Health almost one in three
Americans uses a wearable device to track their health data (National Heart, Lung, and Blood Institute 2023). A
wearable device is unique to an individual user and is defined as any electronic device that can be attached to
the body or clothing to monitor and collect data (TechTarget). These devices can collect data ranging from health
statistics such as body temperature, blood oxygen, and heartrate to information on the individual’s location. The
information is synchronized with the WD and can be shared with a company or service provider through an app.
Most wearable devices connect to smartphones or internet-ready devices using Bluetooth Low Energy (BLE). As
its name suggests, BLE is designed to transfer small amounts of data with minimal power consumption, which is
beneficial when trying to preserve battery lifetime (Balasubramanian et al, 2020). However, as with any type of
connectivity, a device using BLE is susceptible to cybersecurity threats. In most wearables, once data is
transferred from the WD to an internet-capable device, the data is shared with a cloud server using cellular or
Wi-Fi networks, adding additional layers of vulnerability. These risks are substantial, and thus additional research
is needed to identify vulnerabilities and mitigate potential threats. This paper aims to provide an overview of
wearable devices, the data transmission process, the cybersecurity risks involved, and potential preventative
measures. In addition, it offers insights for individuals and researchers seeking to minimize cyber threats in
wearable technology.

2. Research Methodology

This research is part of a funded project investigating cyber risks in wearable devices (WDs). The initial phase
involved thoroughly reviewing the latest information on cyber risks associated with WDs. The sources reviewed
included journal articles, whitepapers, websites, and reports. While the literature review, which forms the basis
of this paper, was comprehensive, the work remains ongoing. In addition to the literature review, the grant also
supports an experimental component to detect hidden wearable devices, though it is outside the scope of this

paper.
3. Wearable Devices and Their Market

Microelectronics and small sensors have revolutionized the world of wearable devices. These sensors allow WDs
to collect vital data from users in real-time (Blow et al, 2020). Common sensors found in WDs include
accelerometers, which detect movement patterns and intensity, and geolocation sensors, which track the user’s
location and orientation (Aroganam et al, 2019). Wearables also use photoplethysmography, which employs
light sensors to monitor blood volume and circulation, particularly through the wrist, providing insights into the
user's cardiovascular health (Nelson et al, 2023). These sensors, often used in combination, allow WDs to track
activities, measure heart rates, count steps, and monitor various other health metrics. The data obtained by the
sensors is stored in WDs and later shared with third parties. During the transfer process, the data is susceptible
to cyber vulnerabilities. Unfortunately, many users are oblivious to the associated risks.

The market for wearables continues to grow. Currently, it is estimated that one in three Americans use a
wearable device. Wearable devices have expanded into many domains from headsets to rings such as the Oura
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and the Samsung Galaxy Ring. Currently, the global wearable device market is evaluated at $178 billion and is
expected to grow at a compound growth rate of 14.6% reaching over $500 billion by 2033 (Horizon Databook,
2023). Given this rapid expansion, it is crucial to assess the cybersecurity risks of wearables, raise awareness
among users, and develop strategies to minimize these risks.

4. Cyber Risks in Wearable Technology

Since wearables are devices on the Internet of Things (loT), WDs are vulnerable to cyberattacks. The fact that
most wearables collect personal, and health data complicates the risk factor for the user. If a device is
compromised, users may unknowingly expose sensitive information to malicious actors, leading to dangerous
consequences. In addition, cybersecurity threats cross a variety of boundaries including confidentiality, integrity,
availability, and more. Figure 1 provides insight into how attacks have evolved from 2008 to 2020 (Sectigo 2020).
The attacks continue to grow and evolve with the development of new devices including wearables.
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Figure 1: The figure highlights how attacks on loT devices have evolved from 2008 to 2020

Most wearable devices do not connect directly to the Internet. Instead, the data is transferred via Bluetooth Low
Energy to an Internet-capable device (Seneviratne, 2027). Standard Bluetooth is used for short-distance radio
frequency communication. Cybercriminals have hosted multiple attacks on Bluetooth (Silva-Trujillo et al, 2023).
With modifications to Bluetooth, BLE was developed for devices requiring battery longevity for optimal
operation. BLE conserves battery life by remaining in a low-power sleep mode until the device initiates pairing
with an loT device. To simplify the pairing process, there is limited, or no user interaction needed which leaves
the device exceptionally vulnerable to cyberattacks. It has been shown, that in devices using low-security BLE,
passive sniffing can successfully intercept data during the pairing process (Wu et al, 2020). In passive sniffing, a
hacker can capture information in a network without interfering with it. Once a data packet is captured,
attackers can use free download tools such as Wireshark to analyze the packet (Cusak et al, 2017). To minimize
the risk of such a passive attack, users should pair with LE Secure available in BLE 4.2 or higher. With BLE 4.2,
the pairing is performed using the Diffie-Helman Key Exchange algorithm which allows for encryption over a
public communication channel (ScienceDirect). Using this method, the WD and the IoT device each have private
and public keys. This is different from the previous version of BLE where both devices shared one key. The dual
key pairing makes it more difficult for hackers to crack the code. One device can share data using the public key
and the other device can decrypt the data with its private key (TechTarget). Even with the implementation of
Diffie-Helman Key Exchange, WD users may remain vulnerable through a lack of authentication. If the device is
not verified before pairing, the system is susceptible to Man in the Middle Attacks (MITM) also known as an On-
Path Attack. As it sounds, the attacker places itself between the two devices and intercepts the data being
transmitted, which could be personal information or identification. The attacker can then impersonate a device
and continue to collect user information (Malik et al, 2019). WD users should implement some type of
authentication to prevent MITM attacks.

When a wearable device transfers data to an IoT device, it often relies on the IoT device as a gateway to the
cloud, since wearables typically lack direct internet connectivity. Unfortunately, loT devices may have weak
points where an attacker may enter, such as poor authentication, lack of encryption, shared network access,
and missing firmware updates. If an attacker gains access to the loT it can compromise the WD data. Thus,
wearable device users should implement basic security measures to minimize risks when connecting with loT
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devices. Some basic steps include using a two-step authentication process, encrypting data, updating firmware,
having a firewall on the IoT device, and using Virtual Private Networks (VPN) instead of Wi-Fi to help protect the
user.

The lack of adequate protection in loT devices poses a risk not only to the wearable user but also to other devices
connected to the same network. A 2023 Nokia Threat Intelligence Report revealed a dramatic increase in loT
devices engaged in botnet-driven Distributed Denial of Service (DDoS) attacks, rising from 200,000 to 1 million
in one year (Nokia, 2023). Combining the words, robot and network, a botnet, is a network of loT devices infected
by malware that allows a bad actor to control the devices and launch cyberattacks including DDoS (Bhattacharya
et al, 2024). In a DDoS attack, an excessive amount of malicious traffic is sent to a website or service to
overwhelm it which can cause the network or server to crash. Identifying the devices contributing to the attack
is difficult, and such attacks can harm wearable users and others connected to the network.

Once WD data is transmitted to an loT device, it is typically sent to the cloud for storage. Fitness wearables like
WHOOP monitor a variety of health metrics including, heart rate, respiratory rate, temperature, blood oxygen,
sleep, stress, recovery, and more (Whoop). These devices collect sensitive health data that, if managed by a
medical professional, would be protected under HIPAA regulations. However, wearable users are sharing this
data via BLE to an loT device and eventually to the cloud. Wearable devices can also be hacked through cloud
connectivity. The cloud, while convenient, is an attractive target for hackers due to the potential to access data
from multiple users in a single breach (World Economic Forum, 2021). Data breaches, where unauthorized
access occurs, pose a significant risk to wearable users, especially given that much of their health data is stored
in the cloud. Some researchers are investigating blockchain as a more secure option for cloud storage
(Baalamurugan et al, 2021). Unlike the cloud which stores all data in a central location, blockchain shares it in
multiple locations or blocks making it more difficult for all data to be accessed during a cyberattack. There are
additional features such as cryptographic techniques and immutability, meaning once the data enters the
blockchain it cannot be altered, which may make blockchain a more secure option than the cloud for wearable
devices.

Some wearable companies like WHOOP are allowing third-party involvement by offering WHOOP Developer
Platform where users can develop and integrate apps with WHOOP. The marketing by Whoop states “enables
third-party applications to create meaningful integrations” (WHOOP). WHOOP users can create apps to monitor
something new and share it with other users. In addition, WHOOP users can also share their data with other
WHOOP users. Although there are measures in place by the company indicating the integration by third-party
developers is secure, this may increase the attack surface, potentially introducing new vulnerabilities.

5. Conclusion

Wearable devices, such as smartwatches, fitness trackers, and medical implants continue to grow in popularity,
as do the cyber risks associated with their use. Data collected by WDs including personal, financial, and medical
information, is transmitted through multiple steps, involving Bluetooth, IoT devices, and cloud storage. Each of
these steps presents an opportunity for cyberattacks. If a cyberattack takes place during any step of the data
transmission process, attackers may gain access to sensitive information. To protect users, wearable
manufacturers should implement robust security measures, such as multi-factor authentication, data
encryption, firmware updates, and other preventative strategies. At the same time, users must be aware of the
risks and remain vigilant in their efforts to minimize cyber vulnerability. As the wearable market expands,
ongoing research into cybersecurity threats and effective prevention methods is crucial to safeguarding users'
data and privacy. In this ongoing project, the authors will further explore the literature, reviewing additional
sources to analyze wearable device attacks and optimize processes to mitigate these threats. Funding for this
research also supports experimental work to detect hidden wearables, which is ongoing, although outside the
scope of this call for papers.
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