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Abstract: This conceptual paper explores the emerging domain of cognitive warfare, focusing on its strategic dimensions and
the approaches of some state actors. Cognitive warfare transcends traditional psychological and information warfare by
targeting the perceptions, emotions, and cognitive functions of adversaries, ultimately disrupting decision-making processes.
Through a detailed analysis of Chinese and Russian tactics, this study explores how cognitive warfare is used to destabilize
democratic institutions, manipulate public opinion, and create social fragmentation. The paper further investigates how
these strategies challenge established concepts of warfare and security. It concludes by offering insights into the broader
implications for national and global security, presenting defense frameworks and strategies to mitigate the growing threat
of cognitive warfare.
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1. Introduction

Cognitive warfare is a multifaceted strategy that targets the human mind to influence decision-making
processes, perceptions, and social structures (Nikoula & McMahon, 2024). Unlike conventional warfare, which
focuses on physical destruction, cognitive warfare operates in the realm of ideas, emotions, and beliefs (Claverie
and du Cluzel, 2022). The goal is to manipulate the adversary’s cognitive functions, slowing down or distorting
their decision-making processes to create confusion, demoralization, or self-destruction. By disrupting this
process, cognitive warfare weakens individuals' and societies' ability to respond effectively to crises or
challenges (Clarke and Kanke, 2019; Bernal et al., 2020).

In the contemporary context, cognitive warfare has become a cornerstone of strategies employed by some
states, which blend traditional psychological operations with advanced technologies like artificial intelligence
(Al), social media, and neuroscience. For instance, Russia’s disinformation campaigns during the 2016 US
presidential election sowed division and distrust, while China has used Al-driven tools to tailor propaganda and
manipulate public perception globally (Dahl, 1996; Claverie and du Cluzel, 2022).

1.1 Research Problem

The growing sophistication of cognitive warfare presents a new dimension of threat to national security. Unlike
traditional cyberattacks or military confrontations, cognitive warfare operates subtly, influencing public opinion,
political decision-making, and social stability without the use of overt force or physical combat (Golovchenko,
Hartmann and Adler-Nissen, 2018; Tashev, Purcell and MclLaughlin, 2019). This form of warfare manipulates
perceptions and emotions, embedding within the societal fabric to create confusion, division, and mistrust.

The rise of cognitive warfare marks a significant evolution in the nature of conflict, introducing challenges
distinct from traditional forms of warfare. Its ability to operate silently and exploit the psychological and
informational domains makes it particularly insidious. The implications are especially profound for democratic
societies, where freedom of information and open communication channels are fundamental but can be
weaponized to destabilize public trust and societal cohesion (Siboni, 2016). This subtle yet far-reaching form of
warfare has profound implications for national security, public trust, and societal stability, particularly in
democratic societies (Gregor and Mlejnkova, 2021).

2. Complexity of Detection and Attribution

One of the key challenges of combating cognitive warfare lies in the invisible nature of its operations. Cognitive
warfare occurs within the informational and psychological realms (Bernal et al., 2020). It manipulates the
perceptions and thought processes of entire populations, often without them being aware that they are being
attacked.

Cognitive warfare has the ability to seamlessly blend into everyday information flows. Disinformation,
propaganda, and fake news are disseminated through platforms that people use daily, such as social media,
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news outlets, and online forums (Le Guyader, 2022). This makes it difficult for governments, institutions, and
individuals to distinguish between genuine information and manipulated content designed to influence public
opinion or decision-making.

Furthermore, the attribution problem complicates efforts to defend against cognitive warfare. Since these
operations are often executed through non-state actors, covert channels, or proxy organizations, identifying the
exact source of the manipulation is difficult (Aukia and Kubica, 2023).

3. Targeting Democratic Institutions and Civilian Sectors

Another critical issue in cognitive warfare is its focus on civilian populations and democratic institutions. In
democratic societies, where freedom of expression and open information flow are fundamental, cognitive
warfare can exploit these very freedoms to undermine public trust in key institutions (Siboni, 2016). By spreading
disinformation, cognitive warfare can destabilize elections, fuel political polarization, and erode public
confidence in government and media (Claverie and du Cluzel, 2022).

China and Russia have used cognitive warfare to target civilian sectors, particularly during periods of social or
political vulnerability. For example, Russia’s interference in the 2016 US presidential election involved extensive
social media manipulation to polarize voters and sow discord. By targeting civil discourse, cognitive warfare
threatens the social cohesion of democratic states, making it difficult for governments to maintain, control, and
effectively govern their populations militarily.

The targeting of education systems, media outlets, and administrative bodies further exacerbates the problem.
These sectors are fundamental to a functioning democracy, and when they are manipulated through cognitive
warfare, the impact is profound (Aukia and Kubica, 2023). In education, for example, students can be exposed
to manipulated narratives or distorted information, influencing their understanding of history, politics, and
social issues (Wu, Chang and Pan, 2017; Claverie and du Cluzel, 2022). In the media, biased or fabricated stories
can shape public perception and steer societal discourse in ways that align with the objectives of foreign actors.

4. Psychological Vulnerability and Emotional Manipulation

Cognitive warfare uses the psychological vulnerabilities of individuals and groups to achieve strategic goals.
Human beings are naturally inclined to seek out information that confirms their existing beliefs, a phenomenon
known as confirmation bias (Le Guyader, 2022). Cognitive warfare exploits this tendency by disseminating
customized disinformation that reinforces biases or stimulates emotional reactions, such as fear, anger, or
distrust. These emotional triggers can lead to irrational decision-making at both the individual and collective
levels (Le Guyader, 2022).

For example, during the COVID-19 pandemic, both China and Russia engaged in disinformation campaigns based
on public fears about the disease’s origin, treatment, and vaccines (Siboni, 2016). By manipulating emotions
such as fear and uncertainty, these campaigns sowed confusion, undermined public trust in health authorities,
and hindered effective responses to the pandemic (Gregor and Mlejnkova, 2021). The long-term consequence
of such emotional manipulation is the erosion of social cohesion, as populations become divided along
ideological lines, making it difficult to build consensus or trust in public institutions (Khan, 2024).

5. Lack of Effective Countermeasures

Despite the increasing prevalence of cognitive warfare, many countries still lack effective countermeasures for
these types of threats. Traditional defense mechanisms, such as cybersecurity protocols and information control
systems, are designed to protect against more tangible forms of attack, such as cyberattacks on critical
infrastructure or military targets. However, they do little to combat the psychological and informational
manipulation that lies at the heart of cognitive warfare (Claverie and du Cluzel, 2022).

There is a growing recognition that defending against cognitive warfare requires a new set of tools and
strategies, particularly in the realms of public education, media literacy, and psychological resilience (Miller,
2016; Aukia and Kubica, 2023). Governments and institutions must invest in educating the public about the
dangers of disinformation and the ways in which cognitive warfare operates (Deppe, 2023). However, many
nations have been slow to develop comprehensive strategies to deal with these types of threats, leaving their
populations vulnerable to manipulation (Newman et al., 2021).

Furthermore, the globalization of information has made it easier for cognitive warfare tactics to cross borders
and affect multiple societies simultaneously. Platforms like Facebook, Twitter, and YouTube provide convenient
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channels for the dissemination of disinformation, and their global reach makes it difficult for individual countries
to control the flow of harmful content (Vision of Humanity, 2022).

6. The Strategic Importance of Cognitive Warfare in Modern Conflict

Cognitive warfare is now recognized as a strategic pillar in modern conflict, particularly by authoritarian regimes
seeking to expand their influence on the global stage. The goal of cognitive warfare is not simply to win battles
or achieve short-term victories; rather, it aims to reshape society, undermine trust, and destabilize governments
over the long term. This makes it a particularly potent tool for asymmetric warfare, where smaller powers or
non-state actors can exert significant influence without the need for military superiority (Golovchenko,
Hartmann and Adler-Nissen, 2018).

By focusing on influencing the perceptions and beliefs of adversaries, cognitive warfare allows state and non-
state actors to achieve strategic objectives without engaging in direct confrontation. This makes it an attractive
option for certain countries, which seek to weaken democratic states and enhance their geopolitical influence
without risking military escalation (Bernal et al., 2020; Claverie and du Cluzel, 2022).

7. Research Objectives

The objective of this paper is to address the various complexities and challenges of cognitive warfare, and
provide insight into how cognitive warfare operates in the psychological and informational realms. Specifically,
this paper analyzes the principles of cognitive warfare, as conceptualized by major power nations such as China
and Russia, to understand the foundations of cognitive warfare that these two leading state actors that have
invested heavily in the development of cognitive warfare tactics. Both countries have adopted sophisticated
methods to manipulate perceptions and influence decision-making within target populations, using advanced
technologies and traditional psychological warfare techniques (Le Guyader, 2022). Second, this paper explores
how cognitive warfare tactics, such as disinformation campaigns, media manipulation, and psyops, have been
employed to manipulate public perception and destabilize key societal structures in democratic and non-
democratic nations. In particular, this paper examines how these tactics have been used to provoke political
polarization, social unrest, and loss of trust in institutions (Wu, Chang and Pan, 2017). Third, this paper assesses
the implications of cognitive warfare for global security and provides future insights for defense. It analyzes the
broader implications of cognitive warfare for national and global security, highlighting the need for new
strategies to counteract its effects, and proposes innovative approaches to the detection, prevention, and
mitigation of cognitive warfare attacks, particularly in democratic states that face unique challenges in defending
against these tactics (Bernal et al., 2020).

8. Conceptual Framework

Cognitive warfare's nonlinear and asymmetric nature demands a multidimensional approach to understand its
strategies and implications. It is imperative therefore, to study it from a perspective that integrates psychological
operations, information warfare, and advanced technologies. These strategies highlight key elements of
cognitive warfare, such as manipulating perceptions, disrupting decision-making, and exploiting emotional
vulnerabilities across military and civilian domains.

As part of the broader literature on scalable and adaptable solutions to security challenges, frameworks like the
Serenity framework (Gallego-Nicasio et al., 2009, Serrano et al., 2009), offer valuable insights. These frameworks
focus on dynamic adaptation at runtime and the reusability of security patterns to address evolving threats in
complex environments. It is a comprehensive system designed to address security and dependability
(S&D) challenges such as Ambient Intelligence (Aml), ubiquitous computing, and other adaptive systems.

The following sections provides a comprehensive understanding of cognitive warfare, its strategic foundations,
and its implications for global security, based on the strategic models of China and Russia. Cognitive warfare
merges psyops, information warfare, and technological advancements, creating a sophisticated strategy to
manipulate public perception, emotions, and decision-making processes.

8.1 Cognitive Warfare as a Multidimensional Threat

Cognitive warfare is an advanced form of conflict that targets the human mind and the informational
environment. Unlike conventional warfare, which focuses on destroying physical assets, cognitive warfare aims
to manipulate the cognitive processes of individuals and societies, thereby disrupting decision-making and
undermining social cohesion (Dahl, 1996).
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e Information as a weapon: Information is manipulated to influence perceptions and emotions, making
cognitive warfare a nonlinear, asymmetric strategy. Instead of direct military confrontation, the
objective is to weaken an adversary from within, exploiting psychological vulnerabilities and
information networks (Siboni, 2016).

e Targeting decision-making: Cognitive warfare focuses on disrupting the OODA loop, which is
traditionally a military framework but is now applied to civilian decision-making processes. The goal
is to slow, distort, or disrupt decision-making at both the individual and societal levels (Claverie and
du Cluzel, 2022).

8.2 China’s Cognitive Warfare Strategy: Emphasis on the Cognitive Domain

China has long recognized the power of cognitive warfare in modern conflicts, integrating Al, neuroscience, and
the manipulation of social networks into its military and strategic doctrines. Chinese strategists emphasize that
the future of warfare will occur in three domains: physical, informational, and cognitive. Among these, the
cognitive domain is becoming the most critical, as it focuses on influencing perception and controlling narrative.

e Al and neuroscience: China has invested heavily in Al and neuroscience to enhance its cognitive
warfare capabilities. These technologies are used to manipulate emotions, influence decision-making,
and create psyops that target both domestic and foreign populations. Al tools are designed to analyze
human behavior and predict psychological vulnerabilities, enabling the creation of customized
narratives that resonate with specific target audiences (Claverie and du Cluzel, 2022).

e Social media and information control: Chinese cognitive warfare also relies on controlling
information flow, especially through social media platforms. During the COVID-19 pandemic, for
example, Chinese state actors used social networks to spread disinformation and misleading
narratives regarding the disease’s origins and safety (Le Guyader, 2022). The goal was to cultivate
distrust in global health institutions and exploit social divisions (Siboni, 2016).

8.3 Russia’s Hybrid Warfare: Cognitive Warfare as a key Component

Russia’s cognitive warfare strategy is deeply embedded in its broader hybrid warfare doctrine, which combines
conventional military operations with cyberattacks, information warfare, and psychological manipulation. It uses
disinformation, historical revisionism, and perception management to achieve its strategic objectives (Siboni,
2016).

e Disinformation campaigns: Russia has mastered the art of disinformation as part of its cognitive
warfare operations. During the 2016 US presidential election, Its actors used social media platforms
to manipulate public perception by creating false narratives, deepening political polarization, and
weakening democratic processes (Singer and Brooking, 2018).

e Historical narrative manipulation: Russia often engages in historical revisionism as a tactic to control
the narratives around its actions. By distorting history, Russia aims to justify its military intervention
and gain domestic and international support (Parker, 2022). This tactic was evident in the Ukraine
conflict, in which Russia used historical arguments to legitimize its invasion while simultaneously
spreading disinformation to weaken Ukraine’s international alliances.

e Maedia and information warfare: Russian cognitive warfare tactics also include targeting media
outlets, hacking news organizations, and spreading false information through state-controlled media.
By manipulating the informational environment, Russia seeks to create confusion, division, and
societal unrest in target countries (Tashev, Purcell and McLaughlin, 2019).

9. Cognitive Warfare in Civilian Sectors: Targeting Democracy and Civil Society

Cognitive warfare does not confine itself to military targets; it extensively influences civilian sectors and
democratic institutions. China and Russia have strategically focused their cognitive warfare efforts on exploiting
the openness of democratic societies (Siboni, 2016).

e Targeting media and political institutions: Both countries use disinformation to manipulate elections,
polarize political landscapes, and erode trust in democratic processes (Tashev, Purcell and
McLaughlin, 2019). The Russian interference in the US serves as a notable example in which social
media manipulation undermined public confidence in the electoral process.

e Education and public opinion: Cognitive warfare also targets education systems by influencing what
is taught and believed about history, politics, and society (Tangredi and Galdorisi, 2020). Manipulated
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information can distort how young populations understand global events, making them more
susceptible to propaganda (Gregor and Mlejnkova, 2021).

e Emotional manipulation in crises: During crises such as the COVID-19 pandemic, cognitive warfare
intensifies as state actors exploit fear and uncertainty. Disinformation about vaccine safety, virus
origin, and public health measures deepened societal divisions, leading to weakened public trust in
health authorities (Newman et al., 2021).

10. Psychological Vulnerability and Emotional Manipulation: Key Tools of Cognitive
Warfare

Cognitive warfare uses the psychological vulnerabilities of individuals and groups to exploit emotional biases to
achieve strategic goals. Cognitive warfare tactics often capitalize on confirmation bias, the tendency of
individuals to seek information that confirms their preexisting beliefs (Dahl, 1996; Bernal et al., 2020).

e Emotional triggers: Both countries use disinformation campaigns to exploit emotional triggers such
as fear, anger, and distrust. For example, by playing with fears during the COVID-19 pandemic, these
campaigns caused confusion about vaccine efficacy, leading to public distrust in governments and
health systems (Aukia and Kubica, 2023; Vision of Humanity, 2022).

e Misinformation and collective decision-making: Disinformation, particularly on social media, spreads
misleading narratives that reinforce social divisions, which make it difficult to build consensus on
important issues, such as public health measures or political reforms, which, in turn, leads to
instability (Le Guyader, 2022).

11. Technological Enhancements in Cognitive Warfare: The Role of Al and Neuroscience

Technological advancements, especially in Al, neuroscience, and social media algorithms, have revolutionized
cognitive warfare tactics. These technologies can be used to scale operations and target specific demographics
with precision (Claverie and du Cluzel, 2022).

e Al Al enables cognitive warfare campaigns to analyze large amounts of data to identify psychological
patterns and behavioral trends. For example, China’s use of Al-driven tools allows it to tailor
propaganda to specific populations based on their psychological profiles, making disinformation more
effective and targeted (Wu Chi-hsun, 2018).

e Social media algorithms: Algorithms that shape content on platforms like Facebook and Twitter are
increasingly used to push disinformation to specific groups, creating echo chambers where false
information is reinforced and dissenting views are suppressed. This technology-driven manipulation
is a key component of modern cognitive warfare (Le Guyader, 2022).

12. The Non-Linear Nature of Cognitive Warfare: Asymmetric and Globalized Conflict

One of the defining features of cognitive warfare is its non-linear nature. Unlike traditional warfare, which is
constrained by geography and clear battlefronts, cognitive warfare operates across the psychological,
informational, and cyber domains, affecting military and civilian targets globally (Bernal et al., 2020).

o Global information flows: The globalization of information has made cognitive warfare more
prevalent. Platforms like YouTube, Twitter, and Facebook allow for real-time manipulation of public
discourse across borders. China and Russia have used these platforms to spread disinformation to
millions of people worldwide, destabilizing multiple nations simultaneously (Vision of Humanity,
2022).

13. Implications for Global Security: A new Dimension of Warfare

Cognitive warfare introduces a new dimension to global security, blurring the lines between war and peace. It
challenges traditional defense mechanisms by targeting the psychological fabric of society, undermining trust,
and destabilizing democratic processes (Bernal et al., 2020).

e National security threats: Cognitive warfare represents a significant threat to national security,
particularly for democracies that value freedom of speech and open information systems (Claverie
and du Cluzel, 2022). Unlike traditional warfare, cognitive warfare operates subtly within society,
attacking the psychological foundation of a nation. The impact is far-reaching, destabilizing
democratic institutions, elections, and even public health responses (Siboni, 2016).
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14. Cognitive Warfare as a Nonlinear Strategy: Challenges in Detection and Defense

The non-linear and diffusive nature of cognitive warfare presents significant challenges for detection and
defense. Cognitive attacks are covert, often invisible, and intertwined with the normal flow of information in
society, making it difficult to detect malicious intent (Bernal et al., 2020).

e Challenges of detection: Since cognitive warfare operates within the psychological and informational
domains, traditional military radars, designed to detect physical attacks, fail to detect these subtler
threats (Aukia and Kubica, 2023). Attacks may appear as ordinary news posts on social networks or
even as public opinion.

e  Attribution difficulty: Another challenge is attribution. Cognitive warfare campaigns are often carried
out by non-state actors, proxy organizations, or covert state-sponsored entities, making it difficult to
determine the source of the attack (Tashev, Purcell and MclLaughlin, 2019). This is evident in both
China’s and Russia’s use of troll farms and state-controlled media, in which plausible deniability is
built into their cognitive warfare strategies.

e  Blurring of war and peace: Cognitive warfare further complicates the traditional notions of war and
peace. Although conventional warfare is clearly defined, cognitive warfare exists in a gray zone, where
the boundaries between peacetime and conflict are unclear (Siboni, 2016). This makes it difficult for
governments to respond, as they must navigate the legal, political, and moral challenges of engaging
in counteroperations during what may be perceived as “peacetime” (Bernal et al., 2020).

15. Countermeasures and Defense Mechanisms: Building Cognitive Resilience

Despite the growing threat of cognitive warfare, many countries lack effective measures to combat these
attacks. Conventional defense mechanisms, such as cybersecurity protocols and military defenses, offer little
protection against the psychological manipulation that lies at the heart of cognitive warfare (Claverie and du
Cluzel, 2022).

e Public education and media literacy: One of the most effective ways to counter cognitive warfare is
to invest in public education and media literacy. By educating the public about disinformation tactics,
fake news, and propaganda, governments can build resilience against these attacks (Le Guyader,
2022). This includes developing critical thinking skills, fact-checking abilities, and understanding how
emotional manipulation is used to influence decisions (Aukia and Kubica, 2023).

e Psycho-social defense strategies: Beyond public education, governments should also focus on
building psychological resilience within their populations. Psychosocial defense strategies include
mental health support, community building, and social cohesion efforts (Siboni, 2016). These are
crucial in preventing social fragmentation during times of increased cognitive warfare (Newman et
al., 2021).

e Collaboration with technology platforms: Social media platforms such as Facebook, Twitter, and
YouTube play a central role in disinformation dissemination. Governments must work closely with
these platforms to develop algorithmic solutions that detect and mitigate disinformation, including
the use of Al-driven detection systems, real-time content monitoring, and partnerships with fact-
checking organizations (Vision of Humanity, 2020).

16. The Future of Cognitive Warfare: Expanding Conflict Frontiers

As cognitive warfare evolves, advanced technologies such as Al, neuroscience, biotechnology, and improved
human capabilities will be increasingly integrated. These innovations will further blur the lines between psyops
and direct conflict, expanding the battlefield into social networks, neurological processes, and individual
cognition (Claverie and du Cluzel, 2022).

e Integration of Al and machine learning: Al and machine-learning technologies will be at the forefront
of future cognitive warfare, allowing state actors to predict human behavior, analyze cognitive
vulnerabilities, and tailor disinformation campaigns more precisely than ever before (Wu Chi-hsun,
2018). China has already begun using Al to identify behavioral patterns in populations, which allows
for more personalized psychological attacks (Le Guyader, 2022).

e Biotechnology and neuroscience: Advances in biotechnology and neuroscience also play a role in
cognitive warfare, allowing more sophisticated methods of manipulating human cognition. This
includes technologies that directly target the brain, manipulating emotions, perceptions, and memory
to control human behavior on an unprecedented level.
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Cross-domain operations: Future cognitive warfare will not only target the cognitive domain but will
also operate in multiple fields of conflict, including the cyber domain, space, air, and land. The cross-
domain nature of cognitive warfare will make it difficult to be counteracted, as attacks could come from
multiple directions at once, targeting the mind, information networks, and physical infrastructure.

17. Conclusion

Cognitive warfare demonstrates a profound shift in the nature of modern conflict, moving away from traditional
physical engagement and instead focusing on manipulating the human mind. The complexity of this new form
of warfare lies in its subtlety and pervasiveness, targeting not just military systems but entire societies. By
manipulating perceptions, emotions, and decision-making processes, cognitive warfare undermines social trust,
polarizes populations, and weakens democratic institutions.

The strategies discussed in this paper illustrate how cognitive warfare can destabilize societies by exploiting
systemic vulnerabilities. Through the use of advanced technologies such as Al, big-data analytics, and social
media platforms, state actors can manipulate public perception and create long-term strategic advantages
without resorting to conventional military means (Siboni, 2016). China’s Al-driven cognitive manipulation and
Russia’s disinformation campaigns show the adaptability and power of cognitive warfare in contemporary
geopolitical struggles (Tashev, Purcell and McLaughlin, 2019).

Traditional security measures, such as cybersecurity protocols and military defenses, are no longer sufficient for
addressing the multifaceted threats that cognitive warfare poses. These measures typically focus on protecting
physical infrastructure or critical systems, but cognitive warfare targets the psychological and social foundations
of society (Claverie and du Cluzel, 2022). The implications for national security are profound: Since cognitive
warfare operates in the information and psychological realms, it presents an existential threat to the integrity
and stability of democratic institutions (Vision of Humanity, 2022).

Government and national defense strategies must evolve to face this emerging form of conflict. Rather than
focus solely on the technical aspects of defense, there is a pressing need to address the social, psychological,
and cognitive vulnerabilities that cognitive warfare exploits. Building resilience within populations, increasing
awareness of disinformation tactics, and improving psychological defenses are crucial steps toward mitigating
the impact of cognitive warfare (Newman et al., 2021). The future of national security will depend not only on
protecting critical systems but also on protecting the minds and perceptions of people.

18. Recommendations

Educating the public about cognitive warfare and its impact is one of the most critical measures to defend against
this form of conflict. Public awareness campaigns should focus on explaining how cognitive warfare works, the
techniques used to spread disinformation, and the ways in which emotions and perceptions are manipulated.
These campaigns should also promote media literacy and critical thinking skills, which are essential in a digital
age where misinformation is easily spread. Schools, universities, and public institutions must implement media
literacy programs to teach citizens how to discern credible information from false narratives. Governments must
develop a comprehensive cyber-psychological defense strategy that integrates technological and psychological
defenses. This approach should combine traditional cybersecurity measures with a greater focus on protecting
against psychological manipulation. By monitoring online platforms for coordinated disinformation campaigns
and identifying attempts to sow discord and polarize societies, governments can mitigate the impact of cognitive
warfare.
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