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Abstract: The evolving landscape of online dating has given rise to increasingly sophisticated forms of deception, from
traditional catfishing to emerging systemic frauds such as romance-related "pig butchering" and Intimacy Manipulated Fraud
Industrialization (IMFI). While these practices differ in execution, they share a troubling commonality: psychological
exploitation with profound emotional, mental, and financial consequences for victims. This narrative literature review
explores these deceptive phenomena, illuminating their operational mechanisms, psychological impacts, and the systemic
factors enabling their proliferation. Catfishing, initially perceived as individual deceit, has become more pervasive with
technological advancements, leaving victims in emotional distress and reluctant to report due to stigma and shame. "Pig
butchering" introduces a hybrid form of romance and financial fraud, characterized by emotionally manipulative
relationships that evolve into fraudulent investment schemes. Victims are "fattened" emotionally and financially before
being left financially destitute, with cryptocurrency scams being a primary tool. IMFI further industrializes deception,
employing structured operations and unwitting individuals as "chat moderators" under false pretenses, thereby scaling fraud
to enterprise-level efficiency. By framing these online romance scams as a public health issue, this review underscores the
broader implications beyond financial losses, including diminished trust in digital relationships and long-term psychological
harm. The interdisciplinary approach integrates perspectives from cybersecurity, psychology, cybercrime, and
cyberpsychology to highlight the urgent need for comprehensive solutions. This study advances the conversation on these
evolving threats and calls for robust safeguards and preventive measures to mitigate the societal risks posed by online dating
platforms.

Keywords: catfishing, cyberpsychology, online dating, pig butchering, cybercrime, Intimacy Manipulated Fraud
Industrialization, dating fraud, romance fraud.

1. Introduction

The evolving landscape of online dating has given rise to increasingly sophisticated forms of deception, from
traditional catfishing to more systemic frauds like romance-related "pig butchering" and Intimacy Manipulated
Fraud Industrialization (IMFI). These practices not only inflict emotional, mental, and financial harm on victims
but also reveal a broader pattern of psychological exploitation that is a significant public health issue.

Catfishing, a deceptive practice in online dating, involves using fabricated identities to create a false persona,
often through altered photographs and falsified personal information (Pramudiarja et al., 2023). While some
individuals engage in catfishing without explicitly malicious intentions, such as enhancing their chances of
forming connections, it is universally recognized as dishonesty that undermines trust. The psychological impacts
on victims can be profound, encompassing emotional distress, feelings of betrayal, anxiety, stress, and
depression (Pramudiarja et al., 2023). The sophistication of modern technology has facilitated the proliferation
of catfishing, yet many victims remain reluctant to report their experiences due to societal stigma and feelings
of shame. Beyond financial losses, recent studies emphasize the broader ramifications of catfishing, particularly
its detrimental effects on mental health and emotional well-being in online dating scenarios (Pramudiarja et al.,
2023).

Romance-related "pig butchering" represents a sophisticated hybrid of romance scams and financial fraud,
targeting victims’ emotional and financial vulnerabilities. This emerging phenomenon, named for its method of
"fattening up" victims emotionally and financially before exploiting them, has gained attention for its
devastating consequences (Maras & lves, 2024). The process typically begins with scammers establishing contact
through romance platforms such as dating apps or social media, utilizing fabricated profiles to lure victims into
interaction. Once communication is initiated, scammers invest considerable effort in building emotional trust
through prolonged, emotionally manipulative conversations, often fabricating personal stories to deepen the
victim's attachment (Maras & lves, 2024). This initial phase, characterized as "fattening," transitions into
financial manipulation when scammers introduce fraudulent investment opportunities. These schemes
frequently involve cryptocurrency, forex, or stock market trading, presented as lucrative, risk-free opportunities
backed by fabricated data and professional-looking platforms (Maras & Ives, 2024). The final "butchering" phase
occurs when scammers sever all communication after extracting substantial financial resources, leaving victims
emotionally devastated and financially destitute, with little recourse for recovery (Maras & Ives, 2024).
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The industrialization of online romance fraud, referred to as Intimacy Manipulated Fraud Industrialization (IMFI),
introduces a new dimension to traditional romance scams by incorporating enterprise-level practices,
technological platforms, and structured customer service processes (Wang & Topalli, 2024). Unlike traditional
catfishing or scams, IMFI operates on a large scale, often employing individuals as "chat moderators" or
"customer service providers" under the guise of legitimate employment. These workers, often unaware of the
fraudulent nature of their roles, are tasked with engaging in sexting and intimate conversations with clients, who
are deceived into believing they are communicating with genuine romantic partners (Wang & Topalli, 2024).

1.1 Problem Statement

The proliferation of online dating platforms and social media has transformed how individuals seek romantic
connections, making such platforms ubiquitous in modern dating culture. However, this digital shift has also
facilitated the growth of exploitative practices such as catfishing and romance-related scams, including the
alarming phenomenon of "online pig butchering." According to recent research, "the trend of romance fraud
has significantly increased over the past decade, correlating with the rise of online dating and social media
platforms" (Cross, 2024). These fraudulent practices often involve perpetrators creating fake personas to
manipulate victims into emotional, mental, and financial vulnerabilities, leading to devastating consequences.

Romance fraud has become a significant issue. “Dating apps have become a prevalent way of meeting partners”
(Cross, 2024), yet their growing popularity has contributed to a corresponding rise in fraud. Victims often
experience not only financial losses but also severe emotional distress, which can have lasting psychological and
social implications. The scale of these crimes is staggering; for instance, in 2021 alone, “romance fraud reports
hit record highs, with over 56,000 victims reporting losses exceeding USD 547 million” (Cross, 2024). This statistic
underscores the urgent need to address the vulnerabilities inherent in online dating platforms as risks to mental
and public health.

The implications of these trends are far-reaching, affecting not only individual victims but broader societal trust
in digital relationships. This problem requires an interdisciplinary approach, combining cybersecurity,
psychology, cybercrime, and cyberpsychology insights to address the risks, mitigate harm, and implement
safeguards on online dating platforms. By exploring these issues, this research seeks to contribute to
understanding how technological advancements have facilitated new forms of exploitation and propose
strategies for preventing and combating these damaging practices.

1.2 Purpose and Originality of Inquiry

This narrative literature review examines the evolving and multifaceted landscape of online dating deception,
specifically focusing on catfishing, romance-related "pig butchering," and Intimacy Manipulated Fraud
Industrialization (IMFI). These phenomena, while distinct, share underlying patterns of psychological and
financial exploitation that not only harm victims but also pose broader ethical and public health challenges. By
synthesizing existing research on these deceptive practices, this study aims to elucidate their operational
mechanisms, psychological impacts, and the systemic factors that enable their proliferation.

By applying keywords such as pig butchering, catfishing, online dating scams, online dating, and cybercrime, this
review contributes to the academic discourse by identifying gaps in the current understanding of these
phenomena. By framing online dating scams as not only criminal but also psychological and public health issues,
this study advances the conversation on the need for interdisciplinary solutions.

1.3 Methods Section

This study employed a narrative literature review approach to synthesize and critically analyze existing literature
on catfishing, romance-related "pig butchering," and Intimacy Manipulated Fraud Industrialization (IMFI). This
design was chosen to provide a comprehensive understanding of these phenomena by contextualizing the
historical evolution, operational mechanisms, psychological impacts, and systemic factors contributing to their
proliferation.

1.4 Research Question

The key research question guiding this review is: "How have catfishing, romance-related 'pig butchering,' and
Intimacy Manipulated Fraud Industrialization (IMFI) evolved, and what are their implications for victims’
psychological well-being and public health?"
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1.5 Search Strategy and Keywords

The literature search was conducted using multiple academic databases, including PubMed, ProQuest,
PsycINFO, Web of Science, and Google Scholar. The following key terms and Boolean operators were utilized to
ensure a comprehensive search:

Keywords:

e (Catfishing

e Romance fraud

e  Online dating scams

e  Pig butchering scams

e  Cybercrime

e Intimacy Manipulated Fraud Industrialization (IMFI)
e Psychological manipulation

e  Cryptocurrency fraud

1.6 Boolean Search Strategy:
The search strategy combined keywords using Boolean operators for precision and breadth, such as:

e “Catfishing” OR “online dating scams” AND “psychological manipulation”
e  “Pig butchering” AND “cryptocurrency fraud” OR “financial exploitation”
e  “IMFI” OR “industrialized romance fraud” AND “emotional distress”

1.7 Inclusion Criteria
e Peer-reviewed journal articles, conference proceedings, government reports, and books published
between 2000 and 2024
e  Studies published in English
e Research focusing on the psychological, financial, and social impacts of online dating scams
e Articles addressing the intersection of cybersecurity, psychology, and public health

1.8 Exclusion Criteria
e Studies focused solely on unrelated online frauds such as phishing without a romance fraud component
e Non-English publications
e  Opinion pieces, blogs, or non-academic sources without empirical backing
e Duplicate studies or articles with outdated information not relevant to the current technological
landscape

1.9 Data Extraction and Analysis

The selected articles were categorized based on thematic relevance: psychological impacts, financial
manipulation techniques, technology-enabled deception, and systemic industrialization of fraud. Key insights
were synthesized to identify patterns, operational mechanisms, and gaps in the literature.

2. Romance Scams and Emotional Exploitation

Cybercrime in online romance is characterized by fraudulent activities that exploit the vulnerabilities inherent
in digital relationships. Romance scams, the most prevalent manifestation of this cybercrime, involve
perpetrators creating fictitious profiles on dating platforms to establish emotional connections with victims (Bilz
et al., 2023). These connections are then leveraged to manipulate victims into providing money or sensitive
personal information. Scammers craft elaborate narratives to build trust and foster emotional dependence,
often exploiting the victims' goodwill and emotional openness (Bilz et al., 2023).

2.1 Social Engineering and Identity Theft

Social engineering is a central tactic in online romance cybercrime, wherein scammers adopt personas such as
military personnel, business professionals, or individuals in distress to elicit empathy and financial support (Bilz
et al., 2023). These emotional appeals are calculated to lower the victim's guard, making them more susceptible
to manipulation. Additionally, identity theft is a common element of these scams. Perpetrators may appropriate
the identities of real individuals by using stolen photos and personal details to enhance the credibility of their
fabricated profiles. This amplifies the harm to the direct victim and victimizes the individuals whose identities
are misappropriated (Bilz et al., 2023).
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2.2 Financial Fraud and Psychological Impact

The financial ramifications of romance scams are profound, as victims are often coerced into providing funds for
fabricated emergencies, such as medical crises or legal fees, or even divulging banking details that facilitate
unauthorized transactions (Bilz et al., 2023). However, the consequences extend beyond monetary losses.
Victims frequently endure significant emotional and psychological harm, experiencing shame, guilt, and
depression as they grapple with the dual betrayal of their trust and financial security. These psychological
repercussions highlight the deeply personal toll of cybercrime in romantic contexts (Bilz et al., 2023).

2.3 Data Harvesting and the Role of Technology

Another dimension of this cybercrime is data harvesting, wherein scammers collect personal information under
the guise of romantic interest. This data is often repurposed for further fraudulent activities or sold on the dark
web, compounding the victim's exposure to risk (Bilz et al., 2023). The pervasive role of technology, including
the ubiquity of social media and mobile applications, has amplified the reach and sophistication of these scams.
The anonymity afforded by online platforms allows perpetrators to operate on a global scale with relative
impunity, increasing the prevalence and impact of these crimes (Bilz et al., 2023).

2.4 Distinctions Between Romance Fraud and Investment Fraud

The fundamental distinction between romance and investment fraud lies in the deception employed to exploit
victims. Romance fraud revolves around the fabrication of intimate relationships, wherein perpetrators utilize
emotional manipulation to build trust with their victims. These fraudulent relationships are often cultivated
online to elicit financial gain under the guise of personal connection (Cross, 2024). In contrast, investment fraud
operates through the presentation of fraudulent financial opportunities. Offenders craft these schemes to
appear legitimate, employing professional advertising and materials to enhance their credibility. The focus of
investment fraud is entirely financial, bypassing the emotional entanglement characteristic of romance fraud
(Cross, 2024).

2.5 Method of Victimization

The pathways through which victims are targeted further highlight the distinctions between these two types of
fraud. Romance fraud typically involves using online dating platforms or social media to establish and nurture a
relationship over time. This prolonged engagement fosters emotional bonds, which obscure the victim's ability
to recognize fraudulent intentions (Cross, 2024). Conversely, investment fraud often involves impersonal
approaches, such as cold calls or unsolicited communications. While potentially suspicious to recipients, these
methods lack the personal connection that romance fraud exploits to disarm skepticism (Cross, 2024).

2.6 Mechanisms of Financial Exploitation

The mechanisms through which financial losses occur also differ significantly between romance and investment
fraud. In romance fraud, the perpetrator leverages the emotional relationship to request direct money transfers,
often framed as urgent or personal financial needs (Cross, 2024). On the other hand, investment fraud typically
involves convincing victims to deposit funds into fraudulent investment accounts. These accounts may present
fabricated growth and returns to build trust before the funds are ultimately siphoned away, leaving the victim
with nothing (Cross, 2024).

2.7 Impact on Victims

The victim’s experience also diverges in complexity and psychological impact. Romance fraud intertwines
financial loss with emotional betrayal, creating a multifaceted form of harm that can deeply affect the victim's
mental and emotional well-being (Cross, 2024). The intimate nature of the deception makes the experience
uniquely damaging as victims grapple with both financial and personal loss. While similarly distressing,
investment fraud typically focuses on the financial aspect of victimization without the added layer of emotional
manipulation. This distinction renders romance fraud a more complex and psychologically impactful deception
(Cross, 2024).

2.8 Trust Building and Psychological Manipulation

At the core of pig butchering scams lies the calculated construction of trust between perpetrators and their
victims. Scammers meticulously cultivate this trust over extended periods, employing advanced social
engineering techniques to create an illusion of familiarity and reliability. This process will disarm skepticism and
build a foundation for subsequent financial exploitation. Psychological manipulation is a key component of these
scams, as perpetrators use persuasive tactics to convince victims to invest in fraudulent platforms or schemes.
Often, these manipulations are framed within the context of romantic relationships or seemingly legitimate
business opportunities, further enhancing the credibility of the deception (Burton & Moore, 2024).

31
Proceedings of the 20th International Conference on Cyber Warfare and Security, ICCWS 2025



2.9 Exploitation of Vulnerable Populations

Pig butchering scams disproportionately target vulnerable groups, including the elderly and individuals with
limited digital literacy. These populations are particularly susceptible to the sophisticated psychological tactics
employed by scammers, making them prime targets for exploitation. The financial and emotional toll on these
victims can be severe, compounding the distress caused by the betrayal of trust and significant financial losses
(Burton & Moore, 2024).

2.10 Digital Platforms and Global Reach

The digital nature of pig butchering scams allows perpetrators to leverage social media, dating apps, and
professional networking platforms to initiate and sustain personal connections. These platforms serve as critical
tools for trust-building and enable scammers to reach a wide audience. Organized criminal syndicates often
orchestrate these scams globally, with operations frequently based in regions like Southeast Asia. This global
reach magnifies the impact of pig butchering scams, enabling them to victimize millions of individuals worldwide
(Burton & Moore, 2024).

2.11 Sophistication and Evolution

One of the defining characteristics of pig butchering scams is their adaptability and increasing sophistication.
Scammers continuously refine their tactics to exploit emerging vulnerabilities, keeping pace with advancements
in technology and shifts in user behavior. This evolution enhances the efficacy of these schemes and poses
significant challenges for detection and prevention efforts (Burton & Moore, 2024).

2.12 The Financial Devastation of Victims

The ultimate objective of pig butchering scams is to drive victims to financial ruin. Perpetrators achieve this by
enticing victims to invest in fraudulent platforms that initially display convincing, albeit fabricated, returns. These
fake successes lure victims into deeper financial commitments before the scammers disappear with the funds.
The aftermath often leaves victims in profound financial and emotional devastation, with little hope of recourse
(Burton & Moore, 2024).

2.13 Manipulative Techniques in Romance Scams

Romance scams rely on a calculated and manipulative approach to exploit victims emotionally and financially.
One of the foundational techniques employed is grooming, wherein scammers dedicate extensive time, typically
six to eight months, to building trust with their victims. This involves selecting and utilizing stolen, appealing
photos to construct convincing online profiles and maintaining constant communication to create a strong
emotional bond (Rege, 2009). Scammers also create elaborate fake profiles on dating platforms, often using
high-quality images and intricate personal narratives to enhance their credibility. Multiple photos of the same
individual may be used to further the illusion of authenticity (Rege, 2009).

Once trust is established, scammers often narrate tragic circumstances to solicit financial support. These
fabricated crises, such as sudden medical emergencies or unexpected travel complications, are strategically
designed to evoke sympathy and compel victims to provide monetary assistance. Over time, these requests
escalate in frequency and scale, with perpetrators inventing new financial needs to sustain the deception (Rege,
2009). A key element of this strategy is emotional exploitation, where scammers appeal to their victims'
compassion, patriotism, or sense of urgency to secure financial aid. Fund requests may be framed as covering
travel expenses, communication costs, or other seemingly legitimate needs (Rege, 2009).

Furthermore, many romance scams operate within organized networks, where scammers share resources, pool
funds, and train new members. These networks enhance operational efficiency and increase the sophistication
and reach of their fraudulent activities (Rege, 2009). Collectively, these techniques underscore the calculated
and manipulative nature of romance scams, which leave victims with profound emotional, mental, and financial
harm.

3. Profiles of Cybercriminals in Romance Scams

The perpetrators of romance scams are diverse, encompassing a range of criminal actors who leverage online
dating platforms to exploit their victims. Romance scammers are the most common type, employing fake profiles
and engaging in long-term grooming processes to build trust before soliciting money. These scammers often
fabricate emergencies or financial predicaments to extract funds from their victims (Rege, 2009).

In some cases, these scams are orchestrated by organized crime groups, which employ sophisticated operations
to exploit victims on a larger scale. These groups may involve multiple individuals coordinating various tactics,
including extortion and even kidnapping, in extreme cases where victims travel to meet their supposed partners
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(Rege, 2009). Another category of perpetrators involves identity thieves, who steal personal information and
images from legitimate individuals to enhance the credibility of their fake personas. This practice not only
deceives victims but also further victimizes those whose identities are stolen (Rege, 2009).

Phishing scammers also exploit romance scams to gather sensitive information from victims. This data is then
used for identity theft or financial fraud, extending the scope of harm beyond the immediate deception.
Similarly, fake dating site operators establish bogus platforms to exploit unsuspecting users. These sites charge
fees for creating accounts and sending messages while using fabricated profiles to extract additional funds from
users (Rege, 2009).

3.1 The Psychological Impact of Cybercrime and Online Dating Scams

The psychological consequences of cybercrime in online dating are profound, encompassing emotional,
relational, and long-term impacts that extend beyond financial losses. Victims often endure grief, trauma, and
diminished self-worth, underscoring the complexity of these experiences. The psychological traits of individuals
targeted by online romance scams underscore their susceptibility to manipulation. Victims often exhibit
heightened impulsivity, particularly in terms of urgency and sensation-seeking behaviors, which predispose
them to act quickly without fully evaluating potential consequences (Whitty, 2018). Trustworthiness also
emerges as a key trait, as many victims perceive themselves as trustworthy individuals, making them more
inclined to trust others, including scammers. Additionally, an addictive disposition among victims’ mirrors
behaviors observed in gambling addiction, where disengagement becomes challenging once the scam is
underway (Whitty, 2018). Contrary to stereotypes, victims often possess high levels of education, indicating that
cognitive sophistication alone does not inoculate individuals against these schemes (Whitty, 2018).

3.2 Emotional Manipulation and Relational Dynamics

Central to the harm caused by online dating scams is the deliberate emotional manipulation victims endure. To
enhance credibility, scammers invest months in cultivating trust and emotional bonds through grooming and
fabricated profiles, including high-quality images and detailed narratives (Rege, 2009). Once trust is established,
victims are presented with fabricated crises, such as medical emergencies or travel complications, designed to
elicit financial support (Rege, 2009). These interactions exploit victims' compassion and sense of responsibility,
leveraging emotions to deepen their entanglement in the scam.

The dissolution of the perceived relationship often inflicts greater harm than the financial losses incurred.
Victims liken the experience to mourning the sudden death of a loved one, as the abrupt termination of the
relationship violates trust and induces profound grief (Whitty & Buchanan, 2016). This emotional loss, described
as more upsetting than monetary losses, highlights the centrality of relational dynamics in these scams (Whitty
& Buchanan, 2016).

3.3 Psychological Distress and Long-Term Impacts

The psychological toll of online dating scams is extensive and multifaceted. Victims report intense emotional
distress, including depression, shame, embarrassment, anger, and guilt (Whitty & Buchanan, 2016). Many also
experience a loss of self-esteem and confidence, exacerbated by societal stigma and a perceived loss of social
status (Van der Linde, 2024). Some individuals develop post-traumatic stress disorder (PTSD), particularly when
the scam involves deep emotional investment (Van der Linde, 2024). These psychological scars often persist long
after the scam ends, affecting victims' future relationships and their ability to trust others (Van der Linde, 2024).

3.4 Technological and Social Drivers of Harm

Technology amplifies the psychological impact of online dating scams by facilitating accessibility and enabling
anonymity for perpetrators. Social media and dating platforms create environments where scammers can easily
build trust with victims, while the permanence of digital interactions prolongs emotional distress. Shared photos,
messages, and digital memories function as persistent reminders of the sham relationship, complicating the
healing process (Eichenberg et al.,, 2017). Moreover, these platforms allow scammers to reach vulnerable
populations, such as the elderly or those with limited digital literacy, who are disproportionately affected (Rege,
2009).

3.5 Barriers to Digital Literacy and Technological Proficiency

A critical challenge victims face in protecting themselves from online scams is the lack of digital literacy. Many
individuals lack the necessary skills to navigate online platforms effectively or verify the legitimacy of digital
interactions, such as investment opportunities or romantic engagements. This deficit hinders their ability to
recognize deceptive tactics and to seek help from appropriate online guardians or resources (Anderson et al.,
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2024). The complexity of modern technology and the sophisticated methods used by scammers further
exacerbate this issue, leaving victims particularly vulnerable to exploitation.

3.6 Emotional Vulnerability and Psychological Manipulation

Emotional states play a significant role in diminishing victims' defenses against scams. Individuals experiencing
loneliness, depression, or emotional distress often have impaired judgment, making them more susceptible to
manipulation (Anderson et al.,, 2024). Scammers capitalize on these vulnerabilities by investing time in
establishing trust and rapport, creating an emotional attachment that can override logical decision-making. Once
a relationship is built, victims may feel obligated or loyal to the scammer, rationalizing their decisions to invest
money or share personal information despite recognizing potential red flags (Anderson et al., 2024).

3.7 Sophisticated Scam Techniques and Exploitation of Trust

Scammers employ highly sophisticated tactics to exploit victims' trust and create a sense of urgency. These
methods include impersonating legitimate entities, crafting convincing narratives, and utilizing advanced
technological tools to enhance their credibility. For instance, scammers may leverage video calls, personalized
messages, and social media interactions to create hyper-personalized engagements that appear authentic
(Anderson et al.,, 2024). These interactions enhance the scammer's legitimacy and deepen the victim's
commitment, making it more challenging to disengage from the fraudulent relationship.

3.8 The Role of Long-Term Engagement

Scammers often employ a prolonged engagement strategy, gradually building trust over weeks or months. This
long-term interaction fosters emotional bonds and increases the victim's investment in the relationship or
opportunity. Over time, victims may find it increasingly difficult to question the scammer's motives or to
extricate themselves from the situation, even when suspicions arise (Anderson et al., 2024). This incremental
approach reinforces the victim's psychological entrapment, ensuring sustained compliance with the scammer's
demands.

3.9 Inadequate Community Support and Resources

A lack of accessible community support further compounds the challenges faced by victims. Without effective
traditional guardianship, such as law enforcement or community-based resources, victims often struggle to find
avenues for assistance. This gap leaves individuals isolated and less equipped to navigate the complex online
threat landscape (Anderson et al., 2024). The absence of a supportive network exacerbates the emotional and
psychological toll, rendering victims more susceptible to ongoing manipulation.

4. Comprehensive Strategies for Mitigating Online Romance Scams

The increasing sophistication of online romance scams, including catfishing, "pig butchering," and Intimacy
Manipulated Fraud Industrialization (IMFI), necessitates a multifaceted response involving education,
collaboration, regulatory reform, and victim support. These strategies aim to address the psychological,
emotional, and financial harm inflicted by such scams and to build a more resilient digital ecosystem.

1. Enhancing Awareness and Education
Public Education Campaigns

Raising awareness about the tactics employed by scammers is critical for prevention. Educational campaigns
spearheaded by governments, NGOs, and community organizations should inform the public about the risks of
online dating and highlight red flags such as unsolicited financial requests, reluctance to meet in person, and
overly polished profiles. These initiatives should be tailored to reach diverse audiences, including vulnerable
populations such as the elderly and those with limited digital literacy (Bilz et al., 2023).

Integrating Digital Literacy into Education

Educational institutions should integrate digital literacy into their curricula, from high schools to universities.
Lessons on online ethics, recognizing fraudulent behavior, and psychological tactics used in scams can empower
individuals to navigate digital spaces safely. Interactive simulations and peer-led workshops can make these
lessons engaging and impactful.

Community-Based Education

Faith-based organizations and community groups are well-positioned to foster awareness at the grassroots level.
Through workshops, seminars, and support groups, these entities can provide practical guidance on identifying
scams, fostering resilience, and addressing emotional vulnerabilities.
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2. Strengthening Technology and Platform Accountability
Improved Detection Technologies

Online platforms should leverage advanced technologies, including machine learning algorithms, to detect and
flag suspicious profiles. These systems can analyze user behavior and communication patterns, identifying
potential scams before they escalate (Bilz et al., 2023).

Stricter Verification Processes

Platforms should implement robust user verification mechanisms, such as mandatory video authentication or
cross-referencing public records, to deter the creation of fake accounts. Enhanced transparency in user
authentication processes can increase trust and reduce fraudulent activity.

Accessible Reporting Mechanisms

Establishing clear and user-friendly reporting tools allows users to flag suspicious activity, enabling platforms to
act swiftly against scammers. Data collected through these mechanisms can inform the development of targeted
prevention strategies and aid in tracking scam trends.

Encouraging Ethical Al

Regulations should ensure that algorithmic systems used by platforms do not perpetuate exploitative practices.
Transparency in how algorithms are applied to monitor interactions and prevent fraud is essential for fostering
trust among users (Wang & Topalli, 2024).

3. Collaboration Across Stakeholders
Multisectoral Partnerships

Combating online dating fraud requires collaboration among governments, private companies, and civil society
organizations. Joint initiatives like fraud detection tools developed by tech companies in partnership with law
enforcement can enhance detection and prevention. Financial institutions can contribute by sharing insights on
scam-related transactions, while universities can lead research efforts to understand emerging scam tactics.

International Cooperation

Given the transnational nature of many scams, international collaboration is critical. Governments should work
through frameworks such as Interpol to share intelligence, coordinate enforcement efforts, and establish global
databases of known scammers. Streamlining extradition processes for perpetrators operating across borders is
essential for effective prosecution.

4. Supporting Victims of Scams
Comprehensive Support Services

Victims of online romance scams require emotional, financial, and legal support to recover from their
experiences. Counseling services should address trauma, shame, and depression, while financial advisors can
assist with recovering lost funds. Legal assistance can guide victims through the reporting process and potential
litigation against perpetrators (Bilz et al., 2023).

Fostering Open Dialogue

It is crucial to create safe spaces where victims can share their experiences without fear of judgment.
Normalizing discussions about scams can reduce stigma and encourage earlier reporting, potentially preventing
further victimization.

5. Regulating Financial and Technological Frameworks
Cryptocurrency and Financial Fraud Regulation

Since many scams involve cryptocurrency, platforms should be required to implement due diligence processes,
monitor suspicious transactions, and report fraudulent activities to authorities. Financial institutions should also
educate customers about common fraud tactics associated with online investments (Maras & Ives, 2024).

35
Proceedings of the 20th International Conference on Cyber Warfare and Security, ICCWS 2025



Labor Rights in IMFI

Policies must address the exploitation of workers in IMFI schemes. Extending labor laws to include online
employment practices and enforcing penalties for deceptive hiring practices are critical for protecting individuals
unknowingly engaged in fraudulent activities (Wang & Topalli, 2024).

6. Empowering Individuals to Protect Themselves
Verification of Online Identities

Individuals should verify online connections through reverse image searches, video calls, and in-person meetings
in safe, public spaces. Encouraging friends and family to seek external perspectives on online relationships can
help identify warning signs.

Avoiding Financial Transactions

A hallmark of scams is the eventual request for money. Individuals should be cautious of financial appeals and
consult trusted advisors before transferring funds. Early skepticism can interrupt the cycle of manipulation and
financial exploitation.

Promoting Self-Care and Resilience

Recognizing and addressing emotional vulnerabilities can reduce susceptibility to scams. Open communication,
emotional support, and self-care practices are vital for maintaining judgment and reducing isolation.

7. Implementing Penalties for Non-Compliance
Holding Platforms Accountable

Governments should enforce penalties on platforms that fail to implement adequate anti-fraud measures. These
penalties should incentivize companies to prioritize user safety and ensure regulation compliance.

4.1 Conclusion

The multifaceted nature of online romance scams demands a comprehensive, collaborative response. By
integrating education, technological innovation, victim support, and regulatory oversight, stakeholders can
address the emotional, psychological, and financial harm inflicted by these scams. A coordinated approach
involving both preventive and reactive measures is essential to fostering a safer and more trustworthy digital
environment.
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