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Abstract: The global bioeconomy is extremely valuable, comprising healthcare, agriculture, logistics, and biotechnology, and
more (Murch et al, 2018; Kircher, 2019; Khandekar & Ghosh, 2023). The increased integration of digital systems within
biological domains within the modern bioeconomy has exposed vulnerabilities that exist at the intersection of cybersecurity,
cyber-physical security, and biosecurity, referred to as "Cyberbiosecurity" (CBS) or "Biocybersecurity" (BCS) (Murch et al,
2018; Potter and Palmer, 2023). These respectively focus on protecting biological data and systems from cyber threats and
addressing the security of cyber systems that interact with biological entities. Their landscape has evolved considerably and
vulnerabilities found pose risks to infrastructure and human lives, as cyberattacks could disrupt essential bio-based and
related systems such as medical supply chains, food systems, research, and all connected to it (Murch et al, 2018; Potter and
Palmer, 2023). Given the complexity and interconnectedness of these domains, the need for interdisciplinary collaboration
between experts in cybersecurity, biosecurity, and biotechnological innovation is more pressing than ever. Addressing these
emerging threats requires a multifaceted approach combining technical safeguards with policies that enhance resilience
across the bioeconomy. There is considerable benefit to viewing what work is mapped over the combined landscape. In
order to map the research landscape and track the progess and explorations of this work, research publications were
compiled and analyzed using search operators including "Cyberbiosecurity," "Biocybersecurity," "Digital Biosecurity," and
"Cyber-biosecurity" to identify critical trends and contributions over the past seven years. In this we have found many
different players and trends by year. This work finds that the intersections of Cybersecurity and Biosecurity presents an
evolving landscape with significant benefits, novel applications, but also heightened global risks. When properly examined,
our communities can meet the emerging challenges.

Keywords: Cyber security, Biocybersecurity, Digital biosecurity, Bioeconomy, Research

1. Introduction

Biocybersecurity (BCS)/Cyberbiosecurity(CBS) reflect hybrid field intersections in the early stages. They have a
wide scope and necessitate a multidisciplinary approach to tackle the risks linked to current and emerging
technologies in the bioeconomy (Potter & Palmer, 2023). BCS and CBS combine the principles of cyber security
with the life sciences, such as biology and biotechnology, while incorporating other disciplines, such as
engineering, data science, and law. Overall, it concerns the security of biological systems such as genetic
engineering and synthetic biology, as well as the security of biologically relevant data and infrastructures such
as data centers and agricultural and water systems (Mantle et al., 2019; Murch et al., 2018; Duncan et al., 2019;
Batarseh et al., 2023; DiEuliis, 2023; Sobien et al., 2023) It also addresses the security of biological resources
such as crops and livestock and the security of biological processes such as the production of pharmaceuticals
(Duncan et al, 2019; Mantle et al, 2019). For those wanting deeper in-depth views, collections of works within
“Mapping the Cyberbiosecurity Enterprise” (Murch & DiEuliis , 2019) and “Cyberbiosecurity: A new field to deal
with emerging threats.” (Greenbaum, 2023) are great resources to improve one’s depth in the field. As a
disclaimer, this exploration paper itself is not a substitution. Instead, it briefly re-examines the research
landscape in BCS/CBS by scanning and skimming the publications 7 years in, building on prior work looking at
the intersections (Potter and Palmer, 2023). For those interested in BCS and CBS, read the works listed in the
references for greater understandings of BCS and CBS. This work is a supplementary companion piece to the
works that exist. Biocybersecurity and Cyberbiosecurity have significant potential to impact every critical
industry.

2. Methodology

The research utilized multiple databases, including PubMed, IEEE Xplore, Google Scholar, Web of Science, and
Scopus. The search terms were meticulously chosen to ensure a focused exploration of the topic, encompassing
phrases such as "cyberbiosecurity," "cyber-biosecurity," "biosecurity cyber threats," "cybersecurity in
biotechnology," and "digital biosecurity." Inclusion criteria centered on peer-reviewed articles in English from
2017 onwards, specifically addressing the convergence of cybersecurity and biosecurity with full-text availability.
Exclusion criteria removed non-peer-reviewed articles, studies not emphasizing the cyber aspects of biosecurity,
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publications in languages other than English, and articles published before 2017 or without full-text access.
Challenges encountered included the interdisciplinary nature of cyberbiosecurity, leading to variations in
terminology, a limited number of publications, keyword discrepancies, incomplete database coverage, and
restricted access to some full-text articles behind paywalls. This process is illustrated in Figure 1, below., and
resulted in 359 published research elements.

Systematic Literature Review Process
Cyberbiosecurity Research 2017-Present

Databases Searched

PubMed IEEE Xplore Google Scholar Web of Science

Biomedical Literature Technical Literature Multidisciplinary Citation Data

Search Terms Applied
= Cyberbiosecurity = Cyber-biosecurity = Digital biosecurity

Inclusion Criteria
® Peer-reviewed journals @ English publications
® 2017 onwards ® Full-text available

Exclusion Criteria
X Non-peer-reviewed X Pre-2017

X Non-English X No full text

Figure 1: Graphical representation of the Literature Review Process on Biocybersecurity/Cyberbiosecurity
Research between 2017 and 2024

The objective was to track papers from 2017 to August 2024 containing the terms "cyberbiosecurity,"
"biocybersecurity," and "digital biosecurity." The process involved searching these terms in various databases
and analyzing specific parameters to track relevant papers in a spreadsheet. However, as the search extended
to the 20th page of results, relevance decreased, making this effort more of a sample than a comprehensive
collection. Despite this, the methodology reflects a genuine attempt to capture as much relevant literature as
possible. Any articles or other research elements left out are not intentional. It is important to note that there
are several research elements that were presentations and excluded from our records. Any exclusion of
significant works is not intentional. For practical purposes, deep dives on dossiers or any documents critical to
national security requiring clearance were not sought and not included. The authors expected that some
publications and other relevant documents may slip their attention and welcome suggestions to include in the
following works.

3. Mapping Concepts, Institutions, and Contributions

Our scan of nearly 360 research elements has revealed that at least 53 countries are actively contributing to
cyberbiosecurity research. The United States leads with 129 contributions, followed by the United Kingdom (28),
Australia (27), India (15), and China (14). The research shows strong representation from North America, Europe,
and Oceania, while Asian countries contribute significantly. Although South America and Africa have more
limited involvement, it's important to note that smaller countries are also making significant contributions.
Ecuador, for instance, has emerged as a notable contributor with five contributions, and Iran leads in the Middle
East with three contributions. The global reach of cyberbiosecurity research extends across all continents, except
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Antarctica, with contributions from both large nations like China and India and smaller countries such as Qatar
and Estonia.
World Map of Contributions to Cyberbiosecurity

Contribution te Cyberbiosecurity
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Figure 2: Geographical Mapping of Contributors to Biocybersecurity/Cyberbiosecurity Research between
2017 and 2024, by note of published research elements found

Top 10 Contributors to Cyberbiosecurity Research

129

120

100

Number of Contributions

28 27

Country

Figure 3: Charting of Contributors to Biocybersecurity/Cyberbiosecurity Research, by country, between 2017
and 2024, by note of published research elements found

Figure 3 above visualises the top 10 contributing countries, highlighting the significant contributions from the
US and the notable efforts of other leading nations. This data suggests that while Cyberbiosecurity research is
a global endeavour, it is currently led by a few key countries with the US at the forefront. The wide range of
contributing countries indicates growing global awareness and interest in this field. It is expected that this
distribution will change as facilities that enable quality Biocybersecurity/Cyberbiosecurity research proliferate,
especially among the Global South.
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Figure 4: Charting of Contributors to Biocybersecurity/Cyberbiosecurity Research, by published research
element type, between 2017 and 2024, by note of published research elements found
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Figure 5: Charting of Contributors to Biocybersecurity/Cyberbiosecurity Research, by Affiliated Institution,
between 2017 and 2024, by note of published research elements found
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Figure 6: Pie Charting of Contributors to Biocybersecurity/Cyberbiosecurity Research, by Institution Type,
between 2017 and 2024, by note of published research elements found
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Most publications in the field are articles, constituting about 39.8% of the total, as revealed by Figure 4. Research
papers are the second most frequent type, making up 21.4%, while chapters represent 14.8%. Proceedings,
reviews, and preprints each account for between 5% and 9% of the total publications. Abstracts are the least
common, comprising only 2.2% of the total. In cyberbiosecurity and biocybersecurity, the research landscape is
globally distributed. Among the universities, Virginia Polytechnic Institute and State University (VPI) and Old
Dominion University (ODU) stood out with member contributions. The next tier of institutions contributes only
four each, but the top 10 institutions collectively account for approximately 52% of all contributions. An analysis
of institutional types shows that universities represent the majority of contributors, making up 60%, followed
by research laboratories (11%), government institutions (7%), and private organizations (4%). Other
contributors, making up 18%, include independent researchers, research foundations, international
organizations, non-profits, professional associations, think tanks, and research consortiums. Geographically,
North America leads with 58% of contributions, but Europe, the Asia-Pacific region, the Middle East, and other
regions also make significant contributions, accounting for 42% collectively.

domains . °
biocybersecurity b l0OSeCuril ty

landscape bioeconomy

threats .
systems security
cybersecurity biological
digital
biotechnology cybergiobal cbs
infrastructure  pjgks vulnerabilities ~ critical
increasing

Figure 7: Word Cloud created from abstracts of research elements found, visualises the emerging landscape
of biological and digital security concerns, particularly as they relate to critical infrastructure,
healthcare, and the growing bioeconomy. It reflects the increasing convergence of biological and
digital systems and the security challenges this integration presents

A word cloud was constructed from abstracts on published research elements involving cyberbiosecurity and
biocybersecurity, highlighting critical themes between 2017 and 2024, in Figure 7. Hypothetically, a word cloud
constructed on the contents of all publications would likely be much different in composition, but this provides
us with a helpful starting point. Reflecting on the word cloud, more extensive terms reflect more frequent
entries. The prominent terms such as 'biosecurity,' 'cybersecurity,' 'systems,' and 'risks' indicate that a significant
portion of the research is dedicated to understanding and addressing vulnerabilities in integrating biological and
cyber systems. Terms like 'threats,' 'vulnerabilities,' and 'security' suggest a growing recognition of the increasing
risks posed by merging biological and digital technologies, particularly in domains like biomanufacturing and the
bioeconomy. The frequent occurrence of 'digital,' 'biological,' and 'cyberbiosecurity' underscores the increasing
interconnectedness of these domains, necessitating security experts to adopt a multidisciplinary approach.
Words such as 'infrastructure,' ' entities,' and 'systems' emphasize the urgent requirement for robust defense
mechanisms, such as encryption, secure access controls, and regular system audits, to safeguard biological
infrastructures from cyber-attacks. However, terms like 'trends,' 'global,' and 'emerging' highlight these threats'
dynamic and evolving nature, emphasizing the need for continuous adaptation and innovation in this field. For
those in security capacities focusing on the bioeconomy, this word cloud indicates that the field's focus is
expanding beyond abstract biosecurity and cybersecurity, encompassing fields such as biotechnology,
biomanufacturing, and cyber-physical systems. It underscores the need for sustained vigilance in addressing
escalating risks across various sectors but not limited to those areas such as healthcare, agriculture and finance.
We must maintain a high level of vigilance, bolster interdisciplinary collaboration, enhance digital resilience in
biosecurity systems, and develop comprehensive strategies to address the complexities that arise at the
intersection of biology and cyber technologies.
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4. Briefly Summarising the Combined BCS-CBS Research Landscape Between 2017 and
2024

Describing papers and research elements from 2017 to August 2024 was challenging; however, we attempted
to summarie them. Between 2017 and 2024, research in cyberbiosecurity (CBS) and biocybersecurity (BCS)
progressed significantly, responding to emerging technological advancements and growing global threats (Potter
& Palmer, 2023). Early work, prior to the formalizing of the terms BCS and CBS, presented in 2017, helped
accelerate discussion, deep and wide, about how cyber-attack chains need to consider biology, spurring focus
on biosecurity challenges in agriculture, animal research, and environmental management, emphasizing
integrating digital tools to improve surveillance and mitigate risks (Murch et al., 2018; Govindharajan et al., 2017,
Net et al., 2017). Researchers additionally recognized the importance of digital technologies and citizen science
in enhancing biosecurity efforts across sectors (Thomas et al., 2017). By 2018, the research landscape was paying
more attention to vulnerabilities in connected biotechnology, including integrating cyberinfrastructure with
biological research, which poses new risks to biodata and synthetic biology (Murch et al., 2018). Studies began
emphasizing interdisciplinary approaches to addressing biosecurity challenges across various industries, such as
agriculture, tourism, and marine environments (Abdo et al., 2018; Demertzis et al., 2018; Melly & Hanrahan,
2018). By 2019, Cyberbiosecurity and other forms of the name were becoming more formally accepted, and the
convergence of biology and cybersecurity in modern and advanced laboratory and medical contexts were
upregulated as a critical concern (Mirsky et al., 2019; Reed and Dunaway, 2019; Richardson et al., 2019).
Researchers highlighted the growing threats to biotechnological infrastructures and stressed the urgent need
for comprehensive risk mitigation strategies, particularly in public biological databases and advanced
manufacturing sectors (Caswell et al., 2019; DiEuliis, 2019; Guttieres et al., 2019). Robust governance across
sectors and through international frameworks became a central theme in addressing these evolving challenges
(George, 2019). The onset of the COVID-19 pandemic in 2020 further accelerated the recognition of
cyberbiosecurity as a crucial field. Studies underscored the importance of securing synthetic biology, DNA
synthesis, and biological data from potential cyberattacks while reimagining public health(Adlet et al., 2021;
Puzis et al., 2020; Mueller, 2021). By 2021 and 2022, some new cyberbiosecurity research focused on workforce
and leadership development along with educational initiatives to prepare skilled professionals capable of
addressing emerging threats at the intersection of cybersecurity and biotechnology (Dodge, 2022; Duncan et al.,
2022; Kaufman et al., 2022; Powell et al., 2022). In 2023 and 2024, advancements in artificial intelligence (Al),
the Internet of Medical Things, and DNA-based information security further shaped the research landscape along
with conceptualizations of Bio-crime in the loT Age (Elgabry, 2023; Liu et al., 2024). Studies focused on enhancing
biosecurity in healthcare diagnostics, precision medicine, and agriculture while addressing the legislative
frameworks necessary to manage emerging bio-cyber threats (DiEuliis & Giordano, 2024; Nemane & Doshi,
2024). The field of cyberbiosecurity continued to grow, with a strong emphasis on interdisciplinary collaboration,
technological innovation, and policy reform to protect critical biological infrastructures from evolving cyber
threats (Adeoye et al., 2024; DiEuliis & Giordano, 2024; Liu et al., 2024; Foud et al., 2024)

5. Implications and Applications for the Industrial Bioeconomy

The period spanning from 2017 to 2024 witnessed a burgeoning interest in the realm of cyberbiosecurity and
biocybersecurity, shedding light on the escalating vulnerabilities at the convergence of digital and biological
systems (Murch et al., 2018; Adeoye et al., 2024). This burgeoning field has progressively evolved to confront
risks within pivotal domains such as agriculture, bio-manufacturing, and healthcare (Duncan et al., 2019; Mantle
et al., 2019). Scholars have emphasized the imperative need for robust cyberbiosecurity frameworks to fortify
biotechnological infrastructures against cyber threats, particularly considering proliferation of automation, Al-
driven diagnostics, and DNA-based information security (Liu et al., 2024; Jordan et al., 2020). The merging of
these technologies highlights the critical need for interdisciplinary collaboration, making it essential rather than
just desirable (Richardson et al., 2019).

Immense ROI exists in workforce development, equipping professionals with the requisite skills to navigate bio-
cyber risks adeptly (Richardson et al., 2019; Adeoye et al., 2024). Critical applications include safeguarding
agriculture digital tools, enhancing healthcare diagnostics, and securing bio-manufacturing against threats
(Duncan et al., 2022; Chatzilakou et al., 2024). As bioeconomy sectors increasingly pivot towards integrated
cyber-physical systems, comprehensive policies and international cooperation stand as essential bulwarks
against the burgeoning threats, ensuring the security and resilience of digital and biologically relevant
infrastructures (Batarseh et al., 2023; Sobien et al., 2023). The potential dividends of such endeavors, which
include enhanced productivity, improved data security, and reduced risk of bioterrorist attacks, are extensive

422
Proceedings of the 20th International Conference on Cyber Warfare and Security, ICCWS 2025



Saurabh Ranjan, Lucas Potter and Xavier-Lewis Palmer

and reduce the chances that our national census can be excised swiftly (DiEuliis & Giordano, 2024). The findings
advocate for a multidisciplinary governance approach to cyberbiosecurity (Puzis et al., 2020; Burrell et al., 2023).
Theoretical frameworks are now compelled to assimilate the interconnectedness of biological and digital
systems, with a pronounced emphasis on risk management within bioinformatics and synthetic biology (Puzis et
al., 2020).

In practical terms, agriculture, healthcare, and bio-manufacturing industries are impelled to implement
enhanced security protocols to assuage bio-cyber risks (Guttieres et al., 2019; Palmer & Palmer, 2023). From a
policy standpoint, establishing global governance frameworks is imperative to regulate and safeguard
biotechnological infrastructure across borders, ensuring adherence to cyberbiosecurity standards (Nemane &
Doshi, 2024). Cyberbiosecurity research yields palpable applications across diverse sectors. In agriculture,
precision farming and bio-manufacturing processes can seamlessly integrate cybersecurity protocols to preclude
manipulation or sabotage (Carneiro et al., 2021). Healthcare systems stand to benefit from fortified patient data
protection and secure Al-driven diagnostic tools, immunizing them against cyber threats (Arshad et al., 2021).
In synthetic biology, fortifying DNA synthesis and bioengineering pipelines from malicious interference will
undergird the integrity of bio-manufactured products (Farbiash & Puzis, 2020). Furthermore, while global supply
chains cannot erect impregnable defenses against bioterrorist threats by deploying real-time monitoring and
cyberbiosecurity solutions — they can reduce the chance of bad actors being successful, but time remains of the
essence (Mantle et al., 2019; Mueller, 2023). Policymakers are further urged to institute international
governance frameworks that delineate global standards for data protection within the domain of biotechnology
(Fouad, 2024).

6. Conclusion

Over the last seven years, the field of cyberbiosecurity has evolved significantly with core themes centered
around the integration of cyber and biological sciences, data protection, risk management, and interdisciplinary
collaboration. Key players include leading academic institutions, government agencies, research institutes, and
industry stakeholders. Emergent trends point towards increased regulation, advanced technology adoption,
ethical considerations, enhanced public-private partnerships, and global collaboration. The literature on
cyberbiosecurity reveals a field that is rapidly evolving, with significant progress in understanding and addressing
the intersection of cybersecurity and biosecurity. However, there are still many areas that require further
exploration and development, particularly in standardisation, empirical research, and cross-disciplinary
integration. Addressing these gaps will be essential for creating robust and effective strategies to safeguard
against the complex threats posed by cyberbiosecurity.
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