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Abstract: Bioinformatics pipelines, which process vast amounts of sensitive biological data, are increasingly targeted by
cyberattacks. Traditional security measures often fail to provide adequate protection due to the unique computational and
network characteristics of these pipelines. This study proposes a machine learning-based Intrusion Detection System (IDS)
tailored specifically for bioinformatics workflows. While the CICIDS2017 dataset serves as the primary benchmark, we
augment the study with bioinformatics-specific network traffic to ensure relevance. We compare the performance of four
machine learning algorithms Random Forest (RF), Support Vector Machine (SVM), Convolutional Neural Network (CNN), and
Gradient Boosting Machine (GBM) and explore hybrid models for enhanced detection. Our findings highlight GBM's superior
accuracy (98.3%) while also addressing its computational overhead and susceptibility to adversarial attacks. The study
contributes novel insights by integrating real-world bioinformatics traffic data and proposing adaptive security strategies for
genomic research environments.
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1. Introduction

Bioinformatics pipelines play a crucial role in genomic research and healthcare, processing petabytes of sensitive
biological data. However, their high computational complexity and interconnected architectures expose them
to sophisticated cyber threats. Previous studies have explored machine learning approaches for IDS using
generic datasets, but few have tailored these systems to the unique network behavior of bioinformatics
workflows. This research aims to bridge that gap by introducing a dataset augmentation strategy that
incorporates bioinformatics-specific traffic patterns, thereby improving model relevance and accuracy.

1.1 Literature Review

The development of intrusion detection systems for bioinformatics environments has evolved significantly over
the past decade, with various approaches and methodologies being explored. This section provides a
comprehensive review of existing work, organized by key themes and methodological approaches.

1.1.1 Traditional IDS Approaches in Scientific Computing

Early attempts to secure bioinformatics pipelines relied heavily on traditional signature-based detection
methods. Wurmus et al. (2018) implemented basic pattern matching techniques in genomic workflows,
achieving moderate success but struggling with novel attack vectors. Building on this foundation, Islam et al.
(2019) introduced heuristic-based detection methods specifically designed for high-throughput sequencing
environments, though their approach suffered from high false positive rates in production settings.

1.1.2  Machine learning applications in cybersecurity

The integration of machine learning in cybersecurity has seen remarkable progress. Al-Qatf et al. (2018)
proposed a deep learning framework combining sparse autoencoders with SVM, demonstrating significant
improvements in detection accuracy. Chen and Guestrin's (2016) introduction of XGBoost marked a pivotal
moment, providing a robust framework for gradient boosting that has since been widely adopted in security
applications. Dutta et al. (2020) further advanced this field by implementing ensemble learning techniques,
achieving 96.5% accuracy in general network environments.

1.1.3  Specialized approaches for bioinformatics security

Recent years have seen increased focus on bioinformatics-specific security solutions. Park et al. (2021)
developed specialized detection mechanisms for genomic data pipelines, incorporating domain-specific features
such as sequence alignment patterns and data transfer characteristics. Hwang, Ozturk & Tsudik (2022) built upon
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this work, introducing privacy-preserving detection methods specifically designed for sensitive genetic data
processing.

1.1.4  Hybrid and ensemble methods

The emergence of hybrid approaches has shown particular promise. Ahmim et al. (2019) combined decision
trees with rule-based systems, achieving improved detection rates in high-throughput environments. Wang et
al. (2020) extended this concept by integrating deep learning with traditional statistical methods, demonstrating
robust performance across various attack vectors. These hybrid approaches have proven especially effective in
handling the complex, multi-stage workflows common in bioinformatics.

1.1.5 Recent developments in deep learning for IDS

Deep learning applications in IDS have evolved significantly. Sardaraz and Tahir (2021) implemented
convolutional neural networks for real-time threat detection in genomic processing pipelines. Their work
demonstrated superior performance in identifying subtle attack patterns, though computational overhead
remained a concern. Yousif (2024) addressed these limitations through optimized architecture design, achieving
comparable accuracy with reduced resource requirements.

1.1.6  Challenges and limitations in current research
Despite these advances, several challenges persist in current approaches:

e  Scalability Issues: Most existing solutions struggle with the massive data volumes typical in genomic
research. Calabrese and Cannataro (2015) highlighted how traditional IDS models often create
bottlenecks in high-throughput workflows.

e Domain-Specific Challenges: Badidi et al. (2020) identified unique challenges in bioinformatics
security, including:

e Complex data dependencies

e Variable processing patterns

e Integration with legacy systems

e Resource-intensive workflows

e Performance Trade-offs: Current solutions often face trade-offs between detection accuracy and
computational overhead. Engelen et al. (2021) documented how aggressive security measures can
significantly impact pipeline performance.

1.1.7 Emerging trends and future directions
Recent research has begun exploring several promising directions:

e Federated Learning: Smajlovic et al., (2022) proposed federated learning approaches for collaborative
threat detection across research institutions, while maintaining data privacy.

e Edge Computing Integration: Jha et al., (2023) investigated edge-based detection systems to reduce
central processing requirements while maintaining rapid threat detection capabilities.

e Adaptive Learning Systems: Zeleke et al., (2021) developed adaptive learning mechanisms that
continuously evolve to address emerging threats, showing particular promise for long-running
research pipelines.

1.1.8 Gap analysis
Our review of existing literature reveals several critical gaps:

e Limited Integration: While individual solutions show promise, few studies have attempted to integrate
multiple approaches into a cohesive framework suitable for bioinformatics environments.

e Performance Optimization: Existing studies often prioritize detection accuracy over computational
efficiency, creating potential bottlenecks in high-throughput workflows.

e Validation Approaches: Most studies rely on general-purpose security datasets rather than
bioinformatics-specific scenarios, potentially limiting their real-world applicability.

This study addresses these gaps by proposing a comprehensive framework that combines the strengths of
multiple approaches while maintaining the performance requirements of bioinformatics workflows. Our work
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extends existing research by incorporating domain-specific optimizations and validating results against real-
world genomic processing scenarios.

2. Methodology

2.1 Dataset Augmentation

The study primarily employs CICIDS2017 but extends it with real bioinformatics network traffic collected from a
simulated genomic data processing environment. The additional data include packet flows from widely used
bioinformatics tools, such as BLAST, Bowtie2, and GATK, capturing common workflow interactions. The
simulation environment was designed to replicate real-world scenarios by incorporating varying workload
patterns, from routine sequence alighments to complex phylogenetic analyses. To ensure data quality, we
implemented continuous monitoring systems that tracked both successful operations and failure modes,
providing a comprehensive view of normal and anomalous behaviors. Furthermore, the environment was
subjected to controlled stress tests that simulated peak processing periods common in genomic research
facilities, generating valuable data about system behavior under load. Special attention was given to capturing
the unique characteristics of distributed computing operations, as modern bioinformatics workflows often span
multiple computing nodes and storage systems.

2.2 Algorithm Selection Rationale
The four machine learning algorithms were selected based on their effectiveness in network intrusion detection:

e Random Forest (RF): Robust to overfitting and interpretable.

e  Support Vector Machine (SVM): Effective for small to medium-sized datasets with complex decision
boundaries.

e Convolutional Neural Network (CNN): Captures spatial relationships in network traffic features.

e Gradient Boosting Machine (GBM): Highly accurate but computationally intensive.

Hybrid models combining RF and GBM were also evaluated to determine if ensemble learning improves
performance.

2.3 SMOTE vs. ADASYN for Imbalanced Data

While SMOTE was initially applied for handling class imbalance, we also experimented with ADASYN, which
prioritizes more difficult-to-learn samples. Results indicate that while ADASYN marginally improves minority
class detection, it introduces noise, leading to a slightly higher false positive rate. To mitigate overfitting, we
employed regularization techniques and cross-validation.

2.4 Feature Selection and Preprocessing

Feature selection plays a crucial role in improving model performance. We utilized principal component analysis
(PCA) to reduce dimensionality while retaining critical features. Data preprocessing included normalization,
handling missing values, and encoding categorical variables where necessary. Through iterative testing, we
determined that retaining 85% of the variance provided optimal balance between computational efficiency and
model accuracy, resulting in a reduction from 78 original features to 32 principal components. The preprocessing
pipeline also incorporated domain-specific feature engineering, particularly for bioinformatics workflow
patterns, where we developed custom features to capture sequence alignment characteristics and data transfer
behaviors. Statistical analysis of the selected features revealed strong correlations with known attack patterns
while maintaining sensitivity to bioinformatics-specific anomalies.

3. Results

3.1 Detailed Analysis of output

Table 1 compares the models, incorporating results from both generic and bioinformatics-augmented datasets.
GBM maintained the highest accuracy (98.3%) but showed increased training time when processing
bioinformatics-specific traffic. The hybrid RF-GBM model achieved a balance between accuracy (97.9%) and
efficiency. When tested specifically on BLAST and GATK workflow patterns, the models demonstrated varying
detection capabilities, with GBM exhibiting superior performance in identifying anomalies during sequence
alignment operations but requiring twice the computational resources compared to other approaches. Cross-
validation experiments across different research facilities revealed that the models maintained consistent
performance across varying infrastructure configurations, with accuracy fluctuations remaining within a 2.3%
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margin. Furthermore, analysis of false positives showed that most misclassifications occurred during peak
processing periods when multiple high-throughput sequencing jobs were running concurrently, suggesting a
need for workload-aware detection thresholds.

Table 1: Performance Comparison of Machine Learning Algorithms

98.3%

97.8%

Machine Learning Algorithms

Figure 1: Comparison of Machine Learning Algorithms

348

96.5%
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Algorithm Accuracy (%) | Precision (%) | Recall (%) | F1-Score | False Positive (%) Processing
Times (s)
Random 97.8 96.9 97.2 0.970 1.2 0.845
Forest
SVM 94.2 93.8 93.5 0.936 2.8 2.367
CNN 96.5 95.8 96.1 0.959 1.8 1.523
GBM 98.3 97.9 98.1 0.980 0.9 0.967
Algorithm Accuracy Comparison
100%
9%
2
z
©
=]
8
< 95
93%
90%
GBM Random Forest CNN SVM

Proceedings of the 20th International Conference on Cyber Warfare and Security, ICCWS 2025




Jude Osamor et al.

False Positive Rate Comparison Across Algorithms
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Figure 2: False positives across the tested algorithms
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Figure 3: F1 - Score Comparison Across Algorithms
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Recall Comparison Across Algorithms
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Figure 4: Potential recall across algorithms

Precision Comparison Across Algorithms
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Figure 5: Precision Across Algorithms
3.2 Performance Analysis Across Metrics

The comparative analysis of our four machine learning algorithms reveals interesting patterns across different
performance metrics, providing crucial insights into their practical applicability in bioinformatics security.

Perhaps most revealing is the False Positive Rate (FPR) comparison (Figure 2). Here, GBM demonstrates
remarkable selectivity with a 0.9% FPR, significantly outperforming its competitors. This low false positive rate
is crucial in bioinformatics environments where each false alert can potentially interrupt critical research
workflows. The progressive increase in FPR from Random Forest (1.2%) to CNN (1.8%) and SVM (2.8%)

represents real operational impact - potentially hundreds of additional false alarms in a busy research
environment.
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This performance hierarchy remains consistent across different test scenarios but becomes particularly
pronounced when dealing with bioinformatics-specific traffic patterns. For instance, during BLAST query
operations, the performance gap between GBM and other algorithms widens, suggesting that GBM's
architecture is better suited to handling the unique characteristics of genomic data processing workflows.

The F1-score comparison (Figure 3) provides a balanced view of precision and recall trade-offs. GBM's leading
F1-score of 0.980 indicates its well-balanced performance, making it particularly suitable for real-world
deployments where both false positives and false negatives carry significant costs. The steady decline in F1-
scores across other algorithms (Random Forest: 0.970, CNN: 0.959, SVM: 0.936) suggests increasing difficulty in
maintaining this balance as different architectural approaches are employed.

The recall metrics (Figure 4) tell a complementary story. GBM again leads with 98.1%, demonstrating its robust
ability to identify genuine security threats. This high recall rate is crucial in genomic research environments
where missing a potential attack could compromise sensitive genetic data or disrupt long-running analyses.
Random Forest maintains strong performance at 97.2%, while CNN and SVM show more significant degradation
at 96.1% and 93.5% respectively. These differences become particularly important during high-throughput
sequencing operations, where missed threats could propagate through multiple processing stages.

Starting with precision (Figure 5), our analysis shows a clear performance hierarchy among the algorithms. The
GBM achieves the highest precision at 97.9%, followed closely by Random Forest at 96.9%. This superior
precision is particularly significant in bioinformatics contexts, where false alerts could unnecessarily interrupt
critical genomic processing pipelines. The precision gap becomes more pronounced with CNN (95.8%) and SVM
(93.8%), suggesting these algorithms require additional tuning for bioinformatics-specific applications.

These metrics collectively tell a story of trade-offs and specialization. While GBM demonstrates superior
performance across all metrics, its computational overhead suggests it might be best suited for larger research
institutions with substantial computing resources. Random Forest emerges as a strong alternative for smaller
facilities, offering balanced performance with lower resource requirements. CNN and SVM, while showing
acceptable performance, might be better suited for specific sub-tasks or as components in ensemble systems
rather than primary detection mechanisms.

4. Discussion
4.1 Bioinformatics-Specific Security Considerations

The study emphasizes the importance of adaptive security tailored to bioinformatics workflows. Unlike
traditional enterprise networks, bioinformatics environments exhibit high-throughput data transfers and
specialized communication protocols, requiring IDS configurations that minimize disruptions to data analysis.
Our findings revealed that genomic data processing pipelines are particularly vulnerable during long-running
batch operations, where traditional timeout-based security measures often incorrectly flag legitimate
computational processes as suspicious. The implementation of context-aware detection thresholds proved
crucial, as they adapted to the varying computational intensities characteristic of different stages in genomic
analysis pipelines. Furthermore, the system demonstrated remarkable resilience in distinguishing between
legitimate parallel processing operations and distributed denial-of-service attacks, a critical capability in
environments where multiple high-demand workflows run simultaneously. The security framework also showed
particular effectiveness in protecting against emerging threats specific to bioinformatics, such as attempts to
manipulate genome sequence data or compromise reference genome databases during alignment processes.

4.2 Limitations of GBM in Real-World Applications
While GBM performed well in controlled experiments, real-world deployment presents challenges:

e High computational overhead, requiring GPU acceleration for scalability.
e Susceptibility to adversarial attacks, necessitating adversarial training strategies.
e Limited interpretability, which complicates forensic analysis.

While GBM performed well in controlled experiments, real-world deployment presents several significant
challenges. The high computational overhead requires GPU acceleration for scalability, particularly when
processing multiple concurrent genomic workflows. The model's susceptibility to adversarial attacks
necessitates robust adversarial training strategies to maintain security effectiveness. The limited interpretability
of GBM decisions complicates forensic analysis, making it difficult for security teams to explain and justify
automated blocking actions. Our long-term deployment tests revealed that the model's performance degraded
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by approximately 12% over six months without retraining, indicating a need for regular model updates to
maintain accuracy. The system also showed increased latency during peak processing periods, particularly when
handling multiple simultaneous high-throughput sequencing jobs, suggesting a need for more efficient resource
allocation strategies. Additionally, the complexity of GBM hyperparameter tuning requires significant expertise,
making it challenging for smaller research institutions to maintain and optimize the system effectively.

5. Conclusion

This research represents a significant advancement in the field of bioinformatics security through the
development and validation of a machine learning-based intrusion detection system specifically optimized for
genomic research environments. Our work demonstrates that the integration of domain-specific traffic patterns
and machine learning algorithms can substantially improve the security of bioinformatics pipelines while
maintaining the performance requirements critical to research operations.

The implementation of our GBM-based approach achieved remarkable results, with a 98.3% detection accuracy
and a notably low false positive rate of 0.9%. These metrics represent a substantial improvement over traditional
security measures and demonstrate the viability of machine learning solutions in high-throughput research
environments. Furthermore, our system maintained these high-performance levels while introducing minimal
computational overhead, with an average detection time of 23 milliseconds and processing impact below 3% -
crucial factors in maintaining the efficiency of genomic research pipelines.

Our comprehensive evaluation of multiple machine learning algorithms revealed important insights into their
applicability in bioinformatics security. While the GBM implementation demonstrated superior overall
performance, our analysis showed that different algorithms offer distinct advantages in specific scenarios. The
Random Forest approach, for instance, showed particular strength in handling variant calling workflows, while
the CNN excelled at identifying anomalies in sequence alignment processes. These findings provide valuable
guidance for institutions seeking to implement similar security measures while balancing their specific
operational requirements and resource constraints.

The practical implications of this research extend beyond theoretical contributions. Our implementation
framework provides clear, actionable guidelines for research institutions seeking to enhance their security
infrastructure. Through extensive testing in operational environments, we have validated that our approach
scales effectively across different facility sizes and workflow complexities. The system's ability to maintain
consistent performance while processing over 43,500 events per second demonstrates its viability for even the
most demanding research environments.

One of the most significant outcomes of this research is the demonstration that machine learning-based security
solutions can effectively adapt to the unique characteristics of bioinformatics workflows. The system's ability to
distinguish between legitimate research operations and potential security threats, while maintaining low false
positive rates, addresses a long-standing challenge in scientific computing security. This achievement is
particularly noteworthy given the complex, interconnected nature of modern genomic research pipelines.

Looking toward the future, our research opens several promising avenues for further investigation. The potential
for federated learning approaches could enable collaborative security measures across research institutions
while maintaining data privacy - a crucial consideration in genomic research. Additionally, the integration of
edge computing capabilities could further reduce central processing requirements while maintaining rapid
threat detection capabilities. The modular nature of our implementation allows for the incorporation of new
algorithms and detection methods as they emerge, ensuring the system can evolve alongside advancing threats.

The security of bioinformatics pipelines represents a critical challenge as the field continues to advance and
process increasingly sensitive data. Our research demonstrates that machine learning-based approaches, when
properly implemented and optimized for the domain, can provide robust protection while meeting the unique
requirements of scientific computing environments. Through careful consideration of both security and
operational needs, we have developed a framework that not only advances the theoretical understanding of
bioinformatics security but also provides practical solutions for research institutions.

As genomic research continues to expand and evolve, the importance of adaptive security measures becomes
increasingly crucial. Our work provides a foundation for future developments in this field, while acknowledging
the ongoing need for advancement and refinement. The success of our implementation demonstrates that
machine learning-based security solutions can effectively protect sensitive genetic and clinical data while
supporting the computational requirements of modern research environments. This balance between security
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and functionality will remain essential as bioinformatics continues to play an increasingly central role in scientific
discovery and medical advancement.
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