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Abstract: Adolescents' online interactions are reshaping cybersecurity challenges, with social media serving as both 
an outlet for self-expression and a source of psychological vulnerability. Positive impacts, such as creative self-expression 
and supportive communities, enhance self-worth, with studies showing a 25% increase in self-esteem among 
participants in such activities. However, cyber warfare, algorithmic exposure to idealized content, and excessive social 
comparison pose significant threats; 30% of victims report severe psychological distress, and 40% experience reduced 
self-esteem due to online interactions. Algorithmic biases amplify these issues, with 40% of adolescents engaged in 
upward comparisons reporting self-worth declines, and 30% exposed to cyberbullying experiencing severe distress. 
Mediating factors such as active parental involvement and digital literacy are critical to mitigating these risks. From 
a forensic cyberpsychology perspective, algorithm manipulation and the exploitation of adolescent vulnerabilities on 
social media mirror strategies used in cyber warfare and information operations. Adolescents' behaviors and 
susceptibility to influence make them targets for disinformation campaigns, raising concerns for cybersecurity 
technologies and threat intelligence. This study employs a forensic cyberpsychology framework to analyze the dual role 
of social media, synthesizing findings from recent empirical studies. The approach incorporates thematic analysis of 
evidence related to positive influences like creative self-expression and disruptive impacts such as cyberbullying and 
algorithm-driven biases, alongside mediating factors like parental involvement and digital literacy. Connections to 
broader cybersecurity issues, including information warfare and social engineering, are explored, highlighting the risks 
of cyber psychological warfare and manipulation as critical in addressing insider threats and fostering cyber 
resilience. Key findings reveal that participation in supportive communities boosts self-esteem by 25%, while creative 
self-expression enhances self-worth. Recommendations include collaboration among platform developers, educators, 
and policymakers to integrate digital literacy programs, enhance algorithm transparency, and implement ethical 
frameworks. These measures are essential for fostering psychological resilience and effective cybersecurity strategies. 

Keywords: Cyberwarfare, Social media, Algorithmic biases, Forensic cyberpsychology, Adolescent self-esteem, Information 
warfare 

1. Introduction
1.1 Background and Context 

Adolescence is a pivotal period for identity development, where self-esteem significantly influences emotional 
and social well-being (Bustomi et al., 2024). Social media acts as a “digital social mirror,” reflecting societal 
expectations, peer feedback, and personal aspirations while offering opportunities for self-expression and 
connection (Pérez-Torres, 2024b). However, these platforms also pose risks, including heightened social 
comparison, cyberbullying, and conformity pressures from curated ideals of beauty and success (Mustafa et 
al., 2024; Burnell et al., 2024). Forensic cyberpsychology provides a framework to analyze how digital 
environments, behaviors, and algorithmic manipulation influence adolescents’ identity and mental health, 
drawing parallels with psychological tactics used in cyber warfare (Burrell et al., 2023; Jones L.A., 2024). This 
study highlights the dual role of social media as both an enabler of positive self-esteem and a source of 
vulnerabilities, with algorithmic biases amplifying divisive and idealized content that disproportionately 
impacts adolescent self-perception (Khalaf et al., 2023). 

Self-esteem, defined as one’s overall self-worth evaluation, is a key predictor of psychological well-being 
(Albarracin et al., 2024). Social media’s dual nature, offering validation and self-expression but also risks such 
as cyberbullying and social comparison raises important questions about its influence on adolescent identity 
formation (Pérez-Torres, 2024a). In this study, the term "cyberwarfare" is employed to describe the context of 
disinformation and psychological operations aimed at manipulating public opinion through digital means, 
facilitated by algorithmic amplification and biases, which can also be referred to as information warfare 
(Kalpokas, 2024). 

1.2 Purpose of the Paper 

This paper examines how social media affects adolescent self-esteem by synthesizing current research and 
theoretical frameworks. It explores mechanisms through which social media impacts self-perception, 

332 
Proceedings of the 20th International Conference on Cyber Warfare and Security, ICCWS  2025



Francis Ohu and Laura Jones 
 

emotional well-being, and identity formation, offering insights for educators, parents, and mental health 
professionals. 

1.3 Problem Statement 

With 95% of teenagers accessing smartphones and 89% using social media daily, platforms offer opportunities 
for community building and validation but also expose adolescents to challenges such as cyberbullying and 
unrealistic beauty standards (Faverio and Sidoti, 2024). Research shows that 40% of adolescents using social 
media for over three hours daily report negative feelings about their appearance, while 30% experience 
reduced self-esteem due to online harassment or negative feedback (Pérez-Torres, 2024a; Tang et al., 2024). 

The general problem is that the pervasive influence of social media during adolescence intersects with critical 
identity development processes, creating both opportunities and vulnerabilities for self-esteem (Martínez-
Casanova et al., 2024; Choudhary & Louis, 2024). The specific problem is the lack of a nuanced understanding 
of the mechanisms through which social media interactions shape adolescent self-esteem. Forensic 
cyberpsychology provides critical insights into these dynamics, analyzing online behavior patterns and 
feedback loops to inform ethical, practical strategies (Voggenreiter et al., 2023). 

1.4 Rationale, Originality, and Significance 

This study addresses gaps in understanding how social media influences adolescent self-esteem, focusing on 
mechanisms that differentiate its enabling and disruptive roles (Pellegrino & Stasi, 2024; Pérez-Torres, 2024b). 
Unlike generalized studies, it emphasizes individual, contextual, and platform-specific factors affecting self-
esteem outcomes. The research contributes to the discourse on digital citizenship by informing ethical 
platform design and providing actionable insights for educators, parents, and mental health professionals 
(Dvir, 2023). It also establishes a foundation for developing interventions and policies that mitigate social 
media’s adverse effects while leveraging its potential to promote self-expression and resilience. 

2. Literature Review 
A systematic qualitative approach synthesized recent peer-reviewed studies, providing a structured framework 
to examine social media's dual impacts on adolescent self-esteem. This review analyzed how digital 
interactions influence identity, self-worth, and mental health, highlighting both enabling and disruptive roles. 
To locate relevant studies, searches employed terms capturing positive and negative effects of social media, 
such as “Social media and adolescent self-esteem,” “Digital identity development,” “Disinformation,” 
“Cyberbullying and self-worth,” and “Social comparison and mental health”. Databases accessed, included 
PubMed, PsycINFO, Scopus, Google Scholar, and JSTOR, ensuring multidisciplinary perspectives. Peer-reviewed 
articles published in English over the last 2–3 years focusing on adolescents aged 12–18 years were prioritized. 
Studies solely addressing adults or unrelated topics were excluded. The guiding research question, “How does 
social media influence adolescent self-esteem, and what factors mediate this relationship?”, anchors this 
review in analyzing the interplay between digital environments and adolescent identity development. By 
contextualizing findings within theoretical frameworks, this review identifies research gaps and systematically 
addresses the multifaceted relationship between social media and adolescent self-esteem (Park et al., 2024; 
Valkenburg et al., 2021). 

3. Theoretical Frameworks and Context  
3.1 Social Media and Adolescent Self-Esteem 

Social media's effects on adolescent self-esteem are multifaceted (Valkenburg et al., 2021). Positive influences 
include creative self-expression, talent showcasing, and community support, especially for marginalized 
groups, fostering validation and self-worth (Hjetland et al., 2024; Martínez-Casanova et al., 2024). Conversely, 
curated, idealized content often drives social comparisons, reducing self-esteem (Lau et al., 2024; Pérez-
Torres, 2024b). Cyberbullying exacerbates these effects, with victims experiencing significant mental health 
declines due to anonymity and harassment (Adinata & Kesumaningsari, 2024; Toro-Alvarez, 2024). 

3.2 Social Learning Theory 

Bandura’s social learning theory highlights observational learning’s role in shaping adolescent behavior 
through digital interactions (Amsari et al., 2024),. Adolescents emulate influencers and peers, impacting self-
esteem and identity (Ahmad et al., 2024; Scully et al., 2023). From a forensic cyberpsychology perspective, 
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analyzing online interactions and behavioral patterns reveals valuable insights into adolescent adoption of 
these behaviors. Interventions addressing these influences may mitigate adverse mental health outcomes. 

3.3 Erikson’s Psychosocial Theory 

Social media as a digital mirror offers adolescents a unique platform for identity exploration, aligning with 
Erikson’s psychosocial theory of identity versus role confusion (Ko & Kim, 2024; Murad R.J., 2024). Adolescents 
navigate self-presentation, validation, and peer relationships in digital spaces (Hjetland et al., 2024; Piccerillo & 
Digennaro, 2024b). However, discrepancies between digital and offline identities can create identity confusion, 
emphasizing the dual role of social media in shaping self-esteem (Murad, 2024; Schluchter, 2024).  

3.4 Social Comparison Theory 

Festinger’s framework explains how adolescents evaluate themselves against peers on social media (Arigo et 
al., 2024). Algorithmically promoted idealized content amplifies upward comparisons, reducing self-esteem 
(Burnell et al., 2024; Jin et al., 2024). Although downward comparisons may temporarily boost self-worth, they 
often reinforce superficial self-judgments (Burnell et al., 2024; Pérez-Torres, 2024a). Forensic cyberpsychology 
emphasizes how algorithms intensify social media comparisons, which can harm adolescent self-esteem. This 
review explores interventions to address these impacts, with a focus on algorithmic solutions to minimize 
harmful comparisons (Jungselius, 2024; Prinstein, ABPP, 2022).  

3.5 Algorithmic Biases, Information Warfare and Cyber Psychological Manipulation 

Algorithms on platforms like TikTok and Instagram prioritize engaging content, often promoting unattainable 
ideals and evoking strong emotional responses such as admiration or outrage (Schluchter, 2024; Zhou, 2024). 
This feedback loop distorts self-perceptions and heightens vulnerabilities (Digennaro & Tescione, 2024; Shin & 
Jitkajornwanich, 2024). Paralleling information warfare, algorithmic biases exacerbate disinformation and 
psychological manipulation, necessitating transparency, regulatory oversight, and media literacy to safeguard 
adolescents’ mental health (Charmaraman et al., 2024; Hani et al., 2024; Jones L.A., 2024). 

3.6 Cyberbullying and Its Impact on Self-Perception  

Cyberbullying disrupts self-esteem (Asher et al., 2024; Adinata & Kesumaningsari, 2024), with victims 
experiencing significant declines in self-worth (Asher et al., 2024). Anonymity intensifies harm (Burrell, 2024; 
Hinduja & Patchin, 2024), while existing interventions like reporting tools remain insufficient. Future research 
should enhance strategies to address cyberbullying’s psychological toll (Kulkarni et al., 2024; Purificacion & 
Vallespin, 2024). 

3.7 Unresolved Questions and Opportunities  

Key gaps in promoting healthy digital interactions include parental mediation, digital literacy programs, and AI 
tools (Li et al., 2024). Interdisciplinary approaches integrating psychology, technology, and education offer 
promising directions (Adesina et al., 2024). Recent studies highlight the critical role of adolescent self-esteem 
in mental health outcomes, emphasizing the need to investigate social media's impact (DeAngelis, 2024). The 
American Psychological Association reported that 41% of teens with high social media use rate their overall 
mental health as poor or very poor (DeAngelis T., 2024). These findings emphasize the need for forensic 
cyberpsychology analyses to provide practical insights into how digital interactions shape adolescent identity 
and self-worth, informing policy and intervention strategies. 

4. Research Methodology 
To achieve the study’s aims of investigating the dual impact of social media on adolescent self-esteem, 
examining both its enabling and disrupting effects, and to seek understanding of the complex ways in which 
social media use affects adolescent self-esteem, and how specific factors, such as, the type of content being 
shared or the level of online engagement, play a role in shaping this relationship;  a qualitative thematic 
analysis approach was used to synthesize insights from a comprehensive review of recent peer-reviewed 
studies, and Figure 3 shows the PRISMA flow chart for the detailed selection of documents used in this 
analysis. The analysis followed Braun and Clarke's six-phase framework, involving a systematic and iterative 
process (Byrne, 2022).  First, the research team familiarized themselves with the data from the selected 
papers. Next, open coding was conducted to identify recurring concepts and themes. The codes were then 
collated into thematic categories, which were reviewed and refined in line with the research focus, as shown 
on Table 1. The themes were subsequently defined and named based on the research objectives. Finally, 
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thematic maps, tables, and visualizations were produced to connect the findings and provide a comprehensive 
understanding of the data. Table 2 highlights the qualitative analysis of the study’s thematic codes. 

4.1 Thematic Coding Framework 

Table 1 below shows the thematic categories that emerged and guided the analysis: 

Table 1: Thematic coding categories 

Category Code Definition 

Positive 
Influences 

Community 
Support (CS) 

Positive interactions with online communities boosting self-esteem. 

 
Creative 
Expression (CE) 

Use of social media for showcasing talents and developing self-worth. 

Negative 
Influences 

Social Comparison 
(SC) 

The impact of viewing idealized online content, leading to self-doubt. 

 
Cyberbullying (CB) Experiences of online harassment undermining adolescent self-esteem. 

 
Algorithmic 
Exposure (AE) 

The role of content algorithms amplifying harmful comparisons and stress. 
Influence of curated digital content. 

 Cyberwarfare (CW) Psychological manipulation via targeted disinformation and divisive strategies, with 
social media algorithms and bots amplifying divisive and manipulative content. 

Mediating 
Factors 

Peer Feedback 
(PF) 

Influence of likes, comments, and interactions on self-perception. 

 
Parental Monitoring 
(PM) 

Role of parental guidance in shaping healthy social media use. 

4.2 Key Findings 

The key findings from the qualitative analysis are shown on Table 2 and illustrated by the Heat Map on Figure 
2. The influences of social media are illustrated by Figure 1 and highlighted on Tables 2, 3 and 4. 

4.3 Positive Influences of Social Media 

• Community Support (CS): Adolescents engaging in positive online communities reported improved 
self-esteem, emphasizing the role of like-minded groups in fostering a sense of belonging and 
validation (Martínez-Casanova et al., 2024). 

• Creative Expression (CE): Platforms enabling self-expression through art, music, or hobbies 
contributed to enhanced self-worth (Piccerillo & Digennaro, 2024). 

• Positive reinforcement from peers enhances self-esteem (Voggenreiter et al., 2023) 
• Engaging in content creation fosters resilience and belonging (Piccerillo & Digennaro, 2024). 

4.4 Negative Influences of Social Media 

• Social Comparison (SC): Excessive upward comparison leads to lower self-esteem (Mustafa et al., 
2024). Adolescents comparing to unrealistic standards experience anxiety and inferiority and lower 
body esteem is mediated by self-concept clarity (Digennaro & Tescione, 2024).  

• Cyberbullying (CB): Victims of cyberbullying reported significant psychological distress and self-worth 
issues, reduced self-esteem and increased social withdrawal (Adinata & Kesumaningsari, 2024).  
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• Algorithmic Exposure (AE): Algorithms prioritizing idealized content reinforced negative self-
perceptions and perpetuated harmful feedback loops and promote idealized imagery which amplify 
feelings of inadequacy (Lin, 2024; Pellegrino & Stasi, 2024; Shin et al., 2022). 

• Cyberwarfare (CW): was identified as a key concern, with social media algorithms and bots amplifying 
divisive and manipulative content. Adolescents exposed to targeted psychological operations 
(PSYOPS) reported increased anxiety, reduced self-concept clarity, and polarized worldviews (Ahmed, 
2024; Hani et al., 2024; Shin et al., 2022). 

4.5 Mediating Factors 

• Peer Feedback (PF): Adolescents reported fluctuating self-esteem based on the quantity and quality of 
online feedback (Ruan et al., 2023). Positive feedback correlates with increased self-worth, while 
negative comments lead to self-doubt (Burnell et al., 2024; Pérez-Torres, 2024a) 

• Parental Monitoring (PM): Active parental guidance mitigated risks of harmful interactions, fostering 
healthier social media use (Li et al., 2024; Zhao et al., 2024). 

 
Figure 1: Thematic Map of Social Media Influences 

Table 2: Qualitative Analysis Summary of Thematic Codes 

Theme Impact on Self-
Esteem 

Primary 
Mechanism 

Code 
Prevalence 
in sampled 
studies 

Examples from Studies 

Social 
Comparison 

(SC) 

Decreases self-esteem 
through upward 
comparison. 

Comparison to 
idealized content. 

98% Mustafa et al. (2024), Piccerillo & 
Digennaro, (2024), Ahmad et al. 
(2024),  Burnell et al. (2024), 
Mustafa et al. (2024), Prinstein & 
Mitchell (2022),  Scully et al. (2023) 

Creative 
Expression (CE) 

Increases self-esteem 
via positive peer 
reinforcement. 

Validation from 
showcasing personal 
talents. 

55% Choudhary & Louis (2024), 
Piccerillo & Digennaro, (2024). 
Angelini et al. (2024), Charmaraman 
et al. (2024), Hani et al. (2024), 
Latuheru & Cangara, (2024), 
Nurhafidah et al. (2024) 
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Theme Impact on Self-
Esteem 

Primary 
Mechanism 

Code 
Prevalence 
in sampled 
studies 

Examples from Studies 

Cyberbullying 
(CB) 

Significantly lowers 
self-esteem due to 
psychological harm. 

Emotional scars from 
harassment. 

45% Chen et al. (2024), Hinduja & 
Patchin (2024), Kulkarni et al. 
(2024), Li et al. (2024), Lim & Huh 
(2024), Adinata & Kesumaningsari 
(2024), Toro-Alvarez (2024) 

Algorithmic 
Exposure (AE) 

Reduces self-esteem 
by amplifying feelings 
of inadequacy. 

Algorithm-driven 
exposure to 
idealized imagery. 

85% Latuheru & Cangara (2024), Shin & 
Jitkajornwanich (2024), Zhou 
(2024), Bokolo & Liu (2024), 
Latuheru & Cangara (2024), 
Pellegrino & Stasi (2024), Thakkar 
(2024) 

Cyberwarfare 
(CW) 

  

Reduces self-esteem 
and fosters 
polarization.  

Psychological 
manipulation via 
targeted campaigns. 

39% Ahmed (2024), Hani et al. (2024), 
Shin et al. (2022), Burnell et al. 
(2024), Pérez-Torres (2024a) 
Choudhary & Louis (2024); Adinata 
& Kesumaningsari, (2024); 

 

 

Peer Feedback 
(PF) 

 

Fluctuates self-esteem 
based on positive or 
negative feedback 

 

 

Comments, likes, 
and interactions 

78%  

Bilač et al. (2024), Stern et al. 
(2024), Szabó et al. (2024), Ullah et 
al. (2024), Xu (2024), 

Szambolics et al. (2023), West et al. 
(2024) 

Parental 
Monitoring (PM) 

Mitigates risks and 
promotes healthy social 
media use. 

Active parental 
involvement and 
guidance. 

 Zhao et al., (2024), Lim & Huh 
(2024), Ferencz et al. (2023), Lin & 
Li (2024), Maya et al. (2024), 
Thomas et al. (2024), Villarreal & 
Nelson (2018) 

 

 
Figure 2: Heatmap of the Qualitative Analysis Summary 
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The heatmap analysis of thematic codes (Figure 2) revealed the following findings: Social Comparison (SC) 
strongly negatively influenced self-esteem (1.0), with no positive influence (0.0). Creative Expression (CE) had a 
strong positive influence (1.0), with no negative impact (0.0). Cyberwarfare (CW) exhibited a strong negative 
influence (1.0) due to manipulative psychological strategies, with no positive effects. Cyberbullying (CB) and 
Algorithmic Exposure (AE) also scored strong negative impacts (1.0) with no positive influence (0.0). 

Peer Feedback (PF) had moderate positive (0.5) and moderate negative (0.5) effects, while Parental 
Monitoring (PM) showed a strong positive influence (0.8) and minimal negative influence (0.2). 

This analysis highlights social media's dual role in adolescent self-esteem, balancing significant benefits such as 
community and creativity with risks like social comparison and cyberbullying, underscoring the need for 
targeted interventions. 

 
Figure 3: PRISMA Flow Diagram for Document Selection 

5. Discussion 
This study examined the dual role of social media in shaping adolescent self-esteem, providing a nuanced 
understanding of both its enabling and disruptive effects. Social media fosters self-expression, validation, and 
community, while also amplifying risks such as social comparison, cyberbullying, and algorithm-driven 
manipulation. Individual differences (e.g., feedback sensitivity), contextual factors (e.g., culture), and platform 
design (e.g., content curation and algorithmic prioritization) mediate these impacts.  This research reveals that 
social media algorithms and cyberwarfare tactics share similarities in exploiting cognitive and emotional 
vulnerabilities, amplifying disinformation, and destabilizing adolescents' self-concept (Pellegrino & Stasi, 2024; 
Shin et al., 2024). 

5.1 Positive Impacts 

Social media supports adolescents by fostering a sense of belonging, particularly through platforms like TikTok, 
Instagram, and Reddit, where participation in supportive online communities increases self-esteem by 25% 
(Martínez-Casanova et al., 2024). Marginalized groups, such as adolescents with disabilities, benefit 
significantly from these affirming spaces, which buffer against offline adversities (Hjetland et al., 2024; 
Piccerillo & Digennaro, 2024b). Creative outlets on platforms like TikTok enable adolescents to explore their 
talents and improve self-worth, with Nurhafidah et al., (2024) noting that creative expression enhances 
identity clarity and emotional resilience. Peer validation mechanisms, such as likes, reinforce positive self-
perceptions consistent with Erikson’s theory (Voggenreiter et al., 2023). 

5.2 Negative Impacts 

Exposure to algorithmically prioritized, idealized content increases upward social comparison, leading to 
dissatisfaction and reduced self-esteem (Ahmad et al., 2024; Scully et al., 2023). Nearly 40% of adolescents in 
such contexts report lower self-worth, aligning with Festinger’s social comparison theory (Burnell et al., 2024; 
Desjarlais, 2024). Cyberbullying further exacerbates emotional harm, with 30% of victims experiencing long-
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term declines in self-esteem and elevated symptoms of depression and anxiety (Adinata & Kesumaningsari, 
2024; Toro-Alvarez, 2024). Algorithms reinforce negative feedback loops, mirroring Psychological Operations 
(PSYOPS) in cyberwarfare by amplifying harmful content (Pellegrino & Stasi, 2024).  

5.3 Disinformation and Emotional Manipulation 

Disinformation campaigns exploit adolescents' cognitive biases, promoting stress, anxiety, and difficulty 
discerning authentic content (Shin et al., 2024). Adolescents lacking critical thinking skills risk impulsively 
sharing misinformation, deepening mistrust and polarization (Charmaraman et al., 2024). Repeated exposure 
reinforces biases, undermining mental health and critical evaluation skills, with algorithms amplifying fear-
inducing content and chronic insecurity (Pellegrino & Stasi, 2024). 

5.4 Mediating Factors 

Active parental involvement mitigates these risks by fostering healthier responses, reducing susceptibility to 
disinformation and social comparison (Zhao et al., 2024). Digital literacy programs improve resilience against 
algorithmic and narrative manipulation, equipping adolescents with critical evaluation tools (Lewis et al., 2024; 
Choudhary & Louis, 2024). 

5.5 Significance of the Study 

This study integrates forensic cyberpsychology with social theories to contextualize social media’s influence on 
adolescent identity and mental health. By situating social media dynamics within a broader context of 
cyberwarfare tactics, this study underscores the ethical responsibility of platforms to address algorithmic 
biases and promote user well-being. Recommendations include digital literacy education, algorithmic 
transparency, and regulatory collaboration to create a safer, more empowering digital environment for 
adolescents. 

5.6 Research Limitations  

Longitudinal Scope: A reliance on cross-sectional data limits insights into long-term impacts (Park et al., 2024; 
Pérez-Torres, 2024b). 

Platform-Specific Differences: Greater focus on platform-specific dynamics such as TikTok, X-platform, 
Instagram, Facebook and Snapchat is needed to understand unique user dynamics and algorithmic effects (Lau 
et al., 2024; Owens, 2024).  

Neglected Populations: Social media’s impact on Neurodivergent adolescents and those with pre-existing 
mental health challenges remain understudied (Bogdan et al., 2023; Tang et al., 2024). 

5.7 Broader Implications 

Parallels between algorithmic manipulation and cyberwarfare necessitate digital governance, including 
algorithmic transparency, regulatory oversight, and stakeholder collaboration. Combined with digital literacy 
and parental involvement, these measures can mitigate risks while enhancing social media’s potential to 
support adolescent empowerment, identity development, and well-being (Lewis et al., 2024). By addressing 
these challenges, this research highlights actionable pathways to foster a healthier digital ecosystem for 
adolescents. 

Table 3: Positive and Negative Influences of Social Media on Adolescent Self-Esteem 

Domain Positive Impact Negative Impact 

Community 
Building 

Increased sense of belonging (Martínez-Casanova 
et al., 2024) 

Amplifies comparison pressures (Digennaro & 
Tescione, 2024). 

Creative 
Expression 

Enhances self-worth (Piccerillo & Digennaro, 2024; 
Nurhafidah et al., 2024)). 

Algorithm bias towards idealized content (Ruan 
et al., 2023)  
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Domain Positive Impact Negative Impact 

Peer Validation Emotional reinforcement (Zhao et al., 2024) Sensitivity to criticism (Pérez-Torres, 2024) 

Parental 
Mediation 

Reduces exposure to harmful content (Zhao et al., 
2024) 

Lack of involvement increases vulnerability 
(Choudhary & Louis, 2024). 

Table 4: Key Mediating Factors 

Factor Effect on Self-Esteem Example Studies 

Parental Involvement Reduces risks from negative feedback loops (Zhao et al., 2024) 

Digital Literacy Bolsters resilience against curated content (Choudhary & Louis, 2024) 

Peer Interactions Supportive peers boost confidence; hostile peers harm it  (Ruan et al., 2023) 

Table 5: Recommendations for Key Stakeholders 

Stakeholder Recommendation 

Practitioners Expand digital literacy programs, create peer mentorship programs, and strengthen parental 
involvement. 

Social Media 
Managers 

Enhance algorithm transparency, introduce AI-based cyberbullying tools, and incentivize positive 
content creation. 

Policymakers Mandate digital wellness education, enforce algorithm regulation, and support culturally inclusive 
research. 

Researchers Conduct longitudinal studies, focus on platform-specific dynamics, and explore the experiences 
of vulnerable groups. 

6. Conclusion 
This study provides a nuanced understanding of social media’s dual role in adolescent self-esteem, showcasing 
its potential to empower self-expression while exposing adolescents to psychological vulnerabilities. Social 
media enhances self-esteem through community support, creative exploration, and peer validation (Piccerillo 
& Digennaro, 2024). However, harmful social comparison, cyberbullying, and algorithm-driven sensationalized 
content erode self-worth and exacerbate mental health issues (Asher et al., 2024; Shin & Jitkajornwanich, 
2024). These impacts, mediated by feedback sensitivity, parental involvement, and digital literacy, underscore 
the need for targeted interventions (Li et al., 2024; Nurhafidah et al., 2024). Situating these findings within 
forensic cyberpsychology bridges psychological resilience research with cybersecurity advancements, 
emphasizing the urgency of interdisciplinary strategies to address emotional manipulation and psychological 
exploitation (Lin, 2024). 

6.1 Implications for Practice 

Fostering digital literacy equips adolescents with critical skills to navigate online environments and resist 
manipulative content. Educational programs focused on fact-checking and source evaluation build resilience 
against disinformation and algorithmic exploitation (Jones L. A., 2024; Singh & Cheema, 2024). Ethical platform 
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design and algorithmic transparency are essential to reduce harmful feedback loops and divisive narratives. 
Parental mediation, including co-viewing and open communication, further supports positive online 
interactions and emotional health (Zhao et al., 2024). 

6.2 Recommendations and Broader Implications 

Digital literacy programs in schools can enhance adolescents' ability to critically evaluate curated content, 
resist manipulative dynamics, and navigate disinformation (Lewis et al., 2024). Platforms must prioritize 
algorithmic transparency and ethical content curation to reduce biases and promote inclusivity (Lin, 2024). 
Regulatory interventions, including disclosure of content prioritization mechanisms and AI tools to address 
cyberbullying and disinformation, are critical to reducing psychological vulnerabilities (Latuheru & Cangara, 
2024; Lin, 2024). 

6.3 Future Research Directions 

Future studies should examine the long-term psychological impacts of social media on adolescent self-esteem 
through longitudinal research (Park et al., 2024). Comparative analyses across platforms like TikTok, Instagram, 
and Snapchat could provide insights into how platform-specific features shape behavior (Shin & 
Jitkajornwanich, 2024). Research on neurodivergent adolescents and those with pre-existing mental health 
challenges is essential for developing tailored interventions (Bogdan et al., 2023; Tang et al., 2024). AI-driven 
strategies that promote positive and educational content should also be explored (Hinduja& Patchin, 2024). 

6.4 Final Reflections 

As social media becomes integral to adolescent lives, fostering healthier digital ecosystems is crucial. This 
study bridges forensic cyberpsychology with social psychological theories, providing a framework to address 
algorithmic biases, promote digital literacy, and safeguard adolescent mental health. A multi-stakeholder 
approach involving educators, parents, platform developers, and policymakers is essential to mitigate risks and 
enhance positive outcomes. By integrating technology, education, and regulation, stakeholders can empower 
adolescents to navigate the digital world confidently, fostering self-esteem, resilience, and well-being. Through 
its focus on social media’s complex influence on adolescent identity and self-esteem, this research offers a 
path forward for mitigating risks while amplifying positive outcomes in an increasingly interconnected and 
algorithm-driven world. 
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