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Abstract: Nowadays, it is hard to recall a domain, system, or problem that does not use, embed, or could be tackled through 
AI. From early stages of its development, its techniques and technologies were successfully implemented by military forces 
for different purposes in distinct military operations. Since cyberspace represents the last officially recognized operational 
battlefield, it also offers a direct virtual setting for implementing AI solutions for military operations conducted inside or 
through it. However, planning and conducting AI-based cyber military operations are actions still in the beginning of 
development. Thus, both practitioner and academic dedication is required since the impact of their use could have significant 
consequences which requires that the output of such intelligent solutions is explainable to the engineers developing them 
and also to their users e.g., military decision makers. Hence, this article starts by discussing the meaning of explainable AI in 
the context of targeting in military cyber operations, continues by analyzing the challenges of embedding AI solutions (e.g., 
intelligent cyber weapons) in different targeting phases, and is structuring them in corresponding taxonomies packaged in a 
design framework. It does that by crossing the targeting process focusing on target development, capability analysis, and 
target engagement. Moreover, this research argues that especially in such operations carried out in silence and at incredible 
speed, it is of major importance that the military forces involved are aware of the following. First, the decisions taken by the 
intelligent systems embedded. Second, are not only aware, but also able to interpret the results obtained from the AI 
solutions in a proper, effective, and efficient way. From there, this research draws possible technological and human-
oriented methods that facilitate the successful implementation of XAI solutions for targeting in military cyber operations. 
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1. Introduction  
“From this place, and from this day forth, begins a new era in the history of the world, and you can all say 
that you were present at its birth.” (Goethe) 

 
Crossing centuries through the classical OODA (Observe, Orient, Decide, Act) loop, a long series of wars were 
conducted since the 17th century, spanning the local and world wars, and going into todays and future’s wars. 
Accordingly, the Observe topic moved from telescope (wars in the 17th century) to radio and radar (WWII) and 
goes to network (future wars). The Orient topic moved from weeks (wars in the 17th century) to hours (WWII) 
and is going to be continuous (future wars). The Decide topic moved from months (wars in the 17th century) to 
days (WWII) and will be immediate (future wars). The Act topic transformed to according to season (wars in the 
17th century), to weeks (WWII), and goes to minutes (future wars) (Lehto, 2016). These developments were 
possible due to significant technological advancements that the scientific community and industry professionals 
proposed and continue to do. Among these developments AI finds its place. No matter if used for planning 
optimization, target identification, or effects assessment, AI showed impressive results in different prediction, 
simulation, or exploration problems (Samek & Müller, 2019) tackled in cyberspace. Here, the operations are 
conducted using cyber weapons/capabilities to achieve military objectives inside and/or outside it (Maathuis, 
Pieters & Van den Berg, 2018a) having (un)foreseen (in)direct effects on targets and collateral entities (Maathuis, 
Pieters & Van den Berg., 2018b). Compared to other military operations, cyber military operations take place in 
silence and at high speed, allow early intelligence gathering and preparations, and imply diverse options for 
building cyber weapons corresponding to targets’ vulnerabilities, nature, aim, and context. In these moments, 
the decisions made and implications considered, have to be clear and understandable to the stakeholders 
involved.  
 
Centrally located in the ongoing developments and successes of AI is machine learning, and in particular deep 
learning. While the improvements, accessibility, and use of these paradigms represent a mindset change and a 
turnover on data focused applications, also imply understanding and dealing with the decisions made and the 
results obtained by models: a complex and difficult task. However, recently, a starting point in this direction is 
the DARPA program (DARPA, 2016) aimed at creating human understandable AI models through a set of design 
options considering the explainability-performance trade-off. This research line captured the interest of 
academic researchers and practitioners from different fields (Adadi & Berrada, 2018), but a theory for XAI and a 
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universally agreed definition is lacking (Samek & Müller, 2019). Moreover, especially in this domain, for targeting 
is important that decision makers are aware which and how data is used since data could be scarce in this 
battlefield or could come from several battlefields, understand which decisions the model takes inside and 
outside cyberspace, and are conscious of the results proposed in order to integrate and deploy it properly with 
minimal or without risks in the operational field since such risks and their corresponding effects could be 
experienced both digitally and physically and at large scale due to cyberspace’s particularities like 
interconnectivity and dynamic nature. Given the aspects abovementioned, understanding and applying XAI in 
cyber military operations is a complex task and has to be tackled considering multiple angles. On this matter, to 
the best of our knowledge XAI was not defined and tackled in the military cyber context, thus we aim to address 
this having the following objectives: 

• To propose a definition and common understanding for XAI in military cyber operations. 
• To address challenges of XAI in military cyber operations through techno-military and socio-ethical 

lenses focusing on the first phases of the targeting process.  
• To raise the level of awareness and responsibility of decision makers on the design and implementation 

of XAI models for military decision support and broader in the military cyber domain.   
• To contribute to the design of strategies, standards, and methods for XAI in the military cyber domain. 

Further, to stress the need for education in XAI for both current and future decision makers.  
 
To achieve these objectives, multidisciplinary research is conducted based on extensive literature review and 
analysis. Furthermore, the contributions of this research are twofold. First, to merge and highlight various 
aspects that should be considered when grasping, developing, and evaluating XAI with a focus on three phases 
of targeting in military cyber operations. And second, to serve as a design framework with concrete 
recommendations for developments for decision makers. 
 
The remainder of this article is structured as follows. Section 2 discusses related research concerning theoretical 
and practical aspects of XAI. Section 3 tackles the targeting process while reflecting on the phases that this 
research focuses on. Section 4 addresses the necessity of proposing XAI models, reflects on different types of 
participating stakeholders, analyses characteristics of good explanations, and advances a definition for XAI in 
this domain. Section 5 considers different types of explanations, explanation methods, and evaluation criteria 
and mechanisms for explanation methods. Section 6 tackles challenges for XAI for targeting in military cyber 
operations. Section 7 reflects on the findings of this research and discusses future ideas. 

2. Related Research  
The general interest in developing AI techniques significantly grew in the last decade, and this is of particular 
interest in respect to proposing both theoretical and practical approaches for XAI in different domains.  
 
Concerning the meaning and development of XAI, Arrieta et al. (2020) summarize previous efforts and consider 
that XAI is “widely acknowledged as a crucial feature for the practical deployment of AI models” and position 
the audience of such models being a key element when understanding it. Accordingly, one of the reflection 
points is the audience and stakeholders involved in XAI. Preece et al. (2018) attribute the fact that there is no 
consensus for explainability and interpretability to the fact that different stakeholder communities have to deal 
with them, and further depict where this perspective overlap and where not. Moreover, Samek, Wiegand & 
Muller (2017) identify as reasons for needing XAI the following: system verification, learning from the system, 
and compliance to legislation. Gerlings, Shollo & Constantiou (2020) use socio-technical lenses for analyzing 
technical and governance aspects for XAI implementation e.g., compliance with regulation and GDPR plus bias 
and misinterpretation minimization. Hereof, Mohseni, Zarei & Ragan (2021) analyze different explanations and 
what should be explained by models further advancing a series of methods e.g., explanation satisfaction 
measured using criteria like user satisfaction and explanation usefulness. Thusly, Vilone & Longo (2020) provide 
an extensive review on explanation types, explanation methods, evaluation strategies, and future ideas for 
research like human-in-the-loop approach and interactive interfacing. As initiator of XAI, DARPA (2016) built a 
successful program finalized in 2018 with different teams working on technical aspects in the design, 
implementation, and evaluation of XAI models, and a team working on finding, defining, and applying psychology 
theories of explanation. Furthermore, the vision of the European Commission is discussed by Hamon, Junklewitz 
& Sanchez (2020) regarding transparency of AI models: i) documenting the AI processing chain using the 
technical principles of the model plus the data representations used for its design, ii) reliability of AI models that 
relates to their capacity of avoiding failure or malfunction due to edge cases or malicious intentions; and iii) data 

Proceedings of the 17th International Conference on Information Warfare and Security, 2022 
167



Clara Maathuis 

protection in models for preserving security and managing risks through technical and organizational controls. 
Additionally, humans have the right to obtain an explanation as stressed in Recital 71 of the GDPR (Hamon, 
Junklewitz & Sanchez, 2020). Moreover, the U.S. DoD adopted a series of ethical principles for AI applied in 
(non)combat functions for upholding legal, and ethical, and policy: responsible, equitable, traceable, reliable, 
and governable (U.S. DoD Board, 2019).  
 
As applications, Streich et al. (2020) analyze XAI’s potential for tackling technological issues regarding producing 
sustainable agriculture systems corresponding to the UN sustainable development goals, and Shukla, Fan & 
Jennions (2020) generate guidelines for building XAI for Integrated Vehicle Health Management clearly 
understood by human experts using information for health assessment of the subsystems and their aircraft 
effects. In the medical domain, Holzinger et al. (2017) tackle the possibility of developing methods that reenact 
the machine decision-making process taken by XAI models in different processes. In the industry sectors, Guo 
(2020) argues that explainability enables trust i.e., a critical quality for 6G technology since is managing a wide 
range of mission critical services like autonomous driving, and Lai et al. (2020) implement a XAI model with the 
underlying physics of high-energy particle collisions using information encoded in the energy-momentum four-
vectors of the final state particles using GANs.  
 
In the military domain, Bistron & Piotrowski (2021) discuss applications embedding AI techniques and their 
impact on security sensing and show that military applications are among the ones responsible for AI 
development. Furthermore, Preece et al. (2019) map ISR requirements in multi-domain operations with the 
need of building XAI models to produce robust human-machine decision making with examples from urban 
terrain analysis and enhanced asset interoperability, and Hepenstal & McNeish (2020) argue that when 
designing military and security XAI solutions, careful consideration on the context and nature of the problem 
being modelled and the humans involved should be taken. In particular, Maathuis, Pieters & Van den Berg (2020) 
propose a multi-layered fuzzy XAI model for effects assessment and decision support for targeting in military 
cyber operations, and Keneni, et al. (2019) present a XAI model that depicts UAVs decisions’ logic in a predefined 
mission.  
 
These resources capture important aspects that should be considered when defining and proposing AI solutions 
in the military cyber domain but are not tailored to it and this is necessary for building trustable, explainable, 
and accountable military intelligent systems designed, implemented, and used in the execution of cyber military 
operations whose effects may by their nature cross geographical or digital boundaries. It is then the aim of this 
article to tackle this knowledge gap and propose a definition and model for XAI in the military cyber domain, 
reflect on its corresponding challenges, and further discuss possible solutions.    

3. Military Targeting  
To fight adversaries and achieve goals, cyber military operations are conducted by influencing their target(s) 
(embedding ICT elements or direct cyber targets) in several ways e.g., disrupt communication processes or alter 
the behavior of an audience. In this process, particularities and challenges like the dual-use nature, connectivity, 
dynamism, uncertainty, and attribution issue existing in cyberspace should be considered when building AI-
based solutions and represent a direct reason for developing XAI-based solutions.  
 
At the core of conducting cyber military operations is the military targeting process and corresponding Rules of 
Engagement (RoE) that establish the circumstances and limitations for engagement in each operation. The 
targeting process is defined by (NATO, 2016; U.S. Army, 2018) as selecting and prioritizing targets and matching 
appropriate response to them while considering operational requirements and capabilities. This process 
contains six phases as depicted in Figure 1 and below summarized (NATO, 2016; U.S. Army, 2018; Boothby & 
Schmitt, 2012): 

• Phase I (Commander’s intent, objectives, and guidance): define clear objectives and under which 
circumstances and actions these objectives should be achieved, political and strategic guidance is 
provided, further operational tasks are created, and targets are nominated. 

• Phase II (Target development): eligible targets are analysed, vetted, validated, and prioritized resulting 
in a prioritised target list. Herein are also included collateral damage estimation and intelligence 
gain/loss assessment which implies that commanders might not engage a target in order to negatively 
influence the process but would benefit from the results during target selection. 
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• Phase III (Capability analysis): the targets are analysed and matched with capabilities to produce the 
desired effects while minimizing collateral damage i.e., proportionality assessment and further CoA 
(Course of Action) development.  

• Phase IV (Commander’s decision, force planning, and assignment): based on the results obtained, 
further assignments to specific forces are done for planning and execution considering any relevant 
constraints and restraints. 

• Phase V (Mission planning and force execution): the mission is further planned and executed at tactical 
level while a final target PID (Positive Identification) is conducted with other information checks and 
collateral damage avoidance or minimization.  

• Phase VI (Assessment): the effects produced are evaluated next to the achievement of the objectives 
defined, further contributing to broader assessments, input for other operations, and lessons learned.  

 

 
Figure 1: Military targeting process 

To go through these phases, vast amounts of procedures, methods, and models are applied merging diverse 
sources and types of data i.e., system, process, and human. No matter if data are further processed and used to 
build simulation, prediction, or combined intelligent models, models’ decisions, output, and possible impact 
should be properly understood and justified by military decision makers. It is in this context that XAI is further 
defined and analysed considering its challenges and possible solutions. 

4. Defining Explainable AI  
Although it sounds as one of the major topics in the field of AI in the last decade, XAI finds its roots five decades 
before. Since then, the importance of explainablity and interpretability of intelligent systems it actually increased 
(Hansen & Rieger, 2019) and returned as a focus point due to the increased developments in machine learning, 
in deep learning which although proved its performance in a diverse plethora of tasks, is still intrinsically unable 
to explain its decisions in a human understandable way. In other words, as Preece, et al. (2018) stress: “it is not 
a new problem, nor was it ever considered a solved problem”. But why XAI in military cyber operations? More 
concretely, what are the reasons and objectives of XAI? The following reasons are considered: 
 
First, military cyber operations that use intelligent systems could have (in)direct, (un)intended, and (un)expected 
effects not only on their targets, but also on collateral assets. Especially in regards with the unintended effects, 
properly understanding where a target is localized physically and digitally, and which of its vulnerabilities is more 
prone to exploit in an early operational state, what is the intelligence gain/loss, and how is selected and prepared 
for engagement (Phase II-III) could facilitate the successful deployment of an intelligent cyber weapon (XAI 
based) in Phase V. 
  
Second, coupled with understanding why and how an AI model is implemented and used, is important to 
comprehend the decisions made by a model and further communicate them to the systems, processes, and 
people involved. In particular, if a proper match to a cyber weapon is done in Phase III, its choices should be 
accordingly argued and communicated for execution plans and engagement from Phases IV-V.  
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Third, since targeting is an ongoing process carried out by multiple teams, is important that the functional 
mechanisms and decisions made by the AI models used (e.g., for target localization, cyber weapon selection and, 
effects estimation) are justifiable and transparent to facilitate and strengthening control, trust, and 
accountability (Adadi & Berrada, 2018; Burkart & Huber, 2021) along the entities involved. Moreover, this allows 
direct correspondence and mapping to legal checks, strategic goals, and socio-ethical values.  
 
And the list of reasons could continue depending on the aim, activities, plus the granularity considered and 
appraise the uncertainty, dynamism, and strong interconnectivity aspects that characterize cyberspace. 
However, as these reasons reflect, XAI is first about understanding while maintaining a high level of performance 
(Gunning & Aha, 2019), secondly about sustaining proper communication in a human friendly way, and thirdly 
about justification, trust, and accountability in the systems used. As Russell & Norvig (2021) consider: 
“explanations are not decisions, they are stories about decisions”. Thusly, we take the stance of (Molnar, 2020) 
that humans “desire to find meaning in the world”, and after assessing that the word ‘explainable’ is not defined 
in Oxford (Oxford Dictionary, 2021) and Cambridge (Cambridge Dictionary, 2021) dictionaries, we see that the 
closest term is ‘explanation’ meaning a reason, a fact, or an excuse for something. Besides, for defining XAI in 
military cyber operations, we align with the definition perspectives of (DARPA, 2016; Arrieta et al., 2020; Doran 
et al., 2017) and consider XAI as: 
 
XAI in the cyber military domain = a sub-field of AI that deals with the design, development, and use of methods, 
techniques, and technologies that provide reasons and facts for the functional mechanism, decisions, and results 
made by AI systems embedded in different cyber military systems and processes.  
 
This definition could be reduced to a series of (cyber) agents that interact with each other and make use of a 
series of tools to produce actions. In Figure 2 we illustrate this definition while explaining its components: 
 
Agents: entities participating in the design, development, and use of XAI in cyber military operations. Seeing 
their context, nature, role, and involvement in this process, they can be classified as (DARPA, 2016; Meske et al., 
2021; Arrieta et al., 2020; Preece  et al., 2018; Hepenstal & McNeish, 2020; Hamon et al., 2020): 

• Stakeholders: entities involved either i) in the process of design, standardization, and certification of the 
models i.e., military-legal and AI regulators which should also integrate ethical aspects, or ii) in the 
process of theorizing, designing, developing, debugging, validating and upgrading the models i.e. AI and 
military cyber engineers, or iii) in the process of design, use, and assuring compliance of AI systems in 
and outside the organization i.e. AI mangers and cyber military decision makers.  

• Audience: entities directly involved in the processes done by stakeholders i.e., are participatory audience 
or end-users i.e., they represent the other audience.  

 
Tools: methods, techniques, and technologies used by agents to design, develop, and use XAI in cyber military 
operations (DARPA, 2016):   

• XAI model is the developed AI model by stakeholders and (perhaps) participatory audience. 
• XAI interface is the interface that generates explanations i.e., actions to the audience. Accordingly, it 

answers to questions like why? how? and when? e.g. Why this or why not something else? How is it 
done or how to tackle or correct errors? When is it successful, when not, or when will fail? 
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Figure 2: XAI in cyber military targeting, based on (DARPA, 2016; Meske et al., 2021) 

To assess proportionality for in-house implemented military cyber operation, all stakeholders cooperate for 
building a XAI cyber weapon for assessing the expected collateral damage and military advantage in a human 
understandable way through a direct or developed XAI interface (depending on the technique) and provide a 
decision, meaning is this engagement proportional or disproportional, understandable, and transparent to the 
audience i.e., military decision makers. As seen above, a plausible question would then be: Why is 
proportional/disproportional? In case that the decision to engage a target is negative, then the intelligence 
gain/loss assessment benefits from clear explanations regarding target’s location, vulnerabilities, and 
connections i.e., information beneficial during the ongoing or future operation(s). Then, a relevant question 
would be: What information could be further used? 

5. Explainable AI Methods and their Evaluation 
When analysing explanations regarding the role of the involved stakeholders and audience, one could consider 
the intention of the explanation method that refers to which question is answered, and the intention of the 
one(s) that use the explanation meaning how and for what should be this explanation used (Samek & Müller, 
2019). Furthermore, Islam, Eberle & Ghafoor (2020) consider that explanations should be expressive, 
translucent, portable, accurate, have fidelity, consistent, stable, comprehensible, and contain a degree of 
importance. Hence, the following criteria are considered to classify the existing methods for XAI (Vilone & Longo, 
2020; Samek & Müller, 2019; Arrieta et al., 2020; Kolbasin, 2018): 

• XAI model is the developed AI model by stakeholders and (perhaps) participatory audience. 
• Problem type: reflects the problem studied e.g., classification or regression.  
• Scope: the objective of an explanation: i) local which implies that each inference of a model is explained 

e.g., a specific rule for proportionality assessment, while ii) global implies that the complete inferential 
process of a model is transparent and understandable as a whole e.g., general mechanism for 
proportionality assessment.  

• Stage: the moment when explanations are generated: i) ante-hoc methods imply explainability from the 
beginning and during the training phase using concrete examples e.g. vulnerabilities that a target has or 
concrete rules that determines if engaging a target is disproportional or not, while ii) post-hoc methods 
imply mimicking model’s behaviour using an external explainer during the testing phase e.g. one that 
would explain target’s engagement with a cyber weapon or proportionality assessment rationality. 
These methods could be either a) model agnostic applied to any type of model, the model is treated as 
a black box, and the explanations are generated without the inspection of internal parameters, and b) 
model specific limited to specific types of models embedding specific model logic.  

• Input data: depending on aspects like availability, volume, and data type (e.g., numerical, categorical), 
the explanations are considered.  

• Output format: depending on the format of desired results (numerical, rules, textual, visual, or mixed), 
the explanations are considered. 

• Moment of providing explanations: i) before building the model using methods like exploratory data 
analysis using different visualization methods, understanding distributions, or features analysis e.g. 
multiple entry points could be analysed for a series of targets to find out their centre of gravity and build 
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a corresponding cyber weapon in Phases III-IV, ii) during building the model directly for models like 
decision trees or linear ones e.g. the assessment of proportionality could be explicitly provided with its 
corresponding rules and results in Phases IV-V, and iii) after building the model that explain the model, 
its outcome, and internal processes for models based on neural networks and SVM e.g. in case of 
network analysis for possible target inspection done in Phase II.  

 
However, one needs to make sure that the actions of AI models do not only meet their objectives, but actually 
human objectives (Russell, 2019) to consider them beneficial and trustable. These facts should be verified in 
both cases where AI models have a supportive or a decisive role (Samek & Müller, 2019). Accordingly, the quality 
of explanations depends on how the stakeholder/audience perceives them depending on their background, 
goals, expectations, context etc. (Atakishiyev et al., 2020). Hence, based on (Swartout & Moore, 1993; Walsh et 
al., 2021), the following criteria are considered to evaluate explanations of AI models: 

• Measure of suitability, sufficiency, and fidelity: the explanations provided should be suitable, sufficient, 
and representative for system’s actions.  

• Measure of effectiveness: the explanations provided should be clear, useful, and understandable for the 
stakeholders and audience of the system.  

• Measure of performance: the explanations provided should improve the current perceptions, believes, 
and perhaps competences that stakeholders and audience have on the system while making sure that 
this would not overhead or slow down the system. 

6. Challenges of Explainable AI  
As any kind of disruptive technology, XAI, presents a series of challenges in the military cyber domain. For 
structuring and characterizing them, socio-technical lenses are considered to capture both technical and socio-
ethical elements. Thereupon, the following challenges are considered: 

• Insufficient (training) data (Svenmarck et al., 2018): insufficient or not representative (training) data has 
a direct impact on the results provided by a model which could have significant negative consequences 
e.g., wrong target considered for engagement.    

• Data ownership, protection, sharing, availability, and quality (Maxwell, 2020; Stahl, 2021): not only that 
data should be in the hand of its owners which have the duty to protect or share when and to who is 
necessary but should be available in different stages and maintain its quality during the processing and 
modelling phases.   

• Loss of debuggability and transparency in development and testing (Google, 2020). 
• Performance, maintenance, and robustness costs (Core et al., 2006; Gunning & Aha, 2019; Walsh et al., 

2021). 
• Lack of control (Google, 2020) for both stakeholders and audience.  
• AI security attacks (Svenmarck et al., 2018; Morgan et al., 2020): since AI models are software-based 

systems, they are vulnerable to well determined adversaries that could conduct e.g., poisoning, 
adversarial, or differential attacks. For instance, by altering training data used for target engagement, 
another object could be engaged and/or the produced collateral damage could be higher than expected 
in Phases III-V. 

• Real-live settings mirroring environment (Stahl, 2021): used for evaluating and simulating the model in 
realistic conditions that capture actual aspects using different simulation settings like test beds and 
digital twin solutions. 

• Alignment with strategic and operational needs (Walsh et al., 2021): since conducting cyber military 
operations is a set of processes carried out by members of teams with different expertise, an alignment 
between their objectives and approach could be sometimes challenging.  

• Alignment with commercial developments and standards (Hoadley & Lucas, 2018; Walsh et al., 2021) 
e.g., industry related cyber systems and solutions. 

• Integration with existing systems and emerging capabilities (Walsh et al., 2021) from other military 
domains. 

• Need for developing corresponding international political, legal, and military initiatives, standards, 
strategies, and methods, and further compliance with them (Deeks, 2019; Hoadley & Lucas, 2018; Samek 
& Müller, 2019; Morgan et al., 2020). 

• Invest in education, building human capacity, and R&D (Alonso, 2020; Morgan et al., 2020). 
• Fostering and building a digital ecosystem for AI (Morgan et al., 2020). 
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• Creation of International competition, countries asymmetries, and power imbalance (Hoadley & Lucas, 
2018). 

• Negative impact on human values, health, environment etc. 
• Uncertainty due to the dynamism of cyberspace and the unpredictability character of conflict (Maathuis, 

Pieters & Van den Berg, 2016). 

7. Conclusion  
The mantra of AI continues to change from the more developing intelligent systems the better (Russell, 2019) 
to the more useful, explainable, and responsible developing intelligent systems the better. This is a long path for 
the scientific and industry communities from all societal domains. Of special interest, considering the potential 
of AI to increase the likelihood of war, to escalate ongoing conflicts, and to proliferate to malicious actors 
(Morgan et al., 2020) plus the new operational cyber tools that have the potential of digitally engaging their 
adversaries in silence and at incredible speed, it is the duty of decision makers involved in developing and/or 
conducting such operations, to make sure that AI is properly understood, rightly used, and that the positive 
aspects are promoted while taking into account, mitigating, or avoiding the negative ones (Russell, S., & Norvig, 
2021). These aspects foster trust in AI systems by allowing their users to understand their behavior, limitations, 
and post-mortem assessment (Dignum, 2019). Addressing these aspects in the military cyber domain, this 
research aims at defining and analysing essential elements and methods relevant for the design and application 
of XAI models when targeting in military cyber operations. Hence, this research contributes to the existing body 
of knowledge in the AI, military, and cyber security domains, and calls for further research in this direction while 
also representing a basis for further design of strategies, policies, methods, and techniques applicable in the 
military cyber domain.  
 
This research continues by analysing the challenges, opportunities, and effects of developing XAI models in the 
military cyber domain in a multidisciplinary setting with concrete cases and modelling solutions. Additionally, 
this research stresses the need for stakeholders’ education and awareness with dedicated programs and 
courses, and the need of developing modelling and simulation, gaming, test beds, and digital twin solutions that 
facilitate and strengthen the responsibility, transparency, and fairness of i) the stakeholders involved in 
developing XAI models in the military cyber domain, and ii) the XAI models themselves.  
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