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Abstract: The Common Vulnerability Scoring System (CVSS) depends on reliable vulnerability data from expert, but the
current process of vulnerability score generation and transmission remain exposed to data manipulation and interception.
Existing research work used supervised machine learning to automate CVSS scoring with up to 90% accuracy, but their
plaintext-based approach lacked cryptographic protections, leaving it vulnerable to Man-in-the-Middle (MitM) attacks.
Another research work introduced a homomorphic encryption-based framework that preserves data confidentiality during
computation and offers moderate performance gains. However, their dependance on a single trusted aggregator, static key
management, and absence of dynamic integrity threshold mechanisms left the system exposed if the aggregator’s key or
channel were compromised. An architectural framework for an Enhanced Multi-Party Fully Homomorphic Encryption
Scheme (EMHES) was designed to combat Man-in-the-Middle (MitM) attacks targeting Vulnerability Score manipulation. By
employing Homomorphic Encryption, the framework enables computations on encrypted vulnerability scores, ensuring
confidentiality throughout their lifecycle. Key enhancements include integrating digital signatures to authenticate classified
scores before encrypted transmission to cloud environments and verify the integrity of decrypted results post-processing.
Digital signatures and regulatory oversight significantly strengthen security properties like non-repudiation, integrity, and
confidentiality for cloud-based data computations. The EMHES architecture features a secure transmission channel with
multiple security layers within the cloud service provider infrastructure. Additional security mechanisms include secure key
management protocols, zero-knowledge proofs for integrity verification, and a resilient secure aggregation protocol
designed to counter MitM attacks. From a computational analysis, baseline algorithms exhibit constant time complexity O(1),
while the EMHES architecture operates with linear time complexity O(n). The result shows that EMHES provides superior
security, integrity and performance on large datasets.

Keywords: Secure multiparty, Homomorphic encryption, Man-in-the-Middle attacks, Vulnerability score manipulation,
EMHES

1. Introduction

The increasing interconnectivity of systems in serval domains that include healthcare, finance and cyber security,
has highlighted the need of a secured data processing and sharing in terms of collaboration. Vulnerability Score
(VS) plays a vital role in accessing the security position of these systems, organizations are guided in risk
management approaches. Nonetheless, the manipulation of these scores poses significant threats through Man-
in-the-Middle (MitM) attacks (Adablanu et al. 2024). VS systems such as the Common Vulnerability Scoring
System (CVSS) are tools used for assessing and prioritizing security vulnerabilities using standard metrics used
to evaluate the severity of vulnerability and potential impact. MitM attack significantly pose a threat by allowing
malicious actors to intercept and alter vulnerability scores (Alanazi, Mahmood & Chowdhury 2023). Traditional
encryption while deploying client confidentiality ensures decryption before computations are performed which
creates vulnerability. Homomorphic encryption is a specialized encryption enables direct computations on an
encrypted VS. Mathematical operations such as addition, multiplication is performed on encrypted file(Adablanu
et al. 2024; Chen et al. 2024; Kamble, Jiet & Puri 2024).This paper proposes an architectural design for an
Enhanced Multi-Party Fully Homomorphic Encryption Scheme (EMHES) to mitigate MitM attack against VS
manipulation.
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2. Background
2.1 Secure Multi-Party Computation (SMPC)

Secure Multi-party Computations (SMPC) is one of the important pillars in modern cryptography. Conversely, an
Multi-party Computations (MPC) protocol allows a set of mutual distrust parties’ i.e

P = (P1,P, ... Pn) ) (1)

To securely perform any computation or operation over their private input without revealing anything additional
about their inputs. In most MPC protocols, the distrust is modelled by a centralized adversary A, who can corrupt
and control parties during protocol execution. In perfect security, where A is a computationally unbounded
adversary who can enforce the corrupt parties to behave arbitrary during protocol execution and where all the
security guarantee are achieve without any error. Usually, the corruption capacity of A is modelled through a
public known threshold t. where this is assumed. A can corrupt any parties up-to t.(Appan, Chandramouli &
Choudhury 2023; Appan, Chandramouli & Choudhury 2025; Patil & Patra 2025). Private-preserving language
model based on a SMPC addresses the privacy concerns associated with using large scale language model in
Machine Learning as a Service (MLaaS). A scheme built on SMPC technology was propose to mitigate privacy
leaking risks when processing sensitive data of a user. The proposed solution involves three non-colluding parties
namely the data provider the model provider and the computing power provider. Compared to direct inference
on large pre-trained models, this framework significantly improved inference speed by 1.55 to 6.25 times. The
proposed solution goals stressed correctness privacy verifiability and efficiency (Song, Huang & Hu 2024; Yan et
al. 2025; Zeng et al. 2025). SMPC are concerns with protocol execution coming under attack by an adversary
which may corrupt one or more of the users to learn private information or cause the result said computation
not to be correct. MPC are designed to prevent such kind of attack from being successful and can be proven
mathematically to guarantee confidentiality, integrity and correctness (Pentyala et al. 2022; Yuan et al. 2021) .
A secure and private multi-party deep learning through Differential Private — SMPC protocol which addresses
security concerns about data privacy when it is train thereby achieving important improvement in
communication and efficiency and speed compared to existing protocol (Das et al. 2025). SMPC perform an
important role in block chain by allowing different parties to collaborate and compute on encrypted data without
revealing their respective sensitive information. This process enhances privacy protection and data security
block chain networks, it enables the block chain applications to execute complex task and smart contracts while
safeguarding user privacy. SMPC delivers a secures and flexible data processing technique for block chain. It is
used in the areas of finance, healthcare and supply chain (Bao et al. 2024; Ghanem & Moursy 2019; Zhou et al.
2021).

2.2 Vulnerability Scoring Manipulation

The management of vulnerabilities, which is a critical component of risk and resiliency efforts, typically is an
ongoing process that involves the identification, classification, prioritization, and possibly remedy the
vulnerabilities in devices likely to be targeted by adversaries to compromise network architecture and its
components. Effective and efficient vulnerability management necessitates the allocation of resources such as
time, personnel, and financial investment; thus, vulnerabilities should be prioritized according to their threat
level (Jiang et al. 2025; Keskin et al. 2021; da Ponte, Rodrigues & Mattos 2023). Common Vulnerability Scoring
System (CVSS) serves as a framework for assessing and communicating the severity of vulnerabilities and their
potential impacts on devices. It provides a score that strongly echoes the severity of the vulnerability, enabling
organizations and users to prioritize their remediall actions. The CVSS score is derived from metrics that evaluate
various aspects of a vulnerability, precisely its impact on the confidentiality, integrity, and availability of the
network system. (Tom & Kosacki 2023). A comparative analysis of large language models (LLMs) GPT and BERT
for automated vulnerability scoring in cybersecurity field. It highlights that BERT outshines in understanding
contextual relationships through bidirectional processing. GPT on the other hand, demonstrates strong
generative capabilities but is more resource-intensive. The models' performance was evaluated on vulnerability
classification tasks using the National Vulnerability Database (NVD) and finds that MediumBERT and SmallBERT
outperform larger models like BERT and DistilBERT. In-addition, fine-tuning Generative Pre-trained Transformer
(GPT) models significantly enhances their classification accuracy, particularly in specific vulnerability categories
(Hashemi Chaleshtori & Ray 2023; Kalouptsoglou et al. 2024; Mirtaheri et al. 2025)
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3. Related Work

(Sanon et al.2023 .) integrates federated learning (FL) with homomorphic encryption for predicting network
traffic. This approach enhances privacy-preserving data analysis within a simulated environment of 5G. While
the Cheon-Kim-Kim-Song (CKKS) encryption scheme requires increased computation time and inherent precision
loss, the secure federated learning method demonstrates superior performance compared to traditional
techniques. The results show that, despite the longer processing time required for the secure methods, ongoing
advancements in homomorphic encryption are anticipated to improve efficiency in future applications.

A Multiparty Quantum Homomorphic Encryption (MQHE) scheme that allows multiple party perform quantum
computations on their private data without requiring decryption, even in the faced with a dishonest server. The
technique leverages measurement device independent quantum key Measurement-Divide-Independence
Quantum Key Distribution (MDI-QKD) for secure generation and works with non-minimal states for error
correction in computations. The proposed scheme outlines significant advantages in data protection during
quantum computations, showing the application of quantum homomorphic encryption in secure multi party
computation situations. Nonetheless, its complexity of implementation, potential computational overhead and
assumptions about the behavior the server, limited scope of quantum operations present challenges that has to
be addressed for deployment in several applications practically (Zhang et al., 2022; Li et al. 2025; Zhang et al.
2021). SMPCs perform an important role in block chain by allowing different parties to collaborate and compute
on encrypted data without revealing their respective sensitive information. This process enhances privacy
protection and data security block chain networks, it enables the block chain applications to execute complex
task and smart contracts while safeguarding user privacy. SMPC delivers a secures and flexible data processing
technique for block chain. It is used in the areas of finance, healthcare and supply chain (Bao et al. 2024) .
Assessment testbed for cyber vulnerabilities by considering their result on business processes of an organization,
beyond the standard CVSS metrics. It shows that Vulnerabilities with high CVSS scores do not always correlate
with significant business impacts, urging decision-makers to prioritize vulnerabilities based on their true effects
on organizational operations (Keskin et al. 2021). A comparative analysis of several FL techniques that
emphasized their application in network traffic prediction. It discusses the significance of FL in data preservation
privacy although collaborative model training among multiple organization. Accuracy and robustness are
effectively identified, especially in the presence of attackers. The research focuses on application of
homomorphic encryption alongside median aggregation. Additionally, the research also addresses the existing
gaps regarding the comparative effectiveness of FL techniques creating way for improvement in the techniques
of network traffic analysis (Sanon et al. 2024).

4. Research Methodology

The Enhanced Multi-Party Homomorphic Encryption Scheme (EMHES) has an implementation process that are
structured and in multi-stage process comprising three main procedures: EMHES implementation stages, the
time complexity analysis, and the space complexity analysis. This comprehensive approach ensures full
functionality and performance of the designed EMHES.

4.1 EMHES Implementation Steps
1. Define, identification and retrieval of vulnerability score of

Retrieve Vulnerability Scores is equal to

X111 X12 X3 - X1n
X21 X2 Xz3 . Xp 2)
X31 X3z X33 e X3p |’

Xm1 Xm2 Xm3 - Xmn

n=12, m=104,976

2. An Architecture and flow chat have been developed to conceptualize the EMHES. Also, pseudocodes
were been documents and analyzed to determine the efficiency of EMHES.

4.1.1 Time complexity analysis

The following steps outline the process for computing and analyzing the time complexity of the A = {Ai A]-Ak}
where the three key components are A;, A; and Ay, called Algorithm line number, Algorithm statement and
Frequency count respectively. Where A equals sets of key components identified. A; = 1, 2...n. Where A; =
Statement 1, Statement 2..., Statement which represents the computations performed at each line of algorithm.
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A = Countl, Count2 ..., Countn which is computations performed at each Algorithm line. Where Counti is the
number of times each operation is executed A = {Ai Aj Ak}. Also, let f frequency count of a computation. f=0
defines no computations performed, f = 1, defines computation is executed ones f= 1+1, defined computations is
performed twice, f = n, n+1, defines a critical count in the loop during key generation and distribution. The

cumulative of the count F is represented as Z?z"l{fAk}. Ay is total number of computations,
fAy is the frequency count in k — th computations. Finally, T (n) = 6n +x.

where Tis the algorithm time complexity which increases with the number of participants n and x is the constant.
4.1.2  Space complexity analysis

Sc is Space Complexity for Code per Character, fSccum is Cumulative frequency for code/Character, Svis Space
Complexity for Variable used in the algorithmic statement fSvcum is Cumulative count for space complexity for
variable, Spc is Space Complexity for Data Structure in the algorithmic statement

fSoccum is Cumulative count for space for data structure, Sra is Space Complexity Recursive Algorithm for
recursive calls and Sracum is Cumulative count for space complexity for recursive algorithm which is not
applicable.

Also, A= {AL- A]-Ak} where the three key components are 4;, A; and A called Algorithm line number, Algorithm
statement and Frequency count respectively. Where A equals sets of key components identified. 4; = 1, 2...n,
where A; = Statement 1, Statement 2..., Statement which represents the computations performed at each line
of algorithm. A; = Countl, Count2 ..., Countn which is computations performed at each Algorithm line

Note: Counti: is the number of times each operation is executed. A = {Ai,Aj,Ak} Acums=

{ASCCUM yAsveum, ASDCCUM}

Therefore, the cumulative counts can be expressed as Sccym = {Asccum = Yoo, Asci}, Sycum =
{Avcom = XK, Asvi}, Specum = Apccum = 2K, Apccumi}- Where k, represents the number of operations
associated with each algorithmic line.

This structured approach to the implementation of the EMHES ensures that both time and space complexities
are thoroughly analyzed. Hence, an efficient and scalable system design and develop.

5. Result and Performance Analysis

5.1 The Complexity Analysis Came From the Depicted Flowchart

Figure 1 represents the Flow chat of the developed architecture where the process begins with the retrieval of
the Vulnerability Score (VS), which is digitally signed to ensure integrity and authenticity. The system then
determines the number of participating parties for the multi-party computation, after which cryptographic keys
are generated and distributed among them. These keys are employed for encryption and decryption operations
within the homomorphic encryption (HE) framework. A verification process is applied in which the system
confirms whether the distributed key has been successfully generated and accepted by all parties. If agreed and
key exchange are successful, the process continues otherwise, it iterates until all keys are correctly generated
and distributed. Each party (P1 to Pn) privately retains its decryption key. The VS is then encrypted using HE to
form Encrypted Vulnerability Score (EVS). Homomorphic operations are applied directly to the EVS, and the
resulting ciphertext is transmitted to the Cloud Service Provider (CSP) where computations and storage are
outsourced. During decryption stage, the digital signature of the ciphertext is first verified to confirm that the
EVS has not been tampered during the transmission or processing operations. The system again determines the
number of parties involved in the decryption phase and reconstructs the secret decryption key. If the required
decryption keys are reconstructed and confirmed, the process proceeds; otherwise, it repeats until the
decryption key can be successfully reconstructed. Lastly, the EVS is decrypted using the secret key, and the
original VS is recovered with its digital signature intact, thereby maintaining both integrity and authenticity.
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Figure 1: Flowchart for the Developed Architecture
5.2 Architecture for an Enhance Multiparty Homomorphic Encryption Scheme (EMHES)

Figure 2 represents EMHES. The architecture enables privacy-preserving computation and secure outsourcing of
vulnerability scores (VS) to an untrusted cloud environment using homomorphic encryption. Vulnerability Scores
(VS) are obtained from classified data, which are digitally signed to ensure integrity and authenticity. The digitally
signed VS scores are handled by a trusted third-party government regulatory agency, where the data and keys
are managed in a secure environment. Homomorphic encryption is initiated by the system where encryption
keys are generated, and a multi-party computation (MPC) setup is established among participating entities (P1
to Pn). Each party receives and keep its own decryption key share, ensuring that no single party can decrypt the
data unilaterally. The VS are encrypted using a homomorphic encryption scheme to produce Encrypted
Vulnerability Scores (EVS), while preserving the ability to perform computations directly on the ciphertext. EVS
is transmitted via a secured transmission channel to the Cloud Service Provider (CSP), where storage and
computation are outsourced. Within the cloud environment, various layers such as application layer platform
layer, Infrastructure layer etc. operates over the EVS without accessing to the plaintext VS data. These operation
leverages on homomorphic function, allowing computations to be performed on ciphertext while data
confidentiality is maintained. Note that the digital signatures attached to the EVS continue to protect against
tampering, ensuring that any unauthorized alteration can be detected. During decryption stage, the EVS are
returned via a secured transmission channel to the trusted environment where the digital signatures is verified
and confirm that the EVS has not been altered during cloud processing or transmission. It then re-engages the
multi-party decryption process, where the set of parties required for key reconstruction are determined and
secret key are shares. The EVS is subsequently decrypted and decrypted VS retain their digital signatures,
thereby preserving integrity and authenticity from end to end.
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Figure 2: Architecture for an Enhance Multiparty Homomorphic Encryption Scheme (EMHES)

5.3 Result of the Analysis of Algorithm

Table 1 shows a comparative analysis of time complexities of algorithm for the designed architecture and
baseline algorithms

Table 1: EMHES analysis

S/IN | Author Result of Time Time complexity Percentage
Complexity chat Comparative Analysis
1 (Bao et al. 2024)- O(1) + 32 Constant 0.32%
Base Line 1
2 (Zhang et al. 2022)- | O(1) +101 Constant 0.98%
Baseline 2
3 EMHES 6n+72 Linear complexity 6.52%
Architecture

Table 1 shows the analysis of the algorithm od designed architecture (EMHES) for thetime complexity against
existing algorithms. The EMHES algorithm exhibits a time complexity of 6n + 72 (O(n)), indicating that its
computational effort grows linearly with the input size while the baseline algorithms from (Bao et al. 2024) and
(zhang et al. 2022) show constant time complexities of O(1) + 32 and O(1) + 101, respectively. Additionally, the
EMHES architecture demonstrates a comparative analysis percentage of 6.52%, significantly higher than the
0.32% and 0.98% of the baseline algorithms. This indicates that the EMHES architecture offers enhanced security
against Man-in-the-Middle (MitM) attacks, as it mandates increased computational effort from potential
attackers, thereby improving overall security resilience.

Key assumptions:
e 1. General format of Constant Time Complexity of an algorithm (T):

Tc=0(1) +K

Where K is the units of time of algorithmic execution and O(1) is a Unit Big-O time of algorithmic execution

e 2. General format of Linear Time Complexity of an algorithm (Ty.):
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T.=0(n)+K
Where O(n) is the n-time linear Big-O time of algorithmic execution and K< n < oo
e 3. General format of Quadratic Time Complexity of an algorithm (Ta):
Ta=0(n?) +0(n) +K
Where 0(n?) is the n2-time quadratic Big-O time of algorithmic execution
e 4. In this designed algorithmic analysis, let us assume n =K,
Where K is the greatest unit of time of algorithmic execution,
i.,e., n=101
Percentage (%) Comparative Analysis of the developed algorithm against the baseline work are given below.
For the Designed/Developed Algorithm (DA)
Note: Based on the assumption, n = 101

% PA Comparative Analysis

Linear Time Complexity

(%PAca) = 100

Quadratic Time Complexity

en+72
nZ+n+K

%PAcA = X 100

6(101)+72
101241014101

%PACA = X 100

%PAcA = 6.52%
For the Baselinel Algorithm (B1A),

% B1A Comparative Analysis

(%B1Aca) = Constant X 100

Quadratic Time Complexity

0(1)+32
101241014101

% B1Aca = X 100

% BlAcA= —5 i X 100
1014+101+101

%BlAca= —5——— X 100
1014+101+101

% B1Aca=0.32%
For the Baseline2 Algorithm (B2A),

% B2A Comparative Analysis

Constant

(%B2Aca) = X 100

Quadratic Time Complexity

0(1)+101
1012+101+101

% B2Aca = X 100

1+101

0, -
%B2Aca = 1012+101+101 X 100

102 X 100

101241014101
% B2Aca=0.98%

Hence %PAca = 6.52%, % B1A ca= 0.32%, and % B2A ca= 0.98%

% B2A ca =

Figure 3 shows the Time Complexity for The Designed Architecture. The bar chart which displays the relationship
between Algo line number and number of frequency(ies) for 70 data points representing lines of code. It
processes more input and shows that as the algorithm's line number increases. The proposed model (EMHES)
incorporating Big O notation, demonstrates superior security, integrity, and performance compared to baseline
models without Big O, and is better equipped to handle larger datasets.
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Space for Code Complexity for the Propose Model
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Figure 3: Time Complexity
C. Comparative analysis of space complexities of the algorithm

The comparative analysis of space complexities for the Enhanced Multi-Party Homomorphic Encryption Scheme
(EMHES) against baseline algorithms is shown through a series of figures (Figures 4 to 5). These figures illustrate
the space complexity of the designed architecture, showing metrics such as space for code complexity and data
structure. Space Complexity Recursive Algorithm is not applicable in our algorithm as never recall itself with its
on definition.

Space Complexity for Variable for the Proposed Model
20

18
16
14
12

10

6
OI|I [ Al I I
1 3 5

7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53 55 57 59 61 63 65 67 69 71 73

~

®ALGOLINENUMBER  ®Svcum

Figure 4. Space for Code Complexity

Figure 4 shows a Algo line number and Space for code complexity cumulative. Both plotted against an x-axis
ranging from 1 to 73. The y-axis, representing space complexity cumulatively extends from 0 to 1400. Sccum,
which represents the total memory space consumed by the algorithm during execution. This shows a significant
spike around x-axis values 11, 33, and 60, at peak of 1300-1350 where x=33. These spikes indicate considerably
higher memory resource usage, suggesting that certain algorithm computations, particularly due to cloud
activities at x=33 and x=60, demand substantial computational resources and memory.

275
The Proceedings of the 21st International Conference on Cyber Warfare and Security (ICCWS 2026)



Joshua Mamza et al.

Space for Data Structure for the Proposed Model
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Figure 5: Space complexity for Data Structure EMHES

Fig. 5 illustrate the space complexity for data structures of the designed algorithm, with the x-axis representing
Algorithm line number ranging from 1 to 73 and the y-axis showing space complexity ranging from 0 to 25. The
Algo Line Number which indicate space complexity for data structures at various algorithm lines, while the
cumulative space complexity data structure (Soccum) values at each algorithm line. The Algo Line Number peaks
around lines 59-73 where it has values of 14 and 18, whereas Soccum has a significant peak algorithm line 33,
reaching 22.

5.4 Discussion

This research provides comparisons of EMHES with existing frameworks of (Bao et al. 2024) “Direct
Homomorphic Secured Multi-party computation (DHSMPC)”, (Zhang et al. 2022) “Multi-party Quantum
Homomorphic Encryption (MQHE)” and (Sanon et al. 2023) “Secure Federated Learning with HE”. While
DHSMPC focuses reduction of ciphertext size in for efficient storage and communication, it fails to address the
complexity growth with larger input sizes. In contrast, EMHES demonstrates linear complexity, ensuring practical
operation and enhancing resistance to MitM attacks as datasets increase. EMHES also offers immediate
applicability in current cloud and regulatory infrastructures, where quantum solutions are not yet widely
implemented. The work of (Sanon et al. 2023) highlights the trade-off between security and computational
overhead in FL with homomorphic encryption, revealing that cryptographic protections can significantly extend
processing times. EMHES mitigates this issue as it employs controlled linear time complexity, providing both
scalability and security without excess overhead. Moreover, EMHES shows secure and tamper-resistant
vulnerability evaluation, critical in regulatory settings where data integrity and authenticity must be maintained.
EMHES provides a scalable solution that maintains performance and enhances attack resistance, making it ideal
for large-scale, integrity-critical cloud-based vulnerability management, unlike existing studies that mainly
emphasize compactness, quantum resilience, or privacy preservation.

6. Conclusion

In this study, EMHES was introduced as a robust architectural framework designed to mitigate MitM attacks on
vulnerability score (VS) manipulation. Homomorphic encryption is integrated with advanced security measures
namely digital signature and key management protocols, EMHES clearly preserve the confidentiality, integrity
and authenticity of the VS through the process. In computational analysis, EMHES architecture maintains a linear
time complexity contrasting significantly with the existing algorithm that shows constant time complexity. This
attributes not only enhances security resilience against any potential attackers but also accommodate larger
datasets, making it scalable. Additionally, the performance metrics based as assumed n=100 demonstrated
Comparative Analysis score of 6.25% for EMHES, evidently outperforming baseline algorithms. Furthermore, the
detail analysis of the space complexity shows that the algorithm line of code requires significant computational
resources especially during the cloud processing, showing areas of potential optimization. In conclusion, the
EMHES framework offers a comprehensive, secure and efficient mechanism for collaborative processing of data
is sectors where integrity and confidentially are important such as healthcare, finance and cybersecurity sectors.
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