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Abstract: The presence of instructions within executable programs is what makes the binaries executable. However,
attackers leverage on the same to achieve some form of Control Flow Hijacking (CFH). Such code re-use attacks have also
been found to lead to Denial of Service (DoS). An example of code re-use attack is Return Oriented Programming (ROP)
which is caused by passing input crafted as chained sequences of instructions that are already existing as subroutines in the
target program. The instructions are called gadgets and they would normally end with ret. The ret instructions enable the
flow of hijacked execution from one set of instruction to another within the attacker’s control. There could however be
exceptions depending on the structure of the chained gadgets where the chained gadget fails to run its course due to inability
of specific gadgets to replace the value in the return address (ra) register. The dangers of chained gadgets are not a new idea
but the possibility for an attacker’s gadget chain to fall into a trap during a ROP attack is not commonly addressed. In addition
to this, recent studies have revealed that understanding the behaviours of gadgets would be useful for building information
base in training machine learning (ML) models to combat ROP. This study explains the behaviour of certain ROP gadgets
showing the possibility of occurrence of a loop in execution during exploitation. A sample program which accesses gadgets
from the GNU C library (glibc) is used to demonstrate the findings. Gadgets identified with this possibility are poor for
chaining as they do not contain instructions to load or move new values to the ra register and would produce unreliable
exploits. This would result in a trap for the chained gadgets instead of arbitrary code execution, and DoS on the path of the
user. This implies that the impact that a ROP chain could have on a targeted process does not only rely on the underlying
system architecture but also on relies on the structure of the chained gadget. In this paper, the RISC-V architecture is the
focus, new gadget finders (scripts are available) are presented, and sample of chained gadgets are analysed on a RISC-V -
based binary.
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1. Introduction

Ret-gadgets are the weapons of warfare in ROP (Shacham, 2007) attacks and as long as vulnerable programs
remain, it is important to seek ways of providing protection for vulnerable programs. In the effort to protect
vulnerable programs, it would be valuable to further examine the weapons of attack based on their underlying
architectures and behaviour of the attack vectors. This would empower stakeholders to better understand what
they are fighting against. Attackers of software have developed various techniques for CFH. While buffer
overflow remains a fundamental route to complex attacks, further exploitations are made feasible due to
executable instructions in the programs. Existing code content in executables offer functionality to the program
but on the other hand, could become dangerous tools in the hands of hijackers. Existing code ending with ret
referred to as gadgets are used by attackers to circumvent basic protection techniques like DEP/NX (Microsoft,
2018) and ASLR (Pax Team, 2003). The gadgets reside as subroutines in the text or shared library section of the
original program. As the gadgets lie within, they can be accessed throughout the runtime of the program and
are ready tools that attackers use for code-reuse attacks.

Code reuse attacks involve the use of existing code within executables to perform tasks that are different from
the original intention of the programmer. Code reuse attacks could occur as CFH via buffer overflow which
escalates into ret-to-libc and then ROP. The ret-to-libc could occur when attackers pass addresses of existing
functions as input into a target while ROP could begin and end successfully with a chain of gadgets ending with
ret, jump or a call as input via buffer overflow. A malicious input could be used in a buffer overflow followed by
redirection of control flow to an injected malware or to an unintended destination within the target program.
If the attacker passes an input that only contains addresses and values, they can achieve a ROP attack. The first
address redirects execution to a different instruction and once that instruction is executed, it returns to fetch
the next address to be executed until a full-blown ROP is achieved. A ROP chain would not always lead to a
complete ROP attack but would still inhibit the purpose of the running process. This is because the completion
of a ROP attack depends on the level of complexity of chaining the gadgets, as well as the behaviour of the
gadgets that are included in the ROP chain. Availability of gadgets within a binary depends on the way the
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function, while each of the functional gadgets would be called from the new fake frame. With the functional
gadget, lots of other exploits or further creation of fake frames could be achieved. For this reason, viable ROP
chains for RISC-V would normally be longer than that of x86.

3.4 Passing the input

The input is passed as byte streams stored in a file. As the sequence in which gadgets are crafted in RISC-V would
determine the outcome of the exploit, specific sequences that enable the outcome that are desired in the
context of this study are used. This has a lot to do with the value of the ra register that gets overwritten from
time to time as execution steps into and out of library functions or other functions that get called within a
function. The branching pattern can only be detected during dynamic analysis and remain undetectable to users
as no feedback is written to standard output.

4. Ret Gadgets on RISC-V and implementation of ROP

In this section we demonstrate the compilation of the sample program, extraction of gadgets, selection of
gadgets, and implementation of ROP using input crafted from combination of gadget sequences formed using
the selected samples. The outcome for each exploit is also discussed. This results in three categories of ROP.
The first category makes use of a gadget that enable the ra to be overwritten as well as ending with ret. The
second category uses a gadget ending with jalr instruction which could be harnessed in performing some exploits
or just manipulating registers. The third category are gadgets that do not overwrite the ra and thus lead to a
loop in the execution. The ret gadgets works more efficiently within fake epilogues but the jal or jalr can be
used more flexibly. For this reason, the linker gadgets were built out of ret instructions. However, gadgets with
ret that don’t have an instruction to load a fake ra, can lead to a trap or it could end in some unexpected
behaviour of the executable. The jal/jalr instructions, unlike the ret would enable the jump and link of execution
to address held in the specified register. The order in which the gadgets are arranged in the chain would also
affect the outcome of the exploit.

4.1 Compiling the programs

The program was compiled using gcc compiler and optimisation set to 0 to keep the code as large as can be and
increase the possible available gadgets. The sample program is small but compiling it statically ensures that the
libc code are also held in the resultant executable, making it larger than would normally be, and further
increasing the number of available gadgets. The stack protection is bypassed in ROP, so the program was
compiled with default setting including stack protections. The -g flag is also included to enable optimal dynamic
analysis using gdb.

S gcc stack_exploit_2.c to stack_ex_s tg tOO --static

4.2 Extracting the gadgets

The compiled executable was passed as arguments while running each of the gadget finders. The new gadget
finders extracted 26 jalr gadgets, 89 jal gadgets and 1,657 ret gadgets. Screenshots of the extracts for jalr and
ret gadgets are shown in figures 1 and 2.

Figure 1: Extracted gadget ending with jalr

The gadget in figure 1 begins with instruction /i a4, 0 to load an immediate value of 0 into a general-purpose
register a4 which would normally be used by the process to store a function argument. The next instruction mv
a3,s0 will copy the content of register sO into register a3. Registers in the range of s0-s11 would normally hold
values that persist after function calls. s0 is the saved frame pointer and value in there should have been used
to keep track of the stack. The next three lines of instruction are move instructions, copying the content of each
of the saved registers s4,s3, and s2 into a2, al and a0 respectively. The instructions are useful for ROP if exploit
values have been passed earlier on into those s0,54,s3, and s2 registers. The last line of instruction is the jump
and link register jalr s1 which would write the value in s1 into ra, and then pass execution to the instruction in
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there. Both jal and jalr instructions would pass new values to ra. Jal would pass a label and jalr would pass
value stored in the stipulated register into destination register rd which is further interpreted as ra. This shows
that jal and jalr gadgets are more useful as functional gadgets. As mentioned earlier, a charger gadget would be
useful to control the registers before these types of gadgets can be applied as functional gadgets. The charger
would preferably be a gadget ending with ret. An extract of gadget ending with ret is shown in figure 2.

ra,24(sp)
s0,16(sp)
s1,8(sp)

ao,1
sp,sp,32

Figure 2: Extracted gadgets ending with ret

The gadget in figure 2, ends with ret and begins with a Id ra,24(sp) load instruction. This is useful for taking
control of the stack particularly the ra register which ultimately determines the branch pattern of the process.
In other words, it can be triggered as a fake frame to trick the process into executing like a normal function.
With the first load instruction, we can overwrite the value in ra with the address of the functional gadget that is
shown in figure 1. The mapping on the stack for the value to be written to ra reserves a position of 24 bytes
from the top of the stack for this. So that when we pass our input into the process, we must ensure that the
address of the functional gadget is positioned correctly in the chain to get it stored in that location. Other values
can be passed along with the new ra, and strategically linked to the chain to ensure that they are written into
the current location on the stack which will enable the writing of new values to the registers s0, s1, and a0. The
fourth instruction is /i (load immediate) which loads 1 into a0. The line of instruction addi sp,sp,32 deallocates
the stack before the return is triggered.

4.3 Chaining the gadgets for specific goals

Several forms of gadgets were extracted. The type of gadgets available in a target program depends on the
original purpose of the process itself and the CPU’s way of interpreting the instructions. It is noteworthy to
mention that library code is accessible to all the executables and gadgets can be fetched from there as well.
Each category of gadgets that we have observed shows possible variations in the behaviour of gadgets. The ret
gadgets, when they are used within fake frames, would have to return to address that is held in ra. While this
is effective for establishing branching pattern, it could limit the instruction and restrict the flexibility in the
manoeuvring for the attack. On the other hand, gadgets ending with jal or jalr can be used more flexibly. In
demonstrating ROP here, we show how these instructions can be used with regards to their distinct advantages
for changing values held on the stack and inside useful registers and then changing the behaviour of the process.
Portions of the constructed input were also featured in recent work by Oyinloye et al. (2022). However, specific
highlight here is on gadgets with ret that do not contain any instruction to load a fake ra, thereby leading to a
trap for the input. Three examples of chained sequence of gadgets are demonstrated in the following
subsections.

4.3.1 Chained sequence to create a fake frame

The ROP chain here is made of a charger and a functional gadget exit to show how target could be exploited
with a safe exit at the end. This was passed as input that effectively hijacks execution and invokes an abrupt
end. This also demonstrates the use of the linker beginning with an instruction to load a new address into ra
register as the choice of gadget for the first element in the sequence. In figure 3, the charger creates the fake
frame with values loaded or copied from one location or register to the other. Once execution is redirected, the
new values are loaded into specified register s1, which was duplicated into a0, another register s0, and then
new value for return address is written into ra. In this case, it points to the exit instruction.
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Original frame

8 bytes-spaces

> 16 bytes buffer

J Fake frame (epilogue)

— 4 bytes-spaces 0isp) — 8 bytes -Junk
-- 4 bytes integer
r 8 bytes-Return address 8(sp) — 8 bytes -1, also copied into a0
Charger 16(sp) — & bytes -s0

0x00000000000052abe (Id ra,24{sp)
0x00000000000052abe ||4 s0,16(sp)
0x000000000000523c0 | my a0,51

24(sp) — 8 bytes -ra

0x0000000000: N
0052ac? Id 51,8{5p} ( Exit
0x00000000000052ac6 |, ot

Figure 3: Chaining gadgets to build fake frame and exit abruptly (Oyinloye et.al., 2022)

This input in the first instance, overwrites the original ra with the address of the charger so that the fake frame
will be running in a different address with different sp in the target process. Within the charger frame, a new
ra is loaded with the address of exit using the Id ra,24(sp) instruction at the top of the charger. Other registers
are loaded with junk using the charger and the input is passed into the stack of the target via the buffer. This
results in an abrupt stop in execution.

4.3.2  Chained sequence to invoke a functional gadget

In this category, the ROP chain is extended by including a sequence of instructions ending with jalr and then an
exit. For this example, we use a different charger. This is so that there could be more registers to manipulate
by writing new values into them and then using a functional gadget to invoke the address that is written from
the charger. This demonstrates how a functional gadget can be worked into the ROP to perform more exploit.
The input passes values into ra & sO-s2. In the new frame, which is created by the charger gadget, ra will be the
address of the functional gadget. sO and s1 are filled with junk. The address of exit is then written to s2, to be
called later from the functional gadget. The functional gadget duplicates the value in s1 into a0 and then s0 into
s3 as shown in figure 4. This step is useful for the attacker to pass values into the registers that they might find
useful for the exploit.

Original frame Fake frame (epilogue)

[——

8 bytes-spaces }D(Sp)—S bytes -Junk

8(sp) — 8 bytes
16 bytes buffer }

} 16(sp) — 8 bytes -s2

-4 bytes- spaces
-4 bytes integer

8 bytes 32 8 b 0
-Return address {sp) — 8 bytes -5

} 24(sp) — 8 bytes -s1

} 40(sp) — 8 bytes -ra

Charger gadget

0x00000000000621a0 |Id ra,40(sp) Functional gadget -jalr
0x00000000000621a2 | !d s0,32(sp) 0x0000000000037d28 | ™ 0,51
0x00000000000621a4 | Id 51,24(sp) 0x0000000000037d2a | mv 53,50
0x00000000000621a6 | Id s2,16(sp) 0x0000000000037d2¢ | gy 5
0x00000000000621a8 | dldi sp,5p 48 Exit

0x00000000000621aa | .,

Figure 4: Chaining gadgets to invoke a functional gadget
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4.3.3  Chained sequence to invoke a loop

ROP might not always end safely. The chained example in 4.3.2 can be transferred into a loop instead of exit if
a gadget that does not include an instruction to overwrite the previous ra is inserted somewhere in the chain.
When the functional gadget getpid (figure 5) was attached just after the jalr gadget, the program crashes
because the ra returns back into the next instruction after 0x0000000000037d2c. On the other hand, when the
jalr gadget was taken out of the chain and the getpid gadget was chained directly to the charger, the return
instruction directs execution back to the top of the getpid gadget and continues in a loop as shown in figure 6.
This was observed in gdb but when the ROP chain was passed into the target at the command line, the execution
only appeared to the user as if it was hanging. The execution did not crash but the process was not ending
normally, resulting in a DoS.

00000000000362F4 <
362f4: BacOp893

362f8: pOROBOT3
362fc: 8082

Figure 5: Extracted gadget getpid

Original frame Fake frame (epilogue)

} 8 bytes-spaces }U(SD} — 8 bytes -Junk

8(sp) — 8 bytes
16 bytes buffer } (se) v

} 16(sp) — 8 bytes -s2

-4 bytes- spaces
-4 bytes integer

8 bytes 32| 8 byt 0
-Return address {sp) —8 bytes -s

} 24(sp) — 8 bytes -s1

} 40(sp) — 8 bytes -ra
Charger gadget

0x00000000000621a0 |Id ra,40(sp) Functional gadget-getpid

0x00000000000621a2 _ |Id s0,32(sp) 0x00000000000362f4 | [ a7.172
0x00000000000621a4 | Id s1,24(sp) S cbooboaaonaEoal] ccall
0x00000000000621a6 | id s2,16(sp) 0x00000000000362fc |ret
0x0000000000062138 | adidi sp,sp,48

0x00000000000621aa

ret

Figure 6: Chaining gadgets to invoke a loop

5. Discussion

The three categories of gadgets examined have shown different possible outcomes of ROP attacks based on the
types of gadgets, the behaviours of each of the gadget, and the order in which the gadgets are chained. It could
result in a full-blown exploit, a crash, or a loop. As for the ret gadgets, the expected operations are to pull
address from the ra and jump into the address that was pulled to continue execution. This is what usually entails
for return instructions but the peculiarity in RISC-V is that ra is a caller saved register. This means that upon
each call to a subroutine, the return address is stored in the ra register. For this reason, the ROP chain needs to
be crafted such that the intended return address for each subroutine is specified as demonstrated in figures 3
and 4. From the example in figure 6, it is highlighted that if the gadget does not include instructions to overwrite
the value of ra then the execution would return to the value which has remained in the ra forming a loop in the
execution. The same outcome was observed for getgid samples and could be for any gadget that does not
enable the ROP chain to supply a new ra. The getpid and getgid gadgets exist in glibc and if used in this manner
could become dangerous for the target.

None of the outcomes observed in section 4 is desirable on the path of the user. A loop in execution with no
feedback to the user, is dangerous and could linger before it is identified. For the attacker, if they intended to
achieve further exploits, passing execution to such gadgets would become an entrapment that truncates further
execution of the ROP chain. The main finding here is that gadgets have peculiar behaviour based on the type of
instruction at the end, the possibility of overwriting the ra, and the order in which the gadgets are chained. This
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could be used in predicting the outcome of a ROP attack. Since the sample gadget used to cause a loop in
execution here was picked from glibc, it is evident that this understanding could cut across other programs in
the Linux environment and can be used broadly as information for training ML models in recognising possible
ROP attacks.

Exploitation via ROP is still a challenge in software securities. Possible mitigation for the DoS demonstrated here
is demonstrated by Oyinloye et al., (2022) using a watchdog monitoring process. The watchdog monitoring is
based on timing-out depending on the log taken from the previous function epilogue. According to Oyinloye et
al., the watchdog monitoring system can identify a looping ROP and stop or prevent DoS. A full exploit which
would normally end undetected can also be stopped particularly if it extends reasonably for the watchdog to
trace the time lapse after the last legitimate function. From the study, it is observed that ROP chains in RISC-V
would require to be longer for any reasonable exploit to be achieved. Itis considered that such long chain might
be traceable by the watchdog monitoring process before a full exploit is achieved.

6. Conclusion and future works

ROP on RISC-V is not straightforward. The behaviour of gadgets in a RISC-V based process would result in
different outcomes. While there are existing mitigations, it is important to consider the behaviour of gadget
chains particularly when they access glibc. More vulnerable programs can be evaluated in order to obtain
valuable information which could be harnessed in building algorithms for ML towards intrusion detection. More
samples of exploitation might also reveal further interesting details. Future works would compare gadgets
extracted from various programs that are known to be vulnerable to ROP including remotely executed programs.
These programs can be compiled on RISC-V and X86, and then exploited with various sequences of ROP chains
to observe the outcomes. A comparison of the behaviours of similar gadgets on these two platforms would be
useful in providing a cross platform information for ML/DL models or other Control Flow Integrity concepts for
combatting ROP. Extracts from the new gadgets will also be analysed to identify the reliability of the gadgets
for ROP attacks. This would involve considerations under different compilers as well as different system
architectures.
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