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Abstract: Physical Layer Security (PLS) based authentication schemes are an alternative to conventional security schemes 
such as e.g. certificates or Message Authentication Codes (MACs). They can provide a more lightweight solution compared 
to traditional cryptography in order to meet the requirement of secure data transmission. However, errors in Physical Layer 
Authentication (PLA) techniques can occur due to adverse influences resulting from PLS schemes such as receiver noise or 
fading channels. Skillfull methods are therefore required in order to detect anormal system behaviour. One promising 
solution are supervised classification schemes. The application of Naïve Bayes (NB) classifiers for PLA is therefore proposed 
and evaluated within this work. Prior to that, we analyse the resource efficiency within typical Ultra Reliable Low Latency 
Communication (URLLC) applications and conduct a security overhead analysis. We propose strategies in order to overcome 
the problem of missing training data from either the URLLC user or attacker node. A real world Software Defined Radio (SDR) 
based testbed using OFDM (Orthogonal Frequency Division Multiplexing) is implemented in order to evaluate the 
performance of NB based PLA. The measurements are conducted within the german campus network frequency band (LTE 
band 43). Further, we conduct a hyperparameter optimization (HPO) based on random search. The investigated classifiers 
show promising results in terms of authentication accuracy and Receiver Operating Characteristic (ROC) curve performance. 

Keywords: Physical Layer Authentication; Physical Layer Security; Machine Learning; Ultra Reliable Low Latency 
Communication; Machine Type Communication 

1. Introduction 
Many Ultra Reliable Low Latency Communication (URLLC) services, such as automated driving systems, 
telesurgery, factory automation and many more are currently getting enabled by technologies such as 5G-New 
Radio (NR). Therefore, new approaches regarding system reliability, availability and security need to be 
considered in order to meet the high requirements for this type of services. Conventional solutions have 
limitations with respect to system efficiency, since they were originally designed for large packet internet traffic 
such as Mobile Broadband (MBB). This is especially the case for solutions with respect to information security. 
In URLLC scenarios the traffic is however characterized by short and periodic messages which are transmitted at 
deterministic time slots (e.g. within the order of 10s of ms (Bockelmann, et al. 2017) (Yilmaz, et al. 2015)). 

1.1 URLLC message security overhead ratio 

In order to transmit cryptographically secure messages within an URLLC service, it is typically required to meet 
the security goals of message confidentiality, authentication and integrity. While confidentiality can be achieved 
by encryption of the message payload, authenticity and integrity are typically ensured by attaching 
authentication tags (e.g. Message Authentication Codes (MACs)) to messages. This leads however to an increase 
of the original payload length. For MACs the recommendation of the Internet Engineering Task Force (IETF) is to 
either use a cipher based MAC (CMAC), e.g. based on a Advanced Encryption Standard (AES)-128 block cipher, 
or a hash based MAC (HMAC) which is based on a cryptographic hash function. For AES-128 based CMAC a 
maximum shortening to 64 Bit is recommended (IETF, RFC 4493, 2006), while for HMAC a minimum MAC size of 
80 Bit is recommended (IETF, RFC 2104, 1997). Additionally, the encryption process leads to a further increase 
of the message size due to zero-padding, which is typically not notable in broad band applications. For URLLC 
however this is not always the case if very short messages are used (e.g. within the order of 10s to 100s of Bits 
(Bockelmann, et al. 2017) (Yilmaz, et al. 2015)). Protection against replay attacks requires Further additional 
overhead (e.g. counters, time stamps). Figure 1 illustrates the overhead introduced by authentication tags, zero-
padding and replay protection for different URLLC message sizes. The Security Overhead Ratio (SOR), which is 
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defined as the percentage of security overhead compared to the payload of a message depending on the URLLC 
payload of 𝑁𝑁 Bit, is then calculated as 

SOR =   
𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐�𝑁𝑁𝐵𝐵�𝐵𝐵+𝐿𝐿+𝐾𝐾

𝑁𝑁
− 1, 

where 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐() is the ceiling function (maximum of the two nearest integer numbers), 𝐵𝐵 the cipher block size 
(e.g. 128 Bit for AES-128 cipher) 𝐿𝐿 the length of the MAC tag in Bit and 𝐾𝐾 the length of the counter in Bit. 

 

Figure 1: SOR for confidentiality, integrity and replay protection 

The SOR is quite significant for short payloads and can reach up to 1000% of the URLLC message size. The SOR 
reaches 460% for a URLLC payload of 100 Bit, if a high level of security is applied (e.g. AES-256 cipher without 
MAC truncation and 48 Bit counter). The actual efficiency (application payload vs. overhead) on the air interface 
is even lower since this calculation is not considering the additional overheads introduced by non security 
functionalities. This work proposes therefore alternative solutions based on PLS for message authentication, 
integrity and replay protection in order to increase the ressource efficiency. 

1.2 Organisation 

The remainder of the work is organized as follows. In section 2 we give an overview of related work with respect 
to previously considered PLA approaches and in section 3 we introduce the system model. The NB classifiers 
which are used for Physical Layer Authentication (PLA) are presented within section 4. In section 5, we present 
techniques for artificial training data generation in case of the absence of an attacker during the training phase. 
Further, within sections 6 and 7 we present the evaluation methodology and results of the experimental 
evaluation respectively. Section 8 concludes the paper and provides an outlook for future work.  

2. Related Work 
Statistical methods were initially used for PLA, such as (Xiao, Greenstein, et al. 2007), where an approach based 
on simulation of the wireless channel and hypothesis testing is presented for static scenarios (no user mobility). 
It is later extended to mobile (time variant) scenarios in (Xiao, Greenstein, et al. 2008). The authors propose to 
use Neyman-Pearson Hypothesis Testing and least square adaptive filters in order to check if channel estimations 
of subsequent transmissions of a user are related to each other. The users they are considering have a low 
mobility (e.g. pedestrian speed) and they use an OFDM based transmission system for performance evaluation. 
The authors in (Tugnait und Kim 2010) propose a channel state information based authentication method for a 
single carrier system using whiteness of residuals testing. In (Baracca, Laurenti und Tomasin 2012), the authors 
consider a Multiple Input Multiple Output (MIMO) OFDM system and propose Generalized Likelihood Ratio 
Testing in order to detect attacks based on channel estimation data. They further introduce various attack 
strategies under which they evaluate the performance of their approach using Montecarlo simulations. They 
show how the misdetection probability is depending on different parameters such as the Signal-to-Noise Ratio 
(SNR), the number of subcarriers, the correlation coefficient, the probability of false alarms and knowledge of 
the attackers behaviour.  

One of the first works that proposed machine learning (ML) based techniques in order to detect and identify 
transmitters based on physical layer metadata is (Gulati, et al. 2013), where the authors use Gaussian Mixture 
Models in order to detect an attacker. The feature they use are different antenna modes (angle of a leaky wave 
antenna) and they evaluate their proposed scheme within a static scenario at different parameter settings 
(number of different angles, attack probability, number of training messages, carrier frequency). Two 
approaches based on ML (Support Vector Machines and Linear Fisher Discriminant Analysis) are presented in 
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(Pei, et al. 2014). In (Forssell, et al. 2019), the authors use a single input single output system in order to detect 
the transmitter of data packets based on the respective line-of-sight components. The authors in (Weinand, et 
al. 2019) propose the application of supervised learning for channel based PLA within URLLC in a static 
environment. In (Wang, et al. 2017), the authors propose the usage of extreme learning machines for PLA. They 
further introduce a pseudo adversary model in order to generate artificial attacker training data. The authors in 
(Senigagliesi, Baldi und Gambi 2020) use Neural Networks and Support Vector Machines for PLA and evaluate 
the classifiers using a simulative framework. They addtionally propose to use one-class versions of the respective 
models in case of missing training data from the attacker node. Further, they conduct a model selection and 
manual HPO. They do however not consider cryptographic schemes in any phase of their proposed PLA 
procedure. 

Though the results of most of the presented related works are promising, there are still several drawbacks 
existing. Many works use statistical decision metrics, which require a constant threshold to be set as input. This 
approach delivers typically only optimum performances in the cases which are evaluated. ML based classification 
schemes can therefore be applied in order to avoid that. Further, the outcome of simulative evaluations needs 
to be verified in real world scenarios with real hardware such as e.g. prototypes in order to prove their field 
performance. Cross validation should further be considered over a variety of classification schemes and 
parameterizations (e.g. HPO). Additionally, real world scenarios within the IR scope should be considered in 
order to pave the road towards standardization of PLA schemes within existing or future wireless systems. 
Channel measurements are therefore conducted within the 3.7 GHz campus network frequency band (Germany) 
within this work and realisitic URLLC traffic models are used in order to evaluate the PLA performance.  

3. System Model 
Within this section, we introduce the considered system model, as well as possible physical layer features to be 
used for PLA. Further, we introduce the considered attacker scenario. 

3.1 Wireless System 

We consider a wireless (public) channel between two users, Alice and Bob, intending to exchange authenticated 
messages with each other. A third user Eve, who is an adversarial user, tries to inject illegal messages 
masquerading as one of the legal users Alice or Bob. This can be done by reusing the radio ressources allocated 
to either Alice or Bob in case of centralized Radio Resource Management (RRM) or by spoofing their addresses 
in case of competetive/decentralized RRM. Figure 2 indicates the possible message flows over the wireless 
channel for all considered users. Messages transmitted by users are denoted with 𝒙𝒙𝑢𝑢 and messages received by 
users with 𝒚𝒚𝑢𝑢, where u denotes user Alice (𝑢𝑢 = 𝐴𝐴), Bob (𝑢𝑢 = 𝐵𝐵) or Eve (𝑢𝑢 = 𝐸𝐸). 

 
Figure 2: System Model 

3.2 Physical Layer Metadata 

Physical layer protocol metadata is used in PLS schemes in order to provide lightweight security functions. This 
metadata can either originate from the transceiver hardware (e.g. radio fingerprints or clock skew) or it can 
originate from characteristics of the wireless channel (e.g. RSSI or channel estimation data). In the first case it is 
already challenging for an attacker to spoof these characteristics by using default hardware (off-the-shelf). 
However, this requires an additional effort for the legitimate receiver in order to detect these characteristics and 
increases the receiver complexity and cost. For the second case, the respective data is typically available and 
accessible in any radio protocol. Therefore, we focus on channel based metadata and especially channel 
estimation data in our work, which is computed at the receiver side in form of a frequency domain channel 
estimation (OFDM based systems). The received signal at a user 𝑢𝑢𝑖𝑖  in such systems is 

𝒚𝒚𝑢𝑢𝑖𝑖  =  𝑯𝑯𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗𝒙𝒙𝑢𝑢𝑖𝑖  + 𝒏𝒏𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗  (1) 

with 

𝑯𝑯𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗 = �ℎ𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗
0 , … , ℎ𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗

𝑀𝑀−1� (2) 
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being the 𝑀𝑀-dimensional channel matrix of the frequency selective Single Input Single Output (SISO) fading 
channel between user 𝑢𝑢𝑖𝑖  and 𝑢𝑢𝑗𝑗  (transmitter) and ℎ𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗

𝑙𝑙  being the complex gain of the 𝑙𝑙-th sample in frequency 
domain (𝑙𝑙 = 0, … ,𝑀𝑀 − 1). It can be estimated as 

𝑯𝑯�𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗 =  𝑯𝑯𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗 + 𝝐𝝐𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗  (3) 

by user 𝑢𝑢𝑖𝑖. Due to noise 𝑛𝑛𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗  which is modelled as a gaussian random variable with zero mean and variance 

𝝈𝝈𝑛𝑛𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗
2 the channel estimation is not perfect and errors 𝝐𝝐𝑢𝑢𝑖𝑖𝑢𝑢𝑗𝑗  occur. 

3.3 Attacker Model 

A typical scenario for an attacker Eve is, that she is at a spatially different location compared to Bob and Alice 
(we assume a distance of more than the wavelength of the transmitted signal) and uses advanced equipment 
such as directed antennas and high sensitivity receivers in order to maximize the coverage to her benefits. We 
further assume perfect knowledge of the underlying communication protocol at Eve to run active attacks such 
as masquerade attacks, replay attacks or address spoofing attacks by introducing messages 𝒙𝒙𝐸𝐸. 

It is not assumed that Eve is gaining physical access to Alice or Bob to accomplish invasive attacks such as 
hardware modification. Further, other active attacks such as Denial-of-Service (DoS) attacks due to jamming are 
not considered. We assume that the legitimate communicating participants Bob and Alice have already carried 
out initial user authentication to each other and have set up trust in a secure way by using cryptographic 
certificates or MACs. Attacks on the initial authentication stage are not considered. Further, we assume that Eve 
is, depending on the current attack strategy, spoofing on transmission slots which are actually allocated to Bob 
by using a higher transmit power in order to make Alice overhear Bobs transmissions. In order to successfully 
carry out attacks, the receive power of Eves transmissions has to be higher than that of Bobs transmissions at 
Alice. 

Within this work we consider that the attacker node is transmitting messages at a constant probability which is 
denoted Attack Intensity (AI). It gives the percentage of packets injected by Eve based on the total number of 
packets transmitted by Bob or Eve in total. 

4. Naïve Bayes classification for PLA 
After introducing the channel based PLA concept, we present the NB classifiers that were used in order to 
evaluated the PLA performance within our testbed. 

4.1 Wireless channel based PLA 

Within PLS based authentication such as PLA, receivers try to identify the transmitter based on e.g. channel 
characteristics instead of evaluating an authentication tag. Considering Bob transmitting messages 𝑥𝑥𝐵𝐵(𝑘𝑘) to 
Alice, Alice will estimate the channel as 𝑯𝑯�𝐴𝐴𝐴𝐴(𝑘𝑘) when receiving message 𝒚𝒚𝐴𝐴(𝑘𝑘)  at times 𝑘𝑘 = 0, . . . ,𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 − 1. 
The messages 𝒙𝒙𝐵𝐵(𝑘𝑘) sent by Bob need to contain cryptographic information from higher layers (above physical 
layer) in order to prohibit any spoofing attacks by Eve during time 𝑘𝑘 = 0, . . . ,𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 − 1. Alice authenticates Bob 
then using PLA from time 𝑘𝑘 ≥ 𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡. This is realized by comparing the physical parameters such as channel state 
estimation or Channel Impulse Response (CIR) to the previously recorded versions at times 𝑘𝑘 = 0, . . . ,𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 −
1. Based on that, two hypothesis are possible about the origin of the respective estimated channel 𝑯𝑯� (𝑘𝑘), 𝑘𝑘 ≥
𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡  and the payload of messages 𝑦𝑦𝐴𝐴(𝑘𝑘), which are  

ℋ0:𝑯𝑯�(𝑘𝑘) due to 𝒙𝒙𝐵𝐵(𝑘𝑘) and 
ℋ1:𝑯𝑯� (𝑘𝑘) due to 𝒙𝒙𝐸𝐸(𝑘𝑘). (4) 

 
In case of ℋ0 follows 

𝑯𝑯� (𝑘𝑘) =  𝑯𝑯𝐴𝐴𝐴𝐴(𝑘𝑘) + 𝝐𝝐𝐴𝐴𝐴𝐴(𝑘𝑘)(5) 

and in case of ℋ1 
𝑯𝑯�(𝑘𝑘) =  𝑯𝑯𝐴𝐴𝐴𝐴(𝑘𝑘) + 𝝐𝝐𝐴𝐴𝐴𝐴(𝑘𝑘). (6) 

The reference channel estimation used for comparison needs to be updated due to temporal variations in 
wireless channels, such as due to doppler fading. Otherwise it is not possible to distinguish between channel 
variations and messages introduced by an attacker after some point. Therefore, the update interval should be 
below the channel coherence time 𝑇𝑇𝐶𝐶  of the 𝑯𝑯𝐴𝐴𝐴𝐴  channel in order to catch up with these variations. The 
temporal difference between two subsequent channel estimations should further always be below 𝑇𝑇𝐶𝐶 . Due to 
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such infuences on the physical parameters used within the PLA, errors can occur. Therefore, we propose the 
utilization of NB supervised classification schemes in order to distinguish between transmissions of users Bob 
and Eve received by Alice respectively. 

4.2 NB based supervised classification 

The classification algorithms, which are based on NB methods, are applying Bayes’ theorem. Given the value of 
the class variable it assumes the conditional independence between every pair of features. Based on 𝑦𝑦 as the 
target variable and the dependent feature vector 𝑥𝑥 = [𝑥𝑥1, … , 𝑥𝑥𝑛𝑛], Bayes’ theorem states that 

𝑃𝑃(𝑦𝑦|𝑥𝑥1, … , 𝑥𝑥𝑛𝑛) = 𝑃𝑃(𝑦𝑦)𝑃𝑃(𝑥𝑥1,…,𝑥𝑥𝑛𝑛|𝑦𝑦)
𝑃𝑃(𝑥𝑥1,…,𝑥𝑥𝑛𝑛)

 . (7) 

From the naive independence assumption 𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦, 𝑥𝑥1, … , 𝑥𝑥𝑖𝑖−1, 𝑥𝑥𝑖𝑖+1, … , 𝑥𝑥𝑛𝑛) = 𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦) follows for all 𝑖𝑖 

𝑃𝑃(𝑦𝑦|𝑥𝑥1, … , 𝑥𝑥𝑛𝑛) = 𝑃𝑃(𝑦𝑦)∏ 𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦)𝑛𝑛
𝑖𝑖=1

𝑃𝑃(𝑥𝑥1,…,𝑥𝑥𝑛𝑛)
 . (8) 

Due to the constant 𝑃𝑃(𝑥𝑥1, … , 𝑥𝑥𝑛𝑛), the classification rule 𝑃𝑃(𝑦𝑦|𝑥𝑥1, … , 𝑥𝑥𝑛𝑛) ∝ 𝑃𝑃(𝑦𝑦)∏ 𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦)𝑛𝑛
𝑖𝑖=1  can be derived, 

which further results in 𝑦𝑦𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 = arg max
𝑦𝑦

𝑃𝑃(𝑦𝑦)∏ 𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦)𝑛𝑛
𝑖𝑖=1 . The terms 𝑃𝑃(𝑦𝑦) (frequency of class 𝑦𝑦 in the training 

set) and 𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦) can be estimated using Maximum A Posteriori (MAP) estimation. The term 𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦) however 
can be estimated in different ways based on the assumptions which are made on its distribution (Zhang 2004). 
Therefore, different NB approaches exist which are introduced below and implemented in our testbed. 

4.2.1 Gaussian Naïve Bayes classifier 

The Gaussian Naïve Bayes (GNB) classification algorithm estimates 𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦) as 

𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦) =
1

�2𝜋𝜋𝜌𝜌𝑦𝑦2
𝑒𝑒
−

(𝑥𝑥𝑖𝑖−𝜇𝜇𝑦𝑦)2

2𝜌𝜌𝑦𝑦2 (9) 

assuming the likelihood of the features is gaussian. In order to estimate 𝜌𝜌𝑦𝑦  and 𝜇𝜇𝑦𝑦, maximum likelihood 
estimation is used. 

4.2.2 Complement Naïve Bayes classifier 

The Complement Naïve Bayes (CNB) algorithm is especially suited for imbalanced data sets. It uses statistics, 
which are derived from the complement of each class in order to compute the weights 𝑤𝑤. These are calculated 
as 

𝑤𝑤𝑐𝑐̃𝑖𝑖 = log𝜃𝜃�𝑐𝑐̃𝑖𝑖 =
𝑤𝑤𝑐𝑐𝑐𝑐

∑ |𝑤𝑤𝑐𝑐𝑐𝑐|𝑗𝑗
  with  𝜃𝜃�𝑐𝑐̃𝑖𝑖 =

𝑁𝑁𝑐𝑐̃𝑖𝑖 + 𝛼𝛼𝑖𝑖
𝑁𝑁𝑐𝑐̃ + 𝛼𝛼

 (10) 

Where 𝑁𝑁𝑐𝑐̃  is the total number of samples within the opposite class and 𝑁𝑁𝑐𝑐̃𝑖𝑖  are the repetitions of a sample in the 
opposite class (McCallum und Nigam 1998). Further, 𝛼𝛼𝑖𝑖  is a smoothing hyperparameter and 𝛼𝛼 = ∑ 𝛼𝛼𝑖𝑖 𝑖𝑖. Based on 
that, the CNB classification rule is 

𝑐̂𝑐 = arg min
𝑐𝑐
� 𝑥𝑥𝑖𝑖𝑤𝑤𝑐𝑐𝑐𝑐

𝑖𝑖
 . (11) 

4.2.3 Multinomial Naïve Bayes classifier 

The Multinomial Naïve Bayes (MNB) classifier assumes multinomially distributed data, where the distribution is 
parametrized by vectors 𝜃𝜃𝑦𝑦  =  [𝜃𝜃𝑦𝑦1, . . . , 𝜃𝜃𝑦𝑦𝑦𝑦] for each class 𝑦𝑦. 𝜃𝜃𝑦𝑦𝑦𝑦  is the probability 𝑃𝑃(𝑥𝑥𝑖𝑖|𝑦𝑦) of feature 𝑖𝑖 belonging 
to class 𝑦𝑦 and estimated according to 

𝜃𝜃�𝑦𝑦𝑦𝑦 =
𝑁𝑁𝑦𝑦𝑦𝑦 + 𝛼𝛼
𝑁𝑁𝑦𝑦 + 𝛼𝛼𝛼𝛼

 (12) 

Here, 𝑁𝑁𝑦𝑦𝑦𝑦 = ∑ 𝑥𝑥𝑖𝑖𝑥𝑥∈𝑇𝑇  is the count of feature 𝑖𝑖 appearing in a sample of class 𝑦𝑦 within the training set 𝑇𝑇 and 
𝑁𝑁𝑦𝑦 = ∑ 𝑁𝑁𝑦𝑦𝑦𝑦𝑛𝑛

𝑖𝑖=1  is the total count of all features for class 𝑦𝑦. A smoothed maximum likelihood estimation of 𝜃𝜃�𝑦𝑦𝑦𝑦  is 
achieved by introduction of the smoothening parameter 𝛼𝛼 ≥ 0, which allows for either Laplace smoothing 
(𝛼𝛼 = 0) or Lidstone smoothing (𝛼𝛼 < 1) (Rennie, et al. 2003). 
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5 Artificial Training Data Generation for PLA 
A big issue of the practical application of PLA is the fact, that the attacker is typically not present during the 
training phase. Different strategies can be deployed in order to overcome this, where artificial (attacker) training 
data is generated. We propose the utilization of fixed sequences for that purpose, since they are in contrast to 
the approach in (Wang, et al. 2017) independent of the channel profiles of the URLLC users and can therefore 
be generated in a preliminary manner reducing complexity and cost. The possible options we investigate here 
are 0-sequences 

ℎ𝐴𝐴𝐴𝐴𝑖𝑖 = 0, 𝑖𝑖 = 0, … ,𝑀𝑀 − 1, (13) 
1-sequences  

ℎ𝐴𝐴𝐴𝐴𝑖𝑖 =  1, 𝑖𝑖 = 0, … ,𝑀𝑀 − 1, (14) 
 
and random sequences  

ℎ𝐴𝐴𝐴𝐴𝑖𝑖 =  rand(0,1), 𝑖𝑖 = 0, … ,𝑀𝑀 − 1, (15) 
where rand(0,1) is a random float number within the range of 0 and 1. We are further assuming normalized 
channel profiles of the URLLC users as described in section 6.1. 

6 Evaluation Methodology 
The evaluation methodology used within section 7 is presented in this section including steps such as data 

pre-processing, hyperparameter optimization and PLA performance metrics. 

6.2 Data Pre-processing 

The pre-processing steps as depicted within Figure 3 are applied to the validation and testing datasets 
respectively, in order to fit the classifiers. The magnitudes 𝑭𝑭(𝑘𝑘) = �𝑯𝑯� (𝑘𝑘)�, 𝑘𝑘 = 0, … ,𝑁𝑁 of the complex channel 
gains are calculated first for each data sample 𝑯𝑯� (𝑘𝑘). A pre-processing step for feature dimensionality reduction 
is added in order to investigate the impact of feature dimensionality. This reduces the number of features of the 
original sample from 𝑀𝑀 = 48 to 𝑀𝑀𝑟𝑟𝑟𝑟𝑟𝑟  by sampling the original feature vector at the respective rate yielding 

𝑭𝑭𝑟𝑟𝑟𝑟𝑟𝑟(𝑘𝑘, 𝑙𝑙∗) = 𝑭𝑭�𝑘𝑘, 𝑙𝑙𝑙𝑙
𝑀𝑀𝑟𝑟𝑟𝑟𝑟𝑟

� , 𝑙𝑙∗ = 0, … ,𝑀𝑀𝑟𝑟𝑟𝑟𝑟𝑟 − 1, (16) 

where 𝑙𝑙∗ denotes the index of the features in the new feature dimension 𝑀𝑀𝑟𝑟𝑟𝑟𝑟𝑟   and 𝑙𝑙 the index in the original 
feature dimension.  

 
Figure 3: Data pre-processing  

Afterwards, the data set is split into training and validation sets, which are used to fit the classifiers (training) 
and validate their performance. The training set is given by 𝑭𝑭𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = [𝑭𝑭𝑟𝑟𝑟𝑟𝑟𝑟(0), … ,𝑭𝑭𝑟𝑟𝑟𝑟𝑟𝑟(𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 − 1)] and the 
remaining samples are used for validation. Finally, the training and validation data is normalized. This is done by 
calculating the mean and variance of the training set, then the training set is transformed to 

 

𝑭𝑭𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 =
𝑭𝑭𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 − 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚(𝑭𝑭𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡)

𝑠𝑠𝑠𝑠𝑠𝑠(𝑭𝑭𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡)
 (17) 

 

and the validation set is transformed according to 

𝑭𝑭𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 =
𝑭𝑭𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣 − 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚(𝑭𝑭𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡)

𝑠𝑠𝑠𝑠𝑠𝑠(𝑭𝑭𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡)
 . (18) 

6.3 Hyperparameter Optimization 

We use a random search in order to find the optimal hyperparameters 
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𝜆𝜆∗ = argmin
𝜆𝜆∈𝛬𝛬

mean
𝑥𝑥𝑘𝑘
𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣

𝐿𝐿(𝑦𝑦𝑘𝑘𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 , 𝑓𝑓𝜆𝜆(𝑥𝑥𝑘𝑘𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡)) (19) 

to the given classification task. Possible value ranges for each model and respective hyperparameter are given 
as input and the models are fitted and validated on all combination of hyperparameters. For this, we only use 
𝑁𝑁𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣  data sets of the overall 𝑁𝑁𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 = 𝑁𝑁𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣 + 𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡  data sets. We use the accuracy metric in order to select 
the optimal hyperparameter set for each classifier. It is given by 

𝑃𝑃𝐴𝐴 =
1
𝑁𝑁

� 𝒚𝒚𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝(𝑘𝑘) − 𝒚𝒚𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(𝑘𝑘)
𝑁𝑁−1

𝑘𝑘=𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡

, (20) 

where 𝒚𝒚𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝  is the label vector predicted by the respective classifier (user Bob or Eve is the transmitter) and 
𝒚𝒚𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡  the true label vector. The hyperparameters derived from random search for the NB classifiers introduced 
in section 4.2 are listed in Table 1 accordingly. The remaining 𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡   data sets are used in order to evaluate their 
performance on the given classification task after deriving the optimal hyperparameters for each classifier. 
Beside the accuracy metric, ROC curves are used including Area Under Curve (AUC) scores for that purpose. 

Table 1: Optimal hyperparameters for each classifier 

Classifier Parameter Value 

GNB var_smoothing 1.5189 ∙ 10−7 

CNB alpha 0.6213 

MNB alpha 0.5042 

7 Performance Evaluation 
In this section, we first describe the process of acquisition of channel estimation data. Then the evaluation 
scenario is presented as well as results and their discussion respectively. 

7.2 Data Acquisition 

We used Universal Software Radio Peripheral (USRP) B210 SDR platforms and an OFDM based transmission 
systems in order to obtain realistic channel estimation data. The OFDM system is implemented with GNURadio 
OFDM transmitter and receiver baseband processing blocks. These provide the functionality for channel 
estimation based on the Schmidl and Cox method (Schmidl und Cox 1997) using the respective preamble 
symbols. We use an OFDM setup with a Fast Fourier Transform (FFT) size of 64 with 48 active subcarriers. The 
cyclic prefix length is 16 samples, whereas the bandwidth is 10 MHz and the carrier frequency is set to 3.715 
GHz. Each data packet consists of 2 preamble symbols, which are used for channel estimation and frequency 
offset estimation at the receiver and N data symbols. The data packets are transmitted with a periodicity of 10 
ms, which yields us a vector of 48 complex symbols for each received OFDM packet (only the active subcarriers 
are considered for channel equalization).  

 

Figure 4: Experiment setup with positions of Alice, Bob and Eve 
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A mobile URLLC scenario is consider where user Bob is under mobility and emulating a URLLC user device 
transmitting messages, while Alice and Eve are static emulating the URLLC gateway receiving messages and the 
attacker node transmitting messages respectively (see Figure 4). The environment is a mixed office/lab area 
with a lot of objects and metal walls. Datasets of channel estimation data are recorded by Alice from 𝑁𝑁𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑  

different position constellations of the users (Alice and Eve). In case of a transmission of Eve, it is assumed, as 
mentioned in section 3.3, that Bobs regular transmission is interfered by Eve (e.g. using a comparatively higher 
transmit power). The experiment parameters are summarized within Table 2. 

Table 2: Validation and testing parameters 

Parameter Variable Value 

Carrier frequency 𝑓𝑓𝑓𝑓 3.715 GHz 

Transmission frequency ∆𝑇𝑇 100 Hz 

Channel bandwidth 𝐵𝐵𝐵𝐵 10 MHz 

No. of datasets 𝑁𝑁𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 10 

No. of validation/test 
datasets 

𝑁𝑁𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣/𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 5 

Feature dimension 𝑀𝑀 48 

Reduction method - pilot 

No. of training samples 𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 10 

No. of samples per data set 𝑁𝑁 10000 

User velocity 𝑣𝑣𝐵𝐵  

7.3 Results 

The PLA performance of the NB classifiers is depicted in Figure 5 for different AIs. While the MNB and CNB have 
a more or less constant accuracy independent of the AI, the accuracy of the GNB decreases for low AIs. Such as 
at an AI of 20%, 99% accuracy is reached, whereas for AIs≥40%, the accuracy is ≥99.99% for all classifiers. 

Within Figure 6, the ROC curves of NB classifiers are presented for low (a), medium (b) and high (c) AIs 
respectively. The PLA performance of the GNB is decreased here similarly for a low AI of 10% reaching an AUC 
score of 98.14%. While the AUC performance increases for the GNB with increasing AI to 99.56% (medium AI) 
and 99.47% (high AI) respectively, for the MNB and CNB a decrease of AUC performance is observed. Both are 
reaching AUC scores of 99.75% at medium AI and 99.06% at high AI. 

The PLA performance in terms of accuracy depending on the feature dimension 𝑀𝑀 and training set size 𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 is 
depicted in Figure 7. In case of low AIs (Figure 7a), the PLA performance of the GNB is constant at 99.6% 
independent of M, while the performance of GNB and MNB is decreased for very low feature dimensions (M=4) 
reaching a minimum of 95.32%. However, for M=20, M=24 and M=48 it reached accuracies ≥99.98%. At medium 
AIs (Figure 7b), the minimum PLA performance reached 99.2% for the CNB and NMB classifiers and 99.9% for 
the GNB classifiers at M=4. For M≥16, all classifiers reach accuracies of ≥99.98%. A similar result is observed for 
high AIs (Figure 7c), where the minimum PLA performance reaches 99.85% at M=4 and 100% for M≥8 for all 
classifiers. In case of a decrease of the training set size, the PLA performance decreases for low (Figure 7d) and 
high (Figure 7f) AIs at low values of 𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡. At 𝑁𝑁𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = 50 for instance, the performance of the GNB classifier 
reaches 94% and 98% respectively. In case of the GNB and MNB classifiers, a PLA performance of ≥99.8% is 
reached for Ntrain≥100 in this case. In case of a medium AI (Figure 7e) however, all classifiers reach a minimum 
performance of 99.99% in all cases. 
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Figure 5: Accuracy scores for NB classifiers vs. Attack Intensity 

 

 
Figure 6: ROC curves for NB classifiers under different Attack Intensities 

 

 
Figure 7: Accuracy of NB classifiers vs. feature dimension (a)-(c) and training set size (d)-(f) under different 
Attack Intensities (low, medium, high) 
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Figure 8: Accuracy of NB classifiers vs. feature dimension under different Artificial Training Strategies, AI = 0% 
(a-c) and AI = 100% (d-f) 

Figure 8 presents the results in case of missing training data from either Eve (AI=0%) or Bob (AI=100%). In case 
1-sequences are used for artificial training data generation for Eves data (Figure 8a), the PLA performance is only 
decreased for low feature dimension (M=4) for the MNB and CNB classifiers at 97.2% and 98% respectively. In 
all other cases, the PLA performance is ≥99.98%. However, 0-sequences (Figure 8b) and random sequences 
(Figure 8c) provide suboptimal PLA performances for the MNB/CNB and GNB reaching a maximum of 73% and 
98% at M=48 respectively. In case of missing training data from Bob, the PLA performance of the GNB is 100% 
independent of the used artificial training data generation method. However, in case of the MNB and CNB 
classifiers, the PLA performance decreases in case of a decrease in the feature dimension M. Minimum 
accuracies of 68.8-73% (1-sequences), 87.9-89% (0-sequences) and 99.77-99.8% (random sequences) are 
reached for instance at M=4. The maximum performance is reached at M=48 with accuracies of 99.36-99.45%, 
99.87-99.9% and 100% respectively. 

7.4 Discussion 

The results presented in the previous subsection indicate a promising PLA performance in terms of the accuracy 
and AUC metrics. Further, the performance of the NB classifiers only decreases in rare scenarios (e.g. very low 
feature dimension or training set size). Especially the application of artificial training data strategies shows 
promising results in most of the cases. The choice of the respective method is however depending on the used 
classification scheme. In summary, the PLA performance derived within this work is similar or slightly above the 
performance reached in related work as presented in section 2.  

8 Conclusion and Future Work 
We have introduced the concept of PLA for industrial applications such as URLLC within this work. Further, we 
have proposed the usage of NB supervised classification for that purpose and presented methods in order to 
overcome the drawback of missing training data from respective users or attacker nodes in practical scenarios. 
The results derived from our experimental testbed show that under specific circumstances the application of NB 
supervised classification algorithms for PLA is a promising alternative to conventional security measures such as 
MACs. A considerable amount of radio resources can be saved within URLLC applications in that case. More 
advanced attack strategies such as e.g. burst attacks instead of attackers transmitting at a constant probability 
have to be considered within future work in order to further approve the robustness of PLA schemes. 
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